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Protecting sensitive information on data streams is a pivotal challenge for modern systems. Current approaches
to providing privacy in data streams can be broadly categorized into two strategies. The first strategy involves
transforming the stream into a private sequence of values, enabling the subsequent use of non-private methods
of analysis. While effective, this approach incurs high memory costs, often proportional to the size of the
database. Alternatively, a compact data structure can be used to provide a private summary of the stream.
However, these data structures are limited to predefined queries, restricting their flexibility.

To overcome these limitations, we propose a lightweight synthetic data generator, PrivHP, that provides
differential privacy guarantees. PrivHP is based on a novel method for the private hierarchical decomposition
of the input domain in bounded memory. As the decomposition approximates the cumulative distribution
function of the input, it serves as a lightweight structure for synthetic data generation. PrivHP is the first
method to provide a principled trade-off between accuracy and space for private hierarchical decompositions. It
achieves this by balancing hierarchy depth, noise addition, and selective pruning of low-frequency subdomains
while preserving high-frequency ones, all identified in a privacy-preserving manner. To ensure memory
efficiency, we employ private sketches to estimate subdomain frequencies without accessing the entire dataset.

Central to our approach is the introduction of a pruning parameter k, which enables an almost smooth
interpolation between space usage and utility, and a measure of skew taily, which is a vector of subdomain
frequencies containing all but the largest k coordinates. PrivHP processes a dataset X using M = O(k log? | X|)
space and, on input domain Q = [0, 1]¢, while maintaining ¢-differential privacy, produces a synthetic data
generator that is at distance
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from the empirical distribution in the expected Wasserstein metric. Compared to the state-of-the-art, PMM, which
achieves accuracy O((en)~Y4) with memory O(en), our method introduces an additional approximation
error term of O(||taily (X)||1/(M 1/dp)), but operates in significantly reduced space. Additionally, we provide
interpretable utility bounds that account for all error sources, including those introduced by the fixed hierarchy
depth, privacy noise, hierarchy pruning, and frequency approximations.
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1 Introduction

A data stream solution addresses the problem of analyzing large volumes of data with limited
resources. Numerous techniques have been developed to enable real-time analytics with minimal
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memory usage and high throughput [7, 16, 21]. However, if the stream contains sensitive infor-
mation, privacy concerns become paramount [12, 29]. In such cases, a data stream solution must
optimize resource efficiency while balancing utility and strong privacy protection.

The concept of differential privacy has emerged as the prevailing standard for ensuring privacy in
the analysis of data streams. It guarantees that an observer analyzing the outputs of a differentially
private algorithm is fundamentally limited, in an information-theoretic sense, in their ability to
infer the presence or absence of any individual data point in the stream. Methods for supporting
differentially private queries on data streams can be broadly categorized into two strategies. The
first strategy transforms the data stream into a differentially private sequence of values or statistics,
which can subsequently be processed and queried by non-private data structures [6, 17, 23, 29].
However, these approaches can incur high memory costs, limiting their applicability in many
streaming contexts. The second approach involves constructing specialized data structures, with
small memory allocations, that provide differentially private answers to specific, predefined queries
[3, 18, 33]. Although this approach is memory efficient, it restricts the range of queries to those
selected in advance, reducing flexibility.

To address these limitations, we propose a lightweight synthetic data generator, PrivHP (Private
Hot Partition), that provides differential privacy and operates with high throughput and in bounded
memory. Our generator produces private synthetic data that approximates the distribution of the
original data stream. This synthetic data can be used for any downstream task without additional
privacy costs. Therefore, PrivHP both protects sensitive information in bounded memory and
supports a broad range of queries in resource-constrained environments.

1.1 Problem and Solution

Mathematically, the problem of generating synthetic data can be defined as follows. Let (Q, p) be a
metric space and consider a stream X = (X3,...,X,) € Q" Our goal is to construct a space and
time-efficient randomized algorithm that outputs synthetic data Y = (Y3,...,Y,) € Q™, such that
the two empirical measures

1v 1
px = ;;5& and py = ;Z(Sn

i=1

are close together. Moreover, the output Y should satisfy differential privacy.

Our approach adapts recent advancements in private synthetic data generation (in a non-
streaming setting) that utilize a hierarchical decomposition to partition the sample space [14, 15]. At
a high level, these methods work in the following way:

(1) Hierarchically split the sample space into smaller subdomains;

(2) For each subdomain, count how often items from the dataset appear within it;

(3) To ensure privacy, add a carefully chosen amount of random noise to each frequency count;

(4) Use these noisy counts to construct a probability distribution so that items from each subdo-
main can be sampled with a probability proportional to their noisy frequency.

The accuracy of this approach depends on the granularity of the partition. Creating more subdo-
mains of smaller diameter can improve the approximation of the real distribution, but requires
more memory. Therefore, the challenge of constructing a high-fidelity partition on a stream is this
balance between granularity and memory.

To meet this challenge, PrivHP adopts a new method for hierarchical decomposition that prunes
less significant subdomains while prioritizing subdomains with a high frequency of items. In
addition, we use sketching techniques to approximate frequencies at deeper levels in the hierarchy,
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allowing for effective pruning without requiring access to the entire dataset. Similar to He et al.
[15], to maintain privacy, we perturb the frequency counts of nodes in the (pruned) hierarchy.

1.2 Main Result

We measure the utility of a synthetic data generator 7 by E[W; (ux, 7)], where Wi (ux, ) is the
1-Wasserstein metric, and E is taken over the randomness of the algorithm generating 7. Our
results explore trade-offs between utility and performance. We are interested in quantifying the
cost, in utility, of supporting synthetic data generation under resource constraints. To quantify the
cost of pruning we introduce the vector tail}, which is the vector of subdomain frequencies, at
level r in the hierarchy, with the highest k coordinates set to 0. The norm |[tail}||; is small for
skewed inputs and can even be zero on sparse inputs. Our utility bound, expressed as a function of
the memory allocation, is formalized in the following result on the hypercube Q = [0, 1]¢.

THEOREM 1.1. When Q = [0,1]%, for pruning parameter k, PrivHP can process a stream X of
sizen in M = O(klog?(n)) memory and O(log(en)) update time. PrivHP can subsequently output a
e-differentially private synthetic data generator Tpriynp, in O(M log n) time, such that

log?(M) |, Iltailf"(X)[ly o
O (et , gD ) ifd =1

E[Wi(ux, Torivip)] = -3 [Jtailsr (X)) )
O(Mmd + ) ifd>2

Our work makes several key contributions. First, we present a new method for private hierarchical
decomposition that provides the first known trade-off between accuracy and space. Our approach
achieves this by carefully balancing hierarchical depth, noise addition, and pruning, allowing
for efficient representations without sacrificing utility. The key innovation is the introduction
of the pruning parameter k, which controls the accuracy-space trade-off and provides a level of
flexibility unavailable in prior work. In addition, Theorem 1.1 reveals that, as the noise term! grows
with the memory allocation, for highly skewed or sparse inputs, pruning may be beneficial in the
non-streaming setting.

A central contribution of our work is the accuracy analysis. The key challenge lies in under-
standing how error (from both privacy noise and frequency approximation) propagates down the
hierarchy and affects pruning decisions. We formalize how this error is propagated and provide
interpretable utility bounds (Theorem 5.2) that account for the different sources of error.

These bounds apply to any metric space as an input domain. Thus, our techniques are applicable
to a broad range of domains, such as geographic coordinates or the IPv4 address space.

Leveraging the constructed hierarchy, we introduce the first private synthetic data generator
with provable space-utility trade-offs for any metric space. This enables the generation of high-
fidelity, privacy-preserving synthetic datasets, in bounded memory, that are suitable for various
downstream data analysis tasks and applications. A comprehensive comparison with existing
methods for private synthetic data generation is provided in Table 1.

1.3 Organization of the Paper

As background, Section 2 covers related work and Section 3 establishes the relevant preliminaries.
Section 4 introduces our method for compact hierarchical decompositions on the stream. Section 5
covers synthetic data generation using hierarchical partitions and supplies the main results. Section 6
introduces our method for measuring utility. Lastly, Section 7 contains the proof of our utility
bound for general input domains.

The noise term is O (log? M/ (en)) for the case d = 1
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Accuracy
Method Q=T01] T G=[0i%dz2 Memory
Smooth [30] O (e~ 1n K/ (2d+K)) O(dn)
X 1/d
SRRW [5] 0 ((1ogz(gn)(gn)-1) ) O(dn)
PMM [15] O (log®(en)(en)™1) O ((en)~1/4) O(en)
Privip || 0 (lE00 4 I8l ) | g (Mt,,"’) + ”t;iig;”l) M = O(klog?n)

Table 1. Performance of PrivHP vs prior work. Results are presented for input domains Q = [0, 1] and
Q=10,1]%d > 2). Accuracy is measured by the expected 1-Wasserstein distance. The utility guarantee for
Smooth is restricted to smooth queries with bounded partial derivatives of order K.

2 Related Work
2.1 Private Hierarchical Decomposition

Many methods for hierarchical decomposition have been adapted to the context of differential
privacy [9, 17, 24, 31, 32]. Static solutions, such as PrivTree [32], require full access to the dataset
and are not suitable for streaming. The dynamic decomposition introduced by PrivStream [17]
adapts PrivTree to the stream. However, PrivStream is supported by a fixed and potentially
large hierarchical partition of the input domain that must be stored locally with exact counts [17].
Therefore, it incurs large memory costs and is not suited to resource-constrained settings. We
overcome this limitation by adopting pruning and sketching techniques to summarize deeper levels
of the hierarchy. In addition, PrivStream does not provide any utility guarantees.

Biswas et al. introduced a streaming solution for hierarchical heavy hitters [3] that can support a
private hierarchical decomposition on the stream. One key difference in our approach is the choice
of private sketch. The hashing-based private sketch [22] employed by PrivHP has a better error
guarantee than the counter-based sketch [18] used by Biswas et al. [3]. Further, as the error of
the hash-based sketch can be expressed in terms of the tail of the dataset it composes nicely with
hierarchy pruning.

2.2 Privacy on Data Streams

A common strategy for supporting privacy on streams is to transform the stream into a differentially
private sequence of values [6, 23, 29]. While this enables query flexibility, current methods provide
no bounds on the memory allocation, which can be proportional to the size of the stream. This
limits their application in resource-constrained environments. In the traditional data steam model,
where memory is sublinear in the size of the database, the current approach for protecting streams
is to construct specialized data structures, with small memory allocations, that provide differentially
private answers to specific, predefined queries [3, 18, 33]. However, these methods lack query
flexibility.

Alabi et al. provide a method for private quantile estimation in bounded memory [1]. A quantile
estimator can be used to generate synthetic data approximating the distribution of the input dataset.
This is achieved by sampling a value uniformly in [0,1] and returning the quantile. However, their
method only works for finite and ordered input domains and, thus, does not extend to general
metric spaces.
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2.3 Non-Streaming Private Synthetic Data Generation

The problem of generating private synthetic data from static datasets, especially in relation to
differential privacy, has been explored in depth. The challenge of this problem was demonstrated
by Ullman and Vadhan, who showed that, given assumptions on one-way functions, generating
private synthetic data for all two-dimensional marginals is NP-hard on the Boolean cube [26]. A
subsequent portion of research has since focused on guaranteeing privacy for specific query sets
[2, 4, 10, 19, 25, 27].

The utility for private synthetic data is measured by the expected 1-Wasserstein distance. Wang
et al. [30] addressed private synthetic data generation on the hypercube [0, 1]¢. They introduced
a method (Smooth) for generating synthetic data that comes with a utility guarantee for smooth
queries with bounded partial derivatives of order K, achieving accuracy O (¢~'n~K/(24+K)) More
recently, Boedihardjo et al. [5] proved an accuracy lower bound of O(n~/¢). They also intro-
duced an approach (SRRW) based on super-regular random walks with near-optimal utility of
O(log3/2(€n) (en)~1/9). Subsequently, He et al. [15] proposed an approach PMM, based on hierar-
chical decomposition, that achieves optimal accuracy (up to constant factors) for d > 2. These
methods provide a combination of privacy and provable utility. However, they do not consider
resource constraints. In contrast, our approach provides meaningful trade-offs between utility and
resources. A summary of accuracy vs. memory for prior work is presented in Table 1.

3 Preliminaries
3.1 Privacy

Differential privacy ensures that the inclusion or exclusion of any individual in a dataset has a
minimal and bounded impact on the output of a mechanism. Two streams X and X’ are neighboring,
denoted X ~ X', if they differ in one element. Formally, X ~ X’ if there exists a unique i such that
x; # x;. The following definition of differential privacy is adapted from Dwork and Roth [11].

Definition 3.1 (Differential Privacy — 1-Pass). A randomized mechanism M satisfies ¢-differential
privacy in a 1-pass setting if and only if, for all pairs of neighboring streams X ~ X’ € Q* and all
measurable sets of outputs Z C support(M), it holds that

PriM(X) € Z] < e PrIM(X’) € Z].

This states that the output after the stream is processed is differentially private. This is in contrast
to continual observation, where the output is published after each stream update. Our focus is
on the 1-pass model, but our method can be adapted to continual observation by replacing the
counters and sketches with their continual observation counterparts.

The Laplace mechanism is a fundamental technique for ensuring differential privacy by adding
noise calibrated to a function’s sensitivity. Let A,(f) = maxx-x/[|f(X) — f(X’)[|, denote the
p-sensitivity of the function f.

LEmMMA 3.2 (LAPLACE MECHANISM). Let f be a function with L;-sensitivity A1(f). The mechanism

M(X) = £(X) +Laplace (AI—(f))

&

satisfies e-differential privacy, where Laplace is a Laplace distribution with mean 0 and scale parameter
A1(f)
rat
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3.2 Utility

The utility of the output is measured by the expectation of the 1-Wasserstein distance between two
measures:

Wi(px, py) = sup (/ fdpx —/fduy), (1)
Lip(f)<1

where the supremum is taken over all 1-Lipschitz functions on Q. Since many machine learning

algorithms are Lipschitz [20, 28], Equation 1 provides a uniform accuracy guarantee for a wide

range of machine learning tasks performed on synthetic datasets whose empirical measure is close

to prx in the 1-Wasserstein distance.

3.3 Sketching

Our generator relies on a partition of the sample space. Prior works, such as PrivTree and PMM,
construct partitions using exact frequency counts, which require access to the full dataset. Under
the constraint of a sublinear memory allocation, we instead use approximate frequency counts that
are private. We adopt private hash-based sketches [22, 33] to meet these needs.

A sketch performs a random linear transformation A to embed a vector v € R” into a smaller
domain Av € R/*". When the embedding dimension j X w is small, memory is reduced at the cost
of increased error. A private sketch adds noise to the transformation to make the distribution of the
sketch indistinguishable on neighboring inputs. Common examples are the Private Count Sketch
and Private Count-Min Sketch [22, 33]. They share a similar structure but differ in their update and
query procedures. We first overview non-private variants of sketches and then demonstrate how
to apply differential privacy.

The Count-Min Sketch [8] is a j X w matrix of counters, C(v) € R/*", determined by random
hash functions hy, ..., hj : [n] = [w], where each h; maps entries x € v into a bucket h;(x) within
row i. For (i, k) € [j] X [w], each bucket is defined as:

COik = D ox - L(hi(x) = k),

X€E€U
where 1(&) indicates event ¢ and vy is the count at entry x in v. Thus, each entry x is added to
buckets (i, h;(x)) for all i € [J], creating j hash tables of size w. The update procedure is visualized
in Figure 1. The estimator 0, = min{C[i][h;(x)] | i € [j]} combines row estimates by taking the
minimum value, filtering out collisions with high-frequency items. Our results use the following
bound on the expected error in a Count-min Sketch, where the influence of high frequency items
decays exponentially with the number of rows.

LeEMMA 3.3. For input vector v, the estimation error of a Count-min Sketch, with width 2w and
depth j, satisfies, Vx € v,
< [[tail,, (0)|l1 +27*|o]|;
- w

E[dx — vx]
where tail,, (v) is the vector v with the w largest coordinates removed.

The proof can be found in Appendix A. Similar to prior work [22], our result relies on the
use of fully random hash functions. Significantly, our privacy guarantee does not depend on this
assumption.

3.4 Private Release of Sketches

For private release, sketches must have similar distributions on neighboring vectors. In oblivious
approaches, we sample a random vector v € R/*" independent of the data and release C(X) + v.
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Hash Functions Count Table
hy(z) +ec Ciy | Ci2 Ci; see | @hgw

{ Con | Cap Cai Co }

Fig. 1. The update procedure for a Count-Min Sketch. It follows that hj(x) = i.

The sampling distribution depends on the sensitivity of the sketch. Since sketches are linear, for
neighboring inputs X ~ X’, we have C(X) — C(X’) = C(X — X’). As neighboring inputs have
sensitivity A;(X —X”) = 1, a sketch C has sensitivity proportional to its number of rows. Therefore,
A1(C) = j and C(X) + v achieves ¢-differential privacy for v ~ Laplace’*"(je~!) by Lemma 3.2.

4 Private Hierarchical Decomposition in Bounded Memory

A hierarchical decomposition recursively splits a sample space into smaller subdomains. Each point
of splitting refers to a level in the hierarchy. Formally, for a binary partition of the sample space
Q, the first level of the hierarchy contains disjoint subsets Qp, Q; C Q, such that Q, U Q; = Q.
Accordingly, a hierarchical decomposition 7 of depth L is a family of subsets Qg indexed by
0 € 7 C {0,1}=F, where

{0,1}* .= {0,1}° U {0,1}' U --- U {0, 1} .

By convention the cube {0,1}° = @. For Qy with 0 € {0, 1}, we call I the level of Qg. The leaves
of the decomposition 7 form a partition of the sample space. To generate synthetic data, any
decomposition 7~ can be used to form a sampling distribution. A synthetic point can be constructed
by (1) selecting a leaf subdomain Qg C Q with probability proportional to its cardinality and (2)
conditioned on this selection, choosing a point y € Qg uniformly at random.

Our lightweight generator is based on a pruned hierarchical decomposition. The quality of the
generator depends on the granularity of the subsets in the partition. That is, allowing more subsets
of smaller area leads to a sampling distribution closer to the empirical distribution of the input. Thus,
due to the memory cost of storing a more fine-grained partition, we observe a trade-off between
utility and space. To balance this trade-off, we aim to construct a hierarchical decomposition that
provides finer granularity for “hot” parts of the sample space, where hot indicates a concentration
of points. The high-level strategy is to branch the decomposition at hot nodes in the hierarchy. In
order to bound the memory allocation, we introduce a pruning parameter k, which denotes the
number of branches at each level of the hierarchy. Increasing k allows for more branches and, thus,
finer granularity at the cost of more memory.

In addition, as the space occupied by the generator is sublinear in the size of the database, we
cannot rely on exact frequency counts to compute cardinalities for every possible node in the
decomposition. Therefore, we employ private sketches at deeper, and more populated, levels in
the hierarchy to support approximate cardinality counting. For example, at level [, a single private
sketch can be used to count the number of points in each subdomain Qg, for 8 € {0, 1}*. Once the
private sketches process the data, they are then used to inform and grow the decomposition. That
is, nodes in the hierarchy are considered hot if their noisy approximate counts are large. As the
sketches are private, which means they are indistinguishable on neighboring inputs, the resulting
decomposition is also private by the principle of post processing.
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Algorithm 1: 1-pass PrivHP algorithm.

Input: Database X of items from Q, pruning parameter k and privacy parameters {oy}.
1 define PrivHP(X, (k, Ly, L), (w, j),{D;})
// Initialize Data Structures
Initialize complete binary partition tree 7 with depth L,
forl €{0,...,Ls} do
forv e {ve7 | level(v) =1} do
g < random value drawn from 9
v.count « g
forle {Ly+1,...,L} do
‘ sketch; « initialize private sketch with dimension (w, j) and noise Dy
// Parse Dataset
9 for x € X do

[~ IR - NET S SO

10 forl€{0,...,L} do

11 0 « the unique 6’ € {0, 1}’ such that x € Qy

12 if [ < L, then

13 ‘ Increment the counter in vy € 7~

14 else

15 | sketch;.update(6, 1)

16 Terivip < GrowPartition(7, {sketch;}, k) // Algorithm 2
17 return Jprivnp

To describe this process in more detail, we break it down into three components: initialization;
parsing the data; and growing the partition.

4.1 Initialization

The boundaries of the subdomains Qy can chosen arbitrarily. However, these boundaries must
be fixed a priori. The pseudocode for initializing the component data structures is available in
Algorithm 1 (Lines 2-8). The decomposition of the domain Q is encoded in a binary tree 7~, where
each node in the tree vg € T represents the subset Qg. Let level(vy) represent the level to which
vg belongs.

The memory-utility trade-off for PrivHP is parameterized by L,, the level at which pruning
begins and k, the number of branches at each level [ > L. The initial decomposition contains all
subsets Qg, for 0 € {0, 1} <L+, Therefore, the algorithm begins by initializing 7~ as a complete binary
tree of depth L, (Line 2).

For a decomposition of depth L, the sampling distribution of the generator is based on the
cardinalities of each subset Qg for 8 € {0, 1}=L. We store noisy exact counts for subdomains Qg,
where § € {0,1}<I+, included in 7 and noisy approximate counts for subdomains Qg, where
6 € {0,1}=E\ {0, 1}=5*. The exact counters are stored in their corresponding nodes in 7~. To ensure
privacy, each counter at level I < L, is initialized with some random noise from a distribution
D provided as input (Line 6). For each level [ > L,, the approximate counts for subsets Qg, with
0 € {0,1}!, are stored in a private sketch (sketch;) of dimension w x j and initialized with random
noise from the distribution 9; (Line 8). These sketches will be used to grow the decomposition
(Line 16) according to hot subsets of the sample space once the stream has been processed.
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Algorithm 2: Growing the PrivHP based on approximate counts at each level in the
hierarchy.

Input: Partition Tree 7 and the collection of level-wise sketches {sketch;}
1 define GrowPartition(7, {sketch;}, k)

2 Apply consistency to each non-leaf node vy € 7~ in depth-first order using Algorithm 3
3 V{0 |vg € T,level(vy) = Ly}

4 forle{Ly+1,...,L—1}do

5 for 0 € V do

6 for 6% € {00,01} do

7 f@* «— sketch;.query(6%)

8 add vy to 7 with vg-.count = fg*

9 Apply consistency to vg // Algorithm 3
10 V « the IDs of the Top-k values in {v.count | v € 7, level(v) =+ 1}
11 return 7

4.2 Parsing the Data

After initialization, we read the database in a single pass, one item at a time, while updating the
internal data structures 7~ and {sketch;};-,. For each update x € X, the procedure iterates
through the levels in the hierarchy. At each level /, the unique subdomain 6 € {0, 1}1, such that
x € Qp, is identified. If I < L,, then the counter in node vg € 7 is updated. Otherwise, sketch; is
updated with the subset index 6. At the end of the stream, 7~ contains the noisy exact counts for
subsets Qg with 6 € {0,1}=I* and the summaries {sketch;} contain the noisy approximate counts
for subsets at levels [ > L,. At this point, these approximate counts are used to grow 7 beyond
level L,.

4.3 Growing the Partition

Pseudocode for this step is available in Algorithm 2, and an illustration of the process is provided
in Figure 2. Before growing the partition, a consistency step is preformed. Consistency enforces
two constraints. First, it requires that the count of a parent node equals the sum of the counts of its
child nodes. Second, it requires that all counts are non-negative. After processing the data, 7~ is not
consistent due to the noise added for privacy. The outcome of this consistency step is presented
in Figure 2b. An equivalent consistency step is common in private histograms [13], where it is
observed it can increase utility at the same privacy budget.

After the consistency step has been executed, the partition is expanded one level at a time.
The procedure begins by selecting the current leaf nodes V of 7~ at level L, (Line 3). These are
considered “hot” nodes. Then, for each hot node vg € V, it adds the two child nodes (vgy and vg,) to
7 as the decomposition of the node into two disjoint subsets (Figure 2c). In addition, the nodes
vgo and vg; are initialized with the noisy frequency estimates retrieved from sketch, ;. These
estimates are then adjusted according to the consistency step (Figure 2d).

After all the hot nodes have been expanded, the next iteration of hot nodes needs to be selected.
This is achieved by selecting the nodes with the Top-k frequency estimates (Line 10). With a new
set of hot nodes, this process repeats itself and stops at depth L — 1. In summary, at each level in
the iteration, the current hot nodes are branched into smaller subdomains at the next level in the
hierarchy. Then, the new subdomains with high frequency become hot at the subsequent iteration.
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Fig. 2. lllustration of Algorithm 2 with k = 2,L, = 1 and L = 4. Figure 2a represents its input.

4.4 Consistency

Consistency ensures that (1) all counts are non-negative and (2) that the counts of two subregions add
to the count of their parent region. The consistency step in Algorithm 2 is general and, following He
et al. [15], adheres to the following rule. In the case of a deficit, when the sum of the two subregional
counts is smaller than the count of the parent region, both subregional counts should be increased.
Conversely, in the case of a surplus, both subregional counts should be decreased. Apart from this
requirement, we are free to distribute the deficit or surplus between the subregional counts.

Our main utility bound (Theorem 5.2) is based on a concrete instance of consistency. The
method we adopt is presented in Algorithm 3. The main idea is to evenly redistribute the error
generated from sibling subregions. To formalize this idea, let vg denote the parent node. First,
we calculate the difference between the subregional counts and their parent region (Line 5): A =
vgo.count +vg;.count —vg.count. This difference is then evenly redistributed across the subregions
(Line 12):

vgo.count « vgg.count — A/2 and wvgi.count « vgj.count — A/2. (2)

We also add two correction steps for whenever this approach might violate consistency. The first
correction makes sure that both subregional counts are non-negative prior to applying consistency
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Algorithm 3: Enforcing consistency between nodes in 7"

Input: Node vg € 7~
1 define EnforceConsistency(vy)
2 for 0* € {00,601} do

3 if vg-.count < 0 then

// Error Correction Type 1
4 vg+.count «— 0
5 A «— vgg.count + vpy.count — vg.count

6 if min{vgy.count — A/2,vp;.count — A/2} < 0 then
// Error Correction Type 2

7 (Bmins Omax) < order (6o, 0;) by their counters
8 U6y < 0

9 09, -COUNt «— vg.count

10 else

1 for 0* € {00,601} do

12 | vg-.count « vg-.count — A/2
13 return

(Line 3). The second involves applying a different redistribution method in the event that (2) violates
consistency (Line 6). In this instance, the count of the violating node is set to 0 and its sibling node
inherits the full count from its parent. Both correction steps reduce the amount of error in the
subregion counts.

5 Private Synthetic Data

An item can be sampled from the decomposition tree 7 by selecting a number u uniformly in the
range [0, vy.count], where v, is the root node of 7. Then, a root-to-leaf traversal of the tree is
performed. At each node vy on the path, we retrieve the count from the left child ¢ < vgy.count.
We branch left if ¢ > u; otherwise, we branch right. When branching right, u is updated with
u < u — vg.count. The final leaf node represents a subset of the sample space and we can return
any item uniformly at random from this subset.

Note that this sampling algorithm can take any binary decomposition of Q as input. This makes
any tree 7 synonymous with a sampling distribution. Therefore, throughout the rest of the paper
we often refer to 7~ as a probability distribution. For the remainder of this section, we establish
privacy and provide bounds on the utility of the generator 7privp output by Algorithm 1, where
utility is measured in the expected 1-Wasserstein metric.

5.1 Privacy

Algorithm 2 is completely deterministic. Therefore, if the inputs to Algorithm 2 are differentially
private, then the resulting partition is differentially private by the post-processing property. The
random perturbations introduced at initialization depend on the collection of noise distributions
{Dy}. They should provide sufficient noise such that the output distributions of 7~ and {sketch;}
on neighboring datasets are indistinguishable. The are many choices for {9;} that impact both
privacy and utility. Here is one example.
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THEOREM 5.1. If the noise distributions have the following form:

{Laplace(al‘l) forl < Ly

®)

Laplace™/(jo; ') Otherwise
Then, the decomposition Terivup output by Algorithm 1 is e-differentially private for Zleo o] =¢.

As the proof is standard, it can be found in the full version of the paper.

5.2 Utility and Performance

We begin by introducing some notation. Let y; = maxge (913 diam(Qg) and I; = X gc o1y diam(Qp).
Let C; = (|Qo], ..., |Q,]) denote the vector of subdomain cardinalities at level I. To help capture
the effect of pruning, we use the vector tailfc to denote C; with the top-k cardinalities set to 0. For
skewed inputs ||tail§c||1 is small and can even be 0 for sparse inputs.

Algorithm 1 is general and doesn’t prescribe the type of private sketch or the noise distributions
of the perturbations. For our concrete results, we use a private Count-min Sketch as the sketching
primitive and follow the noise distributions of Lemma 5.1.

THEOREM 5.2. On input X, with sketch dimensions (w = 2k, j) and partition dimensions of pruning
level L, hierarchy depth L and pruning parameter k, for ¢ = Zleo oy, Algorithm 1 produces a partition
Torivip that is e-differentially private and has the following distance from the empirical distribution
px in the expected 1-Wasserstein metric:

E[I’Vl (,UX, 7};rivHP)] = Anoise + Aapprox (4)
where
Ly L . 1L L
1 I, kjyi—1 ||ta1]-k||1 _;
Anoise = O (_ ( — + — ||, Aapprox =0 ||———— +27/ Yi-1
n ; al I:LZ*H a " I=LZ*+1

The proof of this result is the content of Section 7. The components allow us to make sense of
the bound. The Anoise term represents the distance incurred, between px and 7privp, due to noise
added for privacy. This noise affects both the counts and the pruning procedure. The Agpprox term
represents the reduction in utility due to approximation. The ||tail£||1 term is dependent on the
underlying distribution of the input X.

The privacy and accuracy guarantees of Theorems 5.1 and 5.2 hold for any choice of {o;}. By
optimizing the {o;}, we can achieve the best utility for a given level of privacy ¢ = Z{‘:O oy.

LEMMA 5.3. With the optimal choice of privacy parameters, on input X and partition dimensions of
(k, Ly, L), the loss in utility due to noise perturbations (Apoise in (4)) is:

L L 2
Anoise = o i Z I+ Z ij)/lfl
1=0

&n
I=L,+1

Due to its similarity to Theorem 11 in He et al [15], the proof is relegated to the full version of
the paper. Theorem 5.2 applies for any input domain Q. To make the result more tangible and
to demonstrate its applicability, following prior work [5, 15], we apply it (in conjunction with
Lemma 5.3) to the hypercube Q = [0, 1]%. This leads to the following result.
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COROLLARY 5.4. When Q = [0,1]% equipped with the I* metric, for pruning parameter k, PrivHP
can process a stream X of sizen in M = O(k log?(n)) memory and O(log(en)) update time. PrivHP
can subsequently output a e-differentially private synthetic data generator Tpriwp, in O(Mlog n) time,
such that

2 i1en
O(loggflM) + thi\l/llnk H) ifd=1

E[W1(ux, Torive)] = a-4)  [jtairen] ;
0 (u + M—/d"n) ifd=2

The proof is provided in Appendix C. For comparison, the state-of-the-art in the static setting,
PMM [15], achieves a utility bound of O(log?(en)/(en)), for d = 1, with a memory allocation of
O(éen) (See Table 1). Thus, through the hierarchy pruning parameter k, PrivHP provides a smooth
interpolation from the optimal static case to a memory bounded environment. The same observation
is true for d = 2. Further, for sparse or highly skewed inputs, where [[tail{"[|; is small, pruning
may even improve the utility bound and be preferable in a non-streaming setting, as fewer nodes
in the hierarchy results in less noise being added.

6 Measuring Utility

Before proving Theorem 5.2, we need a method to quantify the distance between px and Tpriyip.
In the empirical distribution, each point x € X carries a unit of probability mass. When a point
is abstracted into a set within a partition representing a generator, its probability mass is evenly
distributed across the set. This reflects the process where, conditioned on a set being selected
by the generator, a synthetic point is uniformly sampled from the set. The total distance this
probability mass moves during abstraction is bounded by the diameter of the subdomain. Similarly,
modifications to node counts in the decomposition tree result in shifts of probability mass within
the generator. Bounding the utility of the generator, therefore, involves constraining the distance
these probability masses move as py transforms into Jpriyyp-

To formalize these bounds, we introduce the notion of a consistency error to capture inaccuracies
arising from both noise perturbations and frequency approximations. This concept enables a
precise analysis of how the consistency step balances these errors across nodes. The consistency
step ensures coherence in the hierarchy by adjusting a parent node’s count and redistributing it
among its child nodes. However, inaccuracies in this redistribution—consistency errors—create a
divergence between the empirical distribution and the synthetic data generator. The utility cost of a
consistency error depends on both its magnitude and the size of the affected subdomain. Therefore,
to bound the utility loss from noise and approximation, we must quantify each consistency error
and pinpoint its location within the hierarchy.

6.1 Quantifying a Consistency Error

A consistency error represents the transfer of probability mass from one subdomain to its sibling
subdomain, altering the probability distribution encoded by the underlying decomposition. To
arrive at a formal expression of a consistency error, we begin by introducing some notation. Let
cg = |Qg| denote the exact count at node vg, let 19 denote the noise added to vg.count from privacy
perturbations, and let ey denote the approximation error added to vg.count due to hashing collisions
in the sketch. Lastly, we define ConsErr(vg) as the size of the consistency error incurred at node vg.

To help quantify ConsErr(vy), we take an accounting approach, where noisy approximate counts
are disaggregated into various components using the notation introduced above. This allows us to
identify which part of the adjusted consistent counts constitutes an error. As we do not want to
double count a consistency error, ConsErr(uvg) does not include consistency errors that occur at
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ancestor nodes and are, subsequently, inherited in the count at vy. Therefore, the size of ConsErr(vg)
is solely influenced by the noise and approximation errors in its two child nodes.

A consistency error is dependent on the method employed for consistency. The method we adopt
(Algorithm 3) has the following form.

A = vgg.count + vg;.count — vg.count. (5)

vgo.count « vgg.count — A/2 and wvg;.count « vg;.count — A/2. (6)

Note that Algorithm 3 also contains two correction steps for when (6) might violate consistency.
We will address these correction steps, and how they affect ConsErr, at a later point.

For clarity, let count?®f™® refer to a node count before consistency is applied and count®fter refer
to a node count after it is made consistent. Prior to consistency, the count in a child node vgy has
the following form:

Ugo.COUntbefore =cCgo + /190 + €ego.

Note that egp = 0 if level(vgg) < Ly, as no sketches are used. When consistency is enforced at vy,
consistency has already been applied at the parent of vg. Therefore, the following equality already
holds:

after

vg.count™™® = ¢y + TotErrg, (7)

where TotErry accumulates consistency errors inherited at vy from all its ancestors. To enforce
consistency between child nodes, an adjustment variable (See (5)) is calculated:

before before after

A = vgg.count + vg;.count — vg.count
= cgo + Ago + ego + co1 + Ao1 + eg1 — cg — TOtErry

= Ago + ego + Ag1 + €91 — TOtErry

Focusing on the left child vg, the size of ConsErr can be inferred by calculating vgo.countafter
(See (6)).
vgo-counter = g0 countPeore — A /2
= cgo + Ago + ego — (Ago + ego + Ag1 + eg1 — TotErry)/2
=cgo + (Ago — Ag1 + ego — €g1)/2 + TotErry/2 (8)

As TotErrg refers to points already counted as errors (which we do not wish to count twice), it
follows that

ConsErr(vg) = |(Ago — Ag1 + ego — €91)/2]. )

Therefore, a consistency error occurs when there is a difference in the errors between sibling nodes.
This difference is evenly split between the subdomains. For greater clarity, a concrete example of a
consistency error is provided in Appendix B. With (9) in place, we can now provide a bound for
E[ConsErr(vg)]. The proof of the following Lemma is in Appendix D.

LEMMA 6.1. With consistency applied according to Algorithm 3, on sketch parameters 2w and j and
the noise distribution from Equation 3, then for all internal nodes vg € Tprivnp:

-1
E[ConsErr(uvg)] < Z\EUM [tail1]| i tevel(on) < L.
2\/50'1111 Sj+ =2 +277 e Otherwise
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(a) Example of 7x; a complete binary hierarchical
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Fig. 3. lllustration of the proof pipeline for Theorem 5.2. k =2, Ly =2, L = 3.

7 Proof of Theorem 5.2

We break down the proof into a series of steps that are equivalent to Algorithm 1. 7priyp can be

constructed from X using the following steps:

Step (1) Construct a partition tree 7x that summarizes X using exact counts and a complete
binary hierarchical partition of depth L (Figure 3a). Then conduct exact pruning on 7x
by branching at the nodes with the exact top-k counts at each level [ > L, to produce
Texact- An example of Teyact is provided in Figure 3b.

Step (2) Constructing Tapprox by adjusting Texact so that its structure matches 7privip. Tapprox
captures the effect of approximate pruning. Note that 7;,prox still has exact counts. An
example of Topprox is provided in Figure 3c.

Step (3) Add the privacy noise and approximation errors to the exact counts in Tpprox and apply
the consistency step to produce Tprivip. An example of Tprivip is provided in Figure 3d.

Figure 3 illustrates the sequence of trees produced by this process. Note that these steps are
equivalent to Algorithm 1. However, they are not the same and are only introduced for analytic
purposes. By the triangle inequality, it follows that, to bound E[W; (px, Terivie)], it suffices to
bound the distance between each pair of trees in the sequence. We now bound the cost of each step
separately, beginning with Step (1).

At Step (1), exact pruning has the effect of merging sparse sibling leaf nodes into larger
subdomains. This reduces the granularity of the partition and, thus, its utility. The exact pruning
step allows us to quantify the impact of the underlying data distribution on the utility of the data
sampler. For example, distributions that are highly skewed will maintain a majority of their points
in top-k nodes. Therefore, pruning will have a smaller impact on the utility of the sampler under
high skew. This loss in utility is bounded by the following result.

LEMMA 7.1. EW; (px, Texact) < %Htaililh : ZlL:_Ll*H Vi
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Proor. Given the complete binary decomposition of X, the procedure to construct Texact iterates
from level L, +1 to the bottom of the tree, selecting to keep the branches with the Top-k counts. Let
Gl(i) name the candidate node with the i largest exact cardinality at level I. If a node vy is pruned,
then each point x € Qp N X is abstracted into subdomain Q. This is equivalent to redistributing
the probability mass of each point in x € Qg N X by moving it a distance of at most diam(Qyp). As
there are 2k candidates at each level of pruning, it follows that

L-1 2k L-1 i1l L-1
1 . 1 .41 ||tal k”l
Wl(,U/\G(]gxact) < ; Z Z |Qg(x)| . dlam(Qg(x)) < ; Z ||t311k||1)’1 < T . Z v
I=Ly+1 x=k+1 I=Ly+1 I=L,+1

The final inequality is based on the observation that ||’cail§<_l [l < ||taili||1, as the subdomains
that are top-k in level [ — 1 are split into 2k subdomains at level [, which now compete for top-k
membership. O

The remaining steps handle the consistency errors. When pruning according to the (noisy
and approximate) consistent counts, each consistency error propagates down the tree and affects
future pruning decisions. The main challenge in the proof of the bound for Step (2) involves
demonstrating that the influence of each consistency error decays as it propagates down the tree.
The following result bounds this utility loss.

Ly I 13 .
LeMMA 7.2, BWi (Tosact, Toppron) < 4 (212, 2V2I50 + B, (V2 + [[tailllls + 7o)noi)

Proor. Set sketch width w = 2k. At Step (2), we adjust the tree structure to reflect the impact
of noisy approximate pruning (Figure 3c). Nodes can “jump” into the top-k due to the influence
of consistency errors. We refer to the size of a jump as the difference in exact counts between the
jumping node and the true top-k node it displaces. A jump of size ¢ occurs, for some 6;, 0, € {0, 1}/,
with [ > L,, under the following conditions:

e 1p,.count > vy,.count;

o Qg | + ¢ =|Qp,| for integer constant ¢ > 0;

e and, when vy, is in the exact top-k and vy, is not in the exact top-k.
The cost of each jump is at most ¢ - y;, representing ¢ additional points that are abstracted into a
subdomain at level I. Therefore, the distance between the sampling distributions defined by Texact
and Topprox is determined by the size of the jumps that occur due to approximate pruning. Further,
the size of the jump is bound by the total number of consistency errors that are inherited from
ancestors at that node.

A consistency error can cascade through hot nodes, affecting pruning decisions across multiple
levels. To formally capture the notion of a specific consistency error propagating down the hierarchy,
let cost;(vp) represent the utility cost incurred at level I due to the consistency error originating
at vg. For example, for a hot node vy, at level Iy = 1level(vy), the error ConsErr(vg) is passed to
both candidate subdomains vgy and vg;. One subdomain will receive Constrr(uvy) as an addition,
allowing it to jump upwards, and the other subdomain will receive ConsErr(vy) as a subtraction,
allowing it to jump downwards. Therefore, the utility cost incurred by the consistency error of
node vg at level lp + 1 is

costy,+1(vg) < ConsErr(vg) - yiy+1 + ConsErr(vg) - yiy+1 = 2ConsErr(vg) - yiy+1-

If these subdomains are both hot, then, due to consistency, ConsErr(vg) is propagated to the next
level and is evenly redistributed between the child nodes?. Thus, vggo, 901, 9610, V911 cOntain (as
either an addition or subtraction) ConsErr(vg)/2 in their counts. If either subdomain is cold, then

2See Equation (8), where errors from the parent node and split evenly in the consistent count of the child node.
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its portion of ConsErr(uvg) ceases to participate in pruning decisions. Assuming the worst-case,

where both subdomains are hot,

ConsErr(vg)
2

as y; = 2y;—1. Repeating this process, assuming, in the worst-case, that all subdomains are hot and
continue to propagate ConsErr(uvp), it follows that

costy,42(vg) < 4- Yig+2 = 2ConsErr(vg) - yi,+2 = ConsErr(vg) - yiy+1,

ConsErr(uvp) Yig+1
costy,+x(vg) < max{2*, k} - R T e (R < 2ConsErr(vg) - yi,+x = 2ConsErr(vy) - 2;1,
Accumulating these costs, we get
cost(vg) = Z costy,+x(vg) < 4ConsErr(vg) - yip+1- (10)
x<(L=lp-1)

This applies to nodes vy at levels Iy > L,. The same analysis extends to nodes vy at levels Iy < L,,
except that the first level of pruning ConsErr(uvg) participates in is L + 1 (not Iy + 1). Let H; denote
the hot nodes at level [ > L,. Adding everything together, we arrive at the following bound for the
distance between Jexact and Tapprox-

Le—1 L-1
Wi (Texact> Tapprox)) = Z Z cost(vg) + Z Z cost(vp)
I1=0 6:level(0)=I I=Ly vg€H)
Le—1 L-1
< 4ConsErr(vg) - yr,+1 + Z Z 4ConsErr(vg) - yis1
1=0 6:level(6)=l I=L, vgeH,;
Le—1 L-1
< Z 4ConsErr(uvy) - diam(Qy) + Z Z 4ConsErr(vg) « yis1
1=0 6:level(6)=l I=L, vgeH,

Taking expectations, using Lemma 6.1, with sketch parameter w = 2k, we arrive at the following.

L1 r—1

4 .
E[W1 (Texact> Tapprox)] < - IZ Z l]E[ConsErr(og)] -diam(Qy) +IZL ZH E[ConsErr(vg)] - yi
=0 fe{0,1} =Ly vgeH;
Le-1 L-1 ) Iy —j+1
4[R5 242 , 2v2j ltail; M|+ 27" n
< o Z . Z diam(Qyg) + Z Vi Z - + P
=0 M1 gefo1y I=L. vpeH; 1
Ly-1 L-1
4 [ 2V2I 2V2jk ;
<-{> V2 > 2k | lltaill!|]; +277*1n]
"= 9m g\ 9
L L )
4 (& 2vVer 2V2jk 11 —j41
< ;(ZT-'- Z ( o +||ta11k||1+2 ntyi-1|, (11)
=1 I=L,+1
where I} = Y pc o1y diam(Qp). O

Step (2) bounds the cost of incorrect pruning decisions that occur due to approximations. Note
that the bounds for exact pruning (Step (1)) and approximate pruning (Step (2)) are both
expressed in terms of the norm of the tail of the dataset. This because errors in the frequency
approximations from the sketches are also bound by the tail norm of their input vectors. This
demonstrates that sketches (with width O(k)) compose nicely with pruning.
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Tapprox has the same structure as 7privip, but not the same counts. Step (3) introduces these
(noisy and approximate) counts and, therefore, accounts for the utility loss incurred due to errors
in the sampling probabilities.

* — ik .
LEMMA 7.3. EW; (Tapproxs Trrivip) < 1 (zfzo V2 B L V2L Jtaily |y + ZJL,I)YH)

The proof is in the full version of the paper and, similar to Lemma 7.2, entails quantifying the
consistency errors and registering where they occur. With a bound on the cost of each step in the
proof pipeline, we can proceed with the proof of Theorem 5.2.

Proor oF THEOREM 5.2. By the triangle inequality, the following holds
E[Mfl (HX’ %rivHP)] < E[Mfl (ﬂX’ %xact)] + E[M (%xacu (Epprox)] + E[Wl ((Epprox’ %rivHP)]

By Lemmas 7.1, 7.2, and 7.3, and the prior observation that ||tai1§<_1||1 < ||tail§<| |1, this evaluates
as:

E[Wl (PXs (TF;rivHP)]

L L L-1
1 [ 10V21, 10V2jk ; n L
s=|) ——+ —+5(ta11 +.—) 1 +][tail
. IZ; - ILZ o lItailill + =) | yios + | k||l§+ln
L, L . :qL L
10V2 I kyi- l[taily|ly ,
(St ) [T ) 3
n (9] g n
1=0 I=L,+1 I=L,+1

8 Conclusion

In summary, PrivHP offers a novel approach to differentially private synthetic data generation by
leveraging a hierarchical decomposition of the input domain within bounded memory constraints.
Unlike existing methods, PrivHP provides a principled trade-off between accuracy and space
efficiency, balancing hierarchy depth, noise addition, and selective pruning to preserve high-
frequency subdomains. Our theoretical analysis establishes rigorous utility bounds, demonstrating
that PrivHP achieves competitive accuracy with significantly reduced memory usage compared
to state-of-the-art methods. By introducing the pruning parameter k, our approach enables fine-
grained control over the trade-off between space and utility, making PrivHP a flexible and scalable
solution for private data summarization in resource-constrained environments.
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A  Proof of Lemma 3.3
We assume that the hash functions are fully random.

LeEMMA 3.3. For input vector v, the estimation error of a Count-min Sketch, with width 2w and
depth j, satisfies, Vx € v,

_ taily @l +27*folh
= w

E[dy — vy]
where tail,,(v) is the vector v with the w largest coordinates removed.

Proor. Fix an index x and let Top-w(v) denote the set of coordinates in v with the w highest
magnitudes. For a given level i € [j] we can bound the probability that x does not collide with an
index in Top-w(v):

Pr(hi(x) # hi(y),Vy € Top-w(o) \ {x}]

Prlhi(x) # hi(y)]
yeTop-w(v)\{x}

2w—1\"
2w ’

as the sketch has width 2w. Taking the logarithm of both sides we get,

In Prlhs(x) # hi(y), Vy € Top-w(®) \ {x}] = wln (1 _ %)

1 1)? 11
>wel-———-[—] |=—2-—,
2w 2w 2 4w
where the inequality comes from the fact that In(1 — z) > —z — 2 for z € (0,0.5). For w > 1, we
have — — = > —In2. Thus,

2

1
Prlhi(x) # hi(y). ¥y € Top-w(o) \ {x}] > %) = —.
Therefore, the probability that an index does not collide with a Top-w index is greater than a half.
Using a standard argument with Chernoff bounds, across j levels, in at least one level x has no
collisions with the Top-w indices with probability greater than 1 — 27/,

We now look at the probability that some some y € Top-w(v) \ {x} observes a collision with x,
conditioned on the event that at least one index in Top-w(v) \ {x} collides with x. Let &; denote
the event: 3y’ € Top-w(v) \ {x} : hi(x) = h;(y"). Then Vy € Top-w(v) \ {x},

Prih(i(x) = hi(y) N &i] 1/(2w) 1/(2w) 2
Pr[h;(x) = h;(y)|E;] = = ~ < — 12
(i) = h(y) €] e TG S e <y
Let i* represent the level where x has the fewest collisions with the Top-w indices and 45 denote the
estimate taken from level i*. As i* has the fewest collisions, it holds that, Yy € Top-w(v) \ {x} and
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i #i* Prlhy#(x) = hi=(y)|Ei+] < Pr[hi(x) = hi(y)|&E;] and can be bound by (12). It follows that,
E[dx] < E[6;]

<o +B| D ke () =he@loy|+PrI&I[E[ Y L[k (o) = he )]0y | &

yetail,, (0) yehead,, (v)
<oe+ Y Prihe(x0) =he()] o427 Y Prihe(x) = he(y) | Er] vy
yetail,, (0) yehead,, (0)

|[[tail,, (0)|]: v 2- Zyeheadw(v) Uy
2w w
Zyetailw(v) Uy + 2_]+1||U||1

w

=0, +

< 0y +

Subtracting v, from both sides completes the proof.

B ConsErr Example

This example evaluates ConsErr(vy) for the subtree in Figure 4. The cardinalities of the subdomains
are cg = 5,cg0 = 3,1 = 2. From (7), it follows that TotErry = vg.count®’te" — ¢y = —0.4. The
component errors in the child nodes are Agy = —0.5,e99 = 1,491 = —0.3, e9; = 2. Thus, the child
counts prior to consistency are

er'countbefore = cgg + Ago + €gy = 3.5 091.C0untbefore =cgy + Ag1 + €91 = 3.7.
Using the formula in (9), the size of the ConsErr at vy is
ConsErr(vg) = |(Ago — Ag1 + €go — €91)/2| = 0.6
This value can be expressed as a portion of the consistent counts in the child nodes.
TotErrg

after

vgg-count = vgo.count?® — A /2 = ¢yo + — ConsErr(vg) = 2.2

TotErrg

vgr.count® " = gy .countPre — A /2 = o, + + ConsErr(vy) = 2.4

Therefore, a ConsErr can be understood as the count transferred from one subdomain to its sibling
after the subdomain cardinalities have been adjusted by the existing error in the parent node. For
example, the total error in vgy.count after consistency is 0.8. However, 0.2 of this error comes
from consistency errors at ancestor subdomains. Therefore ConsErr(vg) captures the precise count
transferred between Qg, and Qg; due to local errors.

(a) Before consistency (b) After consistency

Fig. 4. Subtree used for Section B.
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C Proof of Corollary 5.4

Before proceeding with the proof, we introduce a useful result related to the hypercube Q = [0,1]¢,
which is the domain of Corollary 5.4. The following Lemma bounds the sum of the hypercube
subdomain diameters across the pruned levels.

LemMA C.1. On input domain Q = [0,1]¢, d € Z*, privacy budget ¢ > 0, and hierarchy depth
= log en and pruning depth L, > logk,

ZL: yi-1=0 (2‘L*/d).

I=L,+1

PRroOF. Let Q = [0,1]? equipped with the I, metric. The natural hierarchical binary decom-
position of [0,1]¢ (cut through the middle along a coordinate hyperplane) makes subintervals

of length diam(Qg) = y; =< 274, for 6 € {0,1}. Note that ZIL:L*H Yi-1 = Z;igL(jn) To-l/d jg o

finite geometric series with common ratio p = 27'/¢. Therefore, we can rewrite the sum using the
following formula.

b b a+l
1-—
Z u (13)
- —pP
where b = log(en) — 1 and a = L, > log k. Therefore, we get
d
log(en)—1 —(logen—Ly)/d 1-— (L)l/
3 ot =g, 127 _gya e
& 1-271/d - 1-271d
( )1/d
To evaluate the asymptotics of —2%77—, we look at its behavior as d and n increase. Clearly, this

fraction approaches a constant (for fixed d) as n — oo. To determine whether this constant depends
on d, we need to determine the behavior of the fraction when d — 0. Both the numerator and
the denominator approach 0 as d increases. Therefore, we apply L’Hopital’s rule to find the limit.
Differentiating the numerator, we get

1/d
a(, (k)" _ (%) (&) )
a\'\em) |77 @& 9
Differentiating the denominator, we get
d In2-271/4
1oV 222 15
-y = (15)

Combining (14) and (15) with L’Hopital’s rule, we get

()" () (E) m()

lim —————— = lim — =
doeo 1-2714  dse  In2.271/d In2
This is a constant for fixed n. The fraction approaches a constant as either d or n approaches infinity.
_( kY4
Therefore, for all values of d and n, % is bound above by some value C > 0. O

We are now ready to proceed with the Proof of Corollary 5.4. Recall that Corollary 5.4 is an extension
of Theorem 5.2 on the hypercube.
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COROLLARY 5.4. When Q = [0,1]% equipped with the I* metric, for pruning parameter k, PrivHP
can process a stream X of sizen in M = O(k log?(n)) memory and O(log(en)) update time. PrivHP
can subsequently output a e-differentially private synthetic data generator Tpriwp, in O(Mlog n) time,
such that

o (et Blll) ifd=1

]E[W( )] en Mn
1(ux, Terivee) | = 1-1) j1m >
rlv o) (M(En"’ + —”;f/l;n”) ifd>2

Proor. We set the sketch depth j = [logn] and the hierarchy depth L = log en. Therefore,
with sketch width w = 2k, each sketch occupies O(klogn) words of memory. As there are at
most L = O(logen) sketches, the memory occupied by the sketches is O(klog® n). If we set
Ly = O(log M) = O(log(k log? n)), then the memory occupied by the tree of exact counts is also
O(klog? n). Therefore, the total memory requirement of PrivHP is M = O (k log® n).

Extending Theorem 5.2 to Q = [0, 1]%, we proceed by bounding the noise, approximation and
resolution terms separately. Starting with the approximation term. Utilizing Lemma C.1 for our
choice of Ly, For a sufficiently large constant C; > 0:

|[taily || IItallLll 1 Ld |[taily]|
Aapprox < Cl( Z Yi-i=C ; o(2 Lt )=0 Ml/d (16)

I=Ly+1

We now look at the noise term separately for d = 1 and d > 2. For Q = [0, 1] equipped with the
I metric, the natural hierarchical binary decomposition of [0, 1] makes sub-intervals of length
diam(Qg) = y; = 27/ for 6 € {0,1}!. Therefore, I} = 1. The following holds for some constant
Cy > 0.

2 Ly log(en)
Cy
A(rilollse— (E VI + E Vkjyi- 1) =—( 1+ (klogn)'/? § 2—<L*—1)/z)

&n
I=L,+1 1=0 I=L,+1

2

e 2 (Lo + (klog n)1/20(z*L*/2))2
_G (klogn)'/? 2
en ( o+ 9 ((klog2 n)l/Z))
= O(log*(M)/(en)) (17)
Combining (17) and (16), for Q = [0, 1], we get:

log* (M) ||tail§"||)

E[Wl (,LIX, %rivHP)] = Anoise + Aapprox = O ( e Mn

For Q = [0, 1]¢, the natural hierarchical binary decomposition of [0, 1]¢ makes subintervals of
length diam(Qg) = y; = 27//4, for @ € {0, 1}!. Therefore, I} = 2! . 27/4 = 20=1/)l We follow the
same procedure as above, bounding each term in Theorem 5.2 separately. By Lemma 5.3,

Anoise S — Z I+ Z Vkjyi- 1) Z\/Z(l l/d)l+(klogn)1/2 Z 2= l/(zd))

I=L,+1 I=L,+1

_ C1 Taa-LHL, 1/2 —Ly/(2d)
=2 (0 (zz 4 )+(klogn) 0(2 ))
(-2 iz
(M ,_ (klogn) )

en en(k log? n)1/(2d)
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(1-1)
:O(M1 ) (18)

&n

The second line comes from Lemma C.1, by setting the dimension to 2d. Combining (18), (16) and
(??), for Q = [0,1]%, we get

MO-a) |[tailf?|
+
en M1/dp

E[M(,“X;%rivHP)] = Anoise + Aapprox =0 (

For the time complexity, at each update, x € X performs a root to leaf traversal, updating the
counter for each node. Both exact counters are updated in constant time and approximate counters
are updated in O(log n). Therefore the cost of an update is O(L - logn) = O(log® n).

The partition tree is built one level at a time. The noisy frequency estimates for each node
can each be retrieved in O(j) = O(logn) time. At the first level of pruning Ly, O(25) = O(M)
candidates are retrieved in O(M log n) time. Then O (M) consistency steps are performed, each in
constant time. To retrieve the top-k, they are sorted in O(Mlog M) = o(M logn) time.

The remaining levels O (L — L,) = O(logn) levels output 2k candidates. Each frequency estimate
is retrieved in O (log n) and made consistent in constant time. Once the estimates are retrieved, they
need to be sorted so that the bottom-k can be pruned. Sorting takes O (k log k) time. Therefore each
remaining level is processed in O(k log n) time. As there are O(logn) levels I > L,, this process
requires O(k log® n) time. Therefore, the whole process completes in O (M log n) time.

O

D Proof of Lemma 6.1

LEmMMA 6.1. With consistency applied according to Algorithm 3, on sketch parameters 2w and j and
the noise distribution from Equation 3, then for all internal nodes vg € Tprivnp:

-1
2\/EO.ZH

1 . taill*! i .
2\/50”11 -j+ w +27/*p  Otherwise

level(vg) < L
E[ConsErr(uvg)] < { (v) *

Proor. We will continue our accounting approach, disaggregating the consistent counts in child
nodes into exact counts, the consistency error and errors higher in the hierarchy. Depending on
whether error correction is used during consistency, we have three cases to consider:

Case (1) No error correction is used;

Case (2) Correctioni is used (Algorithm 3 Line 3);

Case (3) Correction2 is used (Algorithm 3 Line 6).
Correctionl and Correction2 have the effect of reducing the amount of error in the node counts.
Therefore, they cannot increase the number of misses in a node. We prove this notion formally and
consider each case separately.

Case (1). When no error correction is used, ConsErr(uvy) is defined in (9). Taking expectation,
we get

BlConsrr ()] = E[|(Aos  Ao1 + ego — e01)/2]]
< > (Blligo — Aol +Ellego — eanl]) (19)

< E[max{|Ago, |Ae1]}] + %(EHEGOH +E[leo1])

|[tail 5|

< E[max{|Agol, [461}] + +277n (20)
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The third inequality follows from Lemma 3.3. As the Agy and Ag; are independent Laplace variables
with noise defined in (3), the following inequality completes the upper bound for case 1.
2V20;! I <Ly

E Agol, |A <
[max{lAgol. [261]}] {2 Vi Othonwise

Case (2). We focus on a correction made to vgy. A parallel argument can be made for vy;. In
Correctionl, vgy.countPefre is set to 0 if it is negative. As cg, ego > 0, this can only happen if
Ago < 0. Therefore, under our accounting approach, the correction vgo.countPefore « 0 js made
possible if Agy is changed to some value |4} | < |4go|. Inserting this value into Inequality (20) has
the effect of reducing the bound on the number of misses.

Case (3). As above, we focus on a correction made to vgo. A parallel argument can be made for
vg;. Correction2 is triggered on node vy, when

vgo.count?re — A/2 < 0.
By (8), this implies that
cgo + (Ago — Ag1)/2 + (ego — €g1)/2 + TotErrg/2 < 0. (21)

Therefore, consistency is violated when any combination of (1gy — Ag1), (ego — €g1) and TotErry
are non-positive and sufficiently large. The error correction step entails setting

tafter

Vgp-coun — 0,

thus, reducing the amount of error in vgy.count?’. Following our accounting approach, this can
be achieved through rescaling A/2 by introducing new error terms Ay or e, with

60’
[A50 — o1l < 1490 — Al
legy — €1l < leao — eo1l,

such that (21) no longer holds. By inserting these values into (19), we reduce the bound on the
consistency error. Therefore, (20) holds in all three cases. O

Received December 2024; revised February 2025; accepted March 2025

Proc. ACM Manag. Data, Vol. 3, No. 2 (PODS), Article 107. Publication date: May 2025.



	Abstract
	1 Introduction
	1.1 Problem and Solution
	1.2 Main Result
	1.3 Organization of the Paper

	2 Related Work
	2.1 Private Hierarchical Decomposition
	2.2 Privacy on Data Streams
	2.3 Non-Streaming Private Synthetic Data Generation

	3 Preliminaries
	3.1 Privacy
	3.2 Utility
	3.3 Sketching
	3.4 Private Release of Sketches

	4 Private Hierarchical Decomposition in Bounded Memory
	4.1 Initialization
	4.2 Parsing the Data
	4.3 Growing the Partition
	4.4 Consistency

	5 Private Synthetic Data
	5.1 Privacy
	5.2 Utility and Performance

	6 Measuring Utility
	6.1 Quantifying a Consistency Error

	7 Proof of Theorem 5.2
	8 Conclusion
	Acknowledgments
	References
	A Proof of Lemma 3.3
	B ConsErr Example
	C Proof of Corollary 5.4
	D Proof of Lemma 6.1

