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Shuffling is a powerful way to amplify privacy of a local randomizer in private distributed data analysis. Most
existing analyses of how shuffling amplifies privacy are based on the pure local differential privacy (DP)
parameter &. This paper raises the question of whether &, adequately captures the privacy amplification. For
example, since the Gaussian mechanism does not satisfy pure local DP for any finite ¢y, does it follow that
shuffling yields weak amplification? To solve this problem, we revisit the privacy blanket bound of Balle et al.
(the blanket divergence) and develop a direct asymptotic analysis that bypasses €. Our key finding is that,
asymptotically, the blanket divergence depends on the local mechanism only through a single scalar parameter
x and that this dependence is monotonic. Therefore, this parameter serves as a proxy for shuffling efficiency,
which we call the shuffle index. By applying this analysis to both upper and lower bounds of the shuffled
mechanism’s privacy profile, we obtain a band for its privacy guarantee through shuffle indices. Furthermore,
we derive a simple structural, necessary and sufficient condition on the local randomizer under which this
band collapses asymptotically. k-RR families with k > 3 satisfy this condition, while for generalized Gaussian
mechanisms the condition may not hold but the resulting band remains tight. Finally, we complement the
asymptotic theory with an FFT-based algorithm for computing the blanket divergence at finite n, which offers
rigorously controlled relative error and near-linear running time in n, providing a practical numerical analysis
for shuffle DP.
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1 Introduction

Local privacy [11], in which each user applies a local randomizer to their data before sending
it, removes the need for a trusted curator and thus enables distributed private data analysis.
However, the price of eliminating trust is often a substantial loss in accuracy. Shuffling, viewed as
an anonymization layer that breaks the link between users and their messages, offers a compelling
middle ground. Since it only anonymizes messages across users, it preserves the utility of the
analytics tasks already supported in the local model, such as frequency estimation, histograms/heavy
hitters, and mean estimation. Moreover, a growing line of work shows that this simple step can
dramatically amplify privacy, allowing protocols to approach trusted-curator privacy-utility trade-
offs [4, 13, 14]. Given its practical utility, shuffling has become a key primitive for private distributed
data collection and analytics [19, 20].
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From a practical data-management perspective, we need precise analysis of how and to what
extent shuffling amplifies privacy to choose the best local randomizer for a given task. However,
existing tools are local randomizer-agnostic and largely tailored to the pure local differential privacy
(DP) setting [4, 13] (i.e., (&, 0)-local DP) and this &y-centric viewpoint has two important limitations.

First, the parameter ¢y summarizes the local privacy guarantee, but it is a rather crude descriptor
from the viewpoint of shuffling: it largely ignores the structural properties of the local mechanism
that actually govern its privacy amplification. In particular, existing general bounds typically do not
distinguish between, say, a Laplace mechanism with a given noise scale, a k-randomized response
(k-RR) mechanism with a given k, or other natural families of local mechanisms. As a consequence,
generic upper bounds expressed solely in terms of ¢ can be quite loose. Indeed, several works have
shown that by exploiting the specific structure of a given mechanism one can obtain significantly
tighter bounds on the effect of shuffling (e.g., for k-RR one can show that privacy amplification
becomes stronger as k increases, even when ¢ is kept fixed [7, 14]). Yet, we currently lack a general
understanding of what intrinsic properties of a local mechanism govern its “shuffle efficiency”

Second, the restriction to pure local DP mechanisms excludes a wide range of natural and
practically relevant local randomizers. Pure local DP is a convenient sufficient condition for privacy
amplification by shuffling, but it is far from necessary. In practice, one often encounters approximate-
DP local mechanisms or mechanisms that do not satisfy any DP condition. Surprisingly, even for
the Gaussian mechanism, arguably one of the most prominent mechanisms in central DP, it is not
known how to precisely characterize privacy amplification by shuffling. Balle et al. [4] already
pointed out that the Gaussian case is technically challenging, and subsequent work by Koskela
et al. [17] observed that numerical accounting for Gaussian shuffling is nontrivial. As a result,
to date, existing results for shuffling of Gaussian mechanisms are essentially limited to lower
bounds [10, 18]. While there are attempts to generalize shuffling analysis to approximate local DP
(i-e., (€0, 99 > 0)-local DP) in a mechanism-agnostic fashion [9, 14], such general bounds tend to be
overly pessimistic; they often show little visible amplification for moderate values of n, because they
are driven by worst-case mechanisms that do not reflect the structure of the specific mechanism.

The privacy blanket and blanket divergence. A central tool in the analysis of shuffle DP is the
privacy blanket introduced by Balle et al. [4]. Given a local randomizer R, the blanket distribution
is a data-independent distribution Rpg defined using R. Balle et al. showed that the privacy profile
d(¢e) [3] of the shuffled mechanism can be upper-bounded by a divergence computed under the
blanket distribution; we refer to this quantity as the blanket divergence. This blanket-divergence
bound is currently the best-known general upper bound on privacy amplification by shuffling [25].

However, the blanket divergence itself is still poorly understood, largely due to its analytical
and numerical intractability. In particular, Balle et al. [4] mainly derive generic upper bounds via
Hoeffding- and Bennett-type concentration inequalities based on ;. Consequently, these bounds
can be quite loose and fail to capture how the blanket divergence depends on the structure of the
underlying local randomizer.

This is partly because Balle et al. explicitly aim to obtain finite-n upper bounds. More generally,
carrying out a precise finite-n analysis of shuffling through the blanket divergence is intrinsically
challenging: DP requires a worst-case guarantee over all neighboring datasets (i.e., establishing a
uniform upper bound over all neighboring input pairs). Identifying the pairs that maximize the
blanket divergence at finite n is highly nontrivial in general. In contrast, in the g-local DP setting,
the single parameter ¢, already summarizes the worst case over all neighboring input pairs, so
concentration-based bounds can be expressed directly in terms of ¢y without explicitly resolving
the supremum over all neighboring input pairs.
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Our goal and approach. In light of the above limitations, our goal is to circumvent the apparent
finite-n bottlenecks of generic concentration-based analyses by taking a different route, namely
an asymptotic but direct analysis of the blanket divergence. While this sacrifices exactness at any
fixed n, it is tight and allows us to address the conceptual and practical limitations discussed above.

Concretely, the relevant quantity in blanket divergence can be written as a sum of n i.i.d. random
variables, so that its behavior is driven by a central limit theorem (CLT)-type phenomenon. We
leverage asymptotic expansions of the CLT [21] to obtain a sharp leading-order characterization of
the blanket divergence. Formally, in the regime! ¢, = ©(n~'/?) and ¢, = O(4/log n/n), the blanket
divergence admits the asymptotic expansion

1 1
DVt = oy enVn) (? gf,nm) (1+0(1)),

where ¢ denotes the PDF of the standard normal distribution and y is a mechanism-dependent
constant easily computed from the structure of the local randomizer. Thus y fully governs how
well a given local randomizer interacts with shuffling. Crucially, this dependence is monotonic: a
larger y results in a smaller divergence, thereby implying stronger privacy guarantees. This means
that y serves as a single-number index of privacy after shuffling; hence, we call it the shuffle index,
which substitutes for ¢ as a more refined descriptor of the local randomizer’s shuffle efficiency. In
other words, we can choose the best local randomizer for shuffling by choosing the one with the
largest shuffle index y.

Moreover, we obtain an asymptotic characterization of the worst-case blanket divergence and

hence the shuffled mechanism’s (¢ ~ 1 k’%, d ~ 2) guarantee of DP for any a > 0. Because
we can express not only upper bounds but also lower bounds in terms of the blanket divergence,
we can quantitatively assess the tightness of the upper bound. In particular, we derive a simple
structural necessary and sufficient condition on the local randomizer under which the blanket
divergence yields an asymptotically optimal characterization (i.e., matches the upper bound and
the lower bound) of shuffling. This condition is satisfied, for example, by the k-RR family with
k > 3. Moreover, we show that the Laplace and Gaussian mechanisms do not satisfy the condition
but the upper and lower bounds narrow in higher privacy regimes.

On the practical side, asymptotic expansions alone are not sufficient for numerical accounting at
finite n. We therefore complement our asymptotic analysis with a finite-n algorithm for computing
the blanket divergence. Our algorithm is based on an FFT approximation of the distribution,
combined with explicit control of the truncation, discretization, and aliasing errors. Leveraging
the asymptotic expansion, we show that the parameters can be tuned by a parameter 7 so that the

relative error is O(n), while the running time scales as O(n/ n).

Related Work and Our Contributions

A line of work seeks to go beyond the ¢-centric view by exploiting additional structure of the
local randomizer, typically in the form of a small number of scalar parameters. Feldman et al. [15]
introduced a stronger clone paradigm and showed that, for mechanisms such as k-RR, one can
parameterize the effect of shuffling using ¢, together with two additional scalar quantities, yielding
substantially tighter bounds than &-only analyses, although even in the k-RR case exact optimality
is not established. Building on this, Wang et al. [28, 29] refine the stronger clone-based analysis,
using two scalar parameters, and provide sufficient conditions on the local randomizer under which
their bounds become optimal. A subtle point is that the proof of Lemma 4.5 in [28] implicitly
assumes the existence of a nontrivial post-processing map (see the errata of [15]). Outside specific

IThis corresponds to the moderate deviation regime required to apply the asymptotic expansion of the CLT.
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mechanism classes such as k-RR where no such map is needed (see Theorem 7.1 of [15]), the results
should therefore be interpreted with some care. Two concurrent and independent works derive
quantities corresponding to the shuffle index [22, 26]. However, Shvets [22] considers only binary
datasets with finite output alphabets, while Su et al. [26] focus on mutual information bounds
rather than DP guarantees. Our results are formulated in a more general framework based on DP
notions, encompassing a broader class of local randomizers and thus subsuming these settings.
Several works have proposed numerical methods for evaluating shuffle DP guarantees. Koskela
et al. [17] use the clone paradigm together with FFT to approximate the privacy loss of shuffled
mechanisms. Their approach, however, is restricted to pure local DP mechanisms and inherits the
looseness of the clone paradigm, as shown by Su et al. [25]. Su et al. [25] propose a numerical
analysis of the blanket divergence based on FFT, similar in spirit to ours. However, they still assume
pure local DP and do not provide rigorous control of the relative error; in addition, the running
time scales as O(n?) in the worst case when targeting a constant additive error. Biswas et al. [7]
give an exact combinatorial method for computing the privacy guarantees of shuffled k-RR, but
their analysis focuses on fixed neighboring database pairs rather than general (¢, §)-DP guarantees.

Our contributions. Compared with the above works, our contributions are as follows:

e We are the first to give a unified shuffle DP analysis that does not assume pure local DP and
applies to arbitrary local randomizers under mild regularity assumptions.

e We theoretically analyze the blanket divergence including the exact leading constant factor
and summarize its leading behavior by a single shuffle index y, yielding mechanism-aware
bounds and a necessary-and-sufficient optimality condition.

o We develop an FFT-based blanket-divergence accountant with rigorous relative-error O(n)
guarantees and near-linear O(n/ 1) running time.

e We empirically validate our asymptotic and FFT-based analysis, and in a distribution-estimation
task we show that generalized Gaussian mechanisms achieve favorable privacy-utility trade-
offs compared with pure local DP mechanisms.

2 Preliminaries

Notations. ® and ¢ denote the CDF and PDF of the standard normal distribution. I'(-) denotes
the Gamma function, I'(t) = fow u'~le™* du for t > 0. W(-) denotes the principal branch of the
Lambert W-function. Throughout the paper, whenever an expression can be written in terms of
@, T, W, and elementary functions, we will also refer to it as being available in closed form. E[X]
and Var(X) denote the expectation and variance of a random variable X. R and N denote the set of
real numbers and natural numbers, respectively. 1{-} denotes the indicator function, which equals
1 if the condition inside the brackets is satisfied, and 0 otherwise. We use standard asymptotic
notations O(+), o(+), Q(+), w(-), and O(-).

2.1 Differential Privacy (DP)
We first recall the notion of DP and express it in a form based on the hockey-stick divergence.

Definition 2.1 (Hockey-stick divergence). Let Y be an output space equipped with a reference
measure (counting measure in the discrete case, Lebesgue measure in the continuous case). Let P
and Q be probability distributions on Y that admit densities p and g with respect to this reference
measure, and fix a parameter a > 1. The hockey-stick divergence of P from Q of order « is

Da(PQ) = /y () - aq(v)], dy,

where [u], := max{u, 0}. In the discrete case, the integral should be read as a sum over y € Y.
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Definition 2.2 (Differential privacy via hockey-stick divergence [6, 12]). Let X be an input domain
and Z an output space. A randomized mechanism is a map M : X" — Z that takes a dataset
X1, € X™ as input and outputs a random element of Z. For each dataset x;., we write M(x1.,)
for the corresponding output distribution on Z, and we denote its density by the same symbol
when convenient. Two datasets xy.,, x7,,, € X" are said to be neighboring (x1., = x7,,) if they differ
in exactly one element. For a mechanism M, ¢ > 0, and é € [0, 1], M is (¢, §)-DP if and only if

Sm(e) = sup Dee(M(x1:0) || M(x1.,)) < 6.
Xrin=X],,
The function S((¢) is referred to as the privacy profile of M [3]. Sometimes, we say that M
satisfies (¢, 8)-DP for x1., = X/ if Dee (M (x1:0) || M(x],)) < 6 [24].

In the shuffle model, the mechanism M is typically constructed by applying a local randomizer
independently to each user’s input.

Definition 2.3 (Local randomizer and blanket distribution). Let X be an input space and Y an
output space. A local randomizer is a randomized mechanism R : X — Y. For each input x € X
we write R, for the distribution of the random output R(x). We assume that there is a reference
measure on Y (counting measure in the discrete case, Lebesgue measure in the continuous case)
such that each R, admits a density, and we write R (y) for this probability mass function or density,
depending on the context. The blanket distribution Rpg associated with R is defined for y € Y by,

RG) = mf R, yo= [[RO)dye @I Rucly) =3 R

where, in the purely discrete case, the integral should be read as a sum over y € Y. The scalar y is
called the blanket mass of R.

Following Balle et al. [4], we work in the single-message randomize-then-shuffle model. That is,
we assume black-box access to an ideal functionality shuffler?.

Definition 2.4 (Single-message shuffling and shuffled mechanism). Let R be a local randomizer.
Given a dataset x;.,, € X", each user i € [n] applies the local randomizer to obtain a single
message Y; := R(x;) € Y. The shuffler is a randomized map S : Y" — Y” which samples a
permutation 7 uniformly at random from the symmetric group on [n] and outputs S(ys, ..., yn) :=
(Yr(1) - - - Yr(n))- A shuffled mechanism is M =S o R", which shuffles the outputs of R.

Shuffled mechanisms are the main object of study in this paper and the following upper bound
is known.

LEmMMA 2.5 (LEMMA 5.3 OF BALLE ET AL. [4]). Fix e > 0, let x1., = x|, be neighboring inputs
where only the first element differs (i.e., x; # x;), and R has blanket mass y. Then, S o R" satisfies
(&, 6(x1:n, x1.,,)) -DP for x1., and x1,,,, where

, 1
S ) = UL Rl = Lz, [(Zl m)

M~ Bm(n y)

where (+), denotes max{0, -}.

%In contrast to the multi-message shuffling model, which typically requires access to a stronger ideal functionality S capable
of splitting or decorrelating multiple messages from the same user (for example by hiding timing and grouping information),
the single-message shuffling model only relies on a comparatively simple “anonymization” ideal functionality that permutes
user identities. This makes the single-message model significantly easier to implement in practice, and therefore in this
work we restrict attention to the single-message shuffling setting.
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Ry (y)—e“ Ry ()
Here, Bin is a binomial distribution and I, (y) := +(y)ly is called the privacy amplification

random variable wheny =Y ~ Rpg.

We term this upper bound blanket divergence DP7¢t  We omit the parameters and simply
ef,n,RpG,y

pblanket when they are clear from the context. Moreover, for the same mechanism, the

write
following lower bound, also expressed in terms of the blanket divergence, is known.

Theorem 2.6 (Theorem 14 of Su et al. [25]). For any x, ay,a] € X, ¢, n, and local randomizer R, it
holds that:

Ssorn(€) = DML (Ra,|1Ray).

ef,n,

Here, to provide a unified treatment of the blanket divergences corresponding to the upper and
lower bounds, we generalized the definition of the privacy amplification random variable as follows.

Definition 2.7 (Privacy amplification random variable). Fix the pair x; # x] € X. Let R,r €

{RB(;} U {Rx 1x € X}. We define the privacy amplification random variable with respect to Ref
by
Ry (Y) — e Ry (Y)

Rref ( Y)
Throughout the paper, whenever we write I, (Y; x1, x7, Rrer) without further comment, the random
variable Y is understood to be drawn from the reference distribution R,ef. When the dependence
on (x1, x7, Rrer) is clear from context, we simply write [,(Y) or I.. Two choices of the reference
distribution R,er will be particularly important in this work:

lg(Y; X1, xi, Rref) =

o If Rief = Rpg is the blanket distribution, then l.(Y) is the privacy amplification random
variable underlying the blanket-divergence upper bound of Balle et al. [4].

o If Rief = Ry for some x € X, then [.(Y) is the privacy amplification random variable
appearing in the lower bound of Su et al. [25].

2.2 Local Randomizers Beyond Pure Local DP

Most existing analyses of shuffling focus on local randomizers that satisfy pure local DP (i.e.,
(€0, 0)-DP at the user level). One of the main goals of this paper is to remove this restriction and
develop a more general analysis that applies to arbitrary local randomizers satisfying the following
mild regularity assumptions.

Assumption 2.8 (Regularity conditions for the local randomizer). Consider the local randomizer
R : X — Y. We assume that there exists py > 0 such that, for every pair x; # x] € X and every
reference distribution R.r € {RBG} U {Rx :xe X } the following conditions hold uniformly over
all |e] < po.
(1) Uniform moment bounds. For every integer k > 1, EYNRM[ e (Y xq, x1, Rret) | ] < o0,
(2) Non-degenerate variance. The variance 62 := Vary.g, (lo(Y; X1, x], Rref)) is strictly posi-
2
tive, and the following conditions hold: f ?;’:t_((yy); dy < oo and f % dy < oo.
(3) Structural condition. Either of the following holds.
(Cont) L (Y;x1, x7, Rrer) has a nontrivial absolutely continuous component with respect to Lebesgue
measure whose support contains a fixed nondegenerate bounded interval I C R indepen-
dent of e.

(Bound) There exists a constant C < oo such that |/, (Y;xy, x{, Rrer)| < C almost surely.

We denote by R the class of local randomizers R that satisfy Assumption 2.8.
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Assumption 2.8 is mild: any nontrivial local randomizer that satisfies pure local DP automatically
satisfies these conditions, and even when pure local DP does not hold, if the privacy amplification
random variable [y(Y; xq, X1, Rref) is non-degenerate (i.e., not almost surely constant), then one can
enforce the bounded case (Bound) in (3) by truncating the output space to a large but bounded
interval (i.e., by slightly modifying the local randomizer).

Accordingly, we formulate our results in a mechanism-agnostic way and do not commit to a
specific local randomizer. Nevertheless, it is useful to keep in mind a concrete running example
satisfying Assumption 2.8 without pure local DP and truncation. In particular, we will often refer
to the generalized Gaussian mechanism, which forms a flexible family of location mechanisms
(parameterized by the shape f) and simultaneously encompasses the Laplace mechanism (f = 1)
and the Gaussian mechanism (f = 2). The latter case is especially noteworthy, as the Gaussian
mechanism has been explicitly highlighted in prior work (e.g., Balle et al. [4] and Koskela et al. [17])
as technically challenging to analyze in the shuffle model.

Definition 2.9 (Generalized Gaussian local randomizer (f-Gaussian mechanism)). Let X := [0, 1] be
the input domain and fix parameters ¢ > 0 and §§ € [1, 2]. The generalized Gaussian local randomizer

R : X — Yisdefinedby Y = RR(x) =Y, whereY ~ ngf and ngf denotes the generalized

Gaussian density

I _ B _y—xﬁ
P (y) = 2cr(1//3)eXp(| . )) yeR.

In other words, for each input x € X, the output R(x) is obtained by adding generalized Gauss-
ian noise (with parameters c, f) to the input x. The variance of this distribution is given by

Var(Y) = c? ?g%;, by choosing ¢ appropriately, we can calibrate Var(Y). We call this the -
Gaussian mechanism.

3 Analysis of Shuffling via the Central Limit Theorem (CLT)

Here, we first review the blanket divergence and its interpretation. Then, we analyze the blanket
divergence to obtain an asymptotic expansion. Next, we analyze the privacy profile of the shuffled
mechanism based on this expansion. Then, we interpret and explore the shuffle indices of various
local randomizers. Finally, we derive a necessary and sufficient condition under which the blanket
divergence yields an asymptotically optimal characterization.

3.1 Review of Blanket Divergence

Given a shuffled mechanism M = 8 o R", the direct computation of the privacy profile requires the
two output distributions of M(xy.,) and M(x],) where x;., and x|, are the worst-case neighboring
datasets. Given a dataset x;.,, the output distribution of the shuffled mechanism M =8 o R” can
be written as the permutation-mixture

1 n
PriM(xin) = yinl = — 2 [Rulwzw) v

' meS, i=1

That is, evaluating the shuffled density naively involves a mixture with n! components. Moreover,
we need to apply a nonlinear transformation to this and integrate the result, together with a
maximization over all neighboring datasets to identify the worst case. Altogether, this direct
computation quickly becomes intractable. We therefore turn to the privacy blanket approach
proposed by Balle et al. [4].

Here, we briefly recall it. The local randomizer admits the mixture decomposition Ry =y Rpg +
(1 -y) RLO, where RLO is the corresponding leftover distribution. Based on this decomposition,
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we consider the extended mechanism M depicted in Fig. 1. We can interpret a blanket divergence
as an upper bound on the hockey-stick divergence of M.

In M, each user (id > 1) draws a message from Rp with probability y, and from R)LCS with
probability 1 — y. Messages sampled from the leftover part are revealed together with their user
indices, whereas messages sampled from the blanket part are released only after being shuffled.
User 1 outputs Ry, (resp. Ry:) and Y; is always placed in the shuffled blanket multiset. The hockey-

stick divergence of M is upper-bounded by applying its joint convexity to the mixture over the
number of blanket messages, which yields the blanket divergence (see Section A for details).
Importantly, the shuffled mechanism M = & o R” can be obtained by shuffling all outputs of
M. Therefore, by the data processing inequality, the hockey-stick divergence of M is also upper-
bounded by the blanket divergence.

Next, in Fig. 1, we consider a fixed x, € X and restrict attention to the neighboring-dataset
instance (x, x2,...,%3) = (x1,x2, ..., x2). In this setting, if we take y = 1 and choose the reference
distribution as Rpg = Ry,, then the resulting construction of M coincides in distribution with the
shuffled mechanism output for these two datasets (i.e., M((x1,x2,...,%2)) and M((x7, x2, ..., x2))).
The inequalities introduced earlier, namely the convexity step in y and the data processing inequality,
do not appear here, so that the blanket divergence matches the hockey-stick divergence of M, and
thus that of the shuffled mechanism M. Since this neighboring instance is feasible in the supremum
that defines the privacy profile, it follows that this blanket divergence provides a lower bound.

Remark 3.1 (Relationship to the clone paradigm). The blanket divergence viewpoint with y = 1 is
closely related to the clone paradigm [14, 15]. The clone paradigm reduces shuffle privacy analysis
to an auxiliary mechanism; shuffling of n categorical distributions (Rcat, chea}t, e ﬂrcef;t), where
b € {0,1} changes the target user. In this sense, this reduced mechanism can be interpreted as a
particular y = 1 instance of M, with an appropriate choice of Rgat and chefzt. Note that Su et al. [25]
showed that the blanket-based reduction can be at least as tight as the clone reductions. Motivated
by this and by the mechanism-aware nature of the blanket divergence, we focus primarily on the

blanket-divergence upper bound of Balle et al. [4] in what follows.

3.2 Analysis of Blanket Divergence

As shown in Lemma 2.5, the blanket divergence no longer involves an explicit permutation. This is
because, conditioned on the number of blanket messages M = m in M, the m — 1 blanket outputs
are i.i.d. draws from the blanket distribution Rgg; moreover, thanks to the symmetry attained by
shuffling, the analysis of the hockey-stick divergence reduces to that of a sum of m i.i.d. random
variables. Exploiting this tractability via the CLT, we can derive the following asymptotic expansion.

LEMMA 3.2 (ASYMPTOTIC EXPANSION OF THE BLANKET DIVERGENCE). Given R € R, fix a pair x; #
x} € X andletRyef € {‘Rg(;} U {Rx = X}. Fory € (0,1], definec® := Vary.g, (le=o(Y; X1, x], Rref))

and y :=+\Jy/c. Assume that asn — oo, &, = w(4/1/n) and e, = O(y/log n/n) . Then, asn — oo,
1 1
DY RuR) = o) (5 iz ) (100, g
n
Here, we present an informal derivation based on the CLT to build intuition of how the result

arises. The rigorous proof with the asymptotic expansion of CLT [1, 21, 23] is in the full version [27].
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1 x 1 R Rso 0.20-
! > — Ro=N(p,03)
2 x, 12 Ry G Ry 70
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4 x, s 4 RLO Lo &
2 1 24 3 Ry Z0.10
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Fig. 1. M, which yields the blanket diver- o
gence. '
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Fig. 2. The intuition behind the CLT of the Fig. 3. The intuition of o with the Gaussian mechanism

where 0y = 2. x axis represents the output of the local

blanket divergence with m = 100.
randomizer and is common for both images.

Recall that the blanket divergence can be written as

Dblanket — E

M
1 . ii.d.
n_y EM (Z lfn(}/vi))+ ‘Mll 5 M ~ Bll’l(n, Y)s le ~ Rref~
i=1

Let us condition on M = m and define S, := )12, L., (Y;). The inner expectation becomes E[(S,,,)+],

whose behavior is shown in Fig. 2. Since S,, is a sum of i.i.d. random variables, the CLT suggests

Sm ~ N := N (i, s%), tm = mE[L, (Y)] =m(1-e), s :=mVar(l,(Y)),
for large m. For a Gaussian Ny, ~ N (i, s2,) one has the identity E[(Np)+] = sm (p(’:—”:) +

Hm q’(’;—’") . Using Mills’ ratio (in the regime g, /sm| — ©0), we obtain

(p_m) B Var(l,, (Y))*/? 1 0 (ef» —1)\Vm

(e =12 Nm "\ \WVar(l,, (V) |
M ~ Bin(n, y) concentrates around its mean m = ny, so we plug in m = ny in the leading term.
Moreover, for small &,, Var(L, (Y)) ~ Var(ly(Y)) =: o%. With y := \/y/o, we obtain

o3 1

(e —1)2 iy
Finally, recalling the prefactor 1/(ny), and using o>/y*/? = 1/ x%, we arrive at

1 1

¥® (efn —1)2n3/2)
which matches the leading term in (1) using e’ ~ 1 + ¢,,. The rigorous proof in the full version [27]
shows that this normal approximation is indeed valid under Assumption 2.8 (i.e., R € R) in the

regime &, = w(\/l/_n) and ¢, = O(4/logn/n).
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Our key conceptual finding from Lemma 3.2 is that the leading term depends on the local
randomizer only through the single parameter y = 4fy/c. That is, at the level of the leading
asymptotics, the dependence of the blanket divergence on the local randomizer R is fully encoded
by the one-dimensional index y. Furthermore, the leading term is monotone in y: a larger y
yields a smaller leading term in the blanket divergence, and hence corresponds to stronger privacy
amplification by shuffling. This motivates interpreting y as a measure of the shuffle efficiency of
the local randomizer. Owing to its central role, we refer to y as the shuffle index.

3.3 Main Result

Up to this point, we have analyzed the blanket divergence for a fixed pair (x1, x], Rrer). In contrast,
(&n, 6n)-DP requires a guarantee that holds uniformly over all neighboring datasets xy., ~ x7,, (i.e.,
upper bounding the privacy profile 8, > da((e,)). This section aims to relate the result of the
blanket divergence to the privacy profile of the shuffled mechanism.

Recall from Section 3.1 that the privacy profile can be sandwiched between two blanket diver-
gences. By combining this property with the monotonicity of the leading term with respect to the
shuffle index y, evaluating the privacy profile reduces to identifying the worst-case value of y over
all pairs (x1, x7). To derive the upper bound, under the reference distribution R;.f = Rpg, we must
choose the pair (x1, x7) that minimizes the shuffle index. Conversely, to establish the lower bound,
under Ryer = Ry for some x € X (with y = 1), we are free to select any pair (x1, x]); naturally,
to maximize this lower bound, we should again choose the pair that minimizes the shuffle index.
Formally, we use the following specific shuffle indices for the upper and lower bounds, respectively.

Definition 3.3. Let y € (0, 1] be the blanket mass of R € R. The lower shuffle index is defined
by x10(R) := W/SquI:x;eX \/VarnyRBG [lo(Y; %1, x!, Rpg) |- The upper shuffle index is defined by

Xup(R) 1= 1/5Up,. e x SUPLex \/Vary~7qx [l (Y; %1, x], Ry) |-

With these specific shuffle indices in hand, we can formally establish the upper and lower bounds
for the privacy profile of the shuffled mechanism, as stated in the following corollary.

COROLLARY 3.4 (PRIVACY PROFILE BOUNDS). Let R € R. Assume that asn — oo, &, = w(4/1/n)
and e, = O(\/log n/n) . Then, there exist sequences e;:p, e}f — 0 asn — oo such that

Fren ap(R)) (1 4+ €37) < S50mn () < fren (10(R)) (1 + €l),

for all sufficiently large n where f,, ., (x) := ¢ (x enVn) (% w) .

This corollary is a direct consequence of applying the asymptotic expansion established in
Lemma 3.2 to the lower and upper bounds (Lemma 2.5 and Theorem 2.6).

In DP, it is common to set §,, to be «/n for some fixed constant & > 0. Our next result characterizes
the corresponding ¢,.
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Theorem 3.5 (Shuffling delta band). Let R € R with blanket massy. Fixa > 0. Forn > 2 and y > 0,
set’

@)

xin

_Vn
2a X\/ﬂ

Then, there exists a sequence (&), € [en(a, Yup(R)), (@ X10(R)) D1 such that Ssorn(e)) = £(1 +
0(1)) for all sufficiently large n.

2
en(a, y) =log|1+ —W(

This is obtained by inverting the relationship between ¢, and &, from the bounds established in
Corollary 3.4. Specifically, by equating the leading term of the privacy profile f; ., (x) to the target
8n = a/n, we can solve for ¢, to derive the explicit formula ¢, (a, y) for both the upper and lower
bounds. Informally, Theorem 3.5 shows that for any fixed target constant ¢ > 0 we construct a
sequence (&,,)n>2 Whose values lie between two explicit curves &,(a, yup(R)) and &,(a, x1,(R)),
and for which §, = £(1 + 0(1)).* In other words, the band precisely captures ¢, that realizes
O ~ a/n.

Another important implication of Theorem 3.5 is that the asymptotic expansion of (2) =

)—1(\/ 10% (1+ 0(1)) as n — oo reveals a simple relationship. The amplified privacy parameter ¢, is

inversely proportional to the shuffle index y. Consequently, the width of the band is asymptotically
captured by the ratio
en(a, x10(R)) _ Xio(R) (1+0(1)).
gn(()(, Xup(R)) Xup(R)
Hence, if 1o (R)/ xup(R) is close to 1, the band is narrow, indicating that the shuffle index provides
a tight characterization of the amplified privacy parameter.

3.4 Shuffle Index

In this subsection, we explore the shuffle index y: its interpretation, examples, and the analysis of
the tightness of the blanket-divergence bounds through the shuffle index.

Interpretation of Shuffle Index. Technically, by the CLT as shown in Section 3.2, the leading
asymptotics of the blanket divergence with (x1, x{, Rrf) can be summarized by the two parameters

2

y and 0. Here we defined o2 := Vary.g,, B D= Rq () gif(i’;i ) = fy —(RXI (;)refyx)i () dyso that oisa y?-
type distance between R, and Ry, with respect to the reference distribution Ryef. This differs from
the usual )(2 divergence, whose reference distribution is Ry, or Rx;; here the reference distribution
is the third distribution Rf. In Fig. 3, we take R to be Gaussian and plot the integrand of ¢?,
namely (Ry, — Rx{)z /Reg. Compared to the ordinary squared distance (Ry, — Rx;)z, we see that
regions where the blanket is thin are emphasized. This distinction represents the shuffled setting:
we can interpret ¢ as distinguishability of Ry, and Rx; from the blanket Rpg view.

To reiterate, the blanket divergence can be interpreted as the natural upper bound of the hockey-
stick divergence between S(Ry,, Rref, - - -, Rrer) and S (‘Rx{, Rrefs - - -» Reet)- ¥ represents the fraction
of messages that fall into the blanket, and hence the effective message size is M ~ ny. On the other
hand, since 1/¢ is the reciprocal of the distinguishability measure in the above setting, it quantifies

3The explicit formula for &, (, y) in Theorem 3.5 is obtained by solving the leading-order approximation (1) = a/n in
closed form via the Lambert W-function. For our numerical experiments and practical use, however, we instead compute
&n, by numerically solving the more accurate equation based on the full asymptotic expression, using a simple bisection
method.

“More generally, one can obtain any prescribed polynomial rate &,, = ©(n~#) with § > 1 in the leading term. In this work
we focus on the regime &, = a/n(1+ 0(1)) because in the DP literature, setting J,, to be a¢/n is a common practice.
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Table 1. Shuffle index asymptotics of f-Gauss with Var(R(x)) = o2 where cp = — TWH ____ and k-RR.
PNI (/BT (2-1/B)

ﬁ-Gauss o9 — 00 o9p— 0 kRR | 2RR g — 0 £ — &

_ _a
Yo ga+o()  ep-06") VELa+o) S (+0E)
Xlo/){up 1- O(JLO) % + 0(1) XIO/XUP 1 | 1- O(Eo) 1 | % + O(e‘fﬂ)

the per-message indistinguishability. Because the contribution of y to indistinguishability appears
through the vn scaling of fluctuations, the index aggregates these effects as /y/o.

Examples of Shuffle Indices. We illustrate the shuffle index of two local randomizers: the f-
Gaussian mechanism and k-RR. Concretely, we examine (i) the asymptotics of the lower shuffle
index 1., and (ii) the ratio yi,/ yup as a proxy for the tightness of the blanket-divergence sandwich.
Closed-form derivations and some plots of shuffle indices are deferred to Appendix B. The resulting
asymptotics are summarized in Table 1: for f-Gaussian we parametrize by the local noise scale oy,
while for k-RR we parametrize by the pure local-DP level ¢, and in both cases we report limits as
the parameter tends to 0 and co. These asymptotics precisely capture the fundamental behavior
established in theoretical bounds [13] and explain recent empirical observations [8] that shuffling
yields highly efficient privacy amplification in the high-privacy regime, while providing negligible
amplification in the low-privacy regime.

p-Gaussian. For large noise (op — o), the lower shuffle index grows linearly, yi, = cgoo, where
cp depends only on the shape parameter . Concretely, cg increases from 1/ V2 at f = 1 (Laplace) up
to 1 at f = 2 (Gaussian), and then decreases for § > 2; hence, in the high-noise regime, the Gaussian
case § = 2 yields the largest shuffle index. Moreover, the tightness ratio converges to 1, so the
blanket-divergence bounds essentially coincide asymptotically when oy is sufficiently large. That
is, in the mean estimation task, since oy monotonically determines the accuracy of the estimate,
B = 2 induces the best privacy-utility trade-off in the high-noise regime (see Section 5.3 for the
exploration of this topic). In contrast, in the low-noise regime (cy — 0), y1, decays exponentially
to 0, which reflects that shuffling provides little amplification when the local noise is too small.

Remark 3.6 (Dimensional dependence). For the Gaussian case (f = 2), it is natural to extend
the input domain to d dimensions. Concretely, consider the Gaussian local randomizer R(x) =
x + N(0, agld) with fixed oy and inputs in an £,-ball of fixed radius. Then the blanket mass satisfies
y = exp(—©(Vd)), i.e., it decays exponentially fast in Vd. Intuitively, this decay is driven by the
thin-shell phenomenon of high-dimensional Gaussians: a typical output exponentially concentrates
on a thin shell around its mean x (i.e., |R(x) — x|| & 6o Vd). On this typical shell, the blanket
distribution takes an infimum over all inputs in the #-ball, so the blanket becomes exponentially
thin in Vd (see the full version [27] for details). Moreover, while Xup is not directly affected by y,
Xlo is suppressed by the factor 4/y and thus shrinks exponentially with Vd; consequently, the gap
between the corresponding upper and lower bounds becomes large. Closing this gap appears to
require techniques that go beyond the blanket divergence, which remains an open problem.

k-RR. In large noise (¢p — 0), we have yj, = %% Importantly, for k > 3 the tightness ratio

satisfies yio/yup = 1, i.e., the two indices coincide and the blanket-divergence sandwich is tight at
leading order; for 2-RR, the ratio is also close to 1 as &y — 0. In the low-noise regime (¢y — ©0), 1,
again vanishes exponentially, and thus shuffling becomes ineffective.
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Remark 3.7 (Comparison to the clone paradigm). As noted in Remark 3.1, the clone paradigm
can be understood in terms of a blanket divergence with y = 1 and an appropriate choice of the
categorical distributions. Hence, we can induce a shuffle index of the clone paradigm. For k-RR, the
explicit reduction of Feldman et al. [15, Theorem 7.4] leads to a shuffle index that coincides with
our Y, (see Section B.2.3 for details). While their work only demonstrates empirical closeness to
known lower bounds, our framework provides a theoretical and asymptotic explanation for the
closeness.

Tightness of Blanket-Divergence Analysis. We have seen that |,/ yup = 1 for k-RR with k > 3.
Here, we explore the structural conditions under which this equality holds, which implies that the
blanket-divergence bounds are asymptotically tight in the sense of Theorem 3.5. Formally, we have
the following characterization.

Theorem 3.8. Let R € R with blanket mass y and assume that the suprema in the definitions of
Xo(R) and yup(R) are attained by some pairs. Then, yup(R) = x10(R) if and only if there exists a
pair which attains the suprema for the lower shuffle index (x7,x]*) and an input x* € X such that

Rx(y) = yRec(y) for almost everyy € {y ey: Rx;(y) * in*(y)}.

In particular, when these equivalent conditions hold, the lower and upper curves in Theorem 3.5
coincide asymptotically, and there exists an asymptotic privacy curve e, () realizing Ssogn (&), (a)) =
£(1+0(1)) such that & (ar) = & (at, x10(R)) (1 + 0(1)) asn — 0.

In particular, the theorem applies to the case of k-RR (k > 3), and hence to mechanisms that
are built on top of k-RR or share the same blanket structure, such as local hashing [30] and (for
sufficiently small caps) PrivUnit [2]. Thus, in many practically relevant shuffle protocols, the
blanket-divergence analysis is asymptotically optimal in the sense of Theorem 3.8.

4 Analysis of Blanket Divergence via the Fast Fourier Transform (FFT)

The results in the previous section provide an asymptotic characterization of the blanket divergence.
However, in applications one is ultimately interested in the finite-n behavior of the shuffled
mechanism. To this end, we develop a complementary, non-asymptotic approach for computing
the blanket divergence at finite n.

Our goal is to design an algorithm that, for a given local randomizer R and parameters (n, ¢),
produces rigorous upper and lower bounds on DE}?,Q‘;;;W(RM IRx;) with explicitly controlled
error and provable running time guarantees. The main idea is to exploit the same structure that
underlies our CLT-based analysis: the blanket divergence can be expressed in terms of sums
of ii.d. privacy amplification random variables. This observation allows us to approximate the
distribution of the sum by means of the Fast Fourier Transform (FFT). To obtain rigorous bounds
rather than heuristic approximations, we carefully track the errors introduced by truncation of the
summands, discretization on a grid, and FFT wrap-around. By combining these error bounds with
the asymptotic expansion from Lemma 3.2, we can both tune the numerical parameters (window
size, grid resolution, truncation level) and analyze the overall complexity of the method.

The starting point is another representation of the blanket divergence.

LEMMA 4.1. Let M ~ 1 + Bin(n — 1,y). Then,
gblanket (‘Rlein) =Pr Yi~Ry, [Zgl Le(Y;) > 0] —e‘Pr Yi~Ry [Z{\il Le(Y;) > 0] .

e4,n,Reet,y .
e iid.
Yon Rref Yg;nl S Rref

Here, we work with a representation of the blanket divergence that does not involve explicit
expectations or integrals, which is particularly convenient for deriving rigorous bounds on the
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truncation error. In particular, in our FFT-based computation we must truncate the support of the
random variable in order to approximate an unbounded distribution on a finite grid. This issue
is relevant for non-pure local DP (see, e.g., the discussion of the Gaussian mechanism in Balle et
al. [4]); hence this formulation is crucial for our purposes.

Su et al. [25] also propose an FFT-based accountant for the blanket divergence, but their running
time scales as O(n?) in the number of users when targeting a constant additive error. In contrast,
by adopting the concentration-inequality-based error control of Gopi et al. [16] with our results in
Section 3, we can tune the truncation and discretization parameters so that our algorithm runs in
near-linear time O (n) while achieving a prescribed relative error.

4.1 FFT Algorithm

Algorithms 1 and 2 together form our FFT-based procedure. As we show in Theorem 4.2 below, the
output of these algorithms yields rigorous upper and lower bounds on the blanket divergence.

Algorithm 1 CALcULATEPMF
Input:

1: n,y: Parameters for the number of summands.
: Fref(t): The CDF of the summands [(Y;) for i > 2.
. [s, s + wi"]: Truncation interval for I(Y;), i > 2.
: h: Bin width for discretization.
w°: The window size of FFT.

> Step 1: Create PMF for a single truncated and discretized summand

¢ Pout < Fref(s) + (1 = Frep (s + w')).
: pin «—1 _pout- )
: Let Z" be a random variable for a single summand conditioned on being in [s, s + w'].
: The CDF of Z" is Fzu (t) = (Fref(t) — Fret(5)) /pin-

s+w?
Pz (3 + Win)Fref(s + Win) - SFref(s) - / Fref(z) dz) /(Fref(s + Win) - Fref(s)) .

12: Define a discrete grid G = {x; = j - h | j € Z}.

13: For each grid point x; in the truncated range, compute the PMF of the discretized variable Z%:
pzalj] & Fzu(xj + h/2) — Fze(x; — h/2).

14: fizai < 335 Xjpzai[j]

15: > Step 2: Calculate the characteristic function of the sum S

16: pigw — (n—=1)y pf, pgs = (n=1)y p3}

17: Set N «— Round(w°®"/h), construct zero-padded py,q of length N from p i, and let wi =

18: Yzai  FFT(FFTSHIFT(ppad))

19: s — ((1-y) 1+y (ﬁZdi)O(n_l), R ”Sdi]lljz_ol where © denotes element-wise operations.

20: Ps—pyy < Re (IFFTSHIFT (IFFT(y ©¢s))) > PMF of the mean-centered sum S — pgai. Re(-)
denotes the real part.

21: return PS—pggis Hstr

Y ® N DR Wy

—_
[=1

—_
—_

2k
Nh "
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Algorithm 2 CALCULATEMAINTERM

Input:
I: Ps—pgy> Hsw: The PMF and the mean of the truncated sum.
: F(t): The CDF of I.(Y;xy, x], Reer) under Ry, or Ri:.
: ¢: The constant for the discretization error bound.
: Pmain € 0.
: for each grid point z; with corresponding PMF value ps—, , [j] do
Pmain < Pmain T pS*/JSdi [J] . (1 - F(_C —ZzZj— /15“))-

7: return ppain

Qs N

Theorem 4.2. ° Fix a distinct pair x1,x] € X and let R be a local randomizer. Let the reference
distribution be R.er € {RBG} U {Rx 1 x € X}. For Y ~ Ry, denote by Fes the CDF of the
privacy amplification random variable I.(Y; x1, x], Reer), and for j € {x1,x|} denote by F; the CDF
of [.(Y;x1,x], Rref) under Y ~ R;. Let (B;)[L, be ii.d. Bernoulli(y) and (Y;)[_, be i.i.d. with R,
independent of (B;)[.,.

Given parameters (n,y, Fret, S, wi B, woUt) | we define the truncation event 1:= {Eli €{2,...,n}:

B =1, lg(Y,-;xl,xi, Rref) ¢ [s, s+win]} and let (psfﬂgi,ytsr) = CALCULATEPMF(n, Vs Frefs S, wit b, w"“t).

Forx € {x1,x]} and ¢ > 0, define P(c;x) := (1 - Pr[1]) CALCULATEMAINTERM(pSWdi,yg, Fy,c).
S
Then, for any c > 0,

P(—c;xl) _ eep(c;x{) _ 510W(C, h, s, Win, Wout) < Dblanket (Rx1 ”in)

err e, Ryef,y

< P(c;x1) — e P(—c;X]) + Sem(c, h, s, wi, wouty,

where 81V and Sey. are the total error terms , each of which admits a rigorous explicit bound.

At a high level, Algorithm 1 (CALcULATEPMF) constructs, via FFT, a discrete approximation to
the distribution of the sum Z?;Iz I.(Y;), where M ~ 1+ Bin(n — 1, y) as in Lemma 4.1 and Y; are i.i.d.
draws from R,.s. More precisely, we first truncate the privacy amplification random variable to a
bounded interval, discretize it on a uniform grid, and then use the FFT to compute the probability
mass function of the resulting discretized sum. This step replaces the sum of i.i.d. (continuous)
variables by a finitely supported discrete distribution that approximates 3, I, (Y;) up to controlled
truncation, discretization and wrap-around errors.

Algorithm 2 (CALCULATEMAINTERM) then uses this discrete distribution approximating ¥, I, (Y;)

together with the CDFs of [,(Y) under R,, and Ry to approximate the probabilities Pr[zgz L.(Y;) >

- lg(Yl)]. Because the distribution of Z?ﬁz I(Y;) has been discretized, these probabilities reduce to

finite sums over grid points, and are therefore straightforward to evaluate numerically.

4.2 Analysis of FFT Algorithm

Algorithms 1 and 2 depend on several numerical parameters (c, s, win b, w°U) that control trunca-
tion, discretization, and FFT wrap-around. Using the asymptotic characterization of the blanket
divergence from Lemma 3.2, we can tune these parameters to control both the relative error and
the computational cost of the FFT-based approximation. The following theorem makes this precise.

5Our error analysis assumes exact real arithmetic. While practical implementations relying on floating-point arithmetic
introduce round-off errors, analyzing their propagation is orthogonal to the algorithmic errors characterized in this work.
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Theorem 4.3. Fix a distinct pair x1,x] € X and let R € R. Let the reference distribution be Ry.r €
{RBG} u {Rx 1x € X}. Fix target knobs Nmain, Ntruncs Ndisc> Malias € R. Let &, — 0 be a sequence of
privacy levels such that ¢, = ©(+y/log n/n). We denote by L, and U, the lower and upper bounds from
Theorem 4.2, that is, L, := P(—c;x1) — e*P(c;x7) — 5};}” and Uy, := P(c;x1) — e“P(—c;x7) + 5:3 We
define our numerical approximation as the midpointﬁn = %

Then we can tune parameters (c,, Sp, Wi, hy, wO') depending on (Hmain> Miruncs Ndisc> Malias) SUch that

|5n _ Dblanket|

g)blanket = O(r)main + Htrune + Ndisc + Ualias) (n — ),

when |pga —pist| = O(cp)® and L (Y; x;, X7, Rref) is a non-lattice distribution’ . The overall running time

of Algorithms 1-2 with these parameters is O (,7 " (log 7 I )3) , where loglog factors are omitted.
In particular, in the regime ¢, = ©(4/logn/n), the theorem shows that we can prescribe a target
relative error level n > 0 and choose the numerical knobs so that the relative error becomes O(7),

which leads to an overall running time O (%) , up to polylogarithmic factors in n and 1/5. We

provide details on parameter selection and implementation in the full version of the paper [27].

We briefly discuss regimes in which the algorithm can become less effective in practice. First,
when the shuffle index y is small, the relevant distributions for the privacy-amplification sum are
effectively more spread out, so representing them on a discrete grid requires a larger window and
more bins; heuristically, the required grid size (and hence runtime) can grow like O(1/x?), making
computations expensive for small y. In practice, as discussed in Section 3.4, privacy amplification
by shuffling is meaningful only when the shuffle index is at least moderately large; the parameter
regime of primary interest typically corresponds to larger y, where the FFT computation remains
well behaved. Second, our parameter-tuning rules are asymptotic, so for small n they may be
miscalibrated and yield insufficient accuracy. That said, the method produces certified upper and
lower bounds, so one can directly inspect the resulting gap to assess tightness and, if needed, retune
the numerical parameters to achieve the desired accuracy. Finally, while floating-point round-off is
not captured by the real-arithmetic analysis, prior work shows that the FFT-based computations
can remain accurate down to about 10~1° when using long double precision [16], which is sufficient
for the typical range of § values of interest in DP.

5 Experiments

In this section, we complement our theoretical results with five experiments. The first two visualize
the privacy curves from Theorems 3.5 and 3.8. The next two illustrate the accuracy-runtime trade-
offs of our FFT-based accountant from Theorems 4.2 and 4.3. The final experiment compares
generalized Gaussian mechanisms with k-RR in a distribution-estimation task.

Unless stated otherwise, all computations are carried out in double precision and we choose
(¢, s, w'm, b, w°Ut) according to Theorem 4.2 and set 7unc, dise» alias = 10~ °>. For each mechanism
we first identify the asymptotically worst-case neighboring pair (xy, x]) and the corresponding
shuffle indices yj, and yyp as in Theorem 3.5, and then run the FFT-based accountant at this pair.

®While this condition is not theoretically guaranteed for discrete mechanisms, we empirically confirmed | Hgdi — Hstr| < ¢n
in the regime of our experiments.

7A finitely supported random variable is lattice iff its support is contained in a set of the form a + hZ for some a € R and
h > 0, that is, all pairwise differences between support points are integer multiples of a common nonzero number. For
mechanisms with at least three output symbols this requires special algebraic relations, so for generic choices of parameters
I (Y; x1, x{, Rrer) is non-lattice. The 2-RR is a nongeneric exception: in that case I, takes only two values and is lattice.
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Fig. 4. Experimental validation of the FFT-based blanket-divergence accountant and the shuffle-index analysis.

5.1 Privacy Curves and Shuffle Index

We empirically evaluate the privacy guarantees of Theorem 3.5. For a fixed target constant a > 0
and a given local randomizer we set ¢, = &,(a, x10) and explore the behavior of the shuffled
mechanism’s hockey-stick divergence &, as a function of n for two mechanisms. That is, we use
the blanket-based upper and lower bounds on the true shuffled hockey-stick divergence: the Balle
et al. upper bound (Lemma 2.5) and the Su et al. lower bound (Theorem 2.6), both evaluated via our
FFT accountant at the asymptotically worst-case pair.

The left panel of Fig. 4a shows the results for the case of 3-RR with ¢, = 2. For each n we plot the
upper and lower bounds on the true hockey-stick divergence §,, of the shuffled mechanism corre-
sponding to &, (@, y1,). Across the entire range of n the two curves are practically indistinguishable.
This behavior is exactly what Theorem 3.8 predicts for k-RR with k > 3. On the theoretical side,
the lower and upper shuffle indices coincide, i, = yup, so the asymptotic band in Theorem 3.5
collapses. Empirically, we see that this collapse already occurs for moderate values of n, confirming
that the blanket-divergence analysis is effectively optimal for this mechanism.

The right panel of Fig. 4a reports the same experiment for the Gaussian local randomizer with
noise parameter ¢ = 2. Here the upper and lower curves form a visible but relatively narrow band.
This matches our theoretical findings: the Gaussian mechanism does not satisfy the structural
condition of Theorem 3.8, so the shuffle indices y|, and yp need not coincide. Nevertheless, their
ratio stays close to one (above 0.7 in our parameter range), and the band remains tight across all n.
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Next, we compare our direct analysis of the blanket divergence with the mechanism-agnostic
shuffle analysis of Feldman et al. [14] of the calibrated Gaussian local randomizer [5]. Fig. 4b shows
the results. Because of the mechanism-agnostic nature and the reliance on a coarse reduction to a
pure LDP surrogate, the resulting bounds incur a large constant-factor loss. Empirically, we observe
that even at n = 10%, the method predicts essentially no privacy amplification, and for larger n the
predicted shuffled ¢ remains 10 times larger than our direct analysis.

5.2 Accuracy and Runtime of the FFT Accountant

We empirically validate the error and complexity guarantees of Theorems 4.2 and 4.3. Throughout
this subsection we fix the local randomizer to be 3-RR with ¢y = 2 and vary either the accuracy
knob #main or the number of users n.

Fig. 4c shows the effect of the parameter 7, on both accuracy and runtime. For each value
Of Nmain We run the FFT-based algorithm for a fixed (n, ¢). Theorem 4.2 provides rigorous lower
and upper bounds on the blanket divergence, Doy, < Pblanket < Dyp, so the true value is
guaranteed to lie in the interval [Djow, Dyp]. As our notion of relative error, we plot the certified

P

relative uncertainty bandwidth D“g—ﬂ?”. As predicted by Theorem 4.3, the relative error shrinks

approximately linearly as 7main decreases, while the runtime grows roughly like 1/7main.

In Fig. 4d we fix main and vary the number of users n. For each n we again compute the interval
[Diow, Dyp] and plot both the runtime and the relative error. The relative error remains essentially
flat as n increases, confirming that our parameter selection keeps the relative error under control
uniformly in n. At the same time, the runtime grows almost linearly in n, with only mild logarithmic
deviations. This matches the theoretical O(n/n) complexity of Theorem 4.3.

5.3 Distribution Estimation

Finally, we compare the generalized Gaussian mechanisms with k-RR in a distribution estimation
task. We fix the data-generating distribution to be X ~ Unif|[0, 1] and set the number of users to
n = 10°. For each local mechanism, we evaluate the empirical root-mean-squared error (RMSE) of
the mean estimation. Fig. 4e plots the RMSE on the horizontal axis and the lower shuffle index y,
on the vertical axis. For generalized Gaussian mechanisms we additionally annotate each point
with the RMSEs for variance and third-moment estimation, whereas for k-RR we only plot the
mean-accuracy vs. shuffle-index trade-off.

In this experiment we focus on k-RR with k = 3, which we found to yield the best shuffle index
among the values of k under the same mean-estimation accuracy. Under this choice, the figure shows
that, for the same level of mean RMSE, 3-RR achieves the largest lower shuffle index in our parameter
range, and hence provides the strongest privacy. However, a crucial caveat is that 3-RR (and, more
generally, k-RR) does not natively support estimation of higher-order moments: estimating the
variance or third central moment typically requires designing a separate mechanism (and hence
additional privacy budget). In contrast, generalized Gaussian mechanisms simultaneously support
estimation of multiple moments from the same shuffled output. Fig. 4e reveals that the generalized
Gaussian family exhibits a nontrivial dependence on the shape parameter f§: the value of f that
optimizes the shuffle index varies with the target mean-estimation accuracy. In particular, in more
noisy regimes (larger local noise), the Gaussian mechanism (f = 2) attains the largest lower shuffle
index among the generalized Gaussian family. Moreover, over a wide range of mean-accuracy
levels, the Gaussian mechanism also achieves the smallest RMSE for variance and third-moment
estimation among the generalized Gaussian mechanisms, as indicated by the annotations. Taken
together, these results suggest that generalized Gaussian mechanisms (f > 1) provide a better
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privacy-utility trade-off than pure local DP mechanisms. Importantly, this kind of optimization is
made possible by our unified framework beyond pure local DP.

6 Limitation and Conclusion

Our moderate-deviation guarantees are formulated in terms of an asymptotically worst-case neigh-
boring pair, that is, a pair (x], x{*) that attains the worst-case shuffle index in the limit n — oo.
While this is natural from the point of view of our CLT-based analysis, it does not rule out the
possibility that, for finite n, special pairs might induce slightly worse (¢, §) trade-offs than those
induced by the asymptotic worst-case pair. Establishing conditions under which the asymptotically
worst-case pair is also worst-case at finite n is a problem that we leave for future work.

Our work is, to the best of our knowledge, the first to go beyond the pure local DP viewpoint
and organize privacy amplification by shuffling via the shuffle index. Our framework provides a
unified way to reason about shuffle amplification and to obtain tight (¢, §) guarantees. We believe
that these conceptual and technical advantages are valuable both for the theoretical understanding
of shuffle DP and for its practical deployment in real systems.
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A The Interpretation of Blanket Divergence

Let R be a local randomizer with blanket distribution Rpg and blanket mass y, so that for every
x e X,

Ri(y) —yR
Re = yRog + (1-PRL,  RO(y) = el Z1Rec(W)

l-y
We define an extended mechanism M as follows (see Fig. 1). User 1 always outputs Y; ~ Ry, (or
Rx; under x7,). For each i € {2,...,n}, sample an independent coin B; ~ Bernoulli(y). If B; = 1,
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output Y; ~ Rpg; otherwise output ¥; ~ RI);I_O and reveal it together with its index i. Let T := })1_, B;
and let M := 1 + T be the number of messages routed to the shuffler. The shuffler is applied only
to the M messages {Y;} U {Y; : B; = 1}, while the leftover messages {(i, Y;) : B; = 0} are released
without shuffling. Denote the shuffled part of the output by S;., € YM.

Since the leftover part is identical under x;., and x7,,, the hockey-stick divergence of M reduces
to that of the shuffled part. Conditioning on M = m, the shuffled part consists of one sample from
Ry, and m — 1 ii.d. samples from Rpg whose order is uniformly randomized. A direct calculation
yields the corresponding density

- ) m Rxl (s])
Px, (Stm) = ZRM s | [ Ruc(s0 = (l,] RBG(Sk)) Z Rec(s))

k#j

Hence, writing

R (y) — eERx{ (y)

L(y) = Rec (y) '

we have
P (s1am) = €pL" >(slm)—(]_[7em<sk>) — D L(sy):
mi3

Integrating the positive part, this implies the exact identity

Do (ppl") =B, [ (Zlm)

Finally, we uncondition over M. In our construction, T ~ Bin(n — 1,y) and M = 1 + T, so for
me{l,...,n},

Pr[M = m] = (”' l)y’“(l -y
m-—1
Therefore,
Dee [ Mlxia)||M(x(,0)) = >, PrIM = m] By, i [% (Z w,»))
m= Jj=1 +

S e [(San)
j=1

Using the combinatorial identity (,’;—_11) =2 ("), we obtain

n-1 m— n-m 1_1 m n-m
(m_l)Y M-yt = ny() (1-p)""

Since the m = 0 term contributes 0 (because (22:1 -)+ = 0), we may extend the sum to m = 0 and
recognize the binomial distribution Bin(n, y):

+

Dee (M(xl:n)

@blanket ( - ”Rx{ ) )

e,n,Rpg,y

M(x{:n)) = _)’ EM-Bin(n, Y)
Vi R

1

Moreover, the original shuffled mechanism M = S o R”" can be obtained from M by post-
processing (discarding the revealed indices and leftover messages and retaining only the fully

+
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shuffled multiset of all n messages). By the data processing inequality for the hockey-stick diver-
gence, this yields

Dee (M(x1n)||[M(x/.)) < Dee (/\7 (%10)

M) = Dl (R IR,

which recovers the blanket-divergence upper bound.

B The Computation of Shuffle Indices
B.1 Generalized Gaussian Mechanisms

Here, we consider the -Gaussian local randomizer on X = [0, 1]:
- __ P 2|
'R(X) =x+ Z, Z ~ gﬁ,ﬂ’ gﬁ,C(Z) = m exp(—‘zl ),

so that ¢ (y) = gp.(y - x).
The blanket density is R(y) = infyc[o1) gbf(y) Since x — |y — x| is maximized over [0, 1] at the
far endpoint,

), y<
R(y) =
= {¢§<y>, y>

B.1.1 Lower Shuffle Index. From the definition, for fixed (xy, x{, Rpg), the variance term and the
blanket mass in the shuffle index are

1 o0
2 — _ B
. Y= /RB(y) dy = 2/1/2 ¢ (y) dy. 3)

2 2 (85, ) - 6L () AR AN
OpGp =¥ / 5 dy + / 5 d
o0 ¢ () 172 %o ()
where T'(s, x) denotes the upper incomplete gamma function. For fixed > 0, the quantity aéG’ 5
(and hence yj,) can be evaluated efficiently by standard one-dimensional numerical quadrature. As
a consequence, searching over (xi, x}) for the lower shuffle index is computationally inexpensive®.
Here, we adopt the working assumption that the worst-case pair is attained at (x1,x7) = (0, 1),
and under this assumption, yj, admits closed-form expressions for the Laplace (f = 1) and Gaussian
(B = 2) mechanisms when Var(Z) = Gg . For Laplace, we have

(g _ V3 t ( 1 )
X = — N t:= exp| — .
lo 2 V1-32+28 V2o

For Gaussian, we have

(B=2) _ 1
lo ) ’
1 3 1
Jelerolz) -solz)

These formulas make the limiting behavior explicit: )(l(oﬁ =D (0,1) ~ 0p/V2 and )(l(oﬁ =2) (0,1) ~ 09 as

0p — oo, while both decay exponentially fast as oy — 0.

8In all our numerical experiments for generalized Gaussian mechanisms (including the cases = 1 and f = 2), the pair
(%1, x7) = (0,1) consistently attains (or appears to attain) the infimum of the lower shuffle index yi, (x1, x7). This is also
intuitively plausible, since (0, 1) maximizes the separation between two inputs in the unit interval. However, a general
theoretical proof that (0, 1) is the unique global minimizer of yj, for all admissible parameters would require a delicate
analysis beyond the scope of this work, and we therefore do not claim such a statement as a theorem.
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Fig. 5a illustrates the lower shuffle index yi, for several values of the shape parameter S. Even
when the underlying local randomizers are calibrated to have the same variance (and hence the
same accuracy for mean estimation), they exhibit different shuffle indices.

2.51 —e— Laplace (B=1)
< —e— B=12 1.0
[J] —o— B=18 —e— Laplace (B=1)
'8 2.01 —— Gaussian (8=2) —o— p=12
= | —— B=18 —4
31::.: 1.5 0.9 —e— Gaussian (8=2) —
5 S
5 1.0+ 3 0.8
g os )
= 0.7

0.0+~ - - - r

0.5 1.0 1.5 2.0 2.5 3.0

Local noise std 05 1.0 15 20 25 30
) ) Local noise std
(a) Lower shuffle index for several generalized Gauss-

ian mechanisms. (b) Ratio of lower and upper shuffle indices.

Fig. 5. Shuffle indices for generalized Gaussian mechanisms with different shape parameters g.

B.1.2  Upper Shuffle Index. For the upper shuffle index, we instead take the reference distribution
to be one of the local randomizers R, and only the variance is needed in our analysis. From the
definition, the variance is

o (¢4 (y) - ¢f{(y))2 ; |
[m ¢f(y) dy - cm Fﬂ(a1,a1), (4)

where

) (e—lz—allﬂ _ e—\z—a’llf")2 X — x x —x
Fg(ay, ay) :== dz ap = = a) = =2
B al,al = —|z|ﬁ s 1= s 1=
-0 e c C

Although the definition of yy, involves a three-point search over (xi, x, x), the fact that {ngﬁ }uer
forms a location family implies that o)zc’ 5 in (4) depends on (x1, x{, x) only through the two off-
sets (ay,a}) = ((x; — x)/a, (x{ — x)/a). In particular, the optimization can be reduced to a two-
dimensional search over (ay, a7). As in the case of the lower shuffle index, the variance o? o p can be
efficiently evaluated by standard one-dimensional numerical quadrature, so this search remains
computationally inexpensive.

Under the same worst-case pair assumption (x1,x;) = (0,1), the upper shuffle index also admits
closed-form expressions for § = 1,2 when the noise is parameterized by Var(Z) = oZ. For Laplace,
taking R.ef = Ry yields

—1/2
—1 2 2 1 42
XY = (562/% — 1+ e 4/%) .

For Gaussian, taking R = R, yields
g = (et - 1)_1/2 .
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In both cases, the tightness ratio yio/yup exhibits the same qualitative limiting behavior. As

O'O e d 0o,
=1 =2
A oft), A o
(p=1) ~ o0)’ B=2) ~ oo )
up Xup
As oy — 0,
(B=1) (p=2)
Xlo o
+o(1), +o0(1).
1 =2
AV R

The derivation of the asymptotics of yj, is found in the full version [27].

B.2 k-RR

We next specialize the shuffle indices to the k-RR. For an input x € [k] := {1,..., k}, the output
distribution is

b y=x _ e B 1

1= vk-1

$x(y) =Pr[R(x) =y] = {

g y*EX, Pk

The blanket distribution is uniform on [k]: ¢pc(y) = 1.y = 2y ming ¢ (y) = kq.

B.2.1 Lower shuffle index. For any distinct pair x; # x] € [k], the privacy amplification random
variable with respect to the blanket distribution is

P, (y) = Px (y)
$Bc(y)

A simple case distinction shows that, for Y ~ Rpg,

lO(y§xl, x;a Reg) = (bel (y) ¢x{(y))

k(p-—q, Y=x,
lo(Y;x1,x7, Rec) =1 -k(p—¢q), Y =x],
0, otherwise,

so that E[lp(Y)] = 0 and o3, := Var(lo(Y; x1,x],Rec)) = 2k(p — g)*. By definition,

vr———— ko1
2(p - q)* 2(e® — 1

In particular, y does not depend on the particular choice of the distinct pair (xy, x7), and hence

Xo = inf y = 4 __
wet N 2(p—q)*

B.2.2  Upper shuffle index. For the upper shuffle index we take the reference distribution to be one
of the local randomizers R. Fix x; # x], and consider

o @) - W)
lo(y,xhxl,Rx) = —¢x(y) >

By symmetry, the variance only depends on how x is positioned relative to {x1, x7}.

Y ~ Ry.
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e If x = x; (or symmetrically x = x7), then

_q’ Y= X1,

lO(YQXsti>Rx1) = ﬁ

l

0, otherwise,

so that Var(ly(Y;x1,x], Ry,)) = (p — q)Z(Il) + cl})
o If k > 3 and x ¢ {x,x]}, then Var(lO(Y;xl,x;,fo)) =9 @_
2 (P—q)z
q

Since for p > g we have > (p- q)z( Ly é), the variance is maximized (and hence y is
=3

minimized) by choosing x ¢ {xi, x]} whenever k . Because y = 1 for R,, we obtain, for k > 3,

. 1 q
up = f =
Xop = \/Var(lo(Y;Xl,X{,Rx)) Va(p - )2

Thus, yyp also does not depend on the particular choice of the distinct pair (x1, x7), and hence, for
k-randomized response with k > 3, the lower and upper shuffle indices coincide:

Y N q e +k—1
up = Xlo = = .
i V2(p—? '\ 2(ew —1)°

B.2.3  Comparison to the Clone Paradigm. Here, we consider Theorem 7.4 of Feldman [15]: the spe-
cific clone reduction of kRR Let the categorical output alphabet be A := {0, 1, 2, 3}. Fix parameters
P= +k ;and g = W Define the reference categorical distribution Qyer on A by

Qref(o) =p, Qref(l) =p, Qref(z) =q, Qref(3) =1- 2P - q.
Define the two target categorical distributions Qy, Q; on A:

Q(0) =e®p, Qo) =p, Q@) =1-(1+e")p,  Qu(3) =0,

01(0) =p, Q1(1) =ep, Q1(2) =1-(1+e*)p, Qi(3) =0.

The reduced shuffled mechanism is then
o i. 1 d.
Mb = S(Zl(b)aZZa"~9Zn)a Zl(b) ~ Qba ZZ"' Qref: b € {0’1}'

That is, one target user draws a single categorical message from a distribution Qp, while each of
the remaining n — 1 users draws i.i.d. messages from a reference categorical distribution Q.f; all n
messages are then passed through an ideal shuffler. From the discussion in Section 3.1, the hockey-
stick divergence between the two shuffled outputs can be expressed as the blanket divergence with
y = 1. That is, we can interpret that Theorem 7.4 states that the blanket divergence upper boundeds
the hockey-stick divergence of shuffled kRR. Under this interpretation, we may analyze the reduced
categorical instance with y = 1 and identify the corresponding shuffle index.

Writing a := e, we obtain the pointwise values of the privacy amplification random variable

l(y):

lo<0):“pT‘p=a—1, zo(1>=p;“p:1—a:—(a—1>, b(2)=0,  I(3) =0,

Proc. ACM Manag. Data, Vol. 4, No. 2 (PODS), Article 96. Publication date: May 2026.



96:26

since Qy(2) = Q;(2) and Qy(3) = Q;(3) = 0. Therefore, under Y ~ Qef,

+(a—-1) wp.p,

l(Y)=1-(a-1) wp.p,

0 w.p.1-2p,

which implies
o® = Var(lp(Y)) = E[ly(Y)*] = 2p (a - 1)%.
Consequently, the shuffle index for this y = 1 categorical instance is
1

V2p(a—1)
(equivalently, p = —-—), hence
Veto +k—1
Ve 1)

This corresponds to i, of kKRR computed in the previous section.

X:

1
a+k—-1

Finally, one has p =

X:
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