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We study differentially-private statistics in the fully dynamic continual observationmodel, where many updates

can arrive at each time step and updates to a stream can involve both insertions and deletions of an item.

Earlier work (e.g., Jain et al., NeurIPS 2023 for counting distinct elements; Raskhodnikova & Steiner, PODS 2025

for triangle counting with edge updates) reduced the respective cardinality estimation problem to continual

counting on the difference stream associated with the true function values on the input stream. In such

reductions, a change in the original stream can induce many changes in the difference stream. This poses a

challenge for applying private continual counting algorithms to obtain optimal error bounds. We improve the

accuracy of several such reductions by studying the associated ℓ𝑝 -sensitivity vectors of the resulting difference

streams and isolating their properties.

We demonstrate that our framework gives improved bounds for counting distinct elements, estimating

degree histograms, and estimating triangle counts (under a slightly relaxed privacy model), thus offering a

general approach to private continual cardinality estimation in streaming settings. Our improved accuracy

stems from tight analysis of known factorization mechanisms for the counting matrix in this setting; the

key technical challenge is arguing that one can use state-of-the-art factorizations for sensitivity vector sets

with the properties we isolate. In particular, we show that for approximate DP, the celebrated square-root

factorization of the counting matrix (Henzinger et al., SODA 2023; Fichtenberger et al., ICML 2023) can be

employed to give concrete improvements in accuracy over past work based on the binary tree mechanism. We

also give a tight analysis of 𝑏-ary tree mechanisms with subtraction under these sensitivity patterns, including

a polytime routine for computing the ℓ𝑝 sensitivity, yielding time and space efficient algorithms for both pure

and approximate DP. Empirically and analytically, we demonstrate that our improved error bounds offer a

substantial improvement in accuracy for cardinality estimation problems over a large range of parameters.
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1 Introduction
Privacy is a central challenge for systems that process sensitive data, especially in settings where

data evolves continuously and must be monitored or used over time. The continual observation

model
2
of differential privacy [11, 19] provides rigorous guarantees for individual privacy in exactly

such settings. In this model, algorithms process data streams that evolve over time, aiming to output

accurate statistics at each time step while preserving differential privacy across all outputs. The

central challenge in this setting is that privacy loss accumulates over time, and naive composition of

privacy guarantees at each time step leads to an error blowup that is polynomial in the time-horizon

𝑇 , compared to estimating the statistic only once for the entire stream. In this work, we revisit

the problem of differentially private cardinality estimation under continual observation in the

challenging fully dynamic setting where updates can involve both insertions and deletions.

Our main contribution is to show that new analyses of Toeplitz factorization mechanisms for

continual counting
3
can yield concrete accuracy improvements for several cardinality estimation

problems in the continual observation model of differential privacy. To enable this, we (1) define

and analyze a new structured class of sensitivity vectors that arise in reductions from cardinality

estimation problems to continual counting. The problems we consider include counting distinct ele-

ments in a stream (CountDistinct), tracking the degree histogram of a dynamically evolving graph

(DegreeCount), and counting the number of triangles in such a graph (TriangleCount). (2) prove
error bounds for factorization mechanisms based on Toeplitz factorizations for continual counting

with respect to this new class of sensitivity vectors; and (3) show that even tree-aggregation-based

factorization mechanisms admit improved error guarantees when adapted to sensitivity vectors

with the structure we identify.

Improved Mechanisms for Continual Counting. The continual release of bit sums, also

called ‘continual counting’, is a fundamental building block in various data analysis tasks. The

binary tree mechanism [19, 11] for this problem has asymptotic error that is within logarithmic

factors of optimal in the stream length 𝑇 [19, 35]. However, while the binary tree mechanism is

frequently used to design continual release mechanisms for other tasks [39, 38, 50, 41, 40], the

constants involved in its error guarantee are suboptimal [25, 35], which can have a big impact in

practical applications [41, 17].

Therefore, a long line of work has focused on optimizing the concrete accuracy of differentially

private algorithms for continual counting. All of these approaches, whether presented explicitly in

this way or not, can be expressed within the general framework of factorization mechanisms [45].
4

In this framework, the target workload for the problem of continual counting (prefix sum queries

over a time horizon 𝑇 ) is represented by the lower triangular all-ones matrix 𝐴 ∈ R𝑇×𝑇
. Hence, the

prefix sums of stream ®x correspond to the matrix-vector product 𝐴®x. Factorization mechanisms

consider factorizations of the form 𝐴 = 𝐿𝑅, and compute the intermediate quantities 𝑅®x + ®z
where ®z is an i.i.d. Gaussian noise vector with variance scaled proportionally to the sensitivity
sens2 (𝑅) = max®y∼®y′ ∥𝑅(®y − ®y′)∥2, where ∼ represents the neighboring relation. These can then be

post-processed using the linear transformation 𝐿 to get answers to the original queries.

This line of work has two flavors: The first considers hierarchical methods that correspond to

sparse factorizations of 𝐴. That is, approaches similar to the binary tree mechanism, typically

involving a combination of more clever aggregation functions and modifications to the tree struc-

tures [28, 49, 36, 2, 4]. The second set of works considers dense factorizations 𝐴 = 𝐿𝑅 [17, 25, 35, 18,

3, 33, 30], where 𝑅 lacks a simple combinatorial structure, but instead is structured in some other

2
Also called the continual release model.

3
i.e., summation of bits.

4
Sometimes also referred to as matrix mechanisms.
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way (for example, 𝑅 could be a Toeplitz matrix). These methods can achieve near-optimal concrete

accuracy for continual counting. However, we cannot directly apply these improvements in the

context of cardinality estimation, as discussed below.

Inability to Directly Use Improved Continual Counting Mechanisms for Cardinality
Estimation. In cardinality estimation problems such as counting distinct elements or releasing

the degree list of a graph
5
, a frequent strategy is to construct the difference stream (for a function

𝑓 and stream ®x, the difference stream is d 𝑓 (®x) [𝑡] = 𝑓 (®x) [𝑡] − 𝑓 (®x) [𝑡 − 1]) and to run the continual

counting algorithms on this stream [51, 24, 38, 50].

One work employing this strategy is that of Jain et al. [38], which uses this strategy for counting

distinct elements. Unfortunately, for this task, a change to the input stream at one time step ®x[𝑡]
could result in as many as 𝑇 changes to the difference stream (in fully dynamic streams where

elements can be both inserted and deleted). Thus, a naive 𝜀-DP mechanism, one that uses an 𝜀/𝑇 -DP
mechanism for continual counting to release the prefix sums of this difference stream (giving an

𝜀-DP guarantee via group privacy), would result in a factor𝑇 blowup in error compared to continual

counting.
6
A similar phenomenon occurs for other cardinality estimation problems, including the

estimation of triangle counts and degree lists for graph streams.

To get around this, Jain et al. [38] suggest parametrized accuracy guarantees, specifically for

CountDistinct. They define the notion ofmaximum flippancy of a stream, and show that maximum

flippancy bounded by 𝑘 implies that a change to the input stream at one time step ®x[𝑡] could result

in at most 𝑘 changes to the difference stream.
7
In this case, since neighboring inputs induce changes

in at most 𝑘 coordinates of the difference stream, using an 𝜀/𝑘-DP continual counting mechanism

yields an 𝜀-DP algorithm with a factor of 𝑘 error blowup.
8
Jain et al. also improve the dependence

on maximum flippancy to a factor of

√
𝑘 via a non-black-box use of the binary tree mechanism.

Unfortunately, their analysis is specific to the binary tree mechanism (which suffers from unfa-

vorable constants in error bounds), and as raised in their paper, it is unclear if mechanisms that

involve smaller noise addition (such as sophisticated Toeplitz factorization mechanisms) can be

substituted in its place. Their analysis is also tailored to CountDistinct, and does not provide a

roadmap to obtaining similar accuracy guarantees for other cardinality estimation problems like

DegreeCount. This motivates the main question of this paper.

Can we improve the accuracy of differentially private cardinality estimation under continual
observation by replacing the binary tree mechanism with other continual counting mechanisms?

We answer this question affirmatively, giving significant improvements in accuracy for several

cardinality estimation problems.

We note that mechanisms for cardinality estimation problems are used as a building block in

more complicated tasks, and so achieving better error bounds for them is critical for encouraging

more practical deployment of differential privacy. For example, CountDistinct is used to detect

abnormalities in networks [1], compute genetic differences between species [6] etc., TriangleCount
is used to detect and monitor cohesiveness of communities in a social network [20], detect presence

of spamming activity in Web graphs [7] etc., DegreeCount is used to track information about

the spread of STDs [12], compute parameters of online social networks [16] etc. Indeed, for

5
See Section 2.1 for formal definitions of the specific problems we consider.

6
Note that such an algorithm would have worse error than the simple baseline of adding Gaussian noise to the function

value at each time step and paying for composition over𝑇 time steps.

7
For further discussion of parametrized guarantees, see Section 3.

8
Note that this would give privacy and accuracy for streams with maximum flippancy bounded by 𝑘 ; extending to privacy

for all streams can be done via a pre-processing step.
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standard continual counting, the constant factor improvements in accuracy via novel factorization

mechanisms [41, 17, 25, 35, 18, 47] have encouraged their adoption in private machine learning

systems [52, 27].

2 Short Preliminaries
We introduce a minimal set of preliminaries serving as necessary context to the paper.

Notation. Let 0 ≤ 𝑖 ≤ 𝑗 < 𝑇 and ®x ∈ R𝑇
. Vectors are zero-indexed, with ®x[𝑖 : 𝑗] ∈ R𝑗−𝑖+1

representing the vector with entries ®x[𝑖], . . . , ®x[ 𝑗]. We let [𝑖, 𝑗] = {𝑖, 𝑖 + 1, . . . , 𝑗}, and use [𝑇 ] =
[0,𝑇 −1]. For𝑏 > 0, log𝑏 (·) denotes the logarithm in base𝑏, with log(·) ≡ log

2
(·) and ln(·) ≡ log𝑒 (·).

Differential Privacy and Continual Observation. Most of our results are stated for 𝜌-zero-
concentrated differential privacy.

Definition 2.1 (𝜌-Zero-Concentrated Differential Privacy [9]). A randomized algorithm
M : D → Y satisfies 𝜌-zCDP if for all neighboring inputs 𝑥,𝑦 ∈ D, denoted 𝑥 ∼ 𝑦, we have that

∀𝛼 > 1 : 𝐷𝛼 (M(𝑥)∥M(𝑦)) ≤ 𝜌𝛼 ,

where 𝐷𝛼 (M(𝑥)∥M(𝑦)) is the 𝛼-Rényi divergence between M(𝑥) andM(𝑦).

We refer to “∼” as the neighboring relation for a given problem.

Our focus is on designing differentially private online algorithms. Let 𝑓 be a function taking as

input a streamed sequence ®x of length 𝑇 , and outputting 𝑓 (®x) ∈ R𝑇
where 𝑓 (®x) [𝑡] only depends

on ®x[0 : 𝑡]. Consider a neighboring relation ∼ on inputs to 𝑓 . We say thatM privately releases 𝑓
under continual observation (with respect to a fixed neighboring relation ∼), if
(1) For any valid input stream ®x,M(®x) ≈ 𝑓 (®x), and M(®x) [𝑡] is produced on receiving ®x[𝑡].
(2) The full transcript M(®x) satisfies differential privacy with neighboring relation ∼.

Error Notions. Our results focus on two notions of error for real-valued functions 𝑓 .

MeanSE(M, ®x) =
√︂
E

[
1

𝑇

∑︁
𝑡 ∈[𝑇 ]

(𝑓 (®x) [𝑡] −M(®x) [𝑡])2
]

(root mean squared error)

MaxSE(M, ®x) =

√︄
E

[
max

𝑡 ∈[𝑇 ]
(𝑓 (®x) [𝑡] −M(®x) [𝑡])2

]
(root maximum squared error)

The definition here is for one-dimensional functions 𝑓 . If 𝑓 is vector-valued (for example,DegreeCount
in the next section), root mean squared error and root max squared error are defined as themaximum

over coordinates of the root (mean or maximum) squared error for the output of the mechanism re-

stricted to each coordinate. WheneverM is an unbiased estimator of 𝑓 , these errors are independent

of ®x, in which case we drop the second argument and write e.g., MaxSE(M) for short.

2.1 Three Fully Dynamic Cardinality Estimation Problems
We begin by introducing notation shared across the problems. An input stream ®x corresponds

to a sequence of 𝑇 updates (insertions and deletions, possibly multiple per time step) made to

items from a finite universe U. Formally, for all 𝑡 ∈ [𝑇 ], we consider updates ®x[𝑡] ∈ U± where

U± := (({+,−}×U) ∪ {⊥})∗. Here (+, 𝑢) and (−, 𝑢) denotes adding or deleting an item 𝑢 ∈ U, and

⊥ represents a “no op”. We will use ®x[𝑡] [𝑖] to represent the 𝑖𝑡ℎ update at time step 𝑡 , and informally

write +𝑢, −𝑢 as shorthands for adding or deleting 𝑢. We note that some papers (including those

studying the problems we consider [38, 15, 50]) restrict the setting further to allow only one update

per timestep. Motivated by practical settings, we allow for multiple items to arrive per time step.

We discuss some differences between these settings in Appendix B.
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The neighboring relation we use for all of our problems will correspond to item-level privacy.
9

Formally, we say that two streams ®x and ®x′ ∈ U𝑇
± are neighboring if there exists at most one

element 𝑢 ∈ U such that replacing all updates corresponding to 𝑢 (i.e. −𝑢 or +𝑢) with ⊥ in one of

the streams results in the other. Next, we define our problems of interest.

Counting Distinct Elements under Continual Observation. CountDistinct takes as input a
stream ®x (a sequence of 𝑇 updates) and outputs a stream of 𝑇 non-negative integers corresponding

to the number of distinct elements at each time step. For 𝑡 ∈ [𝑇 ],

CountDistinct(®x) [𝑡] =
∑︁
𝑢∈U

1(𝑢 has been inserted more often than deleted in ®x[0 : 𝑡]) .

Graph Functions under Continual Observation. For graph problems, we consider a fixed

vertex set [𝑛], and consider updates on the universeU = [𝑛] × [𝑛], corresponding to insertions and
deletions of possible edges. Hence, a stream ®x ∈ U𝑇

± in this setting can be thought of as inducing

a sequence of graphs 𝐺0, . . . ,𝐺𝑇−1 all on the same 𝑛 nodes, but with evolving edge sets. At time

step 𝑡 , an edge belongs to 𝐺𝑡 if and only if its cumulative number of insertions up to and including

time step 𝑡 exceeds its cumulative number of deletions. We will abuse notation to interchangeably

refer to the stream as a sequence of edge updates, or as this sequence of graphs. We note that our

privacy notion then corresponds to edge privacy.

In this paper, we study the degree histogram and triangle count problems. DegreeCount is a
function that takes as input a stream ®x (a sequence of 𝑇 graphs 𝐺0, . . . ,𝐺𝑇−1) and outputs a stream

of 𝑇 non-negative integer vectors each of size 𝑛, corresponding to the vertex degrees at each

time step. TriangleCount is a function that takes as input a stream ®x (a sequence of 𝑇 graphs

𝐺0, . . . ,𝐺𝑇−1) and outputs a stream of 𝑇 non-negative integers, corresponding to the number of

triangles at each time step. A triangle in a graph corresponds to the presence of a set of edges

{(𝑎, 𝑏), (𝑏, 𝑐), (𝑎, 𝑐)} for three nodes 𝑎, 𝑏, 𝑐 in the graph. For 𝑡 ∈ [𝑇 ], 𝑖 ∈ [𝑛]:

DegreeCount(®x) [𝑡] [𝑖] =
∑︁
𝑎∈[𝑛]

1[edge (𝑖, 𝑎) ∈ 𝐺𝑡 ]

TriangleCount(®x) [𝑡] =
∑︁

𝑎,𝑏,𝑐∈[𝑛]
1[𝑎, 𝑏, 𝑐 form a triangle in 𝐺𝑡 ] .

Difference Operator. We will find it useful to reason about the difference sequence (also called

the difference stream) of 𝑓 : U𝑇
± → {R𝑛}𝑇 denoted d 𝑓 . For a given ®x, we define d 𝑓 (®x) ∈ {R𝑛}𝑇 via

d 𝑓 (®x) [𝑡] = 𝑓 (®x) [𝑡] − 𝑓 (®x) [𝑡 − 1], where 𝑓 (®x) [−1] ≡ 0
𝑛
.

2.2 Continual Counting and Factorization Mechanisms.
Private (integer) continual counting [19, 11] denotes the continual release problem for releasing

all prefix sums on ®x ∈ Z𝑇 with neighboring relation ®x ∼ ®y if ∥®x − ®y∥1 ≤ 1 and ∥®x − ®y∥0 ≤ 1. The

corresponding target function can be expressed as the linear map 𝑓 (®x) = 𝐴®x where 𝐴 ∈ {0, 1}𝑇×𝑇

is the lower-triangular matrix of all-ones.

State-of-the-art algorithms for this problem are based on factorization mechanisms [45]. Before
introducing this class, we need some additional concepts. We define the sensitivity vector set S,
induced by a neighboring relation ∼, as

S =
{
®x − ®y | ®x, ®y ∈ Z𝑇 and ®x ∼ ®y

}
.

9
Sometimes also referred to as user-level privacy [19]; “item-level privacy” is the terminology used in [38].
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In particular, we will extensively reason about S𝐷,𝑘 , defined as

S𝐷,𝑘 =

{
®Δ ∈ Z𝑇 : max

𝑖≤ 𝑗∈[𝑇 ]

���∑︁𝑗

𝑡=𝑖
®Δ[𝑡]

��� ≤ 𝐷 and ∥ ®Δ∥1 ≤ 𝑘

}
.

This constitutes the set of sensitivity vectors (which we will also call sensitivity streams) with 𝑘-

bounded ℓ1 norm, and 𝐷-bounded interval sums. We note that the interesting range of 𝑘 is [𝐷,𝑇𝐷].
If the ℓ1 norm of a stream exceeds 𝑇𝐷 , then there must exist a value in the stream exceeding 𝐷 ,

violating the interval sum property. On the other hand, if the ℓ1 norm of a stream is smaller than 𝐷 ,

then every interval sum automatically has magnitude smaller than 𝐷 , rendering the interval sum

condition vacuous.

For standard continual counting, where ®x ∼ ®y if ∥®x − ®y∥1 ≤ 1 and ∥®x − ®y∥0 ≤ 1, the sensitivity

vector set equals S1,1. More generally, continual counting on S-streams denotes the corresponding
problem with sensitivity vector set S. We define the associated ℓ2 sensitivity of a matrix 𝑅 ∈ R𝑚×𝑇

by

sens2 (𝑅,S) = max

®Δ∈S
∥𝑅 ®Δ∥2 .

For S1,1, note that sens2 (𝑅,S1,1) = ∥𝑅∥1→2: the largest ℓ2 norm over all columns of 𝑅.

We are now ready to define factorization mechanisms. Given a matrix factorization 𝐴 = 𝐿𝑅

where 𝐿 ∈ R𝑇×𝑚, 𝑅 ∈ R𝑚×𝑇
, we define the corresponding 𝜌-zCDP mechanismM𝐿𝑅 for continual

counting on S-streams as follows:

M𝐿𝑅 (®x) = 𝐴®x + 𝐿®z where ®z ∼ N
(
0,

sens2 (𝑅,S)2
2𝜌

)𝑚
.

Intuitively, the mechanism adds appropriately scaled and correlated Gaussian noise, drawn inde-

pendently of ®x, to the true output at each step. Because of its simple structure, the error admits

exact expressions:

MaxSE(M𝐿𝑅) =
∥𝐿∥2→∞ · sens2 (𝑅,S)√

2𝜌
, MeanSE(M𝐿𝑅) =

∥𝐿∥𝐹 · sens2 (𝑅,S)√︁
2𝑇𝜌

,

where ∥ · ∥𝐹 is the Frobenius norm, and ∥ · ∥2→∞ is the largest ℓ2 norm over all rows of the matrix.

To emphasize that for a fixed 𝜌 and 𝑇 , the error is only a function in 𝐿, 𝑅 and S, we will overload
notation and write MaxSE(𝐿, 𝑅,S) to denote the corresponding error of M𝐿𝑅 . Lastly, we note that

analogous mechanisms can be constructed for related notions of differential privacy; see the full

version of the paper for more details.

Factorizations for Continual Counting on S1,1-Streams. The classic binary tree mechanism
of [19, 11] corresponds to an explicit, combinatorial factorization 𝐿2𝑅2 = 𝐴 with error Θ(𝜌−1

log𝑇 )
for privacy parameter 𝜌 . The more recent explicit square-root factorization [35, 25], corresponding to
𝐿 = 𝑅 =

√
𝐴, improves over the binary tree mechanism by approximately a factor of ≈ 4.5 and 3.2 for

MaxSE andMeanSE respectively. For bothMaxSE andMeanSE, the leading constant in the error of

the square root factorization mechanism is in fact exactly optimal over all factorizations. The matrix√
𝐴 ∈ R𝑇×𝑇

is an example of a Toeplitz matrix, meaning that the values on its diagonals are constant.

It can thus be characterized by the value of its diagonals 𝑟0, . . . 𝑟𝑇−1 where 𝑟 𝑗 =
(
2𝑗
𝑗

)
/4𝑗 ≈ 1/

√
𝜋 𝑗

and 𝑟0 = 1. See Appendix A for a more thorough review of related work in continual counting.

Efficient Factorizations. Lastly, we remark that the resource usage of a factorization relates

to the hardness of constructing the correlated noise 𝐿®z, entry-by-entry. E.g., if 𝐿 lacks structure,

it may be necessary to store Ω(𝑇 ) entries of ®z to output (𝐿®z) [𝑡] at each 𝑡 . In particular, while the

binary tree mechanism can be implemented in space 𝑂 (log𝑇 ), no 𝑜 (𝑇 ) space implementation is

known for

√
𝐴®z; in fact, Ω(𝑇 ) space is known to be necessary for some models of computation [5].

Proc. ACM Manag. Data, Vol. 4, No. 2 (PODS), Article 106. Publication date: May 2026.



Improved Accuracy for Private Continual Cardinality Estimation in Fully Dynamic Streams 106:7

3 Parametrized Accuracy Guarantees
For all the problems we study in this paper, prior work ([38] for CountDistinct and [50] for

DegreeCount and TriangleCount) establishes strong polynomial lower bounds on the accuracy as

a function of the time horizon 𝑇 . Motivated by these results, we pursue a complementary direction,

as suggested for counting distinct elements in [38]: proving error bounds in terms of intrinsic

parameters of the stream. As we argue in this section, although these parameters may be large

in the worst case, they are typically much smaller in realistic streams. Hence, by proving bounds

in terms of these parameters, we obtain improved accuracy guarantees for practical streams. For

CountDistinct, we prove guarantees in terms of the maximum flippancy parameter introduced in

[38], and for DegreeCount and TriangleCount, we define new parameters.

Counting Distinct Elements - Maximum Flippancy. For counting distinct elements, the

parameter for which we prove accuracy guarantees is themaximum flippancy parameter introduced

in [38]. For an item 𝑖 in the universeU, its flippancy in a stream ®x is defined as the number of time

steps at which the item switches from present to absent, or vice versa. The maximum flippancy of

®x is the maximum, taken over all items 𝑖 , of the flippancy of 𝑖 in ®x.
To motivate this parameter in practice, consider a streaming service that wishes to monitor the

number of user accounts currently logged in. This can be modeled as a CountDistinct problem
where the universe consists of user accounts: insertions correspond to logins to the account, and

deletions correspond to logouts.

Suppose the privacy budget is refreshed annually, and the service computes this statistic every

five minutes, yielding a time horizon 𝑇 on the order of 10
6
. Even under an extreme usage pattern,

a user might switch between logged-in and logged-out states at most, say, 8 times per day. This

implies a maximum flippancy of roughly 8 × 365 ≈ 3000, which is several orders of magnitude

smaller than the time horizon. Moreover, the number of accounts with flippancy exceeding, say,

100 is likely to be very small. Thus, enforcing such a flippancy bound by truncating the stream—e.g.,

capping the number of recorded state changes per account—would affect the distinct elements

statistic by a very small amount.

Degree Histograms - Maximum Degree Contribution. For releasing degree histograms, the

parameter for which we prove accuracy guarantees is a new quantity we call the maximum degree
contribution of an edge. The degree contribution of an edge 𝑒 in ®x is defined as the number of time

steps 𝑡 at which 𝑒 switches from present to absent or vice versa between graphs 𝐺𝑡−1 and 𝐺𝑡 . The

maximum degree contribution of ®x is the maximum, over all edges 𝑒 , of the degree contribution of

𝑒 in ®x.
To motivate this parameter in practice, consider a social media service that wishes to monitor the

distribution of users’ friend counts in order to identify influential accounts. This can be modeled as a

DegreeCount problem in which the vertex set corresponds to users, edges correspond to friendships

between pairs of users, insertions correspond to forming friendships, and deletions correspond

to unfriending. Suppose the privacy budget is refreshed monthly, and the service computes this

statistic every minute, yielding a time horizon 𝑇 on the order of 4 × 10
5
. It is reasonable to expect

that even for extreme cases, a particular friendship switches between “friend” and “not friend” at

most once a day ≈ 30 times per month (and such a bound could even be enforced by the rules of the

platform). Thus, the maximum degree contribution would be several orders of magnitude smaller

than the time horizon.

Triangle Counting - Maximum Triangle Contribution. For releasing triangle counts, the
parameter for which we prove accuracy guarantees is a new quantity we call the maximum triangle
contribution of an edge. The triangle contribution of an edge 𝑒 in ®x is defined as the sum, over all
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Table 1. Comparison of our (MaxSE) accuracy bounds with that from prior work for 1/2-zCDP mechanisms
over streams of length 𝑇 . See Section 3 for definitions and discussion of all the parameters we use.

Problem Paper Accuracy Parameter Accuracy Upper Bounds Privacy for
all streams?

CountDistinct [38] Maximum flippancy 𝑘
cd

√︁
𝑘
cd
log𝑇 Yes

Our Work Maximum flippancy 𝑘
cd

1

𝜋 log𝑒

√︁
𝑘
cd
log𝑇 Yes

DegreeCount [50] -

√
𝑇 Yes

Our Work Degree contribution 𝑘
deg

√
2

𝜋 log𝑒

√︁
𝑘
deg

log𝑇 Yes

TriangleCount [50] Number of vertices 𝑛 𝑛
√
𝑇 Yes

Our Work Triangle contribution 𝑘tri,

degree 𝐷

1

𝜋 log𝑒

√
𝑘tri𝐷 log𝑇 No

time steps, of the change in the number of triangles involving 𝑒 at that time step. The maximum

triangle contribution of ®x is the maximum, over all edges 𝑒 , of the triangle contribution of 𝑒 in ®x.
To motivate this parameter in practice, again consider a social media service that aims to monitor

triangle counts as a measure of community cohesiveness. This can be modeled as a TriangleCount
problem in the same graph-streaming framework as in the DegreeCount example above. Suppose

the privacy budget is refreshed monthly and the statistic is computed every minute, yielding a time

horizon 𝑇 on the order of 4 × 10
5
.

In addition, many social networks explicitly bound the number of friends a user can have (for

example, Facebook limits users to 5000 friends), which corresponds to bounding the maximum

degree of a vertex. For graph streams in which the graph at each time step has maximum degree at

most 𝐷 , known accuracy guarantees are expressed in terms of the parameter 𝐷𝑇 ,10 which in this

setting can be on the order of 10
7
. By contrast, the triangle contribution becomes large only if a

single edge participates in many triangles and, moreover, if edges from many of those triangles

are updated repeatedly over time. In realistic social networks, this scenario is unlikely: two users

typically have only partially overlapping friend sets, and any particular friendship toggles between

“friend” and “not friend” relatively infrequently (a property that can also be enforced by policy).

Consequently, the maximum triangle contribution is expected to be substantially smaller than the

worst-case bound of 𝐷𝑇 .

4 Our Results
In this summary of our results, we focus on MaxSE; the associated results are summarized in

Table 1. The results for root mean squared error are similar and are discussed in the full version of

the paper.

Counting Distinct Elements. For counting distinct elements under item-level privacy (neigh-

boring streams differ in occurrences of a single item), prior work of [38] used the binary tree

mechanism to obtain a 1/2-zCDP algorithm with root maximum squared error

√
𝑘cd log𝑇 , where

𝑘cd denotes the maximum flippancy of the stream (see Section 3 for discussion on this parameter).

10
This approach only confers privacy for graph streams with degree bounded by 𝐷 . For privacy for all streams, the best

known accuracy is in terms of the quantity 𝑛𝑇 where 𝑛 is the number of vertices in the graph.
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Fig. 1. Root maximum and root mean expected squared error comparison between different 1/2-zCDP
mechanisms for CountDistinct over𝑇 = 2

50 time steps for a fixed flippancy bound 𝑘 . Errors are plotted relative
to the exact error bounds proved in [38], which equal

√︁
𝑘 (1 + log𝑇 ) log𝑇 and

√︁
0.5𝑘 (1 + log𝑇 ) (2/𝑇 + log𝑇 )

for MaxSE and MeanSE respectively. The comparison is done using upper bounds we obtain for 𝑏-ary trees
with subtraction for the asymptotically optimal choice of 𝑏 (5 and 7 respectively), the square-root factorization
(
√
𝐴 ×

√
𝐴), and the naive factorization (𝐼 ×𝐴); the bounds we use to plot the graph are in the full version of

the paper.

Our work gives bounds in terms of the same parameter, but improves the constant by roughly a

factor of 4—see Figure 1 for an exact relative comparison.

Degree Histograms. For releasing degree histograms under item-level privacy (neighboring

graph streams differ in all occurrences of a single edge), the best previously known algorithm

relied on naive composition (recomputing the histogram at each time step), giving error that scaled

polynomially with𝑇 . In addition, for notions of error closely related toMaxSE 11
, prior work of [50]

established strong polynomial accuracy lower bounds in terms of the time horizon 𝑇 . Hence, our

work instead achieves accuracy in terms of a new parameter we introduce: the maximum degree
contribution, which as argued in Section 3 is much smaller than the number of time steps𝑇 in many

natural graph streams.

Triangle Counting. For releasing triangle counts under item-level privacy (neighboring graph

streams differ in all occurrences of a single edge), the best known algorithm prior to our work

relied on composition (giving 𝑛
√
𝑇 error for streams with 𝑛 nodes), and prior work of [50] proved

strong accuracy lower bounds in terms of the time horizon 𝑇 for notions of error closely related to

MaxSE. Our work instead obtains accuracy in terms of a new parameter we define: the maximum
triangle contribution; as argued in Section 3, for typical graph streams with degree bound 𝐷 over 𝑇

updates, we expect this quantity to be much smaller than 𝐷𝑇 . A limitation, reflected in Table 1, is

that our guarantee does not provide privacy for all graph streams: it holds only for graph streams

where the maximum degree at each time step is bounded by a public parameter 𝐷 and triangle

contribution by a public parameter 𝑘tri.

Low-Space Error Bounds. We note that one drawback of the above results (obtained using

a specific Toeplitz factorization mechanisms) is that they require Ω(𝑇 ) space to implement, in

11
They work with the ℓ∞ notion of error- E[max𝑡 ∈ [𝑇 ] ∥ (𝑓 (®x) − M(®x) ) [𝑡 ] ∥∞ ]. Our upper bounds give improved error in

this notion of error as well; we discuss more in Section 7.
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Table 2. Comparison of our (MaxSE) accuracy bounds using 1/2-zCDP tree aggregation mechanisms over
streams of length 𝑇 . See Section 3 for definitions and discussion of all the parameters below.

Problem Paper Accuracy Parameter Accuracy Upper Bounds

CountDistinct [38] Maximum flippancy 𝑘
cd

√︁
𝑘
cd
log𝑇

Our Work Maximum flippancy 𝑘
cd

0.609
√︁
𝑘
cd
log𝑇 log(𝑇 /𝑘

cd
)

DegreeCount [50] -

√
𝑇

Our Work Degree contribution 𝑘
deg

0.609
√︁
2𝑘

deg
log𝑇 log(𝑇 /𝑘

deg
)

TriangleCount [50] Number of vertices 𝑛 𝑛
√
𝑇

Our Work Triangle contribution 𝑘tri,

degree 𝐷

0.609
√︁
𝑘tri𝐷 log𝑇 log(𝐷𝑇 /𝑘tri )

contrast with tree-based methods that can be implemented in 𝑂 (log𝑇 ) space.12 Hence, we give
results that leverage improved tree-based methods and novel analysis techniques to maintain

𝑂 (log𝑇 ) space while obtaining improved accuracy. The results are summarized in Table 2.

One important caveat to note is that obtaining privacy for all streams for CountDistinct and
DegreeCountwhilemaintaining superior accuracy for realistic streams is donewith a pre-processing

step that tracks the parameter of interest for the stream and modifies the stream accordingly to

satisfy bounds on the parameter. It is not always clear how to track the parameters of interest

while using space that is sub-polynomial in the time horizon 𝑇 . Hence, using tree-based methods

alone will not allow us to simultaneously achieve privacy for all streams and logarithmic space for

these problems. Nonetheless, these results are significant since they reduce the problem to that of

tracking parameters in low space. For example, for CountDistinct, recent work [15] gives a method

to track a variant of maximum flippancy
13
with space 𝑂̃ (𝑇 1/3), and using the tree-based methods

presented in this section would give improved accuracy while also preserving sublinear space.

Applicability to Other Problems. Before discussing the techniques to obtain all the above

results, we briefly comment on their generality. We show how to reduce three different problems to

instances of continual counting with a novel neighboring relation we define, and give algorithms

for this task. Our techniques apply more widely; we discuss more in Section 8.

5 Technical Overview
We start this section by giving a high level description of our overall algorithm for a function 𝑓 .

This will showcase the general recipe that we use for all our problems. We refer to Section 2 for the

notation we use in this section.

5.1 High-Level Overview of Algorithm
For a scalar function 𝑓 , let d 𝑓 be a function that takes a stream ®x and produces the corresponding

difference stream d 𝑓 (®x) [𝑡] = 𝑓 (®x) [𝑡] − 𝑓 (®x) [𝑡 − 1]. Our continual mechanism M for 𝑓 at each

time step 𝑡 , creates an update for the difference stream by computing 𝑓 (®x) [𝑡] and subtracting

12
There is empirical work [47] indicating that for a wide range of values of𝑇 , Toeplitz factorizations with the properties we

need can be implemented in polylogarithmic space. Accompanying theoretical results are also known in some settings [18],

but the factorizations in this work do not satisfy the properties we need.

13
Cummings et al. [15] call this quantity “occurrency”, it corresponds to the maximum number of updates for a single item.
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𝑓 (®x) [𝑡 − 1] from it. It then runs a continual counting mechanism to release partial sums of the

difference stream d 𝑓 in an online fashion.
14
Hence, the root max (mean) squared error ofM will

be equal to the root max (mean) squared error of the continual counting mechanisms used.

We analyze multiple continual counting mechanisms to instantiate the above recipe. All of these

are different factorization mechanisms. We point the reader to Section 2.2 for an overview of

continual counting and factorization mechanisms. Recall that for a factorization mechanism, the

error depends heavily on the sensitivity vector set S induced by the neighboring relation. In our

setting, for a function 𝑓 , the factorization mechanisms are applied to the difference stream d 𝑓 ,

and so we reason about the sensitivity vectors of the difference stream induced by the upstream

neighboring relation. For a fixed function 𝑓 , we will refer to this set of sensitivity vectors as the

sensitivity vector set for our function 𝑓 .

5.2 Sensitivity Vector Sets for Cardinality Estimation Functions
Fix a function 𝑓 and two neighboring streams ®x, ®y; the corresponding sensitivity vector is ®Δ𝑓 (®x, ®y) =
d 𝑓 (®x) − d 𝑓 (®y) (we will drop the parameters and simply say ®Δ𝑓 where clear). Our first main

contribution is characterizing properties of sensitivity vectors ®Δ𝑓 for our functions that we can

leverage to analyze the continual counting mechanisms of interest. Recall the definition of S𝐷,𝑘

from Section 2.2—it is the set of all real vectors with interval sums bounded between −𝐷 and 𝐷

and ℓ1 norm bounded by 𝑘 . Looking forward, we essentially show that the sensitivity vector sets

for all our functions are subsets of S𝐷,𝑘 for appropriately chosen 𝐷 and 𝑘 .

• All sensitivity vectors have bounded interval sums. ForCountDistinct andDegreeCount, we
identify a crucial property of the sensitivity vectors that we leverage in our proofs of error bounds—

they are alternating. That is, the non-zero entries alternate; if a non-zero entry of ®ΔCountDistinct
is 1, the next non-zero entry has to be −1 (and vice versa). Similarly, for DegreeCount, we
observe that there are two indices 𝑎 and 𝑏 such that the sensitivity vector ®ΔDegreeCount restricted

to either of these two indices also has the same alternating property. For every other index 𝑐 ,

®ΔDegreeCount [𝑐] = 0
𝑇
. We note that the ‘alternating’ property is also equivalent to all interval

sums of the sensitivity vector being bounded between −1 and 1. For the function TriangleCount,
we show that for graph streams with degree 𝐷 , while the sensitivity vectors of the difference

streams for this function are not “alternating”, they satisfy the more general property that all the

interval sums are bounded between −𝐷 and 𝐷 .

• Realistic sensitivity vectors have bounded ℓ1 norm.Akey goal for us is to obtain parametrized

accuracy guarantees (See Section 3). To do this, we leverage the fact that the set of updates for

a single item typically has a bounded contribution on the output statistic—which motivated the

parameters we selected. We show that such bounded contribution is captured by the ℓ1 norm of

the sensitivity vector. We argue that for all the functions we consider, if the corresponding streams

have their associated parameters bounded by 𝑘 , then the ℓ1 norms of every associated sensitivity

vector is bounded by 𝑘 (for DegreeCount, the ℓ1 norm of the sensitivity vector restricted to each

vertex is bounded by 𝑘).

Let 𝑘deg, 𝑘cd, 𝑘tri be the parameter bounds for DegreeCount,CountDistinct, and TriangleCount
respectively (see Section 3 for definitions). By the above discussion, we have that the sensitivity

vector sets for DegreeCount restricted to each vertex and CountDistinct are subsets of S1,𝑘
deg

and

S1,𝑘
cd
respectively. Similarly, the sensitivity vector set for TriangleCount on graph streams with

degree bounded by 𝐷 is a subset of S𝐷,𝑘tri . The next section will focus on continual counting on

14
For vector valued functions 𝑓 , a similar recipe applies, except multiple continual counting mechanisms are used to release

the partial sums of each coordinate of the difference stream.
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S𝐷,𝑘 -streams, which we define as continual counting with differential privacy defined with respect

to the S𝐷,𝑘 -neighboring relation.

5.3 Continual Counting on S𝐷,𝑘 -Streams
We now study continual counting on S𝐷,𝑘 -streams via factorization mechanisms, thereby giving

bounds for our cardinality estimation problems of interest. From the discussion on sensitivity vector

sets above, and recalling facts from Section 2.2 on factorization mechanisms, we have that for a

factorization of the all-ones matrix𝐴 = 𝐿𝑅 the errors of the corresponding factorization mechanism

are completely captured by the sensitivity sens2 (𝑅,S𝐷,𝑘 ) = max®Δ∈S𝐷,𝑘
∥𝑅 ®Δ∥2, and matrix norms

on 𝐿. Our technical arguments reason about the first quantity, and rely on past work for the second.

Leveraging Toeplitz Factorization Mechanisms. We prove the following main theorem

bounding sens2 (𝑅,S𝐷,𝑘 ) under some restrictions on the right factorization matrix 𝑅.

Theorem 5.1. Let 𝑇, 𝑘, 𝐷 ∈ N. Let 𝑅 be a real-valued lower-triangular 𝑇 ×𝑇 Toeplitz matrix with
non-increasing and non-negative lower-diagonal values. Let ®Δ ∈ S𝐷,𝑘 . Then,15

∥𝑅 ®Δ∥2 ≤
√
𝑘𝐷 · ∥𝑅∥1→2 .

where ∥𝑅∥1→2 is the maximum ℓ2 norm of any column in matrix 𝑅.

While we do not leverage it in this paper, we remark that this theorem also holds ifS𝐷,𝑘 is defined

over R𝑇
(with the same bounds on interval sums and ℓ1 norm) as the proof given in Section 6 does

not rely on the integrality of vectors in S𝐷,𝑘 . We also note that the case when 𝑘 = 𝐷 = 1, has been

studied extensively in prior work [25, 35, 34, 18, 30]. It is known from this work that the square-root

factorization where 𝐿 = 𝑅 =
√
𝐴 satisfies the properties needed to apply Theorem 5.1, giving the

upper bound in the following result.

Theorem 5.2 (Informal Error Bounds for Continual Counting on S𝐷,𝑘 -streams). Fix
𝑇, 𝑘, 𝐷 ∈ N. Let 𝐴 be the lower-triangular all-ones matrix (of size 𝑇 × 𝑇 ). Then, the factorization
mechanism with 𝐿 = 𝑅 =

√
𝐴 achieves the following error bounds for 1/2-zCDP continual counting on

S𝐷,𝑘 -streams of length 𝑇 :

MaxSE(𝐿, 𝑅,S𝐷,𝑘 ) ≤
(

1

𝜋 log(𝑒) + 𝑜 (1)
) √

𝑘𝐷 log𝑇 ,

MeanSE(𝐿, 𝑅,S𝐷,𝑘 ) ≤
(

1

𝜋 log(𝑒) + 𝑜 (1)
) √

𝑘𝐷 log𝑇 .

Additionally, if 𝑘 = 𝑂 (𝐷𝑇 1/3) and 𝐷 ≤ 𝑘 ≤ 𝐷𝑇 , we have that

MaxSE(𝐿, 𝑅,S𝐷,𝑘 ) ≥
(

1

𝜋 log(𝑒) − 𝑜 (1)
) √︁

𝑘𝐷 log(𝐷𝑇 /𝑘) log𝑇 ,

MeanSE(𝐿, 𝑅,S𝐷,𝑘 ) ≥
(

1

𝜋 log(𝑒) − 𝑜 (1)
) √︁

𝑘𝐷 log(𝐷𝑇 /𝑘) log𝑇 .

Note that the lower bound indicates that our analysis of the square-root factorization is tight up

to lower order terms for a wide range of values of 𝑘 and 𝐷 . We conjecture that the dependence on

𝑇 in the lower bound (specifically

√︁
log(𝐷𝑇 /𝑘) log𝑇 vs log𝑇 ) is tight and that directly analyzing

the square root matrix (instead of factoring through our general result for a broad class of Toeplitz

matrices) might give this improved bound. We also note that when 𝑘 = 𝐷 = 1, our results recover

15
If 𝑘 ≤ 𝐷 , then the interval sum bound on ®Δ is vacuous. In this case, for any matrix 𝑅, sens2 (𝑅, S𝐷,𝑘 ) = 𝑘 ∥𝑅 ∥1→2 ≤√
𝑘𝐷 ∥𝑅 ∥1→2 (see e.g., proof of [35, Fact 2.1] for the first step). Hence, the interesting range for the theorem is when 𝑘 > 𝐷 .
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the tightest bounds on the square-root factorization for standard continual counting [30]. Carefully

applying the above general result to our problems of interest gives the results in Table 1.

Leveraging Tree-Based Factorization Mechanisms. As mentioned in Section 4, to obtain

improved error bounds while preserving low (logarithmic in the time horizon) space, we study tree

aggregation factorization mechanisms. Building on work by [2, 3] on improved tree-aggregation

mechanisms, as well as exploiting additional redundancy in the tree in our setting, we introduce a

factorization 𝐴 = 𝐿̂𝑏𝑅𝑏 , and study the quantity sens2 (𝑅𝑏,S𝐷,𝑘 ), thereby characterizing the error

notions of interest.

Theorem 5.3 (Informal error bounds for tree-based mechanisms). Let 𝑇, 𝐷, 𝑘, 𝑏 ∈ N. The
𝑏-ary tree mechanism, with subtraction (with associated factors 𝐿̂𝑏, 𝑅𝑏) achieves the following error
bounds for 1/2-zCDP continual counting on S𝐷,𝑘 -streams of length 𝑇 :

MaxSE(𝐿̂𝑏, 𝑅𝑏,S𝐷,𝑘 ) ≤
( √

𝑏 − 1

√
2 log𝑏

+ 𝑜 (1)
) √︁

𝐷𝑘 log(𝐷𝑇 /𝑘) log(𝑇 ) ,

MeanSE(𝐿̂𝑏, 𝑅𝑏,S𝐷,𝑘 ) ≤
(√︁

𝑏 (1 − 1/𝑏2)
2 log𝑏

+ 𝑜 (1)
) √︁

𝐷𝑘 log(𝐷𝑇 /𝑘) log(𝑇 ) .

where the constant in the parenthesis is minimized for 𝑏 = 5 and 𝑏 = 7 respectively, with corresponding
values 0.609 and 0.466.

We give closed form lower bounds for sens𝑝 (𝑅𝑏,S𝐷,𝑘 ) for 𝑝 ∈ N that match our upper bounds

up to lower order terms. We also give an exact polytime approach for computing sens𝑝 (𝑅𝑏,S𝐷,𝑘 )
via dynamic programming, which can be leveraged in practice to obtain exact bounds. Using the ℓ1
sensitivity, we also derive state-of-the-art bounds, analogous to Theorem 5.3, for other notions of

differential privacy. Detailed formal statements can be found in the full version of the paper.

5.4 Techniques Used in Proofs
A Reduction from S𝐷,𝑘 to S1,𝑘 . A key ingredient used throughout our proofs is a reduction

from reasoning about streams in S𝐷,𝑘 to streams in S1,𝑘 . We show the following in the full version

of the paper:

Theorem 5.4. Let 𝑇, 𝐷, 𝑘,𝑚 ∈ N where 𝑘 ≤ 𝐷𝑇 , S𝐷,𝑘 ⊂ Z𝑇 and 𝑅 ∈ R𝑚×𝑇 . Then,

𝐷 · sens2 (𝑅,S1,⌊𝑘/𝐷 ⌋) ≤ sens2 (𝑅,S𝐷,𝑘 ) ≤ max

𝑘1,...,𝑘𝐷 :

∑𝐷
ℓ=1 𝑘ℓ=𝑘

𝐷∑︁
ℓ=1

sens2 (𝑅,S1,𝑘ℓ ) .

The lower bound in this result is straightforward and follows from simple facts about the scaling

of norms. The upper bound is more intricate and involves breaking up a sensitivity stream ®Δ from

S𝐷,𝑘 into up to 𝐷 different sensitivity streams ®Δ(ℓ )
from S1,𝑘ℓ , where

∑𝐷
ℓ=1 𝑘ℓ ≤ 𝑘 . Each stream

corresponds to a distinct value that a prefix sum of ®Δ can take, and the streams are carefully created

such that

∑𝐷
ℓ=1

®Δ(ℓ ) = ®Δ. Combining structural properties of this decomposition with basic norm

inequalities yields the upper bound.

This reduction proves to be crucial in our analysis because streams inS1,𝑘 enjoy amuchmore rigid

structure than those in S𝐷,𝑘 : they are alternating, meaning their non-zero entries have magnitude

1 and alternate in sign.
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Toeplitz Factorizations (Upper Bound). We overview our techniques for Toeplitz factor-

izations next, beginning with upper bounds. Our paper has two proofs of Theorem 5.1, each of

different flavor. One proof is combinatorial, the other more algebraic. Via the known link between

sensitivity sens2 (𝑅,S𝐷,𝑘 ) and factorization error (recall Section 2.2), applying this to the square-root
factorization yields the error upper bounds of Theorem 5.2.

Let 𝑐 (𝑖, 𝑗) = (𝑅⊤𝑅) [𝑖, 𝑗]. For a sensitivity stream ®Δ ∈ S𝐷,𝑘 , the starting point of both proofs is

analyzing the quadratic form ∥𝑅 ®Δ∥2
2
. As a precursor, we show that monotonicity of lower diagonal

values of 𝑅 induces useful monotonicity properties of 𝑐 (·, ·) that we use in both proofs.

The combinatorial proof proceeds by first considering the alternating case - that is, considering a

sensitivity stream ®Δ ∈ S1,𝑘 . We decompose the quadratic form into (i) a “squared term” of the form

𝑐 (𝑖, 𝑖) ®Δ[𝑖]2 and (ii) a “cross term” involving 𝑐 (𝑖, 𝑗) ®Δ[𝑖] ®Δ[ 𝑗] for 𝑖 ≠ 𝑗 . The key step is to show that

the cross term is non-positive. Using the alternating structure, whenever ®Δ[𝑖] ®Δ[ 𝑗] = 1 for 𝑖 < 𝑗 , we

can match this pair with another 𝑖 < 𝑗 ′ where ®Δ[𝑖] ®Δ[ 𝑗 ′] = −1 and 𝑗 ′ lies closer to 𝑖 . Monotonicity

properties of 𝑐 (·, ·) then let us show that each matched pair contributes a non-positive amount to

the cross term. This helps us prove Theorem 5.1 for 𝐷 = 1, which we then extend to all 𝐷 using the

reduction from S𝐷,𝑘 streams to S1,𝑘 streams in Theorem 5.4.

The second proof is linear algebraic and reasons about S𝐷,𝑘 directly; we find it more elegant,

but much less intuitive. A key quantity that we work with is

∑𝑇−1
𝑗=0 𝑐 (𝑖, 𝑗) ®Δ[ 𝑗]. Writing 𝑆𝑈𝑀 𝑗 =∑𝑗

𝑖=0
®Δ[𝑖], we write ®Δ[ 𝑗] as a difference of adjacent prefix sums 𝑆𝑈𝑀𝑗+1 − 𝑆𝑈𝑀𝑗 , and then change

indices of the sum-

∑𝑇−1
𝑗=0 𝑐 (𝑖, 𝑗) (𝑆𝑈𝑀 𝑗+1−𝑆𝑈𝑀 𝑗 ) =

∑𝑇−1
𝑗=0 [𝑐 (𝑖, 𝑗)−𝑐 (𝑖, 𝑗+1)]·𝑆𝑈𝑀𝑗 , a transformation

commonly called Abel summation and summation by parts. It turns out that the latter quantity is

easier to reason about via the monotonicity of 𝑐 (·, ·), and we leverage this carefully to prove the

theorem.

Square-Root Factorization (Lower Bound). For the lower bound on sens2 (
√
𝐴,S𝐷,𝑘 ), (and

consequently error of

√
𝐴 ×

√
𝐴), we use the probabilistic method. We first treat S1,𝑘 streams:

draw sensitivity vector ®Δ uniformly at random from S1,𝑘 (conditioned on ∥ ®Δ∥1 = 𝑘) and analyze

E
[
∥
√
𝐴 · ®Δ∥2

2

]
. We split the expectation into a squared term involving E[ ®Δ[𝑖]2] and a cross term

involving E[ ®Δ[𝑖] ®Δ[ 𝑗]] for 𝑖 ≠ 𝑗 . The former is easy to reason about because each coordinate of

®Δ is equally likely to be non-zero. Bounding the cross term ends up being the key challenge of

the proof, which boils down to analyzing the probability that ®Δ[𝑖] ≠ ®Δ[ 𝑗], conditioned on them

being non-zero. This corresponds to the number of non-zero values falling between 𝑖 and 𝑗 being

even, which is exactly the parity of a hypergeometric random variable. We hence prove a result

characterizing this probability (which may be of independent interest) and use it to get a handle

on the cross term. Controlling the absolute value of the cross term ends up requiring intricate

analytical manipulation. This gives the results for S1,𝑘 streams; extending to S𝐷,𝑘 streams again

uses Theorem 5.4.

Tree-Aggregation-Based Factorizations. For tree aggregation, we work directly with the com-

binatorial structure of the tree and again begin with streams from S1,𝑘 , exploiting their alternating

property. We reduce the sensitivity analysis (for sens2 (𝑅,S1,𝑘 )) to a new combinatorial problem we

call parity counting on trees: given a complete 𝑏-ary tree with 𝑇 leaves and 𝑘 balls placed on leaves,

how many internal nodes have an odd number of balls in their subtree? Due to the alternating

structure of streams from S1,𝑘 , maximizing this quantity yields an exact characterization of the

sensitivity sens2 (𝑅,S1,𝑘 ) of the tree-aggregation matrix.

We use this characterization to derive upper and lower bounds that are tight up to lower order

terms and to design a dynamic programming algorithm that computes the sens2 (𝑅,S1,𝑘 ) exactly in
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polynomial time. Our combinatorial view also motivates a sparsified tree factorization tailored to

our setting: since standard tree factorizations use only a (1 − 1/𝑏) fraction of nodes, an equivalent

fraction of nodes with an odd number of balls in their subtree can be ignored when computing the

sensitivity. Combining these insights with the reduction from reasoning about S𝐷,𝑘 streams to S1,𝑘

streams yields Theorem 5.3 and related results.

5.5 Challenges in Analyzing Factorization Mechanisms for S𝐷,𝑘 -Streams
For continual counting on S𝐷,𝑘 -streams, the case when 𝑘 = 𝐷 = 1 has been studied extensively in

prior work. Here, the square-root factorization achieves near-optimal bounds [25, 35]. One might

therefore wonder whether those techniques extend naturally to 𝑘 > 1 (even when 𝐷 = 1). In this

section, we explain why our different analytical approaches appear necessary even for S1,𝑘 -streams.

The error of a factorization mechanism M𝐿𝑅 for S1,𝑘 -streams depends on sens2 (𝑅,S1,𝑘 ) =

max®Δ∈S1,𝑘
∥𝑅 ®Δ∥2, a natural optimization problem. When 𝑘 = 1, its objective value exactly equals

∥𝑅∥1→2: the largest ℓ2 norm of any column in 𝑅, a value that can be computed efficiently. A natural

first attempt to handle larger 𝑘 might be to reduce to 𝑘 = 1 by appealing to an operator norm bound:

∥𝑅 ®Δ∥2 ≤ ∥𝑅∥1→2∥ ®Δ∥1 ≤ 𝑘 ∥𝑅∥1→2, but this gives a linear dependence on 𝑘 (as opposed to the

√
𝑘

dependence we target). Hence, we first opt for looking more closely at the optimization problem.

Computational Challenges for Higher 𝑘 . Note that, even in this simplified setting where

𝐷 = 1, naively computing sens2 (𝑅,S1,𝑘 ) = max®Δ∈S1,𝑘
∥𝑅 ®Δ∥2 is computationally prohibitive. A

naive brute-force enumeration would have to iterate over ≥
(

𝑇
min( ⌈𝑇 /2⌉,𝑘 )

)
vectors: a set of size

exponential in 𝑘 . Thus, unlike the 𝑘 = 1 setting, we cannot hope to solve the optimization problem

by direct enumeration. Moreover, a convex quadratic maximization problem over a discrete set

can be NP-hard—we have no reason to believe that sens2 (𝑅,S1,𝑘 ) can be computed efficiently and

exactly for arbitrary 𝑘 and 𝑅. Some matrices 𝑅 may be innately hard once 𝑘 = 𝜔 (1).

Identifying the Maximizing Sensitivity Vector via Structure of Matrix. One may instead

hope to identify the maximizer for particular structured matrices, like for the square-root matrix 𝑅 =√
𝐴. Indeed, experiments on the square-root matrix for various values of 𝑘 exhibit an encouraging

heuristic pattern: the nonzero entries of the maximizer ®Δ ∈ S1,𝑘 tend to be somewhat evenly spaced

(see Figure 2 for 𝑇 = 30 and 𝑘 ∈ [1, 10]).
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vector index of Δ⃗
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5
7
9pa

ra
m
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er

 k

Fig. 2. Heatmap showing the sensitivity vector ®Δ ∈ S
1,𝑘 which maximizes ∥

√
𝐴®Δ∥2 for each 𝑘 ∈ [1, 10] and

𝑛 = 30. The yellow squares represent 1, the purple squares represent −1 and the teal squares represent 0.

Unfortunately, there does not appear to be a clean closed-form description of these vectors. The

alternating constraint introduces subtle interactions: to optimize ∥
√
𝐴®Δ∥2, we are interested in the

norm of a linear combination of 𝑘 columns (with some columns added, others subtracted). Inserting

a −1 at a particular position in ®Δ can increase the absolute value of some coordinates in

√
𝐴®Δ (e.g.,
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by making a previously small negative entry more negative), while simultaneously decreasing

others (e.g., by cancelling positive contributions). How these effects trade off depends opaquely on

the values of the matrix

√
𝐴.

Lacking a usable closed-form characterization for the square-root, we ultimately abandoned

the direct optimization approach from prior work and instead developed the combinatorial and

algebraic upper-bound techniques and the probabilistic lower bound techniques described earlier.

Finally, we remark that while the sensitivity of 𝑅 =
√
𝐴 appears challenging to compute exactly,

the same is not true for all structured matrices. Indeed, we give a polynomial-time algorithm for

tree-structured 𝑅, and when 𝑅 = 𝐴 the problem is trivial.

6 Algebraic Proof of Theorem 5.1
In this section, we give the algebraic proof of Theorem 5.1. Let 𝑅 be any lower-triangular Toeplitz

matrix with non-negative and non-increasing lower diagonal entries. Let 𝑐 (𝑖, 𝑗) ≡ (𝑅⊤𝑅) [𝑖, 𝑗]. In
the full version of the paper, we prove the following general monotonicity properties for 𝑐 (·, ·)
using the monotonicity properties of 𝑅.

Claim 6.1. 𝑐 (𝑖, 𝑗) satisfies the following properties:
(1) Symmetry. For all 0 ≤ 𝑖, 𝑗 ≤ 𝑇 − 1, we have that 𝑐 (𝑖, 𝑗) = 𝑐 ( 𝑗, 𝑖).
(2) Monotonicity along row (beyond diagonal entry). Let 0 ≤ 𝑖 ≤ 𝑗 ≤ 𝑇 − 1. For 0 ≤ 𝑚 ≤

𝑇 − 𝑗 − 1, we have that 𝑐 (𝑖, 𝑗) ≥ 𝑐 (𝑖, 𝑗 +𝑚).
(3) Monotonicity of diagonal entries. Let 0 ≤ 𝑚 ≤ 𝑗 ≤ 𝑇 −𝑚𝑎𝑥 (𝑖, 𝑗) − 1. We have that

𝑐 (𝑖, 𝑗) ≥ 𝑐 (𝑖 +𝑚, 𝑗 +𝑚).

Now, using these monotonicity properties, we are ready to prove the upper bound in Theorem 5.1.

Proof via Summation by Parts. Consider arbitrary ®Δ ∈ S𝐷,𝑘 ⊆ R𝑇
. We can write

∥𝑅 ®Δ∥2
2
=

∑︁
𝑖, 𝑗∈[𝑇 ]

𝑐 (𝑖, 𝑗) ®Δ[𝑖] ®Δ[ 𝑗] =
𝑇−1∑︁
𝑖=0

®Δ[𝑖]
𝑇−1∑︁
𝑗=0

𝑐 (𝑖, 𝑗) ®Δ[ 𝑗]︸           ︷︷           ︸
𝑄𝑖

,

where we continue working with the inner sum. Define the infinite sequences (𝑓𝑡 )𝑡 ∈Z, (𝑔𝑡 )𝑡 ∈Z with

bounded support:

𝑓𝑡 =

{
𝑐 (𝑖, 𝑡) for 0 ≤ 𝑡 ≤ 𝑇 − 1 ,

0 otherwise ,
𝑔𝑡 =

{
®Δ[𝑡] for 0 ≤ 𝑡 ≤ 𝑇 − 1 ,

0 otherwise .

Defining 𝐺𝑚 =
∑𝑚

𝑡=−∞ 𝑔𝑡 , we write

𝑄𝑖 =

𝑇−1∑︁
𝑗=0

𝑐 (𝑖, 𝑗) ®Δ[ 𝑗] =
∑︁
𝑡 ∈Z

𝑓𝑡 (𝐺𝑡 −𝐺𝑡−1) =
∑︁
𝑡 ∈Z

𝑓𝑡𝐺𝑡 −
∑︁
𝑡 ∈Z

𝑓𝑡𝐺𝑡−1 =
∑︁
𝑡 ∈Z

(𝑓𝑡 − 𝑓𝑡+1)𝐺𝑡 ,

where the last step changes the indexing in the second sum and then merges the sums. This

transformation is sometimes called summation by parts. By the monotonicity, non-negativity

and symmetry of 𝑐 (𝑖, 𝑗) from Claim 6.1, we have that 𝑐 (𝑖, 𝑗) − 𝑐 (𝑖, 𝑗 + 1) ≥ 0 for 𝑗 ≥ 𝑖 , and
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𝑐 (𝑖, 𝑗) − 𝑐 (𝑖, 𝑗 + 1) ≤ 0 for 𝑗 < 𝑖 . We can thus write

𝑄𝑖 =
∑︁
𝑗≥𝑖

[𝑐 (𝑖, 𝑗) − 𝑐 (𝑖, 𝑗 + 1)]𝐺 𝑗 −
∑︁
𝑗<𝑖

[𝑐 (𝑖, 𝑗 + 1) − 𝑐 (𝑖, 𝑗)]𝐺 𝑗

≤ sup

𝑗∈Z
(𝐺 𝑗 )

∑︁
𝑗≥𝑖

[𝑐 (𝑖, 𝑗) − 𝑐 (𝑖, 𝑗 + 1)] − inf

𝑗∈Z
(𝐺 𝑗 )

∑︁
𝑗<𝑖

[𝑐 (𝑖, 𝑗 + 1) − 𝑐 (𝑖, 𝑗)]

=

(
sup

𝑗∈Z
(𝐺 𝑗 ) − inf

𝑗∈Z
(𝐺 𝑗 )

)
𝑐 (𝑖, 𝑖) ,

where the inequality uses that inf𝑘 (𝑏𝑘 )
∑

𝑘 𝑎𝑘 ≤ ∑
𝑘 𝑎𝑘𝑏𝑘 ≤ sup𝑘 (𝑏𝑘 )

∑
𝑘 𝑎𝑘 for a nonnegative

sequence (𝑎𝑘 )𝑘 , and the final equality that the sums telescope. By an analogous argument (swap

the role of the sums), we can also derive a lower bound:

𝑄𝑖 ≥
(
inf

𝑗∈Z
(𝐺 𝑗 ) − sup

𝑗∈Z
(𝐺 𝑗 )

)
𝑐 (𝑖, 𝑖) .

Combining the two bounds, we get

|𝑄𝑖 | ≤
(
sup

𝑗∈Z
(𝐺 𝑗 ) − inf

𝑗∈Z
(𝐺 𝑗 )

)
𝑐 (𝑖, 𝑖) ≤ 𝐷 · 𝑐 (𝑖, 𝑖) ,

where the inequality uses that𝐺 𝑗 is a prefix on
®Δ, and so the difference sup𝑗∈Z (𝐺 𝑗 ) − inf 𝑗∈Z (𝐺 𝑗 ) is

a (signed) interval sum on ®Δ, and so bounded by 𝐷 from the definition of S𝐷,𝑘 .

We thus have (taking absolute value of the summand)

∥𝑅 ®Δ∥2
2
=

𝑇−1∑︁
𝑖=0

®Δ[𝑖]𝑄𝑖 ≤ 𝐷

𝑇−1∑︁
𝑖=0

| ®Δ[𝑖] |𝑐 (𝑖, 𝑖) .

Using that 𝑐 (𝑖, 𝑖) ≤ 𝑐 (0, 0) = ∥𝑅∥2
1→2

and that ∥ ®Δ∥1 ≤ 𝑘 by definition:

∥𝑅 ®Δ∥2
2
≤ 𝐷 · ∥𝑅∥2

1→2

𝑇−1∑︁
𝑖=0

| ®Δ[𝑖] | ≤ 𝐷𝑘 · ∥𝑅∥2
1→2

.

Invoking the final bound for the sensitivity finishes the proof:

sens2 (𝑅,S𝐷,𝑘 ) = max

®Δ∈S𝐷,𝑘

∥𝑅 ®Δ∥2 ≤
√
𝐷𝑘 · ∥𝑅∥1→2 . □

7 Directly Related Work.
The most directly related work is that of [38] who study counting distinct elements in the fully

dynamic streaming model and introduce the maximum flippancy parameter. Their setting differs

slightly from ours (neighboring streams in their notion are at most distance-2 away according to

ours), but their algorithm extends to our model, and we compare the resulting bounds against ours.

As shown in Figure 1, our error improves over theirs across the full range of the maximum flippancy

parameter. An alternative parameterization based on total flippancy was proposed by Henzinger

et al. [32]; while we focus on maximum flippancy—typically smaller for realistic streams—our

improvements apply in that setting as well.

For TriangleCount and DegreeCount, Raskhodnikova and Steiner [50] give strong polynomial

(in 𝑇 ) lower bounds under item-level DP for expected ℓ∞ error. Their model assumes only a single

update per time step, and so while their lower bounds continue to apply in our setting, their upper

bounds that are based on periodic recomputation do not apply. To the best of our knowledge, the
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previous best upper bounds for these problems come from naively running a batch DP algorithm

at each time step and applying composition theorems. We introduce new parameters that are

significantly smaller than the time horizon in realistic streams and obtain substantially improved

error guarantees in terms of these parameters. Although our accuracy guarantees are stated in

terms of MaxSE and MeanSE, they also yield improvements for ℓ∞ error via standard Gaussian tail

bounds (see, for example, Section 2.4 of [18]), providing a way around the lower bounds in [50] for

realistic streams.

We also note that there is additional incomparable work on releasing TriangleCount and
DegreeCount [51, 24, 40]. These works focus on the insertion-only setting, which is less demand-

ing than the fully dynamic case we study, though some of this work (e.g., [40]) addresses the

more challenging node-privacy model, whereas we focus on edge privacy. Moreover, [40] gives a

TriangleCount mechanism that is private for all insertion-only graph sequences, while our mecha-

nism for TriangleCount on fully dynamic streams is private only for a restricted class of sequences.

Finally, we emphasize that our focus differs from all of the above: we aim to obtain strong

asymptotic guarantees and to optimize constants, whereas prior work targets asymptotics alone.

8 Conclusion
Our work gives improved error bounds for a range of cardinality estimation problems. We do so by

recasting private cardinality estimation on fully dynamic streams as private linear queries over

their difference streams and studying the associated sensitivity vector sets in detail. There are many

possible directions for future work.

Triangle Counting with Privacy for All Graphs. As already mentioned, the privacy afforded

by reducing triangle counting to continual counting on the difference stream is conditioned on the

graph stream having degree bounded by 𝐷 and maximum triangle contribution bounded by 𝑘tri.

Coming up with an algorithm that guarantees privacy for all graphs, but continues to give accuracy

matching our approach for streams satisfying the parameter constraints, is a natural open question.

BeyondCardinality Estimation. We emphasize that our algorithmic techniques are not specific

to the problems studied here, and apply more broadly than cardinality estimation alone. As a simple

example, consider tracking the total number of items in users’ shopping carts on an e-commerce

platform, where the multiplicities of items matter beyond just their presence or absence (unlike in

the cardinality estimation problems we study). Each user generates a stream of updates to their

cart size, which we may assume always lies in [0, 𝐷] and changes by at most 𝑘 items per session.

Providing user-level differential privacy for this task then reduces naturally to continual counting

over S𝐷,𝑘 -streams. More generally, private continual release of an (integer-valued) function 𝑓 , on

input streams with neighboring relation ∼, can be reduced to continual counting on S𝐷,𝑘 -streams

if, for all neighboring input streams ®x ∼ ®y to 𝑓 , we have that:

(1) 𝑓 (®x) − 𝑓 (®y) ∈ [−𝐷, 0]𝑇 ∪ [0, 𝐷]𝑇 ,

(2) ∥d 𝑓 (®x) − d 𝑓 (®y)∥1 ≤ 𝑘 .

We leave the exploration of additional applications of our techniques to future work.

Other Linear Queries. While this paper exclusively deals with continual counting applied to

difference streams, alternative linear queries on these streams might be interesting to explore. For

example, instead of computing the exact number of distinct elements, one might be interested in

just knowing whether the number of distinct elements recently has been increasing or decreasing.
Such a statistic could naturally be derived from postprocessing the running count, but it might

be more efficient to directly adapt the query matrix to the statistic in mind. Studying such query

matrices via our framework is a natural direction for future work.
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Space Efficiency. There is evidence that the square-root factorization we employ does not

admit any sublinear space algorithm [5]. Recent work [18] introduced a Toeplitz factorization

approximating its error up to an additive constant in space 𝑂 (log2𝑇 ), but their construction does

not enforce a monotonicity condition on the diagonals of the right factor. Designing an explicit

space-efficient Toeplitz factorization with such a monotonicity constraint and near-optimal error for

standard continual counting remains an open question, and would give error bounds for continual

counting on S𝐷,𝑘 -streams via our results.

Lower Bounds. Finally we raise the question of establishing lower bounds for factorization

mechanisms on S𝐷,𝑘 -streams. We know that for S1,1, the square-root factorization is leading-

constant optimal for our error metrics [46, 25, 35], but it clearly sub-optimal for S1,𝑇 (the naive

factorization 𝑅 = 𝐴, 𝐿 = 𝐼 is better in this regime). As such, different factorizations are expected to

be optimal for different parameter regimes.
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A Additional Related Work
Differential Privacy under Continual Observation. As described in the introduction, the

seminal works of Dwork et al. [19] and Chan et al. [11] defined the continual observation model

of differential privacy where inputs are received as a stream and the goal is to track a statistic

over time while maintaining privacy. The version of the model they considered involves a single

element arriving per time step and a single output being released per time step. We consider a more

general model where many elements can arrive/updates can occur per time step, with a single

output still released over each time step. This more general model has been studied in papers on

private continual observation for graph problems [51, 24, 40].

Continual Counting and the Binary Tree Mechanism. Continual counting (or summation of

bits) is a fundamental primitive used in many data analysis tasks. The papers defining the continual

observation model ([11] and [19]) also gave the binary tree mechanism, a mechanism for continual

counting with error scaling polylogarithmically in the time horizon 𝑇 .

Mechanisms for continual counting are the main building block used to give mechanisms for

many tasks in the continual observation literature, for example, continual observation of histograms

[10, 39, 31], state-of-the-art mechanisms for differentially private machine learning [41, 17, 14, 13,

52, 48], various frequency statistics on a stream [8, 26, 38, 22, 15], continual observation of various

graph statistics [51, 24, 40, 50, 21], and continual observation for clustering problems [23, 44].

Hence, recent works that we will discuss next attempt to give mechanisms for continual counting

that improve upon the constants of the binary tree mechanism (though they achieve the same

asymptotic error). Most of these mechanisms are factorization mechanisms that exploit clever

factorizations to achieve improved error bounds for private continual counting. Note that the

neighboring notion studied in all these works is that adjacent streams differ in a single bit at one

time-step.

Factorization Mechanisms for Continual Counting. Inspired by applications to cardinality

estimation, we identify new neighboring relations under which we study private continual counting.

Our work is effectively a study of the factorization mechanism [45] applied to the lower-triangular

matrix of all-ones, 𝐴 ∈ R𝑇×𝑇
under these new neighboring notions. There is an extensive literature

studying optimal matrix factorizations for private continual counting under the regular neighboring

notion [17, 2, 25, 35, 18, 3, 33, 29, 5, 37]. We now describe these in more detail.

Tree-based factorizations [19, 11, 2, 4] were the first class of factorizations to achieve 𝑂 (log𝑇 )
error, and do so efficiently with 𝑂 (log𝑇 ) space and 𝑂 (𝑇 ) time. Their key structure is sparsity,

which allows for not only efficient computation, but also for a low ℓ2 and ℓ1 sensitivity, making

them also state-of-the-art for the separate problem of 𝜀-differentially private continual counting.

Techniques of “denoising” tree-based mechanisms have also been proposed, where the left factor is

made denser for a constant factor improvement at the cost of efficiency [36, 28, 41].

More general dense factorizations have subsequently been proposed [17, 25, 35, 33, 30], and

give improved leading constants of the error, often at a cost in efficiency. We especially highlight

the square-root factorization 𝐿 = 𝑅 =
√
𝐴, where

√
𝐴 is Toeplitz and lower-triangular with entries√

𝐴[𝑖, 𝑗] =
(
2(𝑖− 𝑗 )
𝑖− 𝑗

)
/4𝑖− 𝑗

for 𝑖 ≥ 𝑗 . It attains an error of
ln(𝑇 )
𝜋
√
2𝜌

± 𝑂 (1), which is optimal up to the

additive constant for both of our error notions [25, 35, 46]. Subsequent work showed how to

approximate this error up to the additive constant with a lower-triangular Toeplitz factorization in

𝑂 (log2𝑇 ) space and 𝑂 (𝑇 log
2𝑇 ) time using rational-function approximation [18].

Factorization Mechanisms under ‘Non-Standard’ Neighboring Relations. We finally note

that our work is not the first to study factorization mechanisms for releasing prefixes under
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continual observation for a “non-standard” neighboring relation. Motivated by allowing a user to

contribute multiple data points in a machine learning pipeline [41], the notion of 𝑏-min separated
𝑘-repeated participation was introduced [14, 13]. Here any training example can appear at most

𝑘 times, each example separated by at least 𝑏 time steps. For the factorization mechanism design

problem, this translates to a sensitivity vector set S(𝑘,𝑏 ) ⊆ [−1, 1]𝑇 where vectors are 𝑘-sparse and

with non-zero entries having a spacing of at least 𝑏. As our 𝑘-sparse alternating sensitivity vector set

(𝑆1,𝑘 ) makes up a strict subset of S(𝑘,1) , any upper bound on the error for a factorization mechanism

under S(𝑘,1) -participation extends to our setup. Crucially, as there is no analogous structure on

S(𝑘,1) that enforces bounded prefix sums, these upper bounds are asymptotically worse than what

we show. In particular, factorizations based on a banded (inverse) square-root factorization [42, 43]

that are asymptotically optimal for this problem achieve a bound of 𝑂 (
√
𝑘𝑇 ) [43, Theorem 2]. In

contrast, we achieve a logarithmic dependence on 𝑇 in our setting.

B Comparison Between Our Setting(s) and Related Ones
Single-Update vs. Multiple-Update Model. Most prior work on continual observation for

fully dynamic streams (e.g., [38, 15]) considers the setting in which there is at most one update per

time step (the single-update model). We instead study the more general setting that allows arbitrarily

many updates per time step (the multiple-update model). This model has also been examined in

the insertion-only graph setting [40]. We highlight several nuanced differences between the two

settings:

• Practicality. In real-world streaming systems (e.g., login events for a streaming service),

many updates typically occur between successive computations of a statistic. Thus, the

multiple-update model provides a more realistic abstraction of deployed systems.

• Micro-time step reduction. One might attempt to reduce a problem in the multiple-update

model to the single-update model by transforming a stream ®x into a stream ®y that introduces

many “micro” time steps, each containing exactly one update. In effect, a single time step in ®x
is expanded into multiple micro-steps in ®y. However, this transformation increases the time

horizon 𝑇 to the total number of updates. Since accuracy in continual observation typically

degrades with 𝑇 , directly applying single-update results would lead to substantially worse

guarantees. As we show, this loss in accuracy is not inherent for the problems we study.

• Algorithmic limitations. While some algorithmic strategies extend unchanged to the

multiple-update model, others do not. For example, the periodic recomputation technique

[11, 39] recomputes and adds noise to a low-sensitivity function at fixed intervals, releasing

the statistic in the clear between recomputations. This approach crucially relies on the single-

update assumption: because the statistic changes by only a small amount per time step,

previously released estimates remain accurate. In the multiple-update model, a statistic may

change substantially within a single time step, invalidating this reasoning. Concretely, it

remains unclear whether the known 𝑂 (𝑇 1/3) worst-case upper bound for CountDistinct
in the single-update model extends to the multiple-update setting; the best known upper

bound in our model is 𝑂 (
√
𝑇 ), obtained by recomputing at every time step and incurring

composition costs.

Neighboring Relations. We note that prior works for the problems we consider [38, 15, 50]

define a slightly different item-neighboring relation. Formally, they say that two streams ®x and

®x′ ∈ U𝑇
± are neighboring if there exists at most one element 𝑢 ∈ U such that replacing a subset of

updates corresponding to 𝑢 (i.e. −𝑢 or +𝑢) with ⊥ in one of the streams results in the other. On

the other hand, in our neighboring notion, two streams ®x and ®x′ ∈ U𝑇
± are neighboring if there

exists at most one element 𝑢 ∈ U such that replacing all updates corresponding to 𝑢 (i.e. −𝑢 or +𝑢)
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with ⊥ in one of the streams results in the other. We find our notion semantically easier to reason

about, as it captures the guarantee that very little is revealed about the updates corresponding to

any single item in the stream: replacing all such updates with ⊥ does not significantly affect the

distribution of outputs.

We note that our results extend to their neighboring notion by simple group privacy, since

neighbors in their notion are at most distance two from each other in our neighboring notion. Their

results are also easily adaptable to our neighboring notion.

We also note that while we focus on item-level privacy where neighboring streams may differ

in all updates corresponding to a single item, other works [38, 15, 50] additionally study these

problems under event-level privacy, in which neighboring streams differ in a single update.

User-Level vs. Item-Level Privacy. The setting we consider—where two streams are neigh-

boring if they differ in all updates corresponding to a single item—is closely related to user-level
privacy [19] (and sometimes used synonymously). When items correspond directly to user identi-

fiers, the two notions coincide: modifying all updates associated with a single item is equivalent to

modifying the data of a single user.

However, in many applications this identification is not exact. For example, in social network

streams where updates correspond to edge insertions and deletions, a single user (vertex) may

participate in many edges and therefore influence many distinct items. In such settings, users may

hold data corresponding to multiple items. To avoid ambiguity, we adopt the term “item-level

privacy”, following the terminology introduced in [38] and subsequently used in related work [15,

50].
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