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We revisit the task of releasing marginal queries under differential privacy with additive (correlated) Gaussian

noise. We first give a construction for answering arbitrary workloads of weighted marginal queries, over

arbitrary domains. Our technique is based on releasing queries in the Fourier basis with independent noise

with carefully calibrated variances, and reconstructing the marginal query answers using the inverse Fourier

transform. We show that our algorithm, which is a factorization mechanism, is exactly optimal among all

factorization mechanisms, both for minimizing the sum of weighted noise variances, and for minimizing

the maximum noise variance. Unlike algorithms based on optimizing over all factorization mechanisms via

semidefinite programming, our mechanism runs in time polynomial in the dataset and the output size. This

construction recovers results of Xiao et al. [Neurips 2023] with a simpler algorithm and optimality proof, and

a better running time.

We then extend our approach to a generalization of marginals which we refer to as product queries. We

show that our algorithm is still exactly optimal for this more general class of queries. Finally, we show how

to embed extended marginal queries, which allow using a threshold predicate on numerical attributes, into

product queries. We show that our mechanism is almost optimal among all factorization mechanisms for

extended marginals, in the sense that it achieves the optimal (maximum or average) noise variance up to lower

order terms.
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1 Introduction
In this work we study marginal queries and generalizations under differential privacy. We consider

datasets 𝐷 in which each data point is specified by 𝑑 categorical attributes (we discuss our gen-

eralization to numerical queries later). A marginal query is given by a subset 𝑆 of the attributes,

and asks, for each possible setting 𝑡 of the attributes in 𝑆 , for the number of data points in 𝐷 that

have attributes in 𝑆 with values agreeing with 𝑡 . For example, consider a dataset that tracks sex,

education level, place of residence, marital status, presence or absence of some genetic markers,

and whether a person has been diagnosed with a certain disease. Then the answer to a marginal

query corresponding to the sex attribute, one of the genetic marker attributes, and the disease
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diagnosis attribute, is a 3-dimensional table with 2 × 2 × 2 cells: one for each setting of these three

attributes. The cells of the table give the number of males that have the genetic marker and have

been diagnosed with the disease, the number of females that have the genetic marker and have

been diagnosed, the number of males that don’t have the marker and have been diagnosed, etc.

Marginal queries like these are known by different names, e.g., OLAP data cubes, and contingency

tables, and are ubiquitous when summarizing high-dimensional data, including data from surveys,

clinical studies, and official statistics. Often, however, the underlying data is sensitive, and protecting

its privacy is sometimes even mandated by law. In these situations, releasing marginal queries can

raise significant privacy concerns. Answers to a rich enough set of marginal queries can reveal

enough about a dataset to enable an adversary to reconstruct most of the data [19], or to infer the

membership of a given data point in the dataset [3]. For this reason, we adopt the differential privacy

framework [9], and study marginal query release subject to the constraints of this framework.

A concrete motivating example to keep in mind are the marginal queries released by the US

Census Bureau for the 2020 Census of Housing and Population. After it was discovered that prior

disclosure avoidance systems failed to adequately protect the privacy of the census data [13, 18, 34],

the US Census Bureau implemented a new differentially private algorithm, the TopDown algorithm,

for the 2020 Census [1]. The TopDown algorithm releases estimates of selected marginal queries

partitioned based on a geographical hierarchical structure. Since the accuracy of certain marginal

queries has high practical importance, additional privacy budget is allocated for those estimates.

We similarly allow the user to specify an importance weight for each marginal query.

As another motivating application, marginal queries have also been used as a subroutine when

generating synthetic data [27, 28, 38]. Those techniques typically select a set of marginals that are

then privately estimated using Gaussian noise. The synthetic data is generated so that it roughly

matches the measured marginals.

In some applications it is also natural to consider more complex extensions of marginal queries.

A particularly natural example are the extended marginal queries (called prefix-marginals in [26]),

in which the attributes are partitioned into categorical and numerical, and, for a set 𝑆 of attributes,

the extended marginal query asks, for each possible setting of the categorical attributes in 𝑆 , and

each possible choice of prefix intervals for the numerical attributes in 𝑆 , how many data points

agree with the settings of the categorical attributes and have numerical attribute values lying

in the chosen prefix intervals. Extended marginals allow us, for example, to ask how many data

points correspond to males under the age of 35, or to females under the age of 45, etc. Workloads

of extended marginals also appear in products released by the US Census Bureau, see examples

described by McKenna et al. [26].

Marginal query release under differential privacy has been studied extensively since differential

privacy was first introduced. An exhaustive account of this line of work is beyond the scope of this

paper, but we highlight the results most relevant to our contributions. The early work of Barak,

Chaudhuri, Dwork, Kale, McSherry, and Talwar [2], which initiated the formal study of differentially

private marginal query release, considered binary attributes and proposed a method to release

answers to marginal queries by adding Laplace noise to a workload of Fourier queries, i.e., queries

that compute the Fourier transform of the empirical distribution of the data. They further showed

how tomake the query answers consistent with some real dataset. Yaroslavtsev, Cormode, Procopiuc,

and Srivastava improved the error bounds of Barak et al. by adding noise with non-uniform

variances, and gave a method to optimize over the choice of variances of the noise random variables

added to the Fourier queries [37]. Other related work showed lower bounds on the minimum

error necessary to answer marginal queries under differential privacy [3, 19], and investigated

the trade-offs between privacy, accuracy, and computational complexity in answering marginal

queries [10, 32, 33]. McKenna, Miklau, Hay, and Machanavajjhala proposed an efficient method to
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approximately optimize over a class of private algorithms (called factorization mechanisms) for

answering marginal queries [26]. In particular, they consider algorithms that first compute private

estimates of other marginal queries, and then reconstruct answers to the marginal queries that

were originally asked. Xiao, He, Zhang, and Kifer [36] gave an explicit algorithm for answering

marginal queries which is efficient and optimal over factorization mechanisms. Concurrent to our

work, the same authors, joined by Toksoz and Ding, extended their technique to support more

general queries, including extended marginal queries, but did not show any optimality results for

this extension [35]. We discuss their work and its relation to ours in more detail below.

1.1 Problem Setup
We consider a dataset 𝐷 := (𝑥 (1) , . . . , 𝑥 (𝑛) ), consisting of a sequence of 𝑛 points from a data

universe U. Each data point has 𝑑 attributes, where the 𝑖-th attribute is drawn from the set

U𝑖 := {0, . . . ,𝑚𝑖 − 1}.1 Marginal queries are then specified by sets 𝑆 ⊆ [𝑑], and partial assignments

𝑡 ∈ U𝑆 :=
∏

𝑖∈𝑆 U𝑖 . I.e., 𝑡 has a value 𝑡𝑖 ∈ U𝑖 for each 𝑖 ∈ 𝑆 , and specifies an assignment to each

attribute in 𝑆 . Then the marginal queries are given by 𝑞𝑆,𝑡 (𝐷), equal to the number of data points

𝑥 (𝑖 )
in 𝐷 agreeing with 𝑡 on 𝑆 , i.e., 𝑞𝑆,𝑡 (𝐷) := |{𝑖 : 𝑥 (𝑖 )

𝑗
= 𝑡 𝑗 ∀𝑗 ∈ 𝑆}|. A marginal query workload

𝑄S is then specified by a collection of sets of attributes S. We always assume that, for each 𝑆 ∈ S,
all possible marginal queries 𝑞𝑆,𝑡 (𝐷) for all 𝑡 ∈ U𝑆 are asked. I.e., we assume that, for each 𝑆 ∈ S,
we need to privately estimate the full table of marginals corresponding to 𝑆 .

To generalize this set-up to extended marginals, we partition the set of attributes [𝑑] into the
categorical attributes 𝐶 , and the numerical attributes 𝑁 . We can now redefine 𝑞𝑆,𝑡 (𝐷) to equal

𝑞𝑆,𝑡 (𝐷) ≔ |{𝑖 : 𝑥 (𝑖 )
𝑗

= 𝑡 𝑗 ∀𝑗 ∈ 𝑆 ∩𝐶, 𝑥 (𝑖 )
𝑗

≤ 𝑡 𝑗 ∀𝑗 ∈ 𝑆 ∩ 𝑁 }|.
Once again, an extended marginal query workload is specified by a collection of sets of attributes

S, and we assume that, for each 𝑆 ∈ S, all possible queries 𝑞𝑆,𝑡 (𝐷) for all 𝑡 ∈ U𝑆 are included in

the workload.

Informally, differential privacy requires that the randomized algorithm A that takes as input

a private dataset 𝐷 , and outputs (approximate) answers to the queries in 𝑄S , has the property
that the probability distribution on outputs of A(𝐷) is similar to the probability distribution on

outputs of A(𝐷 ′) for any 𝐷 ′
that is neighboring to 𝐷 . In our work, we adopt the add/remove

notion of neighboring, i.e., 𝐷 and 𝐷 ′
are neighboring (denoted 𝐷 ∼ 𝐷 ′

) if and only if we can

get 𝐷 ′
from 𝐷 by adding or removing at most one data point from 𝐷 . We refer to Section 2.2 for

the formal definitions. Our mechanisms rely on the Gaussian mechanism, which answers queries

with independent Gaussian noise scaled to sensitivity, as a basic primitive. We describe it and its

properties in detail in Section 2.2.

1.2 Our Contributions, and Factorization Mechanisms
Weighted marginal workloads. Our first contribution is a mechanism that privately answers any

workload of marginal queries over arbitrary finite domains. Motivated by applications, such as the

US Census, in which different marginal queries have different importance, we allow the queries

to be weighted, and optimize a weighted average of the noise variances. In particular, we assign

a non-negative weight 𝑝 (𝑆) to each attribute set 𝑆 and measure error as the square root of the

weighted sum of variances, where the variance of 𝑞𝑆,𝑡 is scaled by
𝑝 (𝑆 )
|U𝑆 | . In this normalization, the

weight 𝑝 (𝑆) of 𝑆 is split among the |U𝑆 | partial assignments 𝑡 defining different marginal queries

on 𝑆 . We call this notion of error the weighted root mean squared error. This is similar to error

measures considered in prior work, e.g., by McKenna et al. [26], and Xiao et al. [36].

1
We can accommodate any finite set by mapping it bijectively to {0, . . . ,𝑚𝑖 − 1} for some𝑚𝑖 .
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Our algorithm is inspired by the Fourier theoretic approach of [2]. We first compute the Fourier

coefficients of the empirical distribution of 𝐷 , and add independent Gaussian noise to each resulting

Fourier query, with the variance of the noise carefully chosen to minimize the total noise added.

This step already achieves the privacy guarantees. We then use the inverse Fourier transform to

reconstruct answers to the marginal queries from the noisy Fourier query estimates. The resulting

algorithm is roughly as efficient as the baseline Gaussian mechanism, and has running time

polynomial in the dataset size, the dimension 𝑑 , and the number of queries. While this approach

is similar to that of Barak et al. [2], we extend it to Gaussian noise, non-binary domains, and

optimize it by choosing the noise variances non-uniformly. We discuss our approach in more detail

in Section 1.3. The algorithm is described precisely as Algorithm 1, and its guarantees for weighted

root mean squared error are given in Theorem 8.

Optimality among Factorization Mechanisms. This algorithm is an instance of the factorization

mechanisms framework of Edmonds, Nikolov, and Ullman [12], which itself generalizes the matrix

mechanism of Li, Miklau, Hay, McGregor, and Rastogi [23].
2
In general, a factorization mechanism

“factors” the queries 𝑄 into strategy queries 𝑅 and a reconstruction matrix 𝐿. The strategy queries

should be linear, in the sense that we can write them as 𝑅(𝐷) =
∑𝑛

𝑖=1 𝑅(𝑥 (𝑖 ) ). The true query

answers are given by 𝐿𝑅(𝐷). To use this factorization as a private mechanism, we release 𝑅(𝐷)
using the Gaussian mechanism, and multiply the resulting private estimate by 𝐿. In the case of our

algorithm, the strategy queries are given by the Fourier queries, and the reconstruction matrix is

derived from the inverse Fourier transform.

Factorizationmechanisms have been the subject of intense research, and can significantly improve

over the Gaussian mechanism baseline in many settings [16, 17, 21, 24, 26, 36] (see also the recent

survey [31]). The class of factorization mechanisms is also equivalent to mechanisms that add

unbiased correlated Gaussian noise to the true query answers [30]. Furthermore, factorization

mechanisms are known to achieve nearly optimal error among all differentially private mechanisms

in several important settings [12, 29, 30]. For example, factorization algorithms are optimal up to

absolute constants among unbiased differentially private estimates of the true query answers [30],

and among all differentially private algorithms when the dataset size 𝑛 is large enough [12]. Similar

techniques have also been used to reduce error for hierarchical queries [5]. Nevertheless, in other

settings biased and data-dependent algorithms may achieve smaller error [14].

As our next contribution, we show that our mechanism achieves optimal weighted root mean
squared error among all factorization mechanisms for any marginal workload. More precisely, no

factorization mechanism can achieve smaller weighted average noise variance. This result is given

in Theorem 10.

Let us remark here that it is possible to optimize error (measured as any linear function of

the noise variances) over all factorization mechanisms using semidefinite programming [12]. The

resulting running times are polynomial in the number of queries |𝑄S | and the universe size |U|.
In the case of marginal queries, however, |U| is exponential in 𝑑 or worse, and this running time

is prohibitive. Our results, by contrast, achieve running times polynomial in 𝑑 and give explicit

factorizations.

Next, we consider the problem of minimizing the maximum variance over all queries in an

arbitrary workload of marginals. Here we reuse our algorithm for weighted root mean squared error.

We choose weights 𝑝∗ (𝑆) for 𝑆 ∈ S that sum to 1, and maximize the weighted root mean squared

error. Since the resulting maximization problem is concave in the weights, we can solve it efficiently

using standard methods. Once the 𝑝∗ (𝑆) weights are computed, we simply run Algorithm 1. First

2
It is common to refer to all factorization mechanisms as matrix mechanisms. We prefer the name factorization mechanisms,

and reserve the name matrix mechanism for the original mechanisms proposed in [23].
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order optimality conditions show that, for these weights, the weighted root mean squared error

equals the maximum variance, as 𝑝∗ is supported on queries for which the noise has maximum

variance. Once again, the algorithm runs in polynomial time in 𝑛, 𝑑 , and |𝑄S |, and it achieves

optimal maximum variance among all factorization mechanisms. The guarantees of the algorithm

are given in Lemma 9, and its optimality is proved in Theorem 10.

We note that there are known asymptotic expressions for the optimal error achievable on the

workload of all 𝑘-way marginals over binary domains by either factorization [12, 30], or arbitrary

differentially private mechanism [3]. By contrast, we are interested in exactly optimal factorizations

and exact expressions for their error.

Extensions. We extend our technique to more expressive workloads, which we refer to as product

queries. We associate a function 𝜙 𝑗 : U𝑗 → R to each attribute 𝑗 ∈ [𝑑] and define, for 𝑆 ⊆ [𝑑]
and 𝑡 ∈ U𝑆 , the queries 𝑞

𝜙

𝑆,𝑡
(𝐷) as ∑𝑛

𝑖=1

∏
𝑗∈𝑆 𝜙 𝑗 (𝑡 𝑗 − 𝑥 (𝑖 )

𝑗
), where the difference is interpreted

mod𝑚 𝑗 . Using the same approach as for marginals, we give factorization mechanisms for arbitrary

workloads of product queries, and prove their optimality among all factorization mechanisms

with respect to weighted root mean squared error, and maximum variance. The mechanisms

are roughly as computationally efficient as the ones for marginals. The upper bound is given as

Theorem 12 and Theorem 14 in Appendix A, and the lower bound is in Theorem 17.

We then show that we can embed any workload of extended marginal queries into a workload

of product queries, to which we can apply our mechanism (Theorem 16). This approach is similar

to the design of explicit factorization mechanisms for prefix (i.e., threshold) queries by embedding

into the “circulant queries”, i.e., queries that count points in an interval on a circle [4, 16]. Indeed,

prefix queries are a special case of extended marginals when there is only one numerical attribute,

and our mechanism for this special case reduces to the factorization mechanism of Henzinger

and Upadhyay [16]. We also show lower bounds for extended marginal queries that match the

error of our mechanisms up to lower order terms, both for root mean squared error and maximum

variance (Theorem 18). In particular, the lower and upper bounds converge to the same value as

the minimum domain size of numerical attributes grows to infinity. For the special case of prefix

queries, our lower bounds are slightly weaker than the best known lower bound [25], but only by

an additive constant. At the same time they are significantly more general.

Comparison with ResidualPlanner. In closely related prior work, Xiao et al. [36] proposed a

mechanism, ResidualPlanner, which efficiently computes private estimates for an arbitrary workload

of marginals, and achieves optimal error among all factorization mechanisms for a class of error

measures that includes weighted root mean squared error and maximum variance. The authors

define a subtraction matrix and construct residual queries by combining subtraction matrices using

the Kronecker product. These residual queries serve as the strategy queries for the mechanism.

ResidualPlanner computes all residual queries required for the marginal workload, adds correlated
Gaussian noise to each vector of residual query answers, and recovers marginal estimates by

inverting the transformation.

To speed up processing time, ResidualPlanner represents matrices implicitly. The authors show

how to optimize the privacy budget used for each residual query for each error measure in the class

they consider. Notably, for weighted root mean squared error, they give closed form expressions for

the optimal privacy budget allocation. The extended version of the paper [35] (which is concurrent

with this work) introduces ResidualPlanner+, which supports more general workloads similar to

our product queries, but requires an externally provided strategy replacement matrix, which is used

to construct the subtraction matrix.
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There is significant overlap between our results and [35, 36], but the techniques we use are signif-

icantly different. Next we go into more details about how our results compare with ResidualPlanner

and ResidualPlanner+, and argue that our Fourier-theoretic approach offers some advantages. First,

we improve over ResidualPlanner [36] in the following ways:

• Running time: Reconstructing estimates of marginal queries is the bottleneck for the running

time of our mechanisms. [36] reconstruct estimates to a 𝑘-way marginal with domain U𝑆 in

time 𝑂 (𝑘 |U𝑆 |2). We reconstruct estimates in time 𝑂 ( |U𝑆 | log( |U𝑆 |)).
• Simplicity: We argue that our mechanism is simpler than ResidualPlanner. Our strategy

queries compute Fourier coefficients, rather than using Kronecker products of custom matri-

ces. Since our technique releases a number of sensitivity 1 queries, our privacy proofs are

significantly simpler.

• Explicit factorization: A technical difference from our technique is that the noise added to

the answers of a residual query in ResidualPlanner is correlated for non-binary data, which

is not standard for the factorization framework. While ResidualPlanner can be expressed

equivalently as a standard factorization mechanism, Xiao et al. state they avoid doing so

because of the complexity of the re-formulation. By contrast, we show that our mechanisms

can be expressed as standard factorization mechanisms in a straightforward way.

• Simpler lower bounds: Xiao et al. show that ResidualPlanner is optimal among all factorization

mechanisms for a class of error measures via a technically involved symmetry argument. By

contrast, we derive simple necessary and sufficient optimality conditions for any factorization

mechanism. Verifying that our mechanism satisfies these optimality conditions is then

straightforward.

We improve over ResidualPlanner+ for generalizations of marginals [35] in the following ways:

• External input: We give simple explicit algorithms for estimating any workload of product

queries. ResidualPlanner+ relies on strategy replacement matrices as external input to the

framework.

• Optimality results: ResidualPlanner+ provides no strong theoretical optimality guarantees

for the error it achieves, beyond the ones already known for ResidualPlanner. The error they

achieve is also heavily dependent on the externally provided strategy replacement matrices.

In contrast, we give matching upper and lower bounds for product queries both for weighted

root mean squared error and maximum variance, using the same technique we used for

marginal queries. We also give a lower bound for extended marginal queries that matches

the leading term of our upper bound. Here we use the singular value lower bound on the

error of factorization mechanisms [22], and use insights from the lower bound for product

queries in order to compute the necessary estimates of sums of singular values for extended

marginals. Note that, by contrast, it is unclear how to adapt the symmetry argument used to

show the optimality of ResidualPlanner to extended marginal queries.

1.3 Technical Intuition
Here we present the central idea behind our approach. For simplicity, we present the results for

1-GDP
3
and focus on estimating all 2-way marginal queries over binary attributes. In the end of this

section we discuss how we generalize the technique to other settings. All results apply naturally to

𝜇-GDP by scaling all noise samples by 1/𝜇.

3
The definition of GDP is deferred to Section 2.2. In this section, we only use the fact that the Gaussian mechanism

satisfies differential privacy, or, formally, 1-GDP, and that post-processing preserves it. The results hold for other variants of

differential privacy as well (see Remark 1).
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We privately estimate aggregate queries in the Fourier basis. In the case of binary attributes, the

queries we are interested in are relatively simple. For all subsets of [𝑑] with at most 2 elements we

answer aggregate queries of the form

𝐹∅ (𝐷) =
∑︁

𝑖∈[ |𝐷 | ]
(−1)0 = |𝐷 | ; 𝐹{ 𝑗 } (𝐷) =

∑︁
𝑖∈[ |𝐷 | ]

(−1)𝑥
(𝑖 )
𝑗 ; 𝐹{ 𝑗,𝑘 } (𝐷) =

∑︁
𝑖∈[ |𝐷 | ]

(−1)𝑥
(𝑖 )
𝑗

+𝑥 (𝑖 )
𝑘 .

These queries are, up to scaling, the Fourier coefficients up to level 2 of the empirical distribution

of dataset points.

It is easy to see that each of these queries has sensitivity 1. We can thus release these queries

privately by adding noise fromN(0,
(
𝑑
2

)
+𝑑 + 1) to each of them. However, we can do slightly better

if we add less noise to the queries that we will reuse for multiple marginal queries later. Similarly

to [21] whose mechanism handles the case of 1-way marginals, we scale the variance inversely

proportional to the square root of the number of queries in which each Fourier coefficient appears.

Specifically, for all 𝑗, 𝑘 ∈ [𝑑] we release the following:

𝜎2 =

(
𝑑

2

)
+ 𝑑

√
𝑑 − 1 +

√︄(
𝑑

2

)
𝐹∅ (𝐷) = 𝐹∅ (𝐷) + N ©­«0, 𝜎2/

√︄(
𝑑

2

)ª®¬ ;

𝐹{ 𝑗 } (𝐷) = 𝐹{ 𝑗 } (𝐷) + N
(
0, 𝜎2/

√
𝑑 − 1

)
𝐹{ 𝑗,𝑘 } (𝐷) = 𝐹{ 𝑗,𝑘 } (𝐷) + N (0, 𝜎2) .

We can release all the noisy queries above under our privacy constraints. We omit the proof here.

From these noisy estimates, we can recover unbiased estimates for the 2-way marginals as

post-processing. Notice that for any 𝑗 ∈ [𝑑], 𝑡 𝑗 ∈ {0, 1}, and any 𝑥 ∈ {0, 1}𝑑 ,

1 + (−1)𝑡 𝑗 (−1)𝑥 𝑗

2

=

{
1 𝑡 𝑗 = 𝑥 𝑗

0 𝑡 𝑗 ≠ 𝑥 𝑗
.

Therefore, for any 𝑗, 𝑘 ∈ [𝑑] and 𝑡 ∈ {0, 1}{ 𝑗,𝑘 } ,

𝑞{ 𝑗,𝑘 },𝑡 (𝑥) ≔ 1{𝑡 𝑗 = 𝑥 𝑗 } · 1{𝑡𝑘 = 𝑥𝑘 } =
1 + (−1)𝑡 𝑗 (−1)𝑥 𝑗

2

· 1 + (−1)𝑡𝑘 (−1)𝑥𝑘
2

=
1

4

(1 + (−1)𝑡 𝑗 (−1)𝑥 𝑗 + (−1)𝑡𝑘 (−1)𝑥𝑘 + (−1)𝑡 𝑗+𝑡𝑘 (−1)𝑥 𝑗+𝑥𝑘 )

=
1

4

(𝐹∅ (𝑥) + (−1)𝑡 𝑗 𝐹{ 𝑗 } (𝑥) + (−1)𝑡𝑘 𝐹{𝑘 } (𝑥) + (−1)𝑡 𝑗+𝑡𝑘 𝐹{ 𝑗,𝑘 } (𝑥)) .

As a result, a marginal query on the attributes { 𝑗, 𝑘}with assignment 𝑡 ∈ {0, 1}{ 𝑗,𝑘 } can be estimated

by

𝑞{ 𝑗,𝑘 },𝑡 (𝐷) =
1

4

(
𝐹∅ (𝐷) + (−1)𝑡 𝑗 · 𝐹{ 𝑗 } (𝐷) + (−1)𝑡𝑘 · 𝐹{𝑘 } (𝐷) + (−1)𝑡 𝑗+𝑡𝑘 · 𝐹{ 𝑗,𝑘 } (𝐷)

)
.

Then the error 𝑞{ 𝑗,𝑘 },𝑡 (𝐷) − 𝑞{ 𝑗,𝑘 },𝑡 (𝐷) is distributed as a mean zero Gaussian with variance

1

4
2

(
𝑑
2

) ©­«
(
𝑑

2

)
+ 𝑑

√
𝑑 − 1 +

√︄(
𝑑

2

)ª®¬
2

.

The expression above approaches

(
𝑑
2

)
/16 as 𝑑 increases, where the main source of the error is

the estimate of 𝐹{ 𝑗,𝑘 } (𝐷). By contrast, a straightforward application of the Gaussian mechanism

would add noise with variance

(
𝑑
2

)
to each query. The approach above generalizes naturally to

𝑘-way marginals by estimating Fourier coefficients up to level 𝑘 . Each marginal query for binary

attributes can be recovered using 2
𝑘
Fourier queries, and the standard deviation of the error
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approaches 2
−𝑘

√︃(
𝑑
𝑘

)
as 𝑑 increases. In the more general setting where an attribute has one of𝑚

values the Fourier coefficients are complex roots of unity, but the sensitivity is still bounded by 1.

The improvement over i.i.d. noise is not as large as for binary attributes, since the marginals are

not as correlated. Nevertheless, we still achieve an improvement and the standard deviation of the

error approaches (1 − 1/𝑚)𝑘
√︃(

𝑑
𝑘

)
.

Then, in Section 3 we consider much more general workloads, in which attributes can have

different domain size and we assign a weight to the error of marginal queries for each subset of

attributes. The algorithm is slightly more complicated in this setting, but the underlying idea is

the same. We privately estimate the Fourier coefficients required to recover all non-zero weight

marginals, and we allocate additional privacy budget to important coefficients that are reused for

many marginals. Finally, in Section 4 we extend our technique to product queries, and to extended

marginals. The underlying idea of the mechanism still remains the same, but the product queries

affect the privacy budget allocation.

Organization
The remainder of the paper is organized as follows. In Section 2 we present the problem of privately

estimating marginal queries and provide the relevant background. In Section 3 we present our

mechanisms for privately releasing marginal queries and provide matching lower bounds. In

Section 4 we discuss our results for product queries and extended marginals. We present some

additional results for product queries and extended marginals in the appendix. Due to space

limitations, we defer most proofs and some technical details to the extended version of the paper

available online.

2 Preliminaries
2.1 MarginalQueries
We consider data points 𝑥 ∈ U with 𝑑 attributes where the 𝑖-th attribute has domain U𝑖 ≔

{0, 1, . . . ,𝑚𝑖 − 1}. In general, we have U ≔
∏

𝑖∈[𝑑 ] U𝑖 . A commonly studied special case is binary

attributes where we have 𝑥 ∈ {0, 1}𝑑 .
A 𝑘-way marginal query is parameterized by a set 𝑆 ⊆ [𝑑] where |𝑆 | = 𝑘 and an assignment

𝑡 ∈ U𝑆 ≔
∏

𝑖∈𝑆 U𝑖 . For a data point 𝑥 ∈ U a marginal query 𝑞𝑆,𝑡 : U → {0, 1} evaluates to

𝑞𝑆,𝑡 (𝑥) =
{
1 if ∀𝑖 ∈ 𝑆 : 𝑥𝑖 = 𝑡𝑖 ,

0 otherwise.

We define a marginal query of a dataset 𝐷 with 𝑛 data points as 𝑞𝑆,𝑡 (𝐷) =
∑ |𝐷 |

𝑖=1
𝑞𝑆,𝑡 (𝑥 (𝑖 ) ), where

𝑥 (𝑖 )
is the 𝑖-th data point in 𝐷 for some arbitrary order. Our goal is to privately estimate the value

of marginal queries for a dataset under differential privacy. Note that for any 𝑆 ⊆ [𝑑], there are
a total of |U𝑆 | =

∏
𝑖∈𝑆𝑚𝑖 marginal queries, one for each possible assignment of attributes in 𝑆 .

We always assume that, once we choose 𝑆 , we ask each possible marginal query for each possible

setting of the attributes in 𝑆 . This is standard practice both in research papers (e.g. [27, 28]), and in

deployments of differential privacy (e.g. [1]). Specifically, we are given a workload 𝑄S of marginal

queries defined by a collection S of subsets of [𝑑]. For each subset 𝑆 ∈ S, the workload contains all
queries 𝑞𝑆,𝑡 for all 𝑡 ∈ U𝑆 :=

∏
𝑖∈𝑆 U𝑖 . We use the notation S↓ for the collection of all sets 𝑅 ⊆ [𝑑]

such that 𝑅 ⊆ 𝑆 for some 𝑆 ∈ S. I.e., this is the closure of S under taking subsets.

Extensions. We extend our technique to a generalization of marginal queries that we call product

queries. We define product queries by functions 𝜙 = (𝜙1, . . . , 𝜙𝑑 ), 𝜙 𝑗 : U𝑗 → R, and a query 𝑞
𝜙

𝑆,𝑡
on
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a single data point is defined by

𝑞
𝜙

𝑆,𝑡
(𝑥) :=

∏
𝑗∈𝑆

𝜙 𝑗 ((𝑡 𝑗 − 𝑥 𝑗 ) mod𝑚 𝑗 ).

We recover standard marginals 𝑞𝑆,𝑡 from product queries by setting 𝜙 𝑗 (𝑧) := 1{𝑧 = 0}.
We also consider an extension of marginals where attributes can be categorical or numerical. The

queries for categorical attributes match standard marginal queries. For numerical attributes, we

consider prefix or suffix predicates. We thus define𝑇𝑖 := U𝑖 for 𝑖 ∈ 𝐶 , and𝑇𝑖 := {−𝑚𝑖 , . . . , 0, . . . ,𝑚𝑖−
1} for 𝑖 ∈ 𝑁 , and 𝑇𝑆 :=

∏
𝑖∈𝑆 𝑇𝑖 , where 𝐶 and 𝑁 are the set of categorical and numerical attributes.

We can now redefine the query 𝑞𝑆,𝑡 for 𝑆 ⊆ [𝑑] and 𝑡 ∈ 𝑇𝑆 as

𝑞𝑆,𝑡 (𝑥) :=
( ∏
𝑗∈𝑆∩𝐶

1{𝑥 𝑗 = 𝑡 𝑗 }
) ©­­­«

∏
𝑗∈𝑆∩𝑁
𝑡 𝑗 ≥0

1{𝑥 𝑗 ≤ 𝑡 𝑗 }
ª®®®¬
©­­­«

∏
𝑗∈𝑆∩𝑁
𝑡 𝑗<0

1{𝑥 𝑗 ≥ |𝑡 𝑗 |}
ª®®®¬

We show how to embed extended marginals as product queries in Appendix A.2.

2.2 Differential Privacy
Differential privacy [9] is a framework for preserving privacy by ensuring that the distributions of

a mechanism for any pair of neighboring datasets are not too far apart. The difference between

neighboring datasets, as defined below, corresponds to adding or removing all data about any

individual data point. Several definitions of differential privacy exist, and our results apply to any

variant satisfied by the Gaussian mechanism. We present our results using Gaussian Differential

Privacy because it exactly describes the privacy guarantees of additive Gaussian noise. Informally,

GDP ensures that the pair of distributions for neighboring datasets is at least as hard to distinguish

as two normal distributions.

Definition 1 (Neighboring datasets). Two datasets 𝐷 and 𝐷 ′ are neighboring, denoted 𝐷 ∼ 𝐷 ′, if we
can obtain one dataset of the pair by adding one data point to the other dataset.

Definition 2 (Gaussian Differential Privacy [7, Definition 4]). A randomized mechanismM : U∗ →
R satisfies 𝜇-GDP if for all pairs of neighboring datasets 𝐷 ∼ 𝐷 ′ it holds that

𝑇 (M(𝐷),M(𝐷 ′)) ≥ 𝑇 (N (0, 1),N(𝜇, 1)) ,

where 𝑇 (𝑃,𝑄) : [0, 1] → [0, 1] denotes the trade-off function for two distributions 𝑃 and 𝑄 defined on
the same space. The tradeoff function is defined as

𝑇 (𝑃,𝑄) (𝛼) = inf{𝛽𝜙 : 𝛼𝜙 ≤ 𝛼} ,

where the infimum is taken over all (measurable) rejection rules 𝜙 , and 𝛼𝜙 and 𝛽𝜙 denote the type I
and type II error rates, respectively.

Remark 1. We present our results in 𝜇-GDP throughout the paper because this definition exactly

matches the privacy properties of factorization mechanisms. The results hold under other common

privacy definitions, such as zero Concentration Differential Privacy (𝜌-zCDP) and Approximate

Differential Privacy ((𝜀, 𝛿)-DP). All mechanisms discussed in this paper satisfy 𝜌-zCDP for 𝜌 = 𝜇2/2
and (𝜀, 𝛿 (𝜀))-DP for any 𝛿 (𝜀) > 0 such that

𝛿 (𝜀) ≥ Φ
(
𝜇

2
− 𝜀

𝜇

)
− 𝑒𝜀Φ

(
− 𝜇

2
− 𝜀

𝜇

)
.
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The Gaussian mechanism [6, 8, 11] is one of the most important tools in differential privacy.

The mechanism achieves the desired privacy guarantees by adding unbiased Gaussian noise to all

queries scaled by the ℓ2 sensitivity. Applying the Gaussian mechanism directly to our setting gives

us a baseline for privately estimating marginal queries.

Lemma 3 (The Gaussian mechanism). Let 𝑞 : U∗ → R𝑑 be a set of queries with ℓ2 sensitivity
Δ𝑞 ≔ max𝐷∼𝐷 ′ ∥𝑞(𝐷)−𝑞(𝐷 ′)∥2. Then themechanism that outputs𝑞(𝑋 )+𝑍 where𝑍 ∼ N

(
0,

(Δ𝑞)2
𝜇2

𝐼𝑑

)
satisfies 𝜇-GDP.

Lemma 4 (Gaussian noise for marginal queries). Let S = (𝑆1, . . . , 𝑆𝑚) be a collection of sets such
that 𝑆𝑖 ⊆ [𝑑]. Then the mechanism that for each 𝑖 ∈ [𝑚] and each assignment 𝑡 ∈ U𝑆𝑖 independently
samples noise 𝑍𝑆𝑖 ,𝑡 ∼ N(0,𝑚/𝜇2) and releases 𝑞𝑆𝑖 ,𝑡 (𝐷) + 𝑍𝑆𝑖 ,𝑡 satisfies 𝜇-GDP.

Proof. Notice that for each 𝑆𝑖 , adding or removing a data point changes exactly one marginal

query by 1 while the remaining (∏𝑖∈𝑆 |U𝑖 |) − 1 queries are unaffected. The ℓ2 sensitivity for all

queries in S is thus

√︃∑
𝑖∈[𝑚] 12 =

√
𝑚. The privacy guarantee follows from Lemma 3. □

We use some standard properties of differential privacy in our proofs.

Lemma 5 (Post-processing [7, Proposition 4]). Let M : U∗ → R denote any 𝜇-GDP mechanism.
Then for any (randomized) function 𝑔 : R → R′ the composed mechanism 𝑔 ◦ M : U∗ → R′ also
satisfies 𝜇-GDP.

Lemma 6 (Composition [7, Corollary 3.3]). Let M1 : U∗ → R1 and M2 : U∗ → R2 denote a
pair of mechanisms that satisfies 𝜇1-GDP and 𝜇2-GDP, respectively. Then the mechanism M(𝐷) =
(M1 (𝐷),M2 (𝐷)) that outputs the result from both mechanisms satisfies

√︃
𝜇2
1
+ 𝜇2

2
-GDP.

The privacy properties of ourmechanisms follow from the Gaussianmechanismwhich is typically

defined for real-valued queries. We use a variant for complex-valued queries defined below. It is

easy to show that the complex-valued Gaussian mechanism is equivalent to a real-valued Gaussian

mechanism, see the extended version of the paper for details.

Lemma 7 (The complex Gaussian mechanism). Let 𝑞 : U∗ → C𝑑 be a set of queries with ℓ2
sensitivity Δ𝑞 ≔ max𝐷∼𝐷 ′ ∥𝑞(𝐷) − 𝑞(𝐷 ′)∥2. Then the mechanism that outputs 𝑞(𝐷) + 𝑍 where
𝑍 ∼ CN

(
0,

2(Δ𝑞)2
𝜇2

𝐼𝑑

)
satisfies 𝜇-GDP.

We use 𝜔𝑛 ≔ 𝑒2𝜋𝑖/𝑛 = cos(2𝜋/𝑛) + 𝑖 · sin(2𝜋/𝑛) to denote the primitive 𝑛-th root of unity. We

refer to the extended version of the paper for preliminaries for complex numbers.

3 Optimal Factorization for Weighted MarginalQueries
In this section we introduce our technique for adding noise to marginal queries. We first show

how the marginal queries can be recovered from aggregate queries in the Fourier basis of U.

This observation immediately yields a correlated Gaussian noise mechanism, or, equivalently, a

factorization mechanism, that achieves noise with lower variance than the standard Gaussian

mechanism. It is then easy to observe that some of the queries in the Fourier basis have a larger

impact on the error than others. By allocating privacy budget weighted by the importance of the

queries, we can further reduce the error of our factorization mechanism. In Section 3.3, we show

that our mechanism is, in fact, optimal among all factorization mechanisms!

Due to space limitations we omit proofs from the main body. Full proofs and some additional

results can be found in an extended version of the paper.
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3.1 MarginalQueries in the Fourier Basis
Let 𝑎 ∈ U be a choice of value for each attribute, and recall that 𝜔𝑚𝑖

≔ exp(2𝜋𝑖/𝑚𝑖 ) is a primitive

𝑚𝑖 -th root of unity. Our algorithm relies on aggregate queries of the form

𝐹𝑎 (𝐷) :=
|𝐷 |∑︁
𝑖=1

𝜒𝑎 (𝑥 (𝑖 ) ) where 𝜒𝑎 (𝑥) :=
𝑑∏
𝑗=1

𝜔
𝑎 𝑗 ·𝑥 𝑗

𝑚 𝑗
. (1)

As in the example of binary domains from Section 1.3, these queries give, up to scaling, the Fourier

coefficients of the empirical distribution of 𝐷 . The functions 𝜒𝑎 are the Fourier characters, which

form an orthogonal basis for functions onU. We denote the support of 𝑎 by supp(𝑎) ≔ { 𝑗 : 𝑎 𝑗 ≠ 0}.
The size of the support, i.e., the weight of 𝑎, is denoted by ∥𝑎∥0.

It is easy to see that adding or removing one data point from 𝐷 always changes the value of any

𝐹𝑎 (𝐷) by a unit complex number (see the extended version for preliminaries on roots of unity). We

use this fact later to bound the sensitivity for privatizing the queries. Note that 𝜒0 (𝑥) = 1 for all

𝑥 ∈ U, so 𝐹0 (𝐷) = |𝐷 | is the dataset size.
Next, we show how we recover marginal queries using the aggregate Fourier queries above using

an inverse discrete Fourier transform. The main observation is that, for any 𝑥 ∈ U, 𝑗 ∈ [𝑑], and
𝑡 𝑗 ∈ U𝑗 , ∑𝑚 𝑗−1

𝑎=0
𝜔
𝑎𝑡 𝑗
𝑚 𝑗
𝜔

−𝑎𝑥 𝑗

𝑚 𝑗

𝑚 𝑗

=

∑𝑚 𝑗−1
𝑎=0

𝜔
𝑎 (𝑡 𝑗−𝑥 𝑗 )
𝑚 𝑗

𝑚 𝑗

=

{
1 𝑡 𝑗 = 𝑥 𝑗

0 𝑡 𝑗 ≠ 𝑥 𝑗
,

and, therefore,

𝑞𝑆,𝑡 (𝑥) =
∏
𝑗∈𝑆

1{𝑡 𝑗 = 𝑥 𝑗 } =
∏
𝑗∈𝑆

∑𝑚 𝑗−1
𝑎=0

𝜔
𝑎𝑡 𝑗
𝑚 𝑗
𝜔

−𝑎𝑥 𝑗

𝑚 𝑗

𝑚 𝑗

=
1

|U𝑆 |
∑︁
𝑎∈U

supp(𝑎)⊆𝑆

𝜒𝑎 (𝑡)𝜒𝑎 (𝑥) . (2)

Above, we slightly abused notation: we used 𝜒𝑎 (𝑡) even though 𝑡 𝑗 is defined only for 𝑗 ∈ 𝑆 . Note,
nevertheless, that this is well defined since supp(𝑎) ⊆ 𝑆 , and 𝜒𝑎 (𝑡) only depends on the coordinates

of 𝑡 in supp(𝑎).
Summing over dataset points now gives us

𝑞𝑆,𝑡 (𝐷) =
|𝐷 |∑︁
𝑖=1

𝑞𝑆,𝑡 (𝑥 (𝑖 ) ) = 1

|U𝑆 |
∑︁
𝑎∈U

supp(𝑎)⊆𝑆

𝜒𝑎 (𝑡)𝐹𝑎 (𝐷) . (3)

3.2 Estimating Arbitrary MarginalQuery Workloads
We now consider a general set up for answering arbitrary workloads of marginal queries using

queries in the Fourier basis. Recall that a workload 𝑄S of marginal queries on the universeU :=

U1 × . . . ×U𝑑 , where U𝑖 := {0, . . . ,𝑚𝑖 − 1}, is defined by a collection S of subsets of [𝑑]. For each
subset 𝑆 ∈ S, the workload contains all queries 𝑞𝑆,𝑡 for all 𝑡 ∈ U𝑆 :=

∏
𝑖∈𝑆 U𝑖 .

We first consider an error metric which is a weighted version of root mean squared error. In this

case, together with the workload 𝑄S , we are also given a weight function 𝑝 : S → R≥0. Although
it is not essential to our algorithm, we will assume the weights are normalized, i.e.,

∑
𝑆∈S 𝑝 (𝑆) = 1.

Then the goal is to compute estimates 𝑞𝑆,𝑡 (𝐷) for all 𝑆 ∈ S and all 𝑡 ∈ U𝑆 that minimize the error

err𝑝 (𝑞, 𝑞) :=
(∑︁
𝑆∈S

𝑝 (𝑆)
|U𝑆 |

∑︁
𝑡 ∈U𝑆

E[(𝑞𝑆,𝑡 (𝐷) − 𝑞𝑆,𝑡 (𝐷))2]
)
1/2

.

Proc. ACM Manag. Data, Vol. 4, No. 2 (PODS), Article 123. Publication date: May 2026.



123:12 Christian Janos Lebeda, Aleksandar Nikolov, and Haohua Tang

Notice that, in this definition, the weight 𝑝 (𝑆) of a set of attributes 𝑆 is evenly split between the

U𝑆 marginal queries corresponding to 𝑆 . That is, we assume that the estimates for all assignments

of 𝑆 have equal importance. This assumption aligns with practical deployments such as the US

Census [1], and was also made in prior work [26, 36].

We now discuss our approach for estimating weighted marginal queries in the Fourier basis. We

privately estimate all Fourier aggregate queries 𝐹𝑎 necessary for reconstructing the answers to

queries in 𝑄S . Notice in Equation (3) that any query 𝐹𝑎 (𝐷) is used to estimate 𝑞𝑆,𝑡 (𝐷) for any set

of attributes 𝑆 that contains supp(𝑎). Rather than privately estimating 𝐹𝑎 (𝐷) separately for each

such 𝑆 , we can, of course, reuse the estimate. Reusing values already gives us a slight improvement

over the Gaussian mechanism baseline. However, we can further reduce the error by releasing

more accurate answers to Fourier coefficient that are reused a lot. The amount of noise added to

𝐹𝑎 is proportional to how much this noise contributes to err𝑝 (𝑞, 𝑞)2 in expectation. As a final step,

we always remove any imaginary part of the estimate, since that must come from noise. The full

description is given in Algorithm 1. In Section 3.3 we also show that this choice of noise magnitudes

gives an optimal factorization for 𝑄S . Below we present some intuition behind the design of our

algorithm and then present its privacy and error guarantees.

Algorithm 1 Differentially private estimate of a workload 𝑄S of weighted marginals.

For any 𝑎 ∈ U, let

𝜏𝑎 :=

√√√√ ∑︁
𝑆∈S

𝑆⊇supp(𝑎)

𝑝 (𝑆)
|U𝑆 |2

, and 𝜏 :=
1

𝜇2

∑︁
𝑎∈U

𝜏𝑎 .

For any 𝑎 such that 𝜏𝑎 > 0, privately release an estimate of 𝐹𝑎 (𝐷) (see Equation (1)) by adding

independent noise such that

𝐹𝑎 (𝐷) = 𝐹𝑎 (𝐷) + 𝑍𝑎, where 𝑍𝑎 ∼ CN
(
0,
2𝜏

𝜏𝑎

)
.

Estimates for marginal queries for 𝑆 ∈ S can be recovered using post-processing by computing

𝑞𝑆,𝑡 (𝐷) = Re

©­­­«
1

|U𝑆 |
∑︁
𝑎∈U

supp(𝑎)⊆𝑆

𝜒𝑎 (𝑡)𝐹𝑎 (𝐷)
ª®®®¬ , where 𝜒𝑎 (𝑡) =

∏
𝑖∈𝑆

𝜔𝑎𝑖𝑡𝑖
𝑚𝑖

.

To gain intuition behind the choice of 𝜏 in Algorithm 1, note that each estimate’s error 𝑞𝑆,𝑡 (𝐷) −
𝑞𝑆,𝑡 (𝐷) is a sum of |U𝑆 | random variables. Specifically, for each 𝑎 where supp(𝑎) ⊆ 𝑆 , 𝐹𝑎 contributes
to the sum a random variable with variance

E

[(
Re

(
1

|U𝑆 |
𝜒𝑎 (𝑡) (𝐹𝑎 (𝐷) − 𝐹𝑎 (𝐷))

))
2

]
= E

[(
Re

(
𝐹𝑎 (𝐷) − 𝐹𝑎 (𝐷)

|U𝑆 |

))2]
=

𝜎2𝑎

|U𝑆 |2
,

where 𝜎2𝑎 is half the variance of 𝑍𝑎 . Since the noise added to all 𝐹𝑎 queries are independent, the

variance of𝑞𝑆,𝑡 (𝐷)−𝑞𝑆,𝑡 (𝐷) is simply the sum of the variances for each of the |U𝑆 | random variables,

i.e.,

∑
𝑎∈U𝑆

𝜎2𝑎/|U𝑆 |2. Summing the contribution of the estimate of 𝐹𝑎 (𝐷) to the expectation of

err𝑝 (𝑞, 𝑞)2 over all 𝑆 ⊇ supp(𝑎), we have∑︁
𝑆∈S

supp(𝑎)⊆𝑆

𝑝 (𝑆)
|U𝑆 |

∑︁
𝑡 ∈U𝑆

𝜎2𝑎

|U𝑆 |2
= 𝜎2𝑎

∑︁
𝑆∈S

supp(𝑎)⊆𝑆

𝑝 (𝑆)
|U𝑆 |2

.
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We set 𝜏𝑎 to the square root of the multiplier of 𝜎2𝑎 on the right hand side above. This leads to the

optimal values for all 𝜎𝑎 when minimizing err𝑝 (𝑞, 𝑞)2. We refer to the works of Yaroslavtsev et

al. [37] and of Lebeda and Pagh for more details on calibrating Gaussian noise for ℓ2
2
error when

queries have different scales [20, Chapter 4].

Recall that S↓ is the collection of all sets 𝑅 ⊆ [𝑑] such that 𝑅 ⊆ 𝑆 for some 𝑆 ∈ S. The properties
of Algorithm 1 are summarized in the following theorem:

Theorem 8. Let 𝐷 be a dataset containing data points 𝑥 ∈ U, where U := U1 × . . . × U𝑑 ,
U𝑖 := {0, . . . ,𝑚𝑖 − 1}. Let the workload 𝑄S of marginal queries on the universe U be defined by a
collection S of subsets of [𝑑] such that for each subset 𝑆 ∈ S, the workload contains all queries 𝑞𝑆,𝑡 for
all 𝑡 ∈ U𝑆 :=

∏
𝑖∈𝑆 U𝑖 . Given a weight function 𝑝 : S → R≥0, there exists a 𝜇-GDP mechanism that

estimates all marginal queries in 𝑄S and satisfies

err𝑝 (𝑞, 𝑞) =
1

𝜇

∑︁
𝑅∈S↓

(∏
𝑗∈𝑅

(𝑚 𝑗 − 1)
) √√√√∑︁

𝑆∈S
𝑆⊇𝑅

𝑝 (𝑆)
|U𝑆 |2

.

Additionally, the noise for all marginal estimates can be sampled in time

𝑂
©­«
∑︁
𝑆∈S

(∏
𝑖∈𝑆

𝑚𝑖

)
log

(∏
𝑖∈𝑆

𝑚𝑖

)
+ 𝜆

∑︁
𝑅∈S↓

∏
𝑖∈𝑅

(𝑚𝑖 − 1)ª®¬
where 𝑂 (𝜆) is the time required for sampling a standard Gaussian.

Proof. The mechanism is Algorithm 1. The proofs are in the extended version of the paper. The

proofs for privacy and error bounds are standard. The time complexity of sampling noise utilizes

FFT. □

Here we give a short intuition behind the proof of each property of the theorem. The privacy

proof is standard. We show that we can release all 𝐹𝑎 (𝐷) under 𝜇-GDP using the (complex) Gaussian

mechanism (Lemma 7). We recover the marginal estimates using post-processing which does not

affect the privacy guarantees. The noise for each marginal estimate is the sum of Gaussian random

variables. The error is therefore also distributed as a Gaussian. We find the value of err𝑝 (𝑞, 𝑞)
by simply summing the error terms for all marginal estimates. For the running time, notice that

each marginal estimate is a sum of |U𝑆 | terms, and the post-processing step therefore takes

time 𝑂 ( |U𝑆 |) for a single marginal estimate. However, we can use a multi-dimensional discrete

fast Fourier transform to speed up computation of all marginal estimates of 𝑆 from 𝑂 ( |U𝑆 |2) to
𝑂 ( |U𝑆 | log( |U𝑆 |)).

Next we turn to the setting in which our measure of error is the maximum standard deviation of

𝑞𝑆,𝑡 (𝐷) −𝑞𝑆,𝑡 (𝐷) over all 𝑆 ∈ S and all 𝑡 ∈ U𝑆 . We reuse Algorithm 1, with a “worst case” choice of

𝑝 , i.e., the 𝑝 that maximizes the error in Theorem 8. The privacy of this algorithm follows directly

from the theorem. We also have the following error bound.

Lemma 9. Let 𝑞𝑆,𝑡 (𝐷) be the estimates produced by Algorithm 1 with weights

𝑝∗ ∈ argmax


∑︁
𝑅∈S↓

(∏
𝑗∈𝑅

(𝑚 𝑗 − 1)
) √√√√∑︁

𝑆∈S
𝑆⊇𝑅

𝑝 (𝑆)
|U𝑆 |2

:

∑︁
𝑆∈S

𝑝 (𝑆) = 1, 𝑝 (𝑆) ≥ 0 ∀𝑆 ∈ S
 . (4)
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Then,

max

𝑆∈S,𝑡 ∈U𝑆

(E[(𝑞𝑆,𝑡 (𝐷) − 𝑞𝑆,𝑡 (𝐷))2])1/2 =
1

𝜇

∑︁
𝑅∈S↓

(∏
𝑗∈𝑅

(𝑚 𝑗 − 1)
) √√√√∑︁

𝑇 ∈S
𝑇 ⊇𝑅

𝑝∗ (𝑇 )
|U𝑇 |2

.

The lemma follows from proofs in the extended version of the paper. On a high level, to prove

the lemma we analyze the first order optimality conditions of (4), and observe that they guarantee

that 𝑝∗ (𝑆) > 0 only for those 𝑆 ∈ S for which the noise variance E[(𝑞𝑆,𝑡 (𝐷) − 𝑞𝑆,𝑡 (𝐷))2] achieves
its maximum value over all 𝑆 ∈ S. Because of this, the average squared error with weights 𝑝∗ (𝑆)
equals the maximum noise variance. In Section 3.3 we show that the error bound of Lemma 9 is

also optimal among all factorization mechanisms.

It is worth noting also that, since the noise added to each query is normally distributed, standard

concentration bounds show that

E
[

max

𝑆∈S,𝑡 ∈U𝑆

|𝑞𝑆,𝑡 (𝐷) − 𝑞𝑆,𝑡 (𝐷) |
]
≤

√︁
2 ln |𝑄S | max

𝑆∈S,𝑡 ∈U𝑆

(E[(𝑞𝑆,𝑡 (𝐷) − 𝑞𝑆,𝑡 (𝐷))2])1/2.

Remark 2. It is likely that our approach extends to other measures considered in prior work [24,

30, 36], but in this paper we focus only on the most commonly used error measures of average and

maximum squared error.

3.3 Lower Bounds
One of our technical contributions is a simple proof that our mechanism is optimal among all

factorization mechanisms. The technical details and our proofs are in the extended version of the

paper. Here we discuss factorization mechanisms and present our main result.

We start with some necessary notation. For a matrix𝑀 , let ∥𝑀 ∥1→2 be the maximum ℓ2 norm

of a column of𝑀 , and ∥𝑀 ∥2→∞ the maximum ℓ2 norm of a row of𝑀 . Let ∥𝑀 ∥𝐹 be the Frobenius

norm of𝑀 , i.e., ∥𝑀 ∥𝐹 =
√︁
tr(𝑀𝑇𝑀) for real matrices, and

√︁
tr(𝑀∗𝑀) for complex matrices.

Let us recall the factorization mechanisms framework. Suppose we are given a query workload

𝑄 over a universe U: 𝑄 is a set of queries, where each 𝑞 is a function from U to R, and induces

a query on datasets 𝐷 = (𝑥 (1) , . . . , 𝑥 (𝑛) ) given by 𝑞(𝐷) :=
∑𝑛

𝑖=1 𝑞(𝑥 (𝑖 ) ). We also use 𝑄 (𝐷) to
denote the vector of query answers (𝑞(𝐷))𝑞∈𝑄 . We represent 𝑄 by a workload matrix𝑊 ∈ R𝑄×U

with entries𝑊𝑞,𝑥 := 𝑞(𝑥). We also represent the dataset 𝐷 by a histogram vector ℎ ∈ ZU
, where

ℎ𝑥 := |{𝑖 : 𝑥 (𝑖 ) = 𝑥}| is the number of occurrences of 𝑥 in 𝐷 . These definitions turn the workload

into a linear function of the histogram: 𝑄 (𝐷) =𝑊ℎ.

For a factorization𝑊 = 𝐿𝑅 of the workload matrix, we define a corresponding private factor-

ization mechanism for answering queries in 𝑄 as follows. We draw a normally distributed vector

𝑍 ∼ N
(
0,

∥𝑅 ∥2
1→2

𝜇2
𝐼𝑟

)
, where 𝑟 is the number of rows of 𝑅, and output the vector of query answers

𝐿(𝑅ℎ+𝑍 ) =𝑊ℎ+𝐿𝑍 = 𝑄 (𝐷) +𝐿𝑍 . Note that, using 𝑟𝑥 to denote the column of 𝑅 indexed by 𝑥 ∈ U,

𝑅ℎ =
∑𝑛

𝑖=1 𝑟𝑥 (𝑖 ) is simply another workload of queries with sensitivity max𝑥∈U ∥𝑟𝑥 ∥2 = ∥𝑅∥1→2.

These are usually called the strategy queries, and we can view the factorization mechanism as

answering a well chosen set of strategy queries and using them to reconstruct answers to the

queries in 𝑄 . In our algorithm the strategy queries compute weighted Fourier coefficient of the

histogram vector. We show how our mechanisms are expressed in the factorization framework in

the extended version of the paper.

It is easy to verify that a factorization mechanism satisfies 𝜇-GDP: outputting 𝑅ℎ + 𝑍 satisfies

𝜇-GDP by Lemma 3, and then multiplying by 𝐿 is just post-processing. Moreover, an easy calculation
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shows that the factorization mechanism achieves error bounds

E[∥𝑊ℎ − (𝐿(𝑅ℎ + 𝑍 ))∥2
2
]1/2 = E[∥𝐿𝑍 ∥2

2
]1/2 = 1

𝜇
∥𝐿∥𝐹 ∥𝑅∥1→2;

max

𝑞∈𝑄
E[| (𝑊ℎ)𝑞 − (𝐿(𝑅ℎ + 𝑍 ))𝑞 |2]1/2 = max

𝑞∈𝑄
E[| (𝐿𝑍 )𝑞 |2]1/2 =

1

𝜇
∥𝐿∥2→∞∥𝑅∥1→2 .

This motivates the definitions of the 𝛾𝐹 (𝑊 ) and 𝛾2 (𝑊 ) norms: they correspond to the minimal

error bounds achievable by a factorization mechanism. For a 𝐾 × 𝑁 real matrix𝑊 , we have the

factorization norms

𝛾𝐹 (𝑊 ) := inf{∥𝐿∥𝐹 ∥𝑅∥1→2 : 𝐿𝑅 =𝑊 }; 𝛾2 (𝑊 ) := inf{∥𝐿∥2→∞∥𝑅∥1→2 : 𝐿𝑅 =𝑊 }.
Note also that if we are interested in weighted root mean squared error, i.e., if each query 𝑞 ∈ 𝑄 is

assigned non-negative weight 𝑝 (𝑞), then we get the error bound

E


∑︁
𝑞∈𝑄

𝑝 (𝑞) ((𝑊ℎ)𝑞 − (𝐿(𝑅ℎ + 𝑍 ))𝑞)2

1/2

= E[∥𝑃1/2𝐿𝑍 ∥2
2
] = 1

𝜇
∥𝑃1/2𝐿∥𝐹 ∥𝑅∥1→2,

where 𝑃 is the diagonal matrix indexed by queries and with diagonal entries 𝑃𝑞,𝑞 := 𝑝 (𝑞). This
error bound is optimized by the factorization that achieves 𝛾𝐹 (𝑃1/2𝑊 ).

Our main result is that the factorizations underlying our mechanisms are optimal for weighted

root mean squared error and maximum error, respectively.

Theorem 10. For a workload of marginal queries𝑄S over a universeU with workload matrix𝑊 , a
weight function 𝑝 : S → R≥0, and a corresponding diagonal matrix 𝑃 indexed by queries (𝑆, 𝑡), 𝑆 ∈ S,
𝑡 ∈ U𝑆 , with entries 𝑃 (𝑆,𝑡 ),(𝑆,𝑡 ) =

𝑝 (𝑆 )
|U𝑆 | , the factorization 𝐿𝑅 =𝑊 which corresponds to Algorithm 1

(given in the extended version of the paper) satisfies

𝛾𝐹 (𝑃1/2𝑊 ) = ∥𝑃1/2𝐿∥𝐹 ∥𝑅∥1→2 =
∑︁
𝑅∈S↓

(∏
𝑗∈𝑅

(𝑚 𝑗 − 1)
) √√√√∑︁

𝑇 ∈S
𝑇 ⊇𝑅

𝑝 (𝑇 )
|U𝑇 |2

. (5)

Moreover, for 𝑝∗ : S → R≥0 chosen as in (4), the factorization satisfies

𝛾2 (𝑊 ) = ∥𝐿∥2→∞∥𝑅∥1→2 =
∑︁
𝑅∈S↓

(∏
𝑗∈𝑅

(𝑚 𝑗 − 1)
) √√√√∑︁

𝑇 ∈S
𝑇 ⊇𝑅

𝑝∗ (𝑇 )
|U𝑇 |2

,

where we recall that S↓ is the collection of sets 𝑅 which are subsets of 𝑆 for some 𝑆 ∈ S.

4 Extensions
In Appendix A we extend our technique to a generalization of marginal queries that we call product

queries. Recall that product queries are defined by functions 𝜙 = (𝜙1, . . . , 𝜙𝑑 ), 𝜙 𝑗 : U𝑗 → R, and a

query 𝑞𝑆,𝑡 on a single data point is defined by

𝑞
𝜙

𝑆,𝑡
(𝑥) :=

∏
𝑗∈𝑆

𝜙 𝑗 ((𝑡 𝑗 − 𝑥 𝑗 ) mod𝑚 𝑗 ).

We recover standard marginals 𝑞𝑆,𝑡 by setting 𝜙 𝑗 (𝑧) := 1{𝑧 = 0}. Making other choices of 𝜙 can

allow for more expressive queries, and we explore this in Section A.2.

We omit most technical details from the main body due to space limitations. We note that our

mechanism generalizes naturally to these more expressive queries with two simple changes. We

still use the Fourier queries as the strategy queries, and reconstruct answers to the product queries
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using the inverse Fourier transform. During reconstruction, we need to scale the contribution of

each Fourier query using the Fourier coefficients of the 𝜙 𝑗 functions, and, to achieve optimal error,

we also correspondingly modify the importance weight 𝜏𝑎 of each Fourier query.

Algorithm 2 Algorithm for estimating a workload 𝑄
𝜙

S of weighted product queries.

For any 𝑎 ∈ U, let

𝜙 𝑗 (𝑎) :=
𝑚 𝑗−1∑︁
𝑧=0

𝜙 𝑗 (𝑧)𝜔−𝑎·𝑧
𝑚 𝑗

, 𝜏𝑎 :=

√√√√√√ ∑︁
𝑆∈S

𝑆⊇supp(𝑎)

𝑝 (𝑆)∏𝑗∈𝑆 |𝜙 𝑗 (𝑎 𝑗 ) |2

|U𝑆 |2
, and 𝜏 :=

1

𝜇2

∑︁
𝑎∈U

𝜏𝑎 .

For any 𝑎 such that 𝜏𝑎 > 0, privately release an estimate of 𝐹𝑎 (𝐷) by adding independent noise

such that

𝐹𝑎 (𝐷) = 𝐹𝑎 (𝐷) + 𝑍𝑎, where 𝑍𝑎 ∼ CN
(
0,
2𝜏

𝜏𝑎

)
.

Estimates for product queries for 𝑆 ∈ S can be recovered using post-processing by computing

𝑞
𝜙

𝑆,𝑡
(𝐷) = Re

©­­­«
1

|U𝑆 |
∑︁
𝑎∈U

supp(𝑎)⊆𝑆

(∏
𝑗∈𝑆

𝜙 𝑗 (𝑎 𝑗 )
)
𝜒𝑎 (𝑡)𝐹𝑎 (𝐷)

ª®®®¬ , where 𝜒𝑎 (𝑡) =
∏
𝑖∈𝑆

𝜔𝑎𝑖𝑡𝑖
𝑚𝑖

.

Theorem 11. (simplified) Let 𝐷 be a dataset containing data points 𝑥 ∈ U, whereU := U1 × . . . ×
U𝑑 , U𝑖 := {0, . . . ,𝑚𝑖 − 1}. For a choice of functions 𝜙 := (𝜙1, . . . , 𝜙𝑑 ), 𝜙𝑖 : U𝑖 → R, let the workload
𝑄
𝜙

S of product queries 𝑞𝜙
𝑆,𝑡

defined by a collection S of subsets of [𝑑] be such that, for each subset

𝑆 ∈ S, the workload contains all queries 𝑞𝜙
𝑆,𝑡

for all 𝑡 ∈ U𝑆 :=
∏

𝑖∈𝑆 U𝑖 . Given a weight function
𝑝 : S → R≥0, Algorithm 2 is an optimal factorization mechanism for the weighted error defined as

err𝑝 (𝑞, 𝑞) :=
(∑︁
𝑆∈S

𝑝 (𝑆)
|U𝑆 |

∑︁
𝑡 ∈U𝑆

E[(𝑞𝜙
𝑆,𝑡
(𝐷) − 𝑞𝜙

𝑆,𝑡
(𝐷))2]

)
1/2

.

Additionally, we can optimize over weight functions similarly to Lemma 9 to recover an optimal
factorization for maximum variance.

Proof. We present our upper bound for weighted error in Theorem 12, and our result for

maximum error in Theorem 14. We provide matching lower bounds in Theorem 17. □

Finally, we show in Appendix A.2 how to embed extended marginal as product queries. Extended

marginals combine prefix (and suffix) queries over numerical attributes with standard marginals

over categorical attributes. Here we show that our mechanism is almost optimal. The small gap

between our upper and lower bounds arises because we embed prefix and suffix queries into a

slightly more expressive product query. However, note that no optimal explicit factorization is

known even for a single prefix query despite extensive study of this problem due to its relevance

for private machine learning (e.g. [15–17, 31]). Our technique matches the error of the factorization

mechanism of [16] for a single prefix query, and is only a small additive constant worse than the

best known explicit factorization [15]. We note that the only known explicit factorization that

outperforms ours on prefix queries is concurrent work [15], and our mechanism answers a much

more general class of queries.
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We also present matching lower bounds for factorization mechanisms over product queries in

Appendix B.1, and nearly matching lower bounds for extended marginals in Appendix B.2.
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A Additional Upper Bounds for ProductQueries and Extended Marginals
Here we present results for product queries and extended marginals that we left out of the main

body. We omit the proofs due to space limitations and refer to the extended version of our paper

for more details.

A.1 Estimating ProductQueries
We have the following theorem for Algorithm 2, generalizing Theorem 8.

Theorem 12. Let 𝐷 be a dataset containing data points 𝑥 ∈ U, where U := U1 × . . . × U𝑑 ,
U𝑖 := {0, . . . ,𝑚𝑖 − 1}. For a choice of functions 𝜙 := (𝜙1, . . . , 𝜙𝑑 ), 𝜙𝑖 : U𝑖 → R, let the workload𝑄𝜙

S of

product queries 𝑞𝜙
𝑆,𝑡

defined by a collection S of subsets of [𝑑] be such that, for each subset 𝑆 ∈ S, the
workload contains all queries 𝑞𝜙

𝑆,𝑡
for all 𝑡 ∈ U𝑆 :=

∏
𝑖∈𝑆 U𝑖 . Given a weight function 𝑝 : S → R≥0,

there exists a 𝜇-GDP mechanism that estimates all queries in 𝑄𝜙

S , and satisfies

err𝑝 (𝑞, 𝑞) =
(∑︁
𝑆∈S

𝑝 (𝑆)
|U𝑆 |

∑︁
𝑡 ∈U𝑆

E[(𝑞𝜙
𝑆,𝑡
(𝐷) − 𝑞𝜙

𝑆,𝑡
(𝐷))2]

)
1/2

=
1

𝜇

∑︁
𝑎∈U

supp(𝑎) ∈S↓

√√√√√√ ∑︁
𝑆∈S

𝑆⊇supp(𝑎)

𝑝 (𝑆)∏𝑗∈𝑆 |𝜙 𝑗 (𝑎 𝑗 ) |2

|U𝑆 |2
,

where 𝜙 𝑗 (𝑎 𝑗 ) :=
∑𝑚 𝑗−1

𝑧=0
𝜙 𝑗 (𝑧)𝜔

−𝑎 𝑗𝑧
𝑚 𝑗

. Additionally, the noise for all product query estimates can be
sampled in time

𝑂
©­«
∑︁
𝑆∈S

(∏
𝑖∈𝑆

𝑚𝑖

)
log

(∏
𝑖∈𝑆

𝑚𝑖

)
+ 𝜆

∑︁
𝑅∈S↓

∏
𝑖∈𝑅

(𝑚𝑖 − 1)ª®¬
where 𝑂 (𝜆) is the time required for sampling a standard Gaussian.

We can extend this result to the maximum variance error measure, as we did for marginals.

Lemma 13. Let 𝑞𝜙
𝑆,𝑡
(𝐷) be the estimates produced by Algorithm 2 with weights

𝑝∗ ∈ argmax


∑︁
𝑎∈U

supp(𝑎) ∈S↓

√√√√√√ ∑︁
𝑆∈S

𝑆⊇supp(𝑎)

𝑝 (𝑆)∏𝑗∈𝑆 |𝜙 𝑗 (𝑎 𝑗 ) |2

|U𝑆 |2
:

∑︁
𝑆∈S

𝑝 (𝑆) = 1, 𝑝 (𝑆) ≥ 0 ∀𝑆 ∈ S

 . (6)
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Then,

max

𝑆∈S,𝑡 ∈U𝑆

(E[(𝑞𝜙
𝑆,𝑡
(𝐷) − 𝑞𝜙

𝑆,𝑡
(𝐷))2])1/2 = 1

𝜇

∑︁
𝑎∈U

supp(𝑎) ∈S↓

√√√√√√ ∑︁
𝑆∈S

𝑆⊇supp(𝑎)

𝑝∗ (𝑆)∏𝑗∈𝑆 |𝜙 𝑗 (𝑎 𝑗 ) |2

|U𝑆 |2
.

The next theorem follows from Lemma 13.

Theorem 14. Let 𝐷 be a dataset containing data points 𝑥 ∈ U, where U := U1 × . . . × U𝑑 ,
U𝑖 := {0, . . . ,𝑚𝑖 − 1}. For a choice of functions 𝜙 := (𝜙1, . . . , 𝜙𝑑 ), 𝜙𝑖 : U𝑖 → R, let the workload 𝑄𝜙

S
of product queries 𝑞𝜙

𝑆,𝑡
defined by a collection S of subsets of [𝑑] be such that, for each subset 𝑆 ∈ S,

the workload contains all queries 𝑞𝜙
𝑆,𝑡

for all 𝑡 ∈ U𝑆 :=
∏

𝑖∈𝑆 U𝑖 . Let 𝑝∗ : S → R≥0 be the function

defined by (6). There exists a 𝜇-GDP mechanism that estimates all product queries in 𝑄𝜙

S and satisfies

max

𝑆∈S,𝑡 ∈U𝑆

(E[(𝑞𝜙
𝑆,𝑡
(𝐷) − 𝑞𝜙

𝑆,𝑡
(𝐷))2])1/2 = 1

𝜇

∑︁
𝑎∈U

supp(𝑎) ∈S↓

√√√√√√ ∑︁
𝑆∈S

𝑆⊇supp(𝑎)

𝑝∗ (𝑆)∏𝑗∈𝑆 |𝜙 𝑗 (𝑎 𝑗 ) |2

|U𝑆 |2
.

Additionally, given the optimal 𝑝∗, which can be computed in time polynomial in |S↓ | +max𝑆∈S |𝑆 |,
the noise for all product query estimates can be sampled in time

𝑂
©­«
∑︁
𝑆∈S

(∏
𝑖∈𝑆

𝑚𝑖

)
log

(∏
𝑖∈𝑆

𝑚𝑖

)
+ 𝜆

∑︁
𝑅∈S↓

∏
𝑖∈𝑅

(𝑚𝑖 − 1)ª®¬
where 𝑂 (𝜆) is the time required for sampling a standard Gaussian.

Remark 3. The model can be generalized further by allowing the functions (𝜙𝑖 )𝑖∈𝑆 to depend on the

set of attributes 𝑆 . We do not pursue this here, mostly to avoid introducing more complex notation.

A.2 Estimating Workloads of Extended Marginals
In this subsection we consider extended marginal queries, which we defined in Section 2.1, and

we recall the definition here. The set of attributes [𝑑] is partitioned into subsets 𝐶 (the categorical

attributes) and 𝑁 (the numerical ones). As with standard marginal queries, the domain of attribute

𝑖 isU𝑖 , and the universe isU := U1 × . . .×U𝑑 . We allow prefix and suffix queries on the numerical

attributes. To encode them, we allow, for any numerical attribute 𝑖 ∈ 𝑁 , 𝑡𝑖 to be positive or negative,

with positive values denoting prefix predicates, and negative values denoting suffix predicates. We

thus define 𝑇𝑖 := U𝑖 for 𝑖 ∈ 𝐶 , and 𝑇𝑖 := {−𝑚𝑖 , . . . , 0, . . . ,𝑚𝑖 − 1} for 𝑖 ∈ 𝑁 , and 𝑇𝑆 :=
∏

𝑖∈𝑆 𝑇𝑖 . We

now redefine the query 𝑞𝑆,𝑡 for 𝑆 ⊆ [𝑑] and 𝑡 ∈ 𝑇𝑆 as

𝑞𝑆,𝑡 (𝑥) :=
( ∏
𝑗∈𝑆∩𝐶

1{𝑥 𝑗 = 𝑡 𝑗 }
) ©­­­«

∏
𝑗∈𝑆∩𝑁
𝑡 𝑗 ≥0

1{𝑥 𝑗 ≤ 𝑡 𝑗 }
ª®®®¬
©­­­«

∏
𝑗∈𝑆∩𝑁
𝑡 𝑗<0

1{𝑥 𝑗 ≥ |𝑡 𝑗 |}
ª®®®¬ . (7)

In the case when 𝐶 = [𝑑], these are just marginal queries. On the other hand, if 𝑁 = [𝑑], these
are multi-dimensional (prefix and suffix) range queries. Note that we do not explicitly support

the 1{𝑥 𝑗 ≥ 0} suffix query because it is equivalent to a 1{𝑥 𝑗 ≤ 𝑚 𝑗 − 1} prefix query. Given a

collection of subsets S of [𝑑], let us define 𝑄pr-suf

S to be the workload of all queries 𝑞𝑆,𝑡 for 𝑆 ∈ S
and 𝑡 ∈ 𝑇𝑆 . We also define a variant which contains only prefix predicates for numerical attributes:

𝑄
pref

S contains all queries 𝑞𝑆,𝑡 for 𝑆 ∈ S and 𝑡 ∈ U𝑆 .
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Remark 4. When 𝑡𝑖 = 𝑚𝑖 − 1, 1{𝑥𝑖 ≤ 𝑡𝑖 } always evaluates to 1, and when 𝑡𝑖 = −𝑚𝑖 , 1{𝑥𝑖 ≥ |𝑡𝑖 |}
always evaluates to 0. It is possible to achieve slightly stronger results by removing these values.

The query with 𝑡𝑖 =𝑚𝑖 − 1 can then be recovered from other extended marginal queries that omit

the attribute 𝑖 .

Next, we show how to “embed” extended marginal queries into the product queries studied

in the previous subsection. This idea was already used for prefix queries by Choquette-Choo et

al. on factorization mechanisms for optimization [4], and is implicit in the group algebra based

factorization mechanism of Henzinger and Upadhyay [16] (see also Section 5.1 of [15]).

Lemma 15. Given a partition of [𝑑] into numerical attributes 𝑁 and categorical attributes 𝐶 , and a
corresponding universe U = U1 × . . . ×U𝑑 , define U′ = U′

1
× . . . ×U′

𝑑
, where U′

𝑖 = U𝑖 for 𝑖 ∈ 𝐶 ,
and U′

𝑖 = {0, . . . , 2𝑚𝑖 − 1} for 𝑖 ∈ 𝑁 . There exist functions 𝜙1, . . . , 𝜙𝑑 , 𝜙𝑖 : U′
𝑖 → {0, 1}, such that

for any 𝑆 ⊆ [𝑑] and any 𝑡 ∈ 𝑇𝑆 , there exists a 𝑡 ′ ∈ U′
𝑆
for which 𝑞𝑆,𝑡 (𝑥) = 𝑞𝜙𝑆,𝑡 ′ (𝑥) for all 𝑥 ∈ U.

Moreover, the mapping from 𝑡 to 𝑡 ′ is a bijection.

Proof. We define 𝜙𝑖 (𝑧) := 1{𝑧 = 0} for 𝑖 ∈ 𝐶 , and 𝜙𝑖 (𝑧) := 1{𝑧 ≤ 𝑚𝑖 − 1} for 𝑖 ∈ 𝑁 . Notice that,

for 𝑡, 𝑧 ∈ {0, . . . , 2𝑚𝑖 − 1},

(𝑡 − 𝑧) mod 2𝑚𝑖 =

{
𝑡 − 𝑧 𝑧 ≤ 𝑡
2𝑚𝑖 + (𝑡 − 𝑧) 𝑧 > 𝑡

. (8)

Suppose that 𝑧, 𝑡 ∈ {0, . . . ,𝑚𝑖−1}. When 𝑧 ≤ 𝑡 , clearly 𝑡−𝑧 ≤ 𝑚𝑖−1.When 𝑧 > 𝑡 , since 𝑧−𝑡 ≤ 𝑚𝑖−1,
we get 2𝑚𝑖 + (𝑡 − 𝑧) > 𝑚𝑖 − 1. Therefore, for 𝑧, 𝑡 ∈ {0, . . . ,𝑚𝑖 − 1}, 𝜙𝑖 (𝑡 − 𝑧 mod 2𝑚𝑖 ) = 1{𝑧 ≤ 𝑡}.

Now consider 𝑧 ∈ {0, . . . ,𝑚𝑖 − 1} but 𝑡 ∈ {𝑚𝑖 , . . . , 2𝑚𝑖 − 1}. In this case, 𝑧 ≤ 𝑡 always holds, so
(𝑡−𝑧) mod 2𝑚𝑖 = 𝑡−𝑧. Then 𝑡−𝑧 ≤ 𝑚𝑖−1 if and only if 𝑧 ≥ 𝑡−𝑚𝑖+1. Therefore, for 𝑧 ∈ {0, . . . ,𝑚𝑖−1},
and 𝑡 ∈ {−𝑚𝑖 , . . . ,−1}, 𝜙𝑖 (𝑡 ′ − 𝑧 mod 2𝑚𝑖 ) = 1{𝑧 ≥ |𝑡 |} where 𝑡 ′ := |𝑡 | +𝑚𝑖 − 1 =𝑚𝑖 − 1 − 𝑡 .
This means that, when 𝑥 ∈ U ⊆ U′

, 𝑆 ⊆ [𝑑], and 𝑡 ∈ 𝑇𝑆 , 𝑞𝜙𝑆,𝑡 ′ (𝑥) = 𝑞𝑆,𝑡 (𝑥), where

𝑡 ′𝑖 :=

{
𝑡𝑖 𝑖 ∈ 𝐶, or 𝑖 ∈ 𝑁, 𝑡𝑖 ≥ 0

𝑚𝑖 − 1 − 𝑡𝑖 𝑖 ∈ 𝑁 and 𝑡𝑖 < 0

.

It is easy to check that this mapping between 𝑡 and 𝑡 ′ is a bijection. □

We can then use Algorithm 2 to answer the extended marginal queries 𝑄S . Doing so gives us

the guarantees in the following theorem. In Appendix B.2 we give a lower bound for 𝑄
pref

S . Note

that unlike our other results our bounds for extended marginals are “only” nearly optimal. The gap

occurs because our product query embedding is slightly more expressive than 𝑄
pref

S . Nevertheless,

no optimal construction is known even for a single prefix query despite significant attention from

the research community (see [15] for the current best known bounds).

Theorem 16. Let 𝐷 be a dataset containing data points 𝑥 ∈ U, where U := U1 × . . . × U𝑑 ,
U𝑖 := {0, . . . ,𝑚𝑖−1}, and the attributes [𝑑] are partitioned into categorical attributes𝐶 , and numerical
attributes 𝑁 . For any collection S of subsets of [𝑑], the workload 𝑄pr-suf

S defined above, and a weight

function 𝑝 : S → R≥0, there exists a 𝜇-GDP mechanism that estimates all queries in 𝑄pr-suf
S and
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satisfies

err𝑝 (𝑞, 𝑞) :=
(∑︁
𝑆∈S

𝑝 (𝑆)
|𝑇𝑆 |

∑︁
𝑡 ∈𝑇𝑆

E[(𝑞𝑆,𝑡 (𝐷) − 𝑞𝑆,𝑡 (𝐷))2]
)
1/2

=
1

𝜇

∑︁
𝑅⊆𝐶
𝑂⊆𝑁

(∏
𝑗∈𝑅

(𝑚 𝑗 − 1)
)
·
(∏
𝑗∈𝑂

𝜂 (𝑚 𝑗 )
) √√√√ ∑︁

𝑆∈S
𝑆⊇𝑅∪𝑂

𝑝 (𝑆)
|U𝑆∩𝐶 |2 · 4 |𝑆∩𝑁 | ,

where 𝜂 (𝑚) := 1

𝑚

∑𝑚
ℓ=1

1

sin

(
𝜋 (2ℓ−1)

2𝑚

) . Furthermore, there is a weight function 𝑝∗ : S → R≥0 computable

in time polynomial in |S↓ | +max𝑆∈S |𝑆 |, such that

max

𝑆∈S,𝑡 ∈𝑇𝑆

(
E[(𝑞𝑆,𝑡 (𝐷) − 𝑞𝑆,𝑡 (𝐷))2]

)
1/2

=
1

𝜇

∑︁
𝑅⊆𝐶
𝑂⊆𝑁

(∏
𝑗∈𝑅

(𝑚 𝑗 − 1)
)
·
(∏
𝑗∈𝑂

𝜂 (𝑚 𝑗 )
) √√√√ ∑︁

𝑆∈S
𝑆⊇𝑅∪𝑂

𝑝∗ (𝑆)
|U𝑆∩𝐶 |2 · 4 |𝑆∩𝑁 | .

Additionally, the noise for all extended marginal estimates can be sampled in time

𝑂
©­«
∑︁
𝑆∈S

(∏
𝑖∈𝑆

𝑚′
𝑖

)
log

(∏
𝑖∈𝑆

𝑚′
𝑖

)
+ 𝜆

∑︁
𝑅∈S↓

∏
𝑖∈𝑅

(𝑚𝑖 − 1)ª®¬
where𝑂 (𝜆) is the time required for sampling a standard Gaussian, and𝑚′

𝑖 =𝑚𝑖 if 𝑖 ∈ 𝐶 and𝑚′
𝑖 = 2𝑚𝑖

if 𝑖 ∈ 𝑁
The same guarantees hold when 𝑄pr-suf

S is replaced by 𝑄pref
S .

In the case when 𝑑 := 1,𝑚1 :=𝑚, 𝑁 := {1}, and the only set in S is 𝑆 := {1}, we simply have the

workload of prefix and suffix queries on U = U1 = {0, . . . ,𝑚 − 1}. Then Theorem 16 gives us (for

𝑝 (𝑆) = 1)

err𝑝 (𝑞, 𝑞) =
1

2𝜇
(1 + 𝜂 (𝑚)) = 1

2𝜇
+ 1

2𝜇𝑚

𝑚∑︁
ℓ=1

1

sin

(
𝜋 (2ℓ−1)

2𝑚

) ,
which recovers the explicit upper bound on the error of a factorization algorithm for this work-

load due to Henzinger and Upadhyay [16]. We remark that the function 𝜂 (𝑚) is asymptotically

𝜂 (𝑚) = 1

𝜋
ln(𝑚) +𝑂 (1). Our bound is a small additive constant worse than the best known explicit

factorization [15] for a single prefix query. We note that the only known explicit factorization that

outperforms ours on prefix queries is concurrent work [15], and our mechanism handles extended

marginals which is a much more general class of queries.

B Additional Lower Bounds
In this sectionwe present lower bounds for factorizationmechanisms.We show that ourmechanisms

are exactly optimal for marginals and product queries both under weighted and maximum error.

We give a lower bound for extended marginals that nearly matches the factorization implied by

the algorithms in Section 3 and Appendix A.2. Our lower bounds are key technical contributions

of our work. However, we leave out all proofs due to space limitation and refer to the extended

version of the paper for much more detail.

Proc. ACM Manag. Data, Vol. 4, No. 2 (PODS), Article 123. Publication date: May 2026.



Optimal Gaussian Noise for Differentially Private Marginal and Product Queries 123:21

B.1 Lower Bounds for ProductQueries
In the extended version of the paper we show how Algorithm 2 describes a factorization mechanism

for workloads of product queries. The following theorem shows optimality of Algorithm 2 among

all factorization mechanisms.

Theorem 17. Let 𝑄𝜙

S be a workload of product queries over a universe U, with functions 𝜙 :=

(𝜙1, . . . , 𝜙𝑑 ) associated with the attributes, and with workload matrix𝑊 . Let 𝑝 : S → R≥0 be a weight
function, and define the corresponding diagonal matrix 𝑃 indexed by queries (𝑆, 𝑡), 𝑆 ∈ S, 𝑡 ∈ U𝑆 ,
with entries 𝑃 (𝑆,𝑡 ),(𝑆,𝑡 ) =

𝑝 (𝑆 )
|U𝑆 | . Then the factorization 𝐿𝑅 =𝑊 that corresponds to Algorithm 2 satisfies

𝛾𝐹 (𝑃1/2𝑊 ) = ∥𝑃1/2𝐿∥𝐹 ∥𝑅∥1→2 =
∑︁
𝑎∈U

supp(𝑎) ∈S↓

√√√√√√ ∑︁
𝑆∈S

𝑆⊇supp(𝑎)

𝑝 (𝑆)∏𝑗∈𝑆 |𝜙 𝑗 (𝑎 𝑗 ) |2

|U𝑆 |2
, (9)

where we recall that S↓ is the collection of sets 𝑅 which are subsets of 𝑆 for some 𝑆 ∈ S.
Moreover, for 𝑝∗ : S → R≥0 chosen as in (6), the factorization satisfies

𝛾2 (𝑊 ) = ∥𝐿∥2→∞∥𝑅∥1→2 =
∑︁
𝑎∈U

supp(𝑎) ∈S↓

√√√√√√ ∑︁
𝑆∈S

𝑆⊇supp(𝑎)

𝑝∗ (𝑆)∏𝑗∈𝑆 |𝜙 𝑗 (𝑎 𝑗 ) |2

|U𝑆 |2
.

B.2 Lower Bounds for Extended Marginals
The following lower bound implies our mechanism is nearly optimal for extended marginals.

Theorem 18. Let𝑄pref
S be a workload of extended marginal queries over a universeU := U1 × . . .×

U𝑑 , where [𝑑] is partitioned in categorical attributes𝐶 , and numerical attributes 𝑁 . Let 𝑝 : S → R≥0
be a weight function, and define the corresponding diagonal matrix 𝑃 indexed by queries (𝑆, 𝑡), 𝑆 ∈ S,
𝑡 ∈ U𝑆 , with entries 𝑃 (𝑆,𝑡 ),(𝑆,𝑡 ) =

𝑝 (𝑆 )
|U𝑆 | . Then

𝛾𝐹 (𝑃1/2𝑊 ) ≥
∑︁
𝑅⊆𝐶
𝑂⊆𝑁

(∏
𝑗∈𝑅

(𝑚 𝑗 − 1)
)
·
(∏
𝑗∈𝑂

𝜁 (𝑚 𝑗 )
) √√√√√√√ ∑︁

𝑆∈S
𝑆⊇𝑅∪𝑂

𝑝 (𝑆)∏𝑗∈ (𝑆∩𝑁 )\𝑂

(
1 + 1

𝑚 𝑗

)
2

|U𝑆∩𝐶 |2 · 4 |𝑆∩𝑁 | ,

where 𝜁 (𝑚) := 1

𝑚

∑𝑚−1
ℓ=1

1

sin( 𝜋ℓ
𝑚 ) .
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