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ABSTRACT

Advances in imaging technologies, combined with inexpensive stor-
age, have led to an explosion in the volume of publicly available
neuroimaging datasets. Effective analyses of these images hold the
potential for uncovering mechanisms that govern functioning of
the human brain, and understanding various neurological diseases
and disorders. The potential significance of these studies notwith-
standing, a growing concern relates to the protection of privacy
and confidentiality of subjects who participate in these studies. In
this paper, we present a de-anonymization attack rooted in the in-
nate uniqueness of the structure and function of the human brain.
We show that the attack reveals not only the identity of an individ-
ual, but also the efficacy with which they performing cognitive tasks.
Our attack relies on novel matrix analyses techniques that are used
to extract discriminating features in neuroimages. These features
correspond to individual-specific signatures that can be matched
across datasets for highly accurate identification. We present data
preprocessing, signature extraction, and matching techniques that
are computationally inexpensive, and can scale to large datasets. We
characterize the efficacy of our de-anonymization attacks on publicly
available databases. Finally, we discuss implications of the attack
and challenges associated with defending against such attacks.
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1 INTRODUCTION

Functional Magnetic Resonance Images (fMRIs) are low resolution
4-dimensional images (three spatial dimensions and one temporal
dimension) of the brain. At a high level, an fMRIs is a group of time-
varying signals, each of which has an associated 3-D physicallocation
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corresponding to a region of the brain. fMRI measures local changes
in blood flow to quantify the activity of different regions of the brain.
In this paper, we focus on privacy aspects of fMRIs. We present a
de-anonymization attack on neuroimages in the public domain. Anil-
lustrative attack is shown in Figure 1. Our attack model assumes that
there is an entity (the attacker) with a set of personally identifiable
neuroimages (potentially from the past) from third party imaging
facilities. We also assume a public domain database of de-identified
patient records that contain neuroimages, along with sensitive infor-
mation such as the patient genome, and associated pathologies. This
is indeed a typical scenario today, wherein imaging centers have
access to identifiable imaging data but not the complete Electronic
Health Record (EHR). Separately, repositories from research efforts
such as the Human Connectome Project (HCP) release large amounts
of de-identified neuroimaging data, metadata, and often, highly sen-
sitive genomic and phenotypic (disease) data. We demonstrate that
using our technique, imaging centers can reference imaging data
across these datasets, and gain access to patient metadata and health
records (including highly sensitive genomic variants and patholo-
gies). We use matrix sampling to identify subjects with high accuracy.
Our proposed methods provide theoretical guarantees, while per-
forming extremely well in practice, in terms of de-identification
accuracy, computational cost, and scalability to large datasets.
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Figure 1: A schematic representation of a de-anonymization
attack on neuroimages. Here, a patient (Tom) has a func-
tional MRI in a compromised third party facility. Tom is
also part of a de-identified public dataset, which has more
information such as genotypic data and other metadata (age,
ethnicity, medical record, etc.). In this paper, we show that we
can identify Tom’s de-identified record in the public dataset.

We note that while some preliminary work (see Section 4) has
addressed the problem of identifying individuals from neuroimages,
there have been no prior work that explores the privacy implications
of identifying individuals. In this context, our results are entirely
novel. Even for the problem of identifying individuals, our methods
are much more powerful than existing techniques, in that they map
directly back to data (image) features and regions. This is critical
both for identifying signature regions in the brain, as well as for
constructing effective defenses against de-anonymization attacks.
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Our demonstrated attack does not rely on any meta-data such as
age, sex, ethnicity, education, intelligence, etc. Instead, it relies on pat-
terns in the functional image, which we show are unique to individu-
als. Learning from our attack, we also highlight challenges associated
with simultaneously defending against the attack, while retaining
integrity of data in a way that supports downstream data analyses.

2 METHODOLOGY

We assume an attacker has two functional MRI datasets (taken at
different instances — potentially, over years) in their possession
and that one of them is de-anonymized. The attacker wishes to de-
anonymize the other dataset. However, such an attacker would first
need to convert raw neuroimages into a format suitable for analysis,
and then extract individual-specific brain signatures from these
processed images. We first provide a brief-overview of the image
pre-processing to motivate our problem. Then, we discuss our attack,
which is based on matrix row-sampling that relies on leverage-scores.

2.1 Common de-identification procedure

The standard process of de-identification of publicly available neu-
roimages consists of scrubbing identifying voxels and de-identifying
meta-data associated with images. Facial features (such as cheeks,
jaw, teeth, and nose) can be used to reconstruct the face and match
them to photographs. To overcome this threat to privacy, facial vox-
els are removed in a process called defacing [4, 5, 15, 19]. Further,
many public repositories also remove voxels corresponding to the
skull in a standard procedure called skull stripping. In our work, we
use the Brain Extraction Tool (BET) by Smith [22], which is part of
the open-source FMRI Standard Library (FSL). Meta-data such as
name, SSN, contact details, and other directly identifiable data are
also removed [14]. Images and corresponding meta-data (such as age,
gender, presence of disease, etc.) are consolidated under subject IDs
(an alpha-numeric identifier unique to each subject). We note that
these steps are necessary to make datasets consistent with HIPAA’s
Standards for Privacy of Individually Identifiable Health Informa-
tion [16]. However, GDPR (in EU) is much broader in scope. Hence,
data that is “de-identified” according to HIPAA is not necessarily
“anonymized” according to EU [26].

2.2 Standard Image Pre-processing

Conventionally, an fMRI is expressed as a matrix M, where each
row is the time-varying signal (time-series) corresponding to a small
volume of the brain, and each column is a snapshot of the brain at
a point in time. In other words, M € R™ where n is the number
of voxels and ¢t is the number of time-steps. We use the Minimal
Preprocessing Pipeline [13] ! to deal with spatial artifacts, as well
as to normalize images to a common coordinate system. We then
average voxels belonging to a common anatomical region using
the Glasser Atlas [12]. We note that the aforementioned steps are
commonly used in the neuroimaging community, and implemented
in open-source packages such as FSL 2 and FreeSurfer 3.

This preprocessing results in a time-series matrix T € R™¥¢, where
r is the number of regions. Finally, we compute the similarity matrix
SeR"™" by computing correlations (dot products over time series

!https://github.com/Washington-University/HCPpipelines
https://fsl.fmrib.ox.ac.uk/
3https://surfer.nmr.mgh harvard.edu/
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vectors) across regions. These matrices are called Functional Connec-
tomes [24], since each element in the matrix quantifies the extent of
co-firing across regions of the brain in a specific functional context.
This procedure is repeated for all images of all subjects in the dataset.

2.3 Our Setup

Each element in the similarity matrix S can be viewed as a feature of
the corresponding connectome, and the goal is to find a compact set
of features that distinguish subjects from each other. To accomplish
this, we vectorize the similarity matrix by stacking its columns one
on top of the other. In this manner, each 4D image is reduced to a
single (column) feature vector with r? elements (recall that r is the
number of regions in the atlas). We take all of the feature vectors
corresponding to images in our de-anonymized set and organize
them into a matrix G1. Each column of this matrix corresponds to
a subject, and each row corresponds to a feature from the similarity
matrix. We compute a second matrix G in a similar manner from
all of the images in the anonymous image dataset. The goal is to use
the de-anonymized matrix G to identify patients in Gg.

2.4 Principal Features Subspace Method

Let G1 be the matrix of connectomes, and U be the orthonormal
matrix that spans the column space of G1. An example of such a
matrix U is constructed using left singular vectors from a Singular
Value Decomposition (SVD) of A. Let ¢ be the number of features
that need to be retained. We can then compute the leverage(l) scores
of Gyas ;= ||Ui!*||§, Vie{l..m}

We sort the leverage scores in descending order, and select the
features corresponding to the top t leverage scores. Then, we create
G1 eR" and G, e RP™ by sampling the rows corresponding to the
top t leverage scores of G1. Finally, we compute the Pearson Corre-
lations C between all pairs of columns (patients) of G; and Gs. For
each row of C, we find the maximum entry. Let C; ; is the maximum
entry of row i in C. We predict that patient indexed i in G is the same
as patient indexed j in G2. We note that this approach is adapted
from Ravindra et al. [20], where it was shown that £ =100 provides
high prediction accuracy, which is what we use in our results as well.

In contrast to prior randomized approaches [7, 9], we select fea-
tures in a deterministic manner; Cohen et al. [6] provide theoretical
bounds for this selection process. In our application, if the features
corresponding to top leverage scores are common across differ-
ent sub-populations, it suggests that these features are sufficient
to launch a de-anonymization attack on neuroimaging datasets. Fur-
thermore, for a matrix A € R™*" with m >> n (as is our setting),
Drineas et al. [8] show that computational cost of leverage scores is
O(mn?). Note that the squared term is the smaller dimension, hence
computing leverage scores is inexpensive.

3 EXPERIMENTAL EVALUATION

3.1 Datasets

The Washington University-University of Minnesota (WU-Minn)
project, whichis part of Human Connectome Project consortium con-
ducted a Healthy Young Adult study [10] resulting in 3T structural
and functional MRI for 1113 adults, 7T resting and task magnetoen-
cephalography (MEG) from 184 subjects, and 3T and 7T diffusion
data. In this paper, use resting state functional MRI and task func-
tional MRI from the 100 “unrelated subjects” subset of the Young
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Adult database. We refer interested readers to Smith et al. [23] and
Barch et al. [1] for details about the acquisition protocols for rest
and task datasets respectively. The ADHD-200 dataset was collected
by the International Neuroimaging Datasharing Initiative (INDI),
as part of a collaboration of eight imaging sites around the world. It
consists of multiple scans from 362 children and adolescents diag-
nosed with ADHD, along with 585 controls. The publicly available
dataset consists of both structural MRI, resting state functional MRI,
and associated phenotypic information [2].

3.2 Results

3.2.1 De-anonymization of subjects across tasks. We first demon-
strate an efficient de-anonymization attack in task functional MRL
We assume that one data-set is de-anonymized, and we are interested
in characterizing its impact on the anonymity on other datasets. The
tasks performed by subjects in the two datasets are potentially differ-
ent. For instance, the REST1 may be de-anonymized and we are inter-
ested in finding the correspondences in the LANGUAGE task. The ac-
curacy in de-anonymizing a dataset of resting-state functional MRIs
in the HCP was found to be in excess of 94%. However, task fMRIs are
typically more complex, since task driven brain activities are more
complex than spontaneous firings recorded in resting state sessions.

As described in Section 2.3, we construct the de-identified matrix
G1 and anonymized matrix Gy. In this experiment, G1 has the first
rest session and the first half of the sessions for the seven tasks in
HCP. In Gy, we have the second rest session, along with the the sec-
ond part of the same seven tasks. We stack the vectorized network
representations of the images into two matrices — one for each group.
The feature space of both groups are restricted to the features with
top 100 leverage scores (i.e., t =100, see Section 2.4) in the first group,
as explained in Section 2.3. The results for this experiment are pre-
sented in Figure 2(a). It shows that the accuracy of identification is
stronger along the diagonal, i.e., when both the datasets correspond
the same task. The accuracy is particularly high (> 94%) when they
both are resting state functional images. Similarly, accuracies for
language processing and relational processing tasks are > 90%, and
for social processing task is > 80%. Surprisingly, MOTOR and WM
tasks are ineffective in predicting the correspondence, even for the
same task. We also can see that the matrix is clearly asymmetric,
implying that de-anonymization of different tasks has varying im-
pact on the anonymity of other datasets. On the whole, we observe
that if a resting-state dataset is de-anonymized, it can be used to
de-anonymize other tasks with high accuracy. This is particularly
worrisome, since most studies produce resting state functional im-
ages. On the other hand, de-anonymizing tasks such as working
memory and motor tasks reveals relatively less about the identities
of individuals in other datasets.

3.2.2  Prediction of performance during task. In this experiment,
we predict how well they perform at the task. HCP provides task-
performance metrics, which is a measure of effectiveness during the
language processing, emotion processing, relational processing, and
working memory tasks. This measure is expressed as a percentage
accuracy of correct replies for the respective tasks. We show that our
signatures can be used to predict the performance metrics of new
subjects.
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Task Train nRMSE (in %) | Test nRMSE (in %)
Language 0.33+0.11 1.52+0.20
Emotion 0.28+0.07 0.60+0.37
Relational 0.44+0.04 2.74+0.34
Working Memory 0.57+0.12 1.93+0.41

Table 1: Task-wise prediction error expressed as normalized
root-mean-squared error.

We divide the subjects into two sets, chosen at random - train and
test, of sizes 80 and 20 subjects, respectively. For each task, we com-
pute the G1 trqin and Gy test from the first half of each task session
and Gz ¢rqin and Ga tes; from the second half. All the matrices consist
of vectorized correlation matrices of the subjects for a particular task.
The target vector consists of the performance metric for the same
task. Since we have the ground truth, i.e., the performance metrics
for the test set, we can measure the goodness-of-fit for our model.

First, we compute leverage scores for the Gy trqin. We restrict
the feature-space to the top leverage scores. We use Support Vector
Machine (SVM) for regression, with the performance metric as the
target. The coefficients learned from the train-set are used to predict
the scores in the test set. To avoid biases due to choices of train and
test set, we repeat the experiment 1000 times.

The results are shown in Table 1 for both train and test. All the
errors are within 4% of the true value. We note that in our setup, we
do not use timing information. This information encodes the exact
time frames for the different blocks of stimuli within an experiment.
Most studies also provide performance metrics within each time-
block. The use of this additional data further improves prediction,
and provides deeper insights that predict the neuronal response of
individuals to particular sub-types of stimuli, such as math and story
inputs, which is part of the language task.

3.2.3  Prediction of Identity of subjects with ADHD. In this section,
we extend the concept of brain signatures to subjects with neuro-
logical disorders such as Attention Deficit Hyperactive Disorder
(ADHD). We will use the dataset from the ADHD-200 dataset. As
before, we stack the vectorized connectomes of subjects into two
matrices G; and Gg, one per session. Since we use the AAL2 atlas
for the ADHD-200 dataset, each data-point now has 6670 features.
The stark differences between intra-subject similarity and inter-
subject similarity for ADHD Subtypes 1 and 3 are shown in Figures
2(b) and 2(c). We divide the subjects into train and test sets, and pick
features that correspond to the highest leverage scores of the train
matrix, as described in Section 2.3. When we restrict the feature space
in the test subjects to the same features, we find the test accuracy to
be 97.2+0.9%. This result is of significant interest for the following
reasons. First, the acquisition protocol of ADHD-200 is different
from HCP; also, the atlas used here is drawn differently from the
one used in the previous experiments, and has different number of
regions. Second, the subjects in this dataset are children with ADHD,
whereas the HCP dataset is comprised of healthy young adults. De-
spite all of these differences, we find a consistent signature that can
correctly identify subjects with high accuracy. Finally, functional
MRISs of patients exist in patient records outside of neuroimaging
studies. Hence, identifiable data of such patients is often not stored
with the same strict protocols, thereby increasing vulnerability to
de-anonymization attacks. Finally, even if the dataset is a combina-
tion of cases and controls, which is often the case, we can correctly
match scans across datasets with prediction accuracy of 94.12+3.4%.
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Figure 2: Identifiability of subjects under different settings. (a) Subjects are performing different tasks. The rows consist of
de-anonymized datasets and columns consist of datasets in which subjects are anonymous. This figure shows the effect of
de-anonymizing different datasets. (b) Correlation matrix of subjects with ADHD subtype 1 and (c) subtype 3 in the ADHD-200
dataset. The strong values on the diagonal suggests strong inter-session similarity between scans of the same subject. The low
off-diagonal values suggest a strong dissimilarity between scans of different subjects.

4 RELATED LITERATURE

The United States Department of Health and Human Services (HHS)
has specified standards for the privacy of identifiable health infor-
mation. The legal requirements of these standards include removal
of identifiable information, such as name, social security number
(SSN), contact details, home address, etc. These standards are broadly
drafted for all studies involving human subjects. The applicability of
these standards to specific neuroimaging studies for medical doctors
or non-medical scientists is complicated, and is described in detail
by Tovino [25]. Similar standards are established by organizations
such as the National Institute of Health (NIH) and Organization for
Economic Cooperation and Development (OECD) [18]. To address
these standards, Plis et al. [17] propose a de-centralized approach
to simplify data-sharing whilst fostering collaborative research. The
anonymization of subjects, as mandated by the HHS Privacy Rules,
protects against naive attackers, but does not account for attacks by
a competent adversary. Raw 3D images of the brain, regardless of
modality — structural MRI, CT scans, MEGs, etc. also include facial
features. The problem of de-identification was first studied by Chen
etal. [5]. Budin et al. [4] showed that the chances of matching a 3D re-
constructed face with the photograph of the subject was greater than
what was expected by chance. With increasing resolution of strutural
images, various techniques have been developed to address threats to
privacy. The process of skull stripping — removing non-brain voxels,
was developed well before this threat was first studied. Skull strip-
ping classifies voxels as brain and non-brain, and masks the latter.
This procedure is effective in removing the skull, when provided
with a faceless image, but ineffective in presence of facial features,
since the algorithms confuse facial voxels and brain voxels [3].

The security and privacy implications of functional MRI data are
relatively unexplored in the security and database communities, as
they relate to existence, identification, and use of brain signatures.
Brain signatures or brain fingerprints are patterns in the functional
brain image that are unique to individuals. Finn et al. [11] show
that two functional connectomes belonging to the same subject are
more similar than functional connectomes drawn from two different
subjects. It has also been shown that these distinct profiles can be
used to predict fluid intelligence. The accuracy in identification was
shown to be around 90%, and when restricting the analysis to the
parieto-frontal region, the accuracy of identification was in excess
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of 95% in resting-state images. Further, it has also been shown that
image registration is not require to identify individuals [21].
Aleverage-score based sampling method was first presented by
Ravindra et al. [20]. Leverage-score sampling identified a small set of
discriminative features that strongly expressed the signature. These
features are used to identify small regions, called parcels on the cere-
bral cortex, which are important to the task of identification. While
these methods and the subsequent findings are important to science,
they are yet to be studied in an adversarial setting. Stated otherwise,
while many methods have been developed to identify distinguish-
ing patterns in functional images, the goal of our paper is to use a
combine known and new methods to demonstrate how an adversary
could launch a de-anonymization attack on a neuroimaging dataset.

5 DISCUSSION

Imaging data comprises the largest component of clinical datasets,
representing immense value in diagnostics and prognostics for di-
verse pathologies. A particularly important class of imaging datasets
corresponds to the brain — with its associated use in understanding
structure, function, and pathology in neurodegeneracy. Effective
management and analyses of brain imaging data is therefore of
profound and increasing importance, particularly in view of the
rapidly increasing brain imaging data in public domain repositories.
Our paper is the first to address important privacy concerns in fM-
RIs caused by individual-specific connectomic signatures. We note
that these datasets are released not just for medical applications,
but also to understand brain response to various stimuli, including
watching media content, playing video games, and partaking in dif-
ferent activities. Such technologies will be increasingly adopted in
applications ranging from VR/AR environments and video games, to
semi-autonomous military platforms. This paper identifies major pri-
vacy issues in functional neuroimages that must be resolved before
large databases are released for public access. Our observations moti-
vate important new interdisciplinary efforts between neuroimaging
experts, data management researchers, application scientists, and
privacy experts to identify acceptable tradeoffs between utility, ac-
curacy of analytics, and loss in subject privacy.
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