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Log messages provide a valuable source of runtime information for ensuring the safety and consistency of
systems. Recently, many machine learning and deep learning methods have been proposed to automatically
detect anomalous log messages, obviating the need for manual detection by experts. However, we find that in
practice, the effectiveness of existing learning-based methods is severely affected by incomplete information and
distribution shift. Specifically, each log message can actually be parsed into a fixed number of key information
fields, while existing methods analyze log messages using only the log event information and ignore other
useful information fields that can be critical to anomaly detection. Further, the distribution of real-world log
messages changes continuously due to the dynamic nature of the runtime environment and thus, a detection
model conventionally trained based on the unrealistic i.i.d. assumption may not provide the expected and
consistent performance.

In this paper, we present a robust and transferable anomaly detection framework RT-Log to address the above
problems. To perform a comprehensive analysis of log messages, we introduce an adaptive relation modeling
technique, which captures feature interactions among log information fields selectively and dynamically for
effective and interpretable log representations. To establish its robustness and transferability, we propose a
general environment generalization technique for learning the environment invariant representations that
can generalize across different runtime environments. We evaluate the anomaly detection performance of
RT-Log on large real-world datasets. Extensive experimental results demonstrate that RT-Log consistently
outperforms state-of-the-art methods by a significant margin under different settings.
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1 INTRODUCTION

Log messages record system runtime information in the form of unstructured texts captured by
printing logging statements such as println(-) at specific points in source codes. With the ever-
increasing deployment and adoption of shared infrastructures and commodity hardware such as data
center networks and cloud services, bugs and vulnerabilities in the systems become more prevalent,
presenting experienced attackers opportunities for attacks [30]. To mitigate losses caused by these
bugs and vulnerabilities, enterprises such as Microsoft [12, 18] and Alibaba [28] perform log-based
anomaly detection tasks to examine and analyze sophisticated system faults and performance
failures through a variety of log messages.

Existing log-based anomaly detection methods can be grouped into three main categories: manual
detection methods, traditional machine learning-based methods, and deep learning-based methods.
Manual detection methods [16, 49] match keywords (e.g., “fail” and “down”) based on rules prede-
fined by experts. They may generate both false positives and negatives. Further, manual detection
methods are labor-intensive and become impractical as the data scale of log messages increases.
As a result, manual detection methods have been gradually replaced by learning-based methods.
Traditional machine learning-based methods such as Principal Component Analysis (PCA) [63],
Logistic Regression (LR) [19], Invariant Mining (IM) [33], and Log Clustering (LC) [32] automatically
capture the relationship among log messages using handcrafted statistical features, and discover
anomalous log messages whose features are far from the normal ones in high-dimensional space.
Compared with manual detection methods, these methods are more efficient in handling large-scale
data. However, as suggested by [6], the detection performance of traditional machine learning-based
methods is not robust across datasets. For instance, the F1-Score of IM almost reaches 1.0 on the
HDFS [63] dataset but decreases to 0.623 on the BGL [50] dataset. In recent years, deep learning
models are widely adopted in various applications such as computer vision [52], speech recogni-
tion [3], and natural language processing [66], which achieve superhuman performance without the
need for laborious feature engineering. Many deep learning-based methods such as DeepLog [10],
LogAnomaly [42], and LogRobust [67] have been proposed to extract finer-grained representations
from log messages, which achieve effective anomaly detection. For example, DeepLog utilizes
a Long Short-Term Memory (LSTM) model [20] to learn sequential patterns from log sequences.
LogAnomaly and LogRobust further incorporate more semantic information such as synonyms
and antonyms in log sequence modeling. Despite higher detection accuracy, these methods only
provide anomaly predictions without interpretable details. Moreover, in actual deployment, existing
learning-based methods are severely affected by incomplete information and distribution shift. We
shall elaborate on these two problems below.

Incomplete Information. Raw log messages can be parsed into the structured data format [5, 29]
using standard parsing techniques [68]. After parsing, each structured log comprises a fixed number
of information fields, and each field can either be a numerical feature or a categorical feature [4].
Figure 1 shows a typical example of a log message sequence from the HDFS [63] dataset, where each
log message consists of six fields of key information, namely date, time, pid, level, component, and log
event. All these fields and their interactions can be critical to anomaly detection. For example, there
will be a considerable delay before the next log message can be printed when network congestion
occurs, which is reflected in the fields of date and time. Also, the level information (e.g., “INFO”,
“WARNING” and “ERROR”) records the significance of the corresponding log message and can thus
serve as a valuable indicator for the detection. Therefore, to detect a broader range of anomalies, all
information fields need to be taken into account for a more comprehensive analysis. Nonetheless,
most existing detection methods [10, 42, 67] exploit only the log event field and ignore other key
information fields, and in particular, interactions among fields.
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081109 203518 143 INFO dfs.DataNode$DataXceiver: Receiving block blk -

Date  Time Pid Level Component
1608999687919862906 src: /10.250.19.102:54106 dest: /10.250.19.102:50010

Log Event
081109 203518 35 INFO dfs.FSNamesystem: BLOCK* NameSystem.allocate
Block: /mnt/hadoop/mapred/system/job 200811092030 0001/job.jar. blk -
1608999687919862906
081109 203519 143 INFO dfs.DataNodeSDataXceiver: Receiving block blk -
1608999687919862906 src: /10.250.10.6:40524 dest: /10.250.10.6:50010

Fig. 1. An example of log messages of the HDFS dataset.

Distribution Shift. Log message sequences can be viewed as data streams collected during system
runtime. Due to the volatile nature of the runtime environment, the log distribution changes
continuously. This phenomenon is known as distribution shift. For instance, Figure 2(a) presents
the normalized ratios of all 48 possible log events of HDFS in training and testing respectively. We
can observe that the normalized ratios of the same event ID are significantly different in training
and testing. Remarkably, some log events occur only during test time, e.g., event 45~47. Further, we
partition the log sequences into five consecutive temporal environments based on the log collection
time and visualize the event count vectors of each log sequence using t-SNE [61] in Figure 2(b). We
can find that count vectors of the same environment cluster together, while the distributions of
count vectors shift across environments noticeably. In real-world anomaly detection, distribution
shift commonly exists, making it difficult for a conventionally trained detection model to guarantee
its detection performance after deployment as the runtime environment at test time keeps changing.
Existing deep learning-based detection methods [10, 42, 67] sidestep the distribution shift problem by
simply shuffling the whole dataset to make training and testing data independently and identically
distributed, namely making the unrealistic i.i.d. assumption.

In this paper, we propose a robust and transferable anomaly detection framework RT-Log to
address the above two problems that have not been addressed by existing detection methods.
First, to conduct a more comprehensive analysis of each structured log, we introduce an adaptive
relation modeling technique that captures feature interactions among log information fields in a
dynamic and selective manner for more effective and interpretable log representations. Next, to
detect anomalies in structured log sequences, we propose a novel log cross attention mechanism for
extracting more effective log sequence representations. To enable robustness and transferability in
volatile deployment environments, we introduce a general environment generalization technique for
learning environment invariant representations that can generalize across runtime environments.
We summarize our main contributions as follows:

e Asopposed to most existing detection methods that focus only on analyzing the log event field,
we model structured logs using all information fields and introduce the adaptive relation mod-
eling and log cross attention techniques to extract effective and interpretable representations
for log-based anomaly detection.

e To the best of our knowledge, we are the first to address the distribution shift problem for
log-based anomaly detection. We propose a general environment generalization technique EG-
Regularization for learning environment invariant representations, which greatly improves
the robustness and transferability of detection models across environments.
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Fig. 2. Distribution shift of the HDFS dataset.

e We develop a robust and transferable framework that takes raw log messages as inputs and
provides more effective and interpretable anomaly detection. Our RT-Log is way more effective
than state-of-the-art detection methods, especially for the small training data scenario.

e We conduct extensive experiments on two large real-world datasets, namely BGL [50] and
HDEFS [63], to evaluate the performance of RT-Log. Experimental results show that RT-
Log consistently outperforms prior arts by a significant margin under different scenarios.
Notably, compared to the state-of-the-art methods such as DeepLog [10], LogAnomaly [42]
and LogRobust [67], our model improves the detection F1-Score by up to 69.54%, 69.27% and
22.71%, respectively.

The rest of this paper is organized as follows. The background and related works are presented
in Section 2. Section 3 introduces the log-based anomaly detection framework and technical details
of RT-Log. We provide extensive experimental evaluations with discussions and visualizations in
Section 4, and conclude in Section 5.

2 PRELIMINARIES

We illustrate an end-to-end workflow of log-based anomaly detection in Figure 3, which consists
of four major phases, namely log collection, log parsing, log partitioning and representation, and
anomaly detection. We shall introduce preliminaries and related works in this section. We note that
log collection mainly studies how to effectively collect log messages from system consoles or files
without affecting normal operations in large-scale computer systems, which is not the focus of this

paper.

2.1 Log Parsing

Log parsing aims to convert raw unstructured log messages into structured logs. As the example
shown in Figure 3, with log parsing techniques, each log message is parsed into two parts, a message
header and a log event. The message header consists of a fixed number of fields, e.g., time, date, pid,
level, and component for the HDFS dataset. This part depends on the logging framework and can be
easily extracted using standard parsing techniques [67, 68]. In contrast, the format of the log event
varies across logging systems, which reflects the intrinsic behavior of the systems. Usually, a log
event is derived from a constant log event template and multiple variable parameters. Parameters in

“ % »

a log event are replaced by “<*>” in the log event template.
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Fig. 3. The workflow of log-based anomaly detection.

Zhu et al. [68] summarize tools and benchmarks of existing log parsing techniques, which can be
grouped into five categories, namely manual parsing, frequent pattern mining, clustering, heuristic
mining, and others. Manual parsing splits log event templates and parameters based on handcrafted
rules, which is time-consuming and error-prone, especially when the scale of log messages is
large or increasing. Frequent pattern mining techniques such as LFA [46], SLCT [59], and Log
Cluster [60] extract log event templates that frequently occur in historical log messages. These
techniques firstly need to traverse all historical log messages several passes to obtain frequent
itemsets. Then, they group frequent itemsets into several clusters and extract a representative log
event template for each cluster. Further, since log event templates are constant parts that remain
unchanged across occurrences, clustering techniques such as LKE [11], LogSig [57], LogMine [15],
SHISO [45], and Lenma [56] treat the log parsing phase as log message clustering. In this case, log
messages within the same cluster have a closer distance from each other, and thus are considered
to be generated from the same log event template. Heuristic mining techniques such as AEL [23],
IPLoM [39], FT-Tree [65], and Drain [17] propose to utilize the characteristics of log messages
to separate the constant templates and variable parameters. For example, Drain [17] represents
log messages with a fixed-depth tree structure, which also guides how to divide log messages
into different clusters. In addition to the above four categories of log parsing techniques, Spell [9]
proposes to find the longest common sub-sequences as log event templates. MoLFI [43] treats
the log parsing phase as a multi-objective problem and uses an evolutionary approach to solve
this problem. To improve the adaptiveness in both an intra-service and a cross-service manner,
LogParse [41] adopts an incremental learning strategy and utilizes a word classification model
to update log event templates continually. Also, NuLog [47] formulates the log parsing phase as
masked language modeling and proposes a self-supervised learning model to extract numerical
feature vectors for log event templates.

2.2 Log Partitioning and Representation

Log Partitioning. After log parsing, we partition the structured logs into log sequences for anomaly
detection, as detecting anomalies on a sequence of logs is much more effective than detecting
anomalies using one single log. There are mainly three categories of log partitioning strategies
depending on the anomaly detection settings, i.e., fixed window-based partitioning, sliding window-
based partitioning, and session window-based partitioning.

Fixed window-based partitioning and sliding window-based partitioning are based on the times-
tamp/time field of each structured log; while session window-based partitioning is based on the
identifier field of each structured log. To be specific, a fixed window-based partitioning uses a
pre-defined window size to divide all logs into log sequences in the temporal order. Each sequence
comprises a fixed number of structured logs, and consecutive sequences have no overlap. As for
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the sliding window-based partitioning, besides the pre-defined window size, this strategy also
introduces a step size to set the temporal forwarding distance. On the contrary, the session window-
based partitioning strategy partitions structured logs of the same identifier, e.g., block_id for the
HDFS dataset, into one log sequence, whose log sequences contain varying numbers of structured
logs.

Log Sequence Representation. After log partitioning, we convert each log sequence into nu-
merical feature vectors for the subsequent anomaly detection using a machine learning or deep
learning model. There are mainly three common types of feature vectors for log sequences, namely
quantitative vectors, sequential vectors, and semantic vectors [24, 42].

The quantitative vector calculates the statistics of the whole log sequence. Each dimension
of this feature vector records the number of occurrences of a corresponding log event template
(represented by a unique log event ID) in the log sequence. Instead, the sequential vector records
all the structured logs in the log sequence sequentially, whose length corresponds to the number of
logs in the sequence. The features extracted to represent each structured log can simply be the log
event ID [10, 42]. Similar to the sequential vector, the semantic vector also records the structured
log sequence, while it only records the semantic representations of each structured log. To obtain
the semantic representations, we can use NLP techniques such as FastText [24] and dLCE [48]
to obtain an embedding vector for each word of the log event template, then adopt the TF-IDF
strategy [55] to assign an importance weight to each embedding, and finally obtain the semantic
representations of the log event template by a weighted average of these embeddings.

2.3 Anomaly Detection

For detecting anomalies, we can adopt one [10, 67], or more types [42] of feature vectors of each
log sequence and then train a machine learning model or a deep learning model. Based on whether
the detection model is trained using labeled log sequences (i.e., normal or anomaly) or not, existing
detection models can be broadly classified into supervised learning models or unsupervised learning
models.

For supervised learning models, Logistic Regression (LR) [19], Decision Tree (DT) [1], and
Support Vector Machine (SVM) [31] directly utilize the quantitative vector extracted from the log
sequence to predict whether there exist anomalies. LogRobust [67] feeds the sequence of semantic
vectors into an attention-based Bi-LSTM model [21] for detection.

As for unsupervised learning models, since labels of the log sequences in the training dataset are
not available in advance, methods such as Log Clustering (LC) [32], Principal Component Analysis
(PCA) [63], and Invariants Mining (IM) [33] separate normal and anomalous log sequences based
on their distances. Log sequences are predicted as anomalies when they are far away from other
normal ones based on a pre-determined distance threshold. More recent works [10, 42] propose to
detect anomalies by predicting the next log event ID using the subsequence of historical log event
IDs within a sliding window over the log sequence. In particular, the log sequence is predicted to
be anomalous if the actual next log event ID is not in the top-k predicted log event ID candidates,
where k is a model hyperparameter. For instance, DeepLog [10] employs an LSTM model to process
the sequential vector. LogAnomaly [42] uses an LSTM model to process the quantitative vector, and
meanwhile, introduces another LSTM model to learn the semantic patterns of each log sequence.
Some similar variants include PLELog [64] and NeuralLog [26], where PLELog replaces LSTMs with
GRUs [8] to process the sequential vector, and NeuralLog introduces Transformer [62] to combat
out-of-vocabulary words and semantic misunderstandings when extracting semantic vectors. Also,
instead of mining sequential patterns using LSTMs, [35] proposes a CNN-based model to extract
local patterns of log sequences.
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Fig. 4. The overview of RT-Log.

2.4 RT-Log Detection Workflow

In this work, we aim to develop an end-to-end anomaly detection framework that can handle
the incomplete information and distribution shift problems. To this end, for log parsing, we will
parse the raw log messages into structured logs with all the key information fields kept for a more
comprehensive subsequent analysis; for log partitioning and representation, we will partition the
collected long structured log sequence using a corresponding log partitioning strategy based on
the adopted anomaly detection model; and then, we detect anomalies for each log sequence using
a detection model. In the next section, we shall elaborate on our detection framework RT-Log,
focusing mainly on our novel anomaly detection model and a general technique to further improve
the robustness and transferability of the detection model.

3 METHODOLOGY

In this section, we first formally introduce the log-based anomaly detection problem. Next, we
present an overview of our framework RT-Log, designed to detect anomalies for each sequence
of log messages via three main modules. We provide technical details of these modules of our
framework, which are based on two key techniques, namely adaptive relation modeling and an
environment generalization technique, for improving its robustness and transferability across
different runtime environments.

Problem Formulation. The objective of log-based anomaly detection is to predict whether a
sequence of log messages contains anomalies. Formally, given a sequence of T structured logs
X = [%1,Xa, ..., xT], the goal is to predict its anomaly label y € {0, 1}, where each structured log
x; € RM comprises M fields of key information extracted from its raw log message, e.g., time, level
and log event. Specifically, each log x; can be represented as a vector of categorical or numerical
features, i.e., x; = [x01, Xp2, - - Xe M)

Framework Overview. We present the overview of our RT-Log in Figure 4(a), which consists
of three main modules, i.e., the log modeling module, the log sequence modeling module, and
the anomaly detection module. As illustrated in Figure 4(a), we first model each structured log
of the log sequence individually via adaptive relation modeling in the log modeling module, and
subsequently obtain sequence representations of the whole log sequence via a novel cross attention
mechanism in the log sequence modeling module for the final anomaly detection in the anomaly
detection module. Specifically, adaptive relation modeling learns log representations by capturing

Proc. ACM Manag. Data, Vol. 1, No. 1, Article 64. Publication date: May 2023.



64:8 Peng Jia et al.

feature interactions among log information fields selectively and dynamically for effective and
interpretable representations. Log cross attention further learns sequence representations in an
effective and computationally efficient manner. We shall introduce the technical details of these
modules in the following subsections.

3.1 Log Modeling Module

We first introduce the log modeling module to effectively learn a representation for each structured
log in the log sequence. In anomaly detection, feature interactions among fields of each structured
log capture useful information. For example, certain types of log events tend to occur at peak
hours, while some components with a particular pid may generate way more warning levels than
other components. These feature interactions among the log fields, namely (log event, time) and
(component, pid and level), are key indicators for the presence of anomalies, and therefore should
be exploited in the modeling.

To model feature interactions of arbitrary orders, we introduce ARM-Module based on the adap-
tive relation modeling technique [4]. ARM-Module adopts exponential neurons [4] to dynamically
capture cross features, i.e., feature interactions, conditioned on the current log, and in a selective
manner with uninformative log features filtered using a gated attention mechanism. That is, given
a structured log x with the feature vector x = [x1,x2, ..., xm], we first transform each feature
value x,, into an embedding vector e,, € R" by e,, = E,;[:, x,,] for a categorical feature x,,, or
€m = Xp, - €n for a numerical feature x,,, where n,, is the feature embedding size, E,, is a corre-
sponding categorical embedding lookup matrix, and é,, is a numerical embedding vector [4, 7].
Next, we introduce N, exponential neurons to explicitly model interactions among these features
via:

h, = exp(e;)"" o--- o exp(ey)™™

M
= exp(z Wnm€m) W
m=1

where h,, is a specific feature interaction term captured by the n-th exponential neuron using the
interaction weights w,, and w,, € RM is dynamically obtained via gated attention:

Znm = d)att(qn, em) = qlwattem
Zn, = a-entmax(Z,), z, € RM (2)

W, =Z, 0V, Vp eRM

where W, € R is the weight matrix for the bilinear attention function ¢ (-) shared across
exponential neurons, q, € R" is the learnable query vector associated with the n-th exponential
neuron for the bilinear attention alignment with the input features e,,, and thus z,,, dynamically
captures the relative importance of the m-th field for the n-th neuron. Particularly, a-entmax(z,) =
argmax; . \m {p"Z,+H}(p)}, where AM is the M-dimension probability simplex, H/ (p) is the Tsallis
a-entropies [58]: HI (p) = ﬁ 2j(pj — pj) when a # 1, and H)(p) = X;—pjlogp; when
a =1 [51]. Unlike the softmax function [4, 40] that always generates dense outputs, the argmax
solution p of @-entmax(Z,) here produces sparse outputs. Therefore, a-entmax(Z,) can filter out
less important features of the M log fields. Further, similar to q,, q,, v, is a learnable attention
weight value vector associated with the n-th exponential neuron, which encodes global attention
weights for each of the respective M fields.
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By design, dynamic and selective attention weights w, for the feature interaction term h,, in
Equation 1 should result in a more effective and interpretable log modeling. Then, we can aggregate
feature representations for each structured log x by aggregating these feature interaction terms
{hy,hy, ..., hy,} via summation and obtain the final log representation h € R"».

3.2 Log Sequence Modeling Module

With log modeling, the log sequence X = [x1, Xy, ..., Xr] is transformed into respective log rep-
resentations H = [hy, hy, ..., hy] € RT*"p  We next introduce log cross attention to learn log
sequence representations for the final anomaly detection. In particular, n, learnable log query
vectors Q = R"*"r are introduced for extracting log sequence representation H via cross atten-
tion [4, 22]:

H = Attention(Q,K, V)
= softmax(QKT/\/@)V

where A € R"*" K = HWX, V = HW", and WK, WV € R®» %" are weights for attention key
and value vectors respectively.

Different from the conventional scaled dot-product attention [22, 62], in log cross attention,
the key and value vectors K, V come directly from log representations H as in the conventional
attention mechanism [62], which are dynamically generated based on the current log sequence,
whereas each query vector is a learnable global latent vector that extracts essential log sequence
representations in a corresponding latent space for the subsequent anomaly detection. Empirically,
log cross attention proves to be far more effective in modeling log sequences than the widely adopted
LSTM [10, 20, 42, 67]. Also, log cross attention improves efficiency over the prevailing sequence
learning model Transformer [62], as the computation complexity of cross attention is linear to the
sequence length instead of quadratic, i.e., O(N,T) as compared to O(T?), which can therefore scale
better to the detection of longer log sequences.

®)

3.3 Anomaly Detection Module

After extracting the representations of the whole log sequence into H € R"*"» using the log
modeling and log sequence modeling module, we next aggregate H via summation and obtain the
final sequence representations h € R"» for anomaly detection:

§ = 0Omrp(h), Oyrp : R > R

£(5.y) = ylog(§) + (1 - 1) log(1 - §) @)

where Oyrp(-) is a multilayer perceptron (MLP) that produces the final anomaly prediction label,
and L(-, -) is the binary cross entropy loss for model training. In this way, the whole model with the
above three main modules can be optimized end-to-end using standard gradient-based optimizers
such as SGD or Adam [25].

3.4 Transferable Anomaly Detection

As discussed in the introduction, logs are data streams typically collected under different runtime
environments which capture essential system wellness information such as locations, times, external
interventions and etc. Conventional machine learning paradigms which assume that data are
independently and identically distributed, i.e., (X;, y;) ~ P(X,y), will perform poorly if the ii.d.
trained model is applied to an environment with a different data distribution.
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The problem is caused by a mismatch between the training environment(s) and the runtime
environment, and is commonly known as distribution shift [2, 34], e.g., P(X¢rain) # P(Xiest) as
illustrated in Figure 2(a), which seriously affects the effectiveness of the trained model. To address
distribution shift, the conventional wisdom is to adopt domain adaptation techniques [34], which
however require having access to unlabeled or some labeled data from the target domain. This is
unfortunately not feasible in the log-based anomaly detection scenario as the runtime distribution
of logs keeps changing all the time.

Formally, log data collected under a specific environment e can be denoted as D¢ = {(Xi(e), yl.(e) e
with n, labeled log sequences. In log-based anomaly detection, one key observation is that the
environment information is readily available, e.g., when, where and how the log data are collected.
Figure 2(b) illustrates the visualization of distribution shifts over time, namely log data under
different temporal environments.

Environment Generalization. To obtain a more robust and transferable anomaly detection
model across runtime environments, we propose to preserve the log environment information
and introduce a general regularization technique to extract environment invariant representations
that can generalize well to unseen environments. Specifically, environment generalization can be
formulated as follows: given E log training environments Dle = {(XEE), yfe))};'jl, ec€{1,2,...,E},
the learning objective is

mnREV(f) = B [LFXL)] )
f (X,y)~DE+)

which basically requires that the learning model f(-) should perform well in the unseen new
environment E+1. This is a new learning paradigm coined as domain generalization [2, 14, 54].
To make the learned log sequence representations more environment invariant across different
runtime environments, we introduce EG-Regularization based on invariant risk minimization [2] to
log-based anomaly detection. Recall that our anomaly detection model f can be decomposed into
two sub-models: f = 0 o ¢, where ¢ : X — h is the log sequence modeling sub-model, i.e., the first
two modules of RT-Log, and 0 : h — y is the prediction module. Formally, EG-Regularization is to
achieve the following:

E
1
o S x0e
e=1 (6)
st. 0 ¢ argmin‘R(e)(G o¢),Vee{1,2,...,E}
o

which is a loss minimization objective function with the constraint that the prediction module 8
should be optimal for every observable environment given the log sequence feature extractor ¢.
To achieve this, ¢ need to extract only environment invariant features, otherwise the prediction
module 6 is unlikely to be optimal across different environments [2, 54]. This is a challenging
bi-leveled optimization problem, which however, can be approximated via Lagrangian relaxation:

E

1
in— » R (00¢)+1[|VeR (00 )3 7
%E; (004) +A[VeR' (00 Pl )
where A controls the regularization strength, and the second term here is to regularize the norm of
the gradient of the loss R(¢) w.r.t. § that uses the extracted log sequence representations for anomaly

prediction. Such a gradient norm loss is consistent with the first-order optimality condition, which
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requires the gradient to be zero at minimum, and A is used to balance the relative strength between
the two loss terms.

We note that distribution shift is a common phenomenon in real-world anomaly detection. Such
a continuous change in the runtime distribution of incoming log sequences makes it difficult for a
conventionally trained detection model to perform well. To make the detection model more robust
and transferable across runtime environments of different distributions, we explicitly propose EG-
Regularization to facilitate learning environment invariant representations. These representations
will be more resilient to environment changes, and therefore, can support more reliable modeling
of log sequences for anomaly detection. Further, our EG-Regularization is general to anomaly
detection models and can be readily integrated into the existing detection framework for improving
detection robustness and transferability.

3.5 Analysis and Discussion

Interpretability. The deployment of detection models is in great need of interpretability, which
measures the extent to which the detection results can be understood and examined by human [4,
13, 44]. Besides learning more robust and transferable representations for anomaly detection,
another significant advantage of RT-Log over existing detection methods is that our model can
provide both global and local interpretability along with anomaly predictions. Notably, exponential
neurons provide a reliable means for understanding the general behavior of RT-Log, i.e., global
interpretability, and explain the reasons why specific anomaly predictions are made, i.e., local
interpretability, via the adaptive relation modeling technique.

Specifically, attention weight value vectors V = [vy, v, ..., VN, ], V4 € RM in Equation 2 shared
across log sequences encode the global attention weights before attention gating for respective
information fields. Hence, these value vectors indicate the general focus of exponential neurons
on respective information fields. We can therefore aggregate the absolute values of V for global
interpretability. Likewise, we can also aggregate the dynamically determined interaction weights
W = [w,Wy,...,WN, ], W, € RM of each log sequence in Equation 2 to obtain the relative
importance of respective fields in making a specific anomaly prediction for local interpretability.

Efficiency. In log-based anomaly detection, the complexity of the detection model is another
important criterion as the detection usually requires immediate responses to prevent irreversible
damage. Hence, we also analyze the parameter and computational efficiency of RT-Log, focusing
on the three main modules, namely the log modeling module, the log sequence modeling module,
and the anomaly detection module.

For modeling each individual structured log in the log modeling module, the feature embedding
takes totally O(Npn,) parameters, with Nr and n;, being the number of distinct features and the
embedding size respectively, among which only M embedding vectors are used for the computation
of each log. Hence, the parameter size and the computation are both in O(TMn,,) for the embedding
of T structured logs. Then, the query and value vectors for the N, exponential neurons take O(N,n,)
parameters, and the computational complexity of adaptive relation modeling is O(TN,M nlz,). For
the log sequence modeling module, the log cross attention via ng log query vectors takes O(ngn,)
parameters and O(annjzj) computation. Finally, for detecting anomalies in the anomaly detection
module, the computational complexity is O(n,,), where n,, is the MLP parameter size. Therefore, the
overall parameter and computational complexity are O(n,(TM+ N, +ng) +n,,) and O(Tnizj (NoM +
ng) +n,,) respectively, which scale linearly to the sequence length T and the number of information
fields M, and thus are quite efficient [4].
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Table 1. Dataset statistics.

Dataset‘ Duration #Log Messages #Anomalies #Fields #Features #Event Types

HDFS ‘38.7 hours 11,175,629 16, 838 blocks 7 28,002 48
BGL ‘ 214.7 days 4,747,963 348, 460 logs 9 71,363 1845

4 EXPERIMENTS

In this section, we first introduce the benchmark datasets and experimental settings. We then
present the overall performance of our RT-Log compared with baseline models, and robustness and
transferability analysis of RT-Log. We subsequently present efficiency and interpretability studies
for a better understanding of the anomaly detection results of RT-Log.

4.1 Datasets

In our experiments, we adopt two large public datasets to evaluate the performance of RT-Log in
comparison with other state-of-the-art models. The statistics of the two datasets are summarized
in Table 1, and the details are as follows:

o HDFS is generated by Hadoop-based map-reduce jobs on more than 200 Amazon EC2 nodes. It
consists of 575,061 blocks, where each block involves a sequence of log messages that are collected
during the execution of a program, e.g., writing, closing, or deleting files. Each log message includes
a block_id to identify its corresponding block, and each block in HDEFS is labeled as normal or
anomaly by experienced Hadoop domain experts. There are 11, 175, 629 log messages with 16, 838
anomalous blocks in HDFS. HDFS contains seven fields of key information and 28, 002 different
features in total, with fields of hour, minute, second, pid, level, component, and log event template.
Specifically, the fields of hour, minute, and second are extracted based on the timestamp of the log
message.

e BGL is collected from a BlueGene/L supercomputer system with 131, 072 processors at Lawrence
Livermore National Labs. Each log message is labeled as non-alert with a “-” tag, and alert otherwise.
BGL comprises 4, 747, 963 log messages and 348, 460 of them are anomalous. There are nine fields
of key information and 71, 363 features in BGL, with fields of hour, minute, second, millisecond, node,
type, component, level, and log event template. The fields of hour, minute, second, and millisecond
are generated again from the log timestamp.

For HDFS, we partition raw log messages with the same identifier block_id into one log sequence.
While for BGL, since log messages contain no identifiers for partitioning, we instead partition its
log messages into log sequences via sliding window partitioning. Specifically, we fix the partition
window size to be 100 logs and the forwarding step size to be 20 logs in all the experiments. A log
sequence is labeled as an anomaly if the sequence contains at least one alert log message for BGL.

4.2 Experimental Settings

4.2.1 Preprocessing.

Log Parsing. According to the experimental results reported by [68], Drain [17] achieves higher
parsing accuracy and is more efficient in comparison with other log parsing techniques. Therefore,
before feeding raw log message sequences into our detection framework for analysis, we first parse
these unstructured log messages into structured logs of a fixed number of information fields using
the Drain parser. We then partition these structured logs into log sequences using a corresponding
partitioning strategy.
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Field Embedding. All fields in the message header, e.g., time and pid, are further preprocessed into
corresponding embedding vectors via embedding lookup or linearly-scaled embedding [4, 7, 37, 38]
respectively before modeling via RT-Log. Particularly, for the log event template field, we utilize
the FastText [24] model to obtain a semantic embedding vector.

4.2.2 Baseline models. We compare our RT-Log with a machine learning-based model Logistic
Regression (LR) [19], and three deep learning-based models, DeepLog [10], LogAnomaly [42], and
LogRobust [67]. We briefly introduce these baseline models as follows:

o LR [19] takes the quantitative vector of each log sequence as the input and directly predicts
whether the log sequence contains anomalous log messages or not. Each dimension of the quantita-
tive vector counts the number of occurrences for the corresponding log event ID.

e DeepLog [10] detects log anomalies in an autoregressive fashion via an LSTM model, which
sequentially predicts the next log event ID using the subsequence of historical log event IDs within
a sliding window over the log sequence. The whole log sequence is detected as an anomaly if any
actual next log event ID is not in the top-k predicted candidates.

e LogAnomaly [42] is also an autoregressive model based on the next log event ID prediction.
LogAnomaly introduces two LSTM models for processing semantic vectors and quantitative vectors
of the subsequence respectively. Semantic vectors are obtained via a Template2Vec model, which
considers synonyms and antonyms and aggregates word embedding vectors for each log event
template based on their TF-IDF weights. Quantitative vectors again count the number of occurrences
of log event IDs within the sliding window.

e LogRobust [67] adopts an attention-based Bi-LSTM to model the log sequence based on the
semantic vectors of its structured logs. LogRobust first uses the FastText model to produce an
embedding vector for each word in the log event template and aggregates these vectors using their
TF-IDF weights as the final semantic embedding of the log message. The anomaly prediction of
the log sequence is achieved by aggregating the Bi-LSTM hidden states via attention and then
predicting using an MLP.

4.2.3  Evaluation Metrics. Following the conventions [10, 42, 67], we adopt four metrics, Recall,
Precision, F1-Score, and Accuracy, to evaluate the performance of our RT-Log in comparison with
the other baseline models, which are defined as follows:

e Recall is the ratio of correctly detected anomalies to all real anomalies. Recall = %.
e Precision is the ratio of correctly detected anomalies to all detected anomalies. Precision = %.

2XRecallxPrecision
Recall+Precision *

e F1-Score is the harmonic mean of Recall and Precision. F1-Score =
e Accuracy is the ratio of correctly detected log sequences (including normal and anomalous
log sequences) to all log sequences. Accuracy = %. For next event ID prediction based
detection, accuracy is the ratio of correctly predicted next event ID.

In the above evaluation metrics, TP is the number of correctly detected anomalies. FP is the number
of normal log sequences that are falsely detected as anomalies. TN is the number of correctly

detected normal log sequences. FN is the number of anomalies that are not detected.

4.2.4 Hyperparameter Settings & Implementation Details. For a fair comparison, we evaluate all
the models in the same experimental settings following common practice [10, 42, 67]. Notably, for
the next event ID prediction based detection models, the number of candidates k is the best in 1~15.
We adopt the Adam optimizer with a learning rate grid searched in 1e *~1e~! and train all models
on three GPUs with a batch size of 256.
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Table 2. Overall anomaly detection performance using small and standard training data sizes.

HDFS BGL

Model training data size 20% training data size 80% training data size 20% training data size 80%

Accuracy Precision Recall F1-Score|Accuracy Precision Recall F1-Score|Accuracy Precision Recall F1-Score|Accuracy Precision Recall F1-Score

LR 0.9964 0.8711  0.9938 0.9305 | 0.9995 1.0000 0.9661 0.9827 | 0.8065 0.1145 0.4305 0.1804 | 0.9009 0.4667 0.8381 0.6139
DeepLog 0.9904 0.7834 0.9884 0.8740 | 0.9985 0.8556  0.8971 0.8747 | 0.5933 0.1154  0.9594 0.2060 | 0.5451 0.1575 0.9522 0.2703
LogAnomaly| 0.9909 0.7939 0.9882 0.8804 | 0.9982 0.7992  0.9262 0.8582 | 0.6425 0.1245 0.9602 0.2205 | 0.5480 0.1593  0.9455 0.2727
LogRobust | 0.9951 0.8573  0.9212 0.9016 | 0.9993 0.9840  0.9829 0.9772 | 0.9661 0.8613  0.4895 0.6172 | 0.9909 0.9891 0.9102 0.9453

RT-Log 0.9986 0.9589  0.9820 0.9707 | 0.9999 1.0000 0.9920 0.9960 | 0.9829 0.8823 0.8175 0.8443 | 0.9940 0.9530 0.9771 0.9654

For our RT-Log, in particular, the embedding size is 64, the sparsity of ARM-Module « is 2.0/1.7,
the number of exponential neurons N, is 32/16, the number of query vectors Ny of cross attention
is 8/128 for HDFS and BGL respectively. We note that RT-Log is not sensitive to the hyperparameter
settings whose detection performance is rather consistent empirically.

Experimental Environment. Experiments are conducted in a server with Xeon(R) Gold 6248R
CPU @ 3.00GHz (24x2 Cores), 791G memory and 8 Tesla V100 SXM2 32GB. Models are implemented
in PyTorch 1.10.0 with CUDA 10.1.

4.3 Overall Anomaly Detection Performance

We first evaluate the overall anomaly detection performance of RT-Log in comparison with other
state-of-the-art baseline models. The experimental results are summarized in Table 2. Here, we
introduce the EG-Regularization technique to the training of all models to facilitate learning
environment invariant representations, which makes these models more resilient to distribution
shift as the runtime environment changes. In particular, we consider the following two scenarios:
(1) we only have a small number of labeled log sequences available for training; (2) we have enough
labeled log sequences that can be used for training. The former scenario is more common in practice
as typically labeling log sequences requires expert knowledge and takes a considerable amount of
manual labor [6, 27]. On the other hand, the latter is a standard setting for benchmarking machine
learning and deep learning anomaly detection models [3, 52, 66]. In the experiments, we use “small
training data size” and “standard training data size” to denote the above two respective scenarios,
where the training data size is set to 20% and 80% of the entire dataset respectively.

From Table 2, we can observe that RT-Log achieves overall the best anomaly detection perfor-
mance among all models. Specifically, under the standard training data size, RT-Log obtains up
to 0.9960 and 0.9654 F1-score for the HDFS and BGL datasets respectively, which is substantially
higher than that of prior arts on this primary benchmark metric. For the HDFS dataset, all models
can accurately detect anomalies and achieve an F1-Score higher than 0.8. While for the BGL dataset,
most baseline models perform significantly worse, e.g., the F1-scores of DeepLog and LogAnomaly
are only 0.2703 and 0.2727 respectively, although both of them obtain a high Recall score. The lower
detection F1-Score on the BGL dataset is consistent with the results reported by prior works [42, 67],
and can be mainly attributed to a larger number of possible log event templates, i.e., 1845 for BGL as
compared to 48 for HDFS, and a greater mismatch between the training and testing data distribution,
which will be discussed in the ablation studies in Section 4.4. By contrast, RT-Log can still perform
well on the more difficult BGL dataset with an F1-Score over 0.95.

Further, we can find that RT-Log outperforms all the baseline models by a wider margin using the
small training data size setting than the standard training data size setting. We note that the scenario
of small training data size is of greater practical value since obtaining training data typically requires
expensive labeling by experts. Empirically, RT-Log obtains an F1-Score of 0.9707 and 0.9654 for
the HDFS and BGL datasets respectively using only a quarter of the standard training data size
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for training, which achieves 0.0402 and 0.2271 improvement over the corresponding best baseline
models, i.e., 0.9305 of LR for HDFS and 0.6172 of LogRobust for BGL. When given more training
data, all the log-based anomaly detection models can be exposed to more types of anomalies and
thus can learn more effective and reliable patterns. This suggests that all the detection models
could obtain reasonably good detection performance with a standard training data size. However,
we find that trained using the standard data size, RT-Log still improves the F1-Score of the best
baseline models by 0.0133 and 0.0201, i.e., 0.9827 of LR for HDFS and 0.9453 of LogRobust for BGL
respectively. As noted in [10, 42, 67], an F1-Score improvement greater than 0.01 can be regarded
as significant, which indicates that RT-Log is able to outperform baselines significantly even on
larger training datasets.

Another notable finding is that the detection performance of existing baseline models is not
consistent across datasets and training data sizes. For instance, DeepLog and LogAnomaly achieve
a high F1-Score of 0.8747 and 0.8582 respectively for the HDFS dataset, while the F1-score drops
dramatically to 0.2703 and 0.2727 for BGL. Also, under the standard training data size, LogRobust
achieves an F1-Score of 0.9772 and 0.9453 for the HDFS and BGL datasets respectively, whereas the
detection F1-Score decreases by 7.74% to 0.9016 and 34.71% to 0.6172 for HDFS and BGL respectively
when using 20% of the labeled log sequences for training. In comparison, the detection performance
of RT-Log is quite stable across datasets and training data sizes. Remarkably, even using only 20%
of training data, RT-Log can still obtain a very competitive F1-Score of 0.9707 and 0.8443 for HDFS
and BGL respectively, which is comparable to that of baseline models using four times as much
training data.

The difference in the detection performance mainly results from two aspects, namely the log
information used for anomaly detection and the way how the information is processed. LR, DeepLog,
LogAnomaly, and LogRobust model each log sequence using only the log event template field, which
ignores a considerable amount of information contained in other fields that can be exploited for
detecting anomalies. While RT-Log retains all the information available by taking all the fields of
each structured log as the input for detection, and further, processes the information by extracting
key feature interactions among these fields dynamically and selectively using adaptive relation
modeling for a more comprehensive log sequence modeling. As we will show in Section 4.4 and
Section 4.5, the extra and more detailed information not only makes the detection results more
effective and interpretable, but also greatly improves the robustness and transferability, as the
log representations are now extracted more reliably from the complete structured log instead of
only part of the log. Also, the EG-Regularization technique explicitly regularizes the log sequence
modeling process of RT-Log, which makes the learned representations more resistant to distribution
shift and improves the effectiveness of detection.

4.4 Robustness and Transferability Analysis

For log-based anomaly detection, many factors can profoundly affect the performance of detection
models, e.g., the problem of distribution shift, the difficulty of detection tasks, the size of the training
data, the robustness of detection models, etc. In this section, we therefore adopt two markedly
different real-world datasets, HDFS and BGL, to empirically evaluate the impact of these factors on
the detection performance of RT-Log and baseline models.

We summarize the statistics of the two datasets in Table 1. Briefly, HDFS comprises a larger
number of log messages collected during a much shorter period of time, i.e., 38.7 hours vs. 214.7
days, while each log message of BGL consists of more information fields and also more distinct
features. In particular, BGL contains way more types of log event templates than HDFS. There are
1845 types in BGL compared to 48 types in HDFS. As a result, BGL has a larger number of unseen
log event templates that only occur during testing and a greater distribution mismatch between
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Fig. 5. The impact of introducing more fields of information to the log modeling of RT-Log.

the training and testing data. These key differences make it difficult for existing anomaly detection
models to provide stable performance when they are deployed for the testing environment on BGL,
as also reported by prior works [6, 19, 27].

In what follows, we will examine the impact of several key factors on the detection performance,
including extra information fields, the new EG-Regularization technique, and the size of training
data, on the performance of RT-Log and all baseline models on HDFS and BGL datasets respectively.

Impact of Extra Information Fields. To assess the impact of utilizing more information fields on
the anomaly detection performance, we vary the number of information fields that are accessible
to RT-Log for the modeling of structured logs, and then report the average anomaly detection
results obtained using the same number of fields. We set the training data size to 20% and evaluate
the performance of RT-Log using metrics of F1-Score and Logloss (binary cross entropy loss).
Figure 5 illustrates the experimental results, where Avg-n denotes the average detection performance
considering all combinations of the n fields. A higher F1-Score and a lower Logloss indicate better
performance.

From Figure 5, we can observe that as we introduce more fields of information, the anomaly
detection performance of RT-Log improves significantly. In particular, when using only one field,
the average F1-Score is 0.8641 and 0.5827 respectively for the HDFS and BGL datasets, whereas the
F1-Score can be substantially improved by 10.57% and 32.23% to 0.9554 and 0.7605 respectively by
using all information fields available. Meanwhile, the Logloss is decreased from 0.0730 and 0.0251
to 0.2038 and 0.1123 for the HDFS and BGL datasets. Notably, the performance improvement by
exploiting more information fields is more prominent and consistent for the BGL dataset than HDFS
as we vary the number of fields. This is mainly due to the fact that RT-Log has already achieved a
very high F1-Score for HDFS and thus further improvement is difficult.

These observations are consistent with the intuition behind our detection framework. Specifically,
besides the field of log event templates, other fields such as level, time and the feature interactions
among different fields such as (component, pid, level) have a strong correlation with attacks, systemic
faults, and other types of anomalies. In the log modeling module of RT-Log, the exponential neurons
capture the feature interactions among these key information fields adaptively via the gated
attention mechanism, which greatly improves the effectiveness of RT-Log for more comprehensive
modeling of the log sequences for anomaly detection.

Impact of EG-Regularization. Besides performing a more comprehensive analysis on all struc-
tured log fields via adaptive relation modeling, we also explicitly introduce the EG-Regularization
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Table 3. Impact of introducing EG-Regularization to anomaly detection models in small and standard training
data size settings. EG-R denotes the EG-Regularization technique. F1-Score and the percentage of improvement
are reported.

HDFS BGL
Model training data size 20% training data size 80% training data size 20% training data size 80%
w/o EG-R w/EG-R Imp. |w/o EG-R w/EG-R Imp. |w/o EG-R w/EG-R Imp. |w/o EG-R w/ EG-R Imp.
LR 0.9302 0.9305 0.03% | 0.9731 0.9827 0.99%| 0.1792 0.1804 0.7% | 0.4854 0.6139  26.47%

DeepLog 0.8737 0.8740  0.03% | 0.8222 0.8747 6.39%| 0.2031 0.2060 1.4% | 0.2682 0.2703  0.78%
LogAnomaly| 0.5956 0.8804 47.82%| 0.8251 0.8582 4.01%| 0.2148  0.2205 2.7% | 0.2689  0.2727 1.41%
LogRobust | 0.8713 0.9016 3.48% | 0.9745 0.9772  0.28%| 0.5668  0.6172 8.9% | 0.9364  0.9453 0.95%

RT-Log 0.9530 0.9707 1.86% | 0.9812  0.9960 1.51%| 0.7266  0.8443 16.2%| 0.9644 0.9654 0.10%

technique to combat the problem of distribution shift. We evaluate the impact of introducing
EG-Regularization to different anomaly detection models in both small and standard training data
size settings and summarize their detection F1-Score and the percentage of improvement in Table 3.

We have the following findings. First, EG-Regularization can effectively improve the performance
of all anomaly detection models on both datasets in the two training data size settings. Notably,
the F1-Score of LR is improved by 26.47% from 0.4854 to 0.6139 in the standard training data
size setting on the BGL dataset. Also, with EG-Regularization, LogAnomaly achieves an even
greater improvement of 47.82% in the small dataset training setting on HDFS. This finding confirms
the effectiveness and general applicability of EG-Regularization in improving the robustness and
transferability of anomaly detection models. Second, the percentage of improvement varies greatly,
which is expected and contingent on the difficulty of datasets, anomaly detection models being
used, and the specifics of training settings. For example, the F1-Score of LogAnomaly is improved
by 0.2848 on HDFS with EG-Regularization, and some of its improvements are not significant.
Third, trained with EG-Regularization, RT-Log consistently outperforms all baseline models by a
large margin, where a 0.01 F1-Score improvement is considered significant. E.g., EG-Regularization
significantly improves the detection F1-Score by 16.2% from 0.7266 to 0.8443 in the more difficult
small training data size setting on BGL.

We note that besides distribution shift, many other factors can also affect the performance of
detection models. While the EG-Regularization technique is mainly introduced to address the
problem of distribution shift. As a consequence, there are noticeable variances of improvements
for different models trained with EG-Regularization. Such results are consistent with our goal to
introduce a general environment generalization technique for improving detection robustness and
transferability.

Impact of the Training Data Size. We also evaluate the impact of varying the size of training data
on the anomaly detection performance of different models. With such evaluations, we can firstly
measure the robustness and transferability of different detection models, and secondly, find out the
amount of training that is needed for obtaining plateaued performance for respective models. To
this end, we vary the training data size from 10% to 90% for both the HDFS and BGL datasets, and
train all models without EG-Regularization to focus on the robustness and transferability of models.
The results are shown in Figure 6.

We can observe that RT-Log achieves the best anomaly detection performance under all the
different training data sizes for both HDFS and BGL datasets, and its F1-Score steadily increases as
we use more data for model training. Specifically, the F1-Score is increased by 4.72% from 0.9526 to
0.9976 for HDFS and by 35.69% from 0.7182 to 0.9745 respectively for BGL. By contrast, although
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Fig. 6. The F1-Score of RT-Log and other anomaly detection models under different training data sizes.

the baseline models tend to improve their detection performance by training on more data, their
performance is rather unstable. In particular, nearly all the baseline models suffer from certain
decreases in the F1-Score even when trained using more data. E.g., we notice dramatic decreases
and increases of F1-Scores for LogAnomaly using different ratios of training data sizes on HDFS.

As the training data size varies, the anomaly detection performance of the model is mainly
affected by the following two factors: (1) the number and diversity of log sequences in the training
data. Increasing the training data size typically leads to better anomaly detection performance.
This is a general observation across models and datasets that when given enough training data, i.e.,
log sequences in log-based anomaly detection, the detection models can learn more effective and
reliable patterns that are more likely to generalize to unseen data for better performance. Meanwhile,
the learning model can also be exposed to more types of normal/anomalous log sequences, and
thus can support the detection of a broader range of anomalies at runtime. (2) The degree of the
distribution mismatch between the training and testing data. The model tends to perform worse
under a greater degree of mismatch between the training and the testing data distribution where
the trained model is deployed for detection.

To understand how these two factors affect detection performance, we show in Figure 7 the
number of testing log events unseen during training and the KL divergence from training to testing
data for the HDFS and BGL datasets. The KL divergence is computed using the event count vectors
of each log sequence. From Figure 7(a), we can notice a clear decreasing trend of unseen log events
for both datasets as more log sequences are used in training. From Figure 7(b), we find that the KL
divergence of HDFS first increases to around 0.85 and then gradually decreases after a training
data size of 40%, while the KL divergence of BGL first increases and remains relatively high for a
training data size larger than 30%. Another important finding is that both the number of unseen
log events and the KL divergence of the BGL dataset is one or several orders of magnitude larger
than HDFS. This suggests that detecting anomalies on BGL is indeed more difficult than HDFS,
which is in line with the worse prediction results on BGL.

As a result of these two factors, the F1-Scores of all the baseline models, namely LR, DeepLog,
LogAnomaly and LogRobust, fluctuate drastically on both datasets with the increase of the training
data size. The fluctuation is mainly because these models are more susceptible to the negative
impact of the distribution mismatch. Specifically, their detection performance may still decline due
to a larger KL divergence from training to testing distribution despite more data being used for
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Fig. 7. (a) the total number of testing log events unseen during training, and (b) KL divergence from training
to testing distribution under different training data sizes of the HDFS and BGL datasets.

training. While the F1-Score of RT-Log is relatively stable and increases steadily as more training
data are used, which suggests that RT-Log is intrinsically robust and transferable across different
runtime distributions.

4.5 Efficiency and Interpretability

Parameter and Computational Efficiency. We empirically evaluate the parameter and computa-
tional efficiency of RT-Log compared with baseline detection models on the two large real-world
datasets HDFS and BGL. We report the parameter size and the training and inference throughput,
namely the number of log sequences processed per second. For a fair comparison, we adopt the same
best settings as used for the main results of Table 2 with EG-Regularization (incurring negligible
overhead by only 0.9~6.7%) and measure the efficiency either on a CPU or a GPU. Results are
summarized in Table 4 and illustrated in Figure 8.

From Table 4 and Figure 8, we can observe that the simple baseline LR is extremely efficient in
parameter and computation, which is expected as LR only has one weight vector of parameters and
obtains its prediction by a simple dot product of this weight vector and the feature vector of the log
sequence. For the more effective deep learning-based detection models, we notice that the parameter
size of these models on the two datasets is quite comparable. As for the computational efficiency,
the throughput of LogAnomaly is relatively lower, and the throughput of our RT-Log is comparable
to the best baseline model LogRobust. Notably, all these detection models can achieve a detection
throughput of up to hundreds to thousands per second, supporting real-time log-based anomaly
detection in real-world applications. Another notable finding here is that all these detection models
can be significantly accelerated by using a GPU for both training and inference, with an average
speedup of 3.98x for training and 3.26x for inference. This suggests that the computational efficiency
of RT-Log can be greatly boosted by using higher-end hardware such as GPUs.

Interpretability via Field Importance. As introduced in Section 3.1 and discussed in Section 3.5,
after obtaining embedding vectors for the information fields of each structured log, we intro-
duce N, exponential neurons to adaptively capture the interaction weights among different fields
to learn more effective and interpretable structured log representations. Based on the gated at-
tention mechanism, we can aggregate the absolute values of the shared attention value vectors
V=[v,Vs...,VvN,], Vs € RM in Equation 2 to show the general focus of all these exponential
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Table 4. The parameter size and training/inference throughput of RT-Log and other anomaly detection
models.

HDFS BGL
Model Training Inference Training Inference
Param Param
CPU GPU | CPU GPU CPU GPU | CPU GPU
LR 98 11130 19692|12800 28444 | 202 |19692 25600 |15059 32000

DeepLog 54k | 795 5333 | 1153 5953 | 57k | 316 686 | 432 701
LogAnomaly| 107k | 256 2098 | 456 3241 | 114k | 52 267 64 381
LogRobust | 303k | 883 2081 | 2327 4741 | 303k | 347 892 | 698 1067

RT-Log 161k | 458 2462 | 1515 4129 | 176k | 210 898 | 489 1020
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Fig. 8. Training and inference throughput of RT-Log and other anomaly detection models.

neurons on respective fields when detecting anomalies across log sequences. Meanwhile, we can
also aggregate the interaction weights W = [wy, wy, ..., wy, ] in Equation 2 to obtain the local
importance of respective fields when deciding whether the current log sequence contains anomalies
or not.

The left panel of Figure 9 illustrates the global interaction weights of three representative
exponential neurons and the average global interaction weights of all exponential neurons of
RT-Log on HDFS, i.e., global field importance of the anomaly detection using RT-Log for all log
sequences. Also, we visualize the local interaction weights of one representative anomalous log
sequence, showing the interaction weights of three representative neurons and the average local
interaction weights of all neurons of RT-Log. Here, the average values measure the importance of
respective fields voted by all exponential neurons. Compared with baseline models that use only
log event template for detection, RT-Log performs in-depth analysis on more information fields,
namely hour, minute, second, pid, level, component for the HDFS dataset, to characterize each log
message. Therefore, we mainly demonstrate interpretability using the importance of these fields.
Although other mainstream explanation methods, e.g., LIME [53], SHAP [36], etc, can also be used
to obtain the global and local importance of respective information fields, as reported in [4], these
explanation methods are, however, agnostic of the model to be explained and are presented in
terms of individual feature contributions. This can make it difficult to directly understand complex
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Fig. 9. Visualization of the field importance via exponential neurons for interpretable anomaly detection on
HDFS.

relationships between features and model predictions. In contrast, our RT-Log supports built-in
and thus more reliable interpretation based explicitly on feature interactions among fields.

From Figure 9, we can observe that the most important field identified by RT-Log is level. On the
HDFS dataset, the field level has two categorical feature values, namely “INFO” and “WARNING”,
which faithfully records the significance of each log message. Meanwhile, the fields of hour, minute
and component are of relatively high importance, which are identified by the three representative
exponential neurons. The fields of hour and minute are closely related to periodical anomalies,
emergencies, and etc., and some specific components of the distributed systems are more likely
to suffer from systemic faults. These interpretation results further corroborate such empirical
observations. Furthermore, the local field importance values reflect the importance of respective
fields for detecting anomalies in the current log sequence. We can notice that different exponential
neurons capture the interaction weights among the information fields in a sparse manner. For
instance, Neuron-1 finds that the most important fields are pid and second, which indicates that
Neuron-1 is responsible for these fields in the current log sequence. In other words, the high local
importance assigned to “pid” and “second” by Neuron-1 shows that this exponential neuron finds
out that certain processes are highly related to bugs , vulnerabilities, etc, and identifies such a
periodic feature to be important in the current anomaly detection. Neuron-2 and Neuron-3 also
identify their own key information fields for the current detection. Further, We notice that the
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Fig. 10. Visualization of the field importance via exponential neurons for interpretable anomaly detection on
BGL.

average interaction weights extracted by all the exponential neurons for the selected log sequence
are in line with that of the whole dataset.

Similarly, Figure 10 shows the interaction weights of three representative exponential neurons
and the average interaction weights of all the exponential neurons both globally and locally on
the BGL dataset. We can notice that different exponential neurons process the information fields
using different interaction weights. Other findings are generally consistent with the interpretability
results on the HDFS dataset, e.g., the most important field identified by all the exponential neurons
is level for both global and local interpretability. With such field importance interpretability, RT-Log
can thus provide interpretable anomaly detection and analysis on a per log sequence basis.

Visualization of learned representations. We also visualize the representations learned with and
without EG-Regularization for LogRobust and RT-Log on the HDFS and BGL datasets respectively.
Specifically, as introduced in Section 2 and Section 3, each detection model extracts a representation
vector for each log sequence and then feeds this vector into a final anomaly detection module
to predict whether the log sequence contains anomalies. Therefore, we can visualize the learned
log sequence representations via t-SNE [61] for a qualitative evaluation of the detection model
and the proposed regularization technique. To this end, we randomly sample 5,000 normal and
anomalous log sequences for LogRobust and RT-Log, and then visualize their representations on
the two datasets in Figure 11 and Figure 12 respectively.
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Fig. 11. Visualization of representations learned with and without EG-Regularization on the HDFS dataset
using t-SNE.
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Fig. 12. Visualization of representations learned with and without EG-Regularization on the BGL dataset
using t-SNE.

From Figures 11 and 12, we can notice that the representation vectors learned by RT-Log is
qualitatively better than LogRobust on both datasets. Comparing the representations learned by RT-
Log and LogRobust, we can notice that representation vectors learned by RT-Log cluster together,
and there is a clear separation between the normal and anomalous log sequence representations
for both datasets. This is desirable as with such representations, the subsequent anomaly detection
module can easily derive a decision boundary that partitions the normal and anomalous log
sequences into two separate sets in the representational space, and the anomaly detection will
thus be more accurate. While for LogRobust, the representation vectors learned scatter around the
representational space, and there are more overlaps between normal and anomalous ones. The
better representations learned by RT-Log can be mainly ascribed to the comprehensive analysis
conducted upon all key information fields for each log message via adaptive relation modeling. In
addition, we can also find that the representations learned with EG-Regularization cluster closer
together, and the boundaries of normal and anomalous log sequences are more clear for both
LogRobust and RT-Log on the two datasets. This suggests that EG-Regularization indeed improves
the robustness and transferability of the representations, which is consistent with the experimental
results summarized in Table 3.

5 CONCLUSIONS

Log messages are an invaluable source for ensuring the safety and consistency of large systems.
Recently, an increasing number of learning-based anomaly detection methods have been developed
to automate the log-based anomaly detection process. However, existing methods analyze log
messages using only part of the information available and fall short in handling the problem
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of distribution shift. In this paper, we propose a robust and transferable framework RT-Log, to
explicitly address these two problems. Specifically, we extract structured logs from raw log messages
and introduce the adaptive relation modeling technique to conduct a more comprehensive analysis
of each structured log. Further, we propose the EG-Regularization to facilitate learning environment
invariant representations for improving the robustness and transferability. Extensive experimental
results on real-world datasets confirm that our RT-Log significantly outperforms existing models
and provides more interpretable anomaly detection results.
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