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Data collaboration enables multiple parties to pool data for deriving meaningful data insights. However, data
misuse and unlawful data collection have led to precautionary measures being imposed by individual organ-
izations to guide against data leakage and abuse. As a response, decentralized federated learning (DFL) has
emerged as an attractive paradigm to facilitate data collaboration while being amenable to privacy-preserving
data and knowledge sharing, cost reduction, and prediction accuracy improvement. Unfortunately, the particip-
ating parties in DFL tend to be heterogeneous with skew datasets and uneven capabilities. Inevitably, training
and transmission costs, and the presence of ‘free-riders’ pose challenges to the adoption and participation
of DFL. The absence of centralized parameter servers further exacerbates the problem of evaluating the
contribution of each individual party. Therefore, an effective incentive mechanism is essential to promote data
collaboration.

In this paper, we propose a novel Incentive-aware Decentralized fEderated leArning (IDEA) framework for
facilitating data collaboration. Specifically, we first design a customizable reward scheme for heterogeneous
parties to optimize their respective objectives such as higher model accuracy, communication efficiency, and
computational efficiency. To reward fairly to deserving parties while offering flexibility, we propose a novel
multi-agent reinforcement learning (MARL) incentive mechanism, which enables heterogeneous parties to
learn their own optimal collaboration policy. We then design an efficient decentralized data collaboration
algorithm that supports the customizable reward scheme based on individual objective-specific collaboration
policy. We theoretically prove that the algorithm achieves a Nash equilibrium, which ensures the fairness
of the corresponding rewards for parties. We conduct extensive experiments to evaluate the performance
of our proposed framework against four baselines on five real-world datasets. The results show that IDEA
outperforms state-of-the-art methods in terms of effectiveness, efficiency, and accumulated reward.

CCS Concepts: « Computing methodologies — Distributed computing methodologies; Machine learning;
« Information systems — Information systems applications.

Additional Key Words and Phrases: data collaboration, decentralized learning, incentive mechanism

ACM Reference Format:

Yatong Wang, Yuncheng Wu, Xincheng Chen, Gang Feng, and Beng Chin Ooi. 2023. Incentive-Aware
Decentralized Data Collaboration. Proc. ACM Manag. Data 1, 2, Article 158 (June 2023), 27 pages. https:
//doi.org/10.1145/3589303

“This work was done when this author was a visiting student at National University of Singapore.
TYuncheng Wu is the corresponding author.

Authors’ addresses: Yatong Wang, University of Electronic Science and Technology of China, China, wangyatong@std.uestc.
edu.cn; Yuncheng Wu, National University of Singapore, Singapore, wuyc@comp.nus.edu.sg; Xincheng Chen, National
University of Singapore, Singapore, e0838447@u.nus.edu; Gang Feng, University of Electronic Science and Technology of
China, China, fenggang@uestc.edu.cn; Beng Chin Ooi, National University of Singapore, Singapore, ooibc@comp.nus.edu.sg.

This work is licensed under a Creative Commons Attribution International 4.0 License.
BY

© 2023 Copyright held by the owner/author(s).
2836-6573/2023/6-ART158
https://doi.org/10.1145/3589303

Proc. ACM Manag. Data, Vol. 1, No. 2, Article 158. Publication date: June 2023.



https://doi.org/10.1145/3589303
https://doi.org/10.1145/3589303
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1145/3589303

158:2 Yatong Wang et al.

1 INTRODUCTION

Digitization and digitalization are being increasingly adopted by companies and organizations to
transform themselves for either improved profitability, efficiency or sustainability [39]. Data is a key
to the success of such transformation. For example, risk analysts may have to identify fraudulent
users using the bank databases [72], and clinicians may use large collections of electronic medical
records to facilitate the diagnosis of diseases in order to improve patient care [44, 71]. However,
some organizations may not have sufficiently large and/or useful datasets, and are therefore keen to
share data for analytics purposes. Such practice is prevalent in certain industries such as healthcare
and emerging digital banking, in which a party' may share data with both vertically [33, 58]
or horizontally [3] relevant parties. Nevertheless, there has been a parallel development in data
protection, and various protection acts have been subsequently legislated [1, 53]. This deters any
direct exchange of raw data.

To facilitate data collaboration without violating data privacy protection acts [25], decentralized
federated learning (DFL) [12, 13, 31, 38, 70, 73] has been emerging as a conducive paradigm for
distributed knowledge sharing, accurate statistical models, and cost reduction. Specifically, multiple
parties in DFL can collaboratively learn an effective machine learning (ML) model by using their
local datasets and exchanging model parameters with their neighboring parties. This paradigm can
circumvent exposing raw data to privacy risks. However, parties may be reluctant to participate in
data collaboration due to the lack of effective incentive mechanisms, even though it can improve the
model performance compared to training individually. The reason is two-fold. First, participation
in collaborative learning incurs training and transmission costs, and consequently, free-riders [11]
may intentionally obtain the other parties’ model parameters without doing their part. Second,
a malicious party may intentionally provide useless or harmful model parameters to degrade
the model performance or even cause the failure of convergence [14, 68]. Understandably, these
behaviors may discourage honest participants from diligently providing high-quality data, and
consequently, defeat the whole purpose of data collaboration. An effective incentive mechanism is
therefore of vital importance to data collaboration, where all parties are incentivized to contribute
to the DFL process, with the goal of achieving improved accuracy, higher efficiency, and lower cost.

However, there are two key challenges in designing an effective incentive-aware DFL algorithm
for supporting real-world data collaboration. The first challenge stems from the heterogeneity
of participating parties in data collaboration. In particular, the datasets of parties are typically
skewed [26], i.e., with unbalanced qualities and quantities, or with non-independently and identic-
ally distribution (Non-IID). Moreover, parties typically equip with uneven capabilities such as
computational and communication capacities. These heterogeneities of parties make the design
space of the decentralized collaboration strategy more complex as an individual party may prefer a
personalized strategy that is optimal from its own perspective. The second challenge is the difficulty
of measuring the contribution of each party in a fully decentralized setting. We note that various
incentive mechanisms have been proposed for data collaboration [8, 30, 48, 62, 64, 65]. However,
these designs require the existence of a centralized server to collect the information of all the
parties, and thus they are not applicable to DFL. Moreover, it is impractical to derive a closed-form
expression of the contribution evaluation, e.g., Shapley value [48], in the DFL framework. For
example, the Shapley value measures a party’s marginal contribution by iterating over all the
possible coalitions and calculating the difference in model performance when this party is in each
coalition or not. The evaluation is intractable as it requires a huge number of re-training for the
calculation.

1We shall use the term party to refer to an organization joining data collaboration.
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Fig. 1. Overview of IDEA data collaboration framework.

In this paper, we propose a novel Incentive-aware Decentralized fEderated leArning (IDEA)
framework to address these challenges with the aim to facilitate data collaboration. To tackle the
heterogeneity of participating parties, we present a customizable reward scheme, which enables
each party to define its objectives in data collaboration flexibly. For example, parties with limited
communication capacity may expect to pull other parties’ parameters less frequently while achieving
high model accuracy. Then, the parties can tailor the corresponding weights in our scheme for this
objective. In particular, the conventional DFL setting [15, 26, 28, 30] can be deemed as a special case
of our framework, where the parties solely focus on the model accuracy. To effectively incentivize
all parties to contribute to the collaboration, we propose a novel incentive model to facilitate
heterogeneous parties to learn their optimal collaboration policy. For example, the collaboration
policy of a party could be used to determine whether to train its model locally and whether to pull
model parameters from a specific neighbor at each training step. We formulate the policy learning
problem as a stochastic game, where the objective of each party is to maximize its reward during the
collaboration process. Consequently, we introduce a multi-agent reinforcement learning (MARL)
method, where each party acts as an intelligent agent to determine its collaboration actions. Lastly,
we propose an efficient decentralized data collaboration algorithm that enables individual parties to
train their model and selectively exchange parameters in accordance with their objective-specific
collaboration policies.

We present an overview of our proposed IDEA data collaboration framework for heterogeneous
parties in Figure 1. Its incentive model supports customizable incentive functions and adaptive
collaboration policy learning for each party. At the functionality layer, our framework supports pre-
diction/classification and reward allocation, which can be applied to a wide spectrum of application
areas, such as healthcare, sociology, and economics analytics.

In summary, we make the following contributions in this paper.

e We propose an incentive-aware DFL framework, which allows individual parties to customize
their incentive functions and facilitates their participation and contribution to data collaboration.
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To the best of our knowledge, we are the first to propose an incentive model to support fully
decentralized data collaboration.

o We present a multi-agent reinforcement learning method to learn the optimal collaboration
policy for individual parties. We address the inherent issues in the policy learning, such as
high-dimensional action space and overestimation, with a mean-field representation method and
dual neural network-based approximation method, respectively.

o We theoretically prove that the learned collaboration policy achieves the Nash equilibrium and
provide a convergence analysis of the IDEA collaboration algorithm. Moreover, we describe
several exemplary adversarial behaviors and discuss how IDEA can mitigate them.

e We conduct extensive experiments on five real-world datasets to evaluate the performance of our
proposed framework. The results demonstrate that IDEA outperforms state-of-the-art baselines
in terms of model accuracy, efficiency, and calculated reward.

The remaining of this paper is organized as follows. We introduce the preliminaries in Section 2.
Section 3 presents IDEA framework. In Section 4, we elaborate on the design of the incentive
mechanism. We introduce the IDEA-based DFL training algorithm in Section 5. The experimental
evaluation is presented in Section 6. We review existing works in Section 7, followed by conclusions
in Section 8.

2 PRELIMINARIES
2.1 Decentralized Federated Learning

Decentralized federated learning (DFL) enables multiple parties ‘V to collaboratively learn a machine
learning (ML) model by using their local datasets and exchanging model parameters with one-hop
neighboring parties in an iterative manner. Let ¢ denote the iteration step of conventional DFL,
which is composed of local training, gossiping, and averaging.

e Local training. In the local training phase, each party i first samples a mini-batch {&,}¥_ from

its local dataset D;, where M is the batch size. Then, party i calculates the parameter gradients:

20,0 = 3" VEO:E,)  VieV, )

where 6; and f;(-) denote the parameters and loss function of party i’s local ML model, respectively.
Then, the party updates the local model by:

0.t + %)  0,(t) - BrO()  VieV, @)

where f is the learning rate.

e Gossiping. In the gossiping phase, each party i communicates with a subset N (i) € N(i) of its
neighbors N (i) to pull their model parameters 6;(t + %), where Vj € K/(l)

e Averaging. In the averaging phase, each party i updates its local model by a weighted average
of the locally trained model and pulled models:

1 1 _
9,-(t+1) = (1 —Z p,-)0,-(t+§) +Z p,-9,-(t+5) VieV, (3)
JEN(i) JEN(D)
where p; is the average rate for aggregating neighbors’ models.

The DFL training process repeats until convergence or the maximum number of iteration steps
is reached.
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2.2 Multi-agent Reinforcement Learning

MARL has recently witnessed notable success in solving the Markov game in multiple fields, e.g.,
finance, communication networks, and social science [69]. The reinforcement learning agents learn
concurrently by interacting with the environment via a trial and error approach, where they receive
rewards for their actions. The feedback guides the agent to the improvement of its future policy. The
environment/problem in the multi-agent system is usually modeled as a Markov game, also called a
stochastic game. Specifically, a Markov game is defined by a tuple {V, S, {A;}icv, P, {Ri}iev. v},
where V = {1,--- ,i,---,|V|} denotes the set of |V| agents (parties); S denotes the state space
observed by all agents; A; is the action space of agent i, and A := Ay X - - - X Aj) is the joint
action space; P : S X A — § denotes the transition probability from any state s € S to any state
s’ € S by ajoint actiona € A; R; : S X A XS — R is the immediate reward received by agent i
for executing the action; y is the discount factor. To solve the Markov game, the goal of the agents
in MARL is to find a Nash equilibrium joint policy z* = (7], - -, JTl*q/l), which is a mapping from
the state space S to the distribution of the action space A for maximizing the long-term reward
of individual parties: E[ Y32, y'Ri(ss, ar, St+1)|a; ~ 7*], where s;, a;, and s;4; denote the current
state, executed action, and next state at iteration step t.

3 IDEA FRAMEWORK

In this section, we present our proposed Incentive-aware Decentralized fEderAted learning (IDEA)
framework. We start by denoting the collaborating parties in DFL as an undirected graph G =
{V, &} with vertex set V and edge set E. Let |V| be the number of parties and i € V be the i-th
party. The set of one-hop neighbors of party i is denoted by N (i). The parties are heterogeneous
as each party i € V owns a specific local dataset D;, and let |D;| denote its dataset size. Further,

each party i is also equipped with uneven computational capability denoted by pfp " and uneven

communication capability denoted by p¢™, where pfp " and p$™ are related to the data processing

rate and transmission rate respectively. In this paper, we consider that the |'V| parties have the
same type of neural network (NN) model with parameters 6;,---,;,-- -, 6|, where 6; denotes
party i’s model parameter. Note that this is a practical setting of DFL in many real-world scenarios,
such as Internet of things [27] and smart healthcare [36], as the parties typically need to handle
different groups of customers (e.g., patients in different regions). Thus, each party prefers to learn a
personalized model regarding its own private dataset.

To motivate the parties to undertake a learning task in a collaborative way, IDEA enables each
party to customize its reward scheme, and based on which, a specific collaboration policy is designed
for each party so as to achieve a high reward during the data collaboration process. In the following,
we first introduce our adaptive collaboration policy in Section 3.1 and present the customizable
reward scheme in Section 3.2.

3.1 Adaptive Collaboration Policy

For effective data collaboration, DFL should support an adaptive training policy to accommodate the
objectives and constraints of each party. However, most existing DFL algorithms utilize fixed training
strategies, which are not only inefficient for heterogeneous parties, but also insensitive to the
incentives for individual parties. For example, in D-PSGD [28], each party randomly communicates
with one of its neighbors at each iteration step, which may restrict the potential for parties with
high communication capabilities. Likewise, in CDSGD [20], each party pulls the model parameters
from all of its neighbors at each iteration step, which consumes huge communication resources.
Thus, it may hinder some parties with fewer communication resources from participating in the
collaborative training process. Moreover, most existing DFL works [16, 23, 25, 45, 47, 55, 73] require
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each party to perform local model training at each iteration step, which may not be acceptable or
feasible to some parties. The reason is two-fold. First, local model training incurs some computational
costs, and the performance of the local model relies heavily on the quality/quantity of the local
dataset. Therefore, the parties that lack computational capabilities and/or data, may prefer pulling
model parameters from neighbors rather than local training. Second, as the number of local training
iterations increases, the local model may converge to the local optimum and can hardly be improved
significantly. Therefore, local model training is thus not cost-efficient.

Motivated by these observations, as opposed to fixed training, we propose an adaptive collabora-
tion policy for each party in IDEA, which determines whether to conduct local model training and
which neighbors’ model parameters to be pulled from at each iteration step. Specifically, we define
the collaboration policy of each party i as follows.

DErINITION 1. Collaboration Policy. The stochastic collaboration policy of party i is denoted by m;,
which outputs a probability distribution over the specific collaboration action a;(t):

ai(t) ~ = [ai,O(t)= ai,l(t)! T ai,j(t)a L AN (t)]= (4)

where a;o(t) is the local training indicator such that a; o (¢) = 1 if party i trains the local model at time
t and a;(t) = 0 otherwise; and a; j(t) is the pull indicator such that a; j(t) = 1 if the party i pulls the
model parameters from its neighboring party j € N (i) at iteration step t, and a; j(t) = 0 otherwise.

With this adaptive collaboration policy, each party can flexibly adjust its training strategy during
the collaboration process to maximize its expected reward. In particular, in the DFL local training
phase (see Section 2.1), each party i decides whether to train the local model according to a; ()
at iteration step t. In the gossiping phase, each party i only pulls the model parameters from
neighboring party j if a; ;(t) = 1. Accordingly, the model averaging calculation in the averaging
phase is performed only on the pulled model parameters. We shall present the detailed training
algorithm based on collaboration policy in Section 5.1.

3.2 Customizable Reward Scheme

To facilitate data collaboration and encourage parties to participate in the DFL training process, we
propose a customizable reward scheme in the IDEA framework, which enables each party to define
its own incentive function. Specifically, we design the incentive function with four items: local
training cost, pull parameter cost, push parameter revenue, and service revenue. In the following,
we elaborate on the four items, respectively.

Local training cost. When a party decides to train its model locally, i.e., a;o(t) = 1, it is inevitable
to consume computational resource and power. Therefore, we define the local training cost as
follows.

DEFINITION 2. Local training cost. The local training cost cf(t) of party i at iteration step t is
defined as
; t oy
ci(t) = ao(t) - ™" - | Dyl [pi?" Vi€V, ®)
where ci"" denotes the unit cost of local model training.
Specifically, the local training cost of each party i is proportional to its dataset size |D;| and
. . . 1 cpt
inversely proportional to the computational capability p," [65].
Pull parameter cost. To mitigate free-rider problem [11] and ensure fairness, party i should pay

its neighboring party j for pulling its model parameters (i.e., a; j(t) = 1). Let Pr = [pr;];cqy € RV
be the model parameter price vector of parties, and we define the model parameter price pr; of
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party i as:
S
pri(t) = ¢ —— + ¢ log(1 + acc;(1)), VieV (6)

i cmit

1
where S is the size of model parameters, ¢{°™ is the unit communication cost, and c{° is the priority

metric of the accuracy acc;(t) of party i. To ensure the strictly concave relationship between
accuracy and model parameter price, we introduce a commonly used log(+) function in Eqn 6. Based
on the price vector, each party i has a pull parameter cost for the parameters it requests from its
neighboring parties, which is defined as follows.

DEFINITION 3. Pull parameter cost. The pull parameter cost cf(t) of party i at iteration step t is
expressed as

/(1) = ZjeN(i) aij(t)prj(t)  VieV. ()

Push parameter revenue. Conversely, party i may be also requested by its neighbor j € N (i) to
push its model parameters 6;(t + %) to j, i.e, a;j;(t) = 1. Thus, party i can receive revenue from
neighboring parties for the pushed model parameters, which is defined as follows.

DEFINITION 4. Push parameter revenue. The push parameter revenue rf(t) of partyi at timet is
expressed as

(1) = Zjew ai(Dpri(t)  VieV. (8)

Service revenue. Another important objective of each party i is to improve its local model accuracy
so that it is able to offer a higher plan service level agreement (SLA) to its customers. Succinctly,
the higher the accuracy of its local model is, the higher the service revenue the party gains.

DEFINITION 5. Service revenue. The service revenue of party i at iteration step t is expressed as
ri(t) =log(1+ acc;(t)) VieV, 9)

where Eqn 9 is continuously increasing with the validation accuracy acc;(t) of party i and strictly
concave.

Incentive function. In summary, the incentive function R; () of party i at iteration step ¢t with
regards to the above four items can be given by:

Ri(t) = Borf (6) + Bpry (t) = fecf (1) = piei(t)  VieV, (10)
where the fs, ), B¢, and f are the weights of corresponding items. A noteworthy aspect is that
each participating party can customize its incentive function by adjusting the weights in Eqn 10.
The goal of each party is to maximize its incentive function by learning an adaptive collaboration
policy.

The customizable reward scheme enables the parties to define their incentive functions based
on the needs for supporting their individual applications. We would like to highlight that our
proposed IDEA is extensible by design in that objectives of most existing DFL approaches can be
realized by adjusting some parameters in IDEA. For example, DFL approaches [16, 25, 45, 47] aim
to improve the model accuracy of parties without considering costs, which is a common objective
in the healthcare and digital banking applications. IDEA can adapt to such scenarios by setting the
weights B,, fc, and ; of Eqn 10 to 0. In this manner, the parties only need to focus on improving
service revenue by seeking high accuracy. As a further illustration on the extensibility of IDEA, let
us consider federated edge computing scenarios [35, 54] and communication systems [73], where
communication efficiency is a key issue in DFL training. In this case, the weights 8, and f; of Eqn
10 can just be set to 0 to adapt to the communication capability constraints while improving the
model accuracy.
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4 INCENTIVE MODEL DESIGN

In this section, we present our incentive model design for the IDEA framework. We first model the
incentive mechanism in Section 4.1. We then propose a MARL approach in Section 4.2.

4.1 Incentive Mechanism Modeling

Motivated by game theoretical modeling [22] of multi-agent/party systems and the stochastic
nature of collaboration policy (see Definition 1), the incentive mechanism in our model can be
modeled as a Markov game {V, S, {A;}icv, P, {Ri}iev, ¥}, as described in Section 2.2. Specifically,
in our model, each party i € V acts as an intelligent agent learning an optimal collaboration policy.
The state space S describes the whole system environment, which includes the parties’ accuracy
on their respective local models. Thus, the state of the parties at iteration step ¢ can be expressed as

s(t) = [accic(t — D]iev cecs (11)
where acc;.(t — 1) is the accuracy of party i on class c at iteration step t — 1 and C is the set of
classes for the dataset. Furthermore, the action a;(t) € A; of party i at iteration step t can be
represented by Eqn 4 defined in the collaboration policy. After executing the actions, the state s(t)
then transits to the next state s(¢ + 1) with transition probability p, which satisfies the constraint:

Detrees PO+ Dls@. @), @ () = 1. (12)

After all the parties take actions, each party i will receive an immediate reward, say R;(t), as
a consequence of taking a specific action. We define the reward R;(t) as the incentive function
in Eqn 10 customized by the party, which relates to the service revenue r;(t), push parameter
revenue rf (1), pull parameter cost cf) (t), and local training cost cf (#). Note that the parties may
have different rewards due to their heterogeneity. This raises a question: what kind of incentive
mechanism is optimal and fair? Nash equilibrium is a standard solution in game theory [10], where
no party can improve its reward by unilaterally deviating from the collaboration policy, ensuring
the fairness of the incentive mechanism. Therefore, we focus on the incentive mechanism in the
context of Nash equilibrium. Our goal here is therefore to design an effective incentive mechanism
by learning an optimal collaboration policy & = (7, - - -, m4|) for each party to maximize its own
long-term average reward with Nash equilibrium. The objective function of each party i under the
incentive mechanism can be described as

max U’ (ml-i) = B, [ y'Ri(D], (13)

where y is a discounted factor, 7z; denotes the stochastic collaboration policy of party i, —i represents
the indices of all parties in “V except party i, and 7_; is the joint collaboration policy of all parties
except party i. We define the value-function of party i as V? : S — R under the joint collaboration
policy as

Vi () =EBLY.  YR(s(t).a(@)s(t+ D)) ~ mCls@)s@) =, (14)
where value-function V;i!”_i (s) is the expected cumulative discounted reward; a(t) = [a;(t),- -+, a4 ()] €
A is the joint action taken by all parties. Accordingly, the action-value function (Q-function) under
the joint collaboration policy 7 of party i is expressed by
Qi (s,0) = E[Z Y'Ri(s(t),a(t).s(t + D)lai(t) ~ m(|s(1)).5(0) = s,a(0) =al. (45
£>=0
The optimal performance of each party is controlled by not only its own policy, but also the

choices of all other parties of the Markov game. Therefore, the Nash equilibrium is defined as
follows.
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DEFINITION 6. A Nash equilibrium of the Markov game is a joint collaboration policy m* =
(g, ,JII*,V|), such that foranys € S andi € V: V; - (s) = V; - (8) V.

Nash equilibrium characterizes an equilibrium point 7*, from which none of the parties has any
reward to deviate. In other words, for any party i € V, the policy x} is the best-response of 7* .. As
a standard learning goal for MARL, Nash equilibrium always exists for finite-space infinite-horizon
discounted Markov game.

4.2 Collaboration Policy Learning

There are two main solutions for solving the Markov game problem, namely game theory (GT) based
methods [22] and multi-agent reinforcement learning based (MARL) methods [69]. Traditional
GT-based methods such as Stackelberg game [40] typically require all parties to have perfect
information, i.e., all parties must have full knowledge of the current environment, including the
other parties’ collaboration policies. However, the perfect information is not available, as each
party’s collaboration policy should be hidden from the other parties. Although extensive-form
games [9] in computational GT allow for the explicit representation of imperfect information
in the multi-agent system, they become inefficient when the action space is large because they
mainly solve the problem by identifying a game tree [15]. Recently, MARL has been found great
potential in solving Markov game problems and is recognized as the key to emerging technologies
in decentralized frameworks. Therefore, we design a MARL-based solution in this paper.

To design an efficient and effective incentive mechanism for IDEA, we have to address the
following two key challenges. First, the dimension of joint actions may be high, making the
estimation of the Q-function of each party fairly complicated [60]. Second, each party learns the
collaboration policy in each iteration step even when there are insufficient experience samples at
the beginning of the training process. This will lead to an overestimation of the Q-function and
degrade the quality of the learned collaboration policy. In the following, we introduce our incentive
mechanism design that addresses the two challenges.

4.2.1 Mean Field Representation of Q-function. To reduce the dimension of joint actions in the
standard Q-function in Eqn 15, we first factorize the standard Q-function Q,"Ti,mi (s,a) of party i
into the sum of pairwise local interactions [6], which is expressed by

. 1 .
Qryr,(s,0) = NGO Z Qriri (s @i aj), (16)

JeEN(i)

where Q. . (s, a;,a;) is the pairwise Q-function of the party i and its neighbor j € N (i). Pairwise
representation significantly reduces the complexity of interactions between agents and the dimen-
sion of joint action, while being proved to preserve global interactions implicitly [6]. However,
factorized pairwise Q-functions still require interactions between every pair of parties, which limits
the scalability of the data collaboration system. Therefore, we further approximate the Q-function
by employing the mean field theory [5]. In particular, the dimension of joint actions in standard
Q-function (i.e., Eqn 15) grows proportionally with respect to the number of parties. The main idea
of the mean field representation is to study the interactions between one representative party and
the population distribution, which greatly reduces the dimension of action space of the Q-function.
Specifically, the dimension can be reduced from w.r.t. the number of parties to w.r.t. the number of
neighbors by employing mean field theory. The Q-function after using the mean field theory is
defined as follows.

Proc. ACM Manag. Data, Vol. 1, No. 2, Article 158. Publication date: June 2023.



158:10 Yatong Wang et al.

Main Network Target network

RO N N

’ Loss function Soft update

Reply Buffer

<s(0),a,(6), R (1),8(t +1),0, >
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<s(t+1),q, >T <s(t),a,(0),a, >T

Fig. 2. The dual neural networks for individual agents.

DEFINITION 7. Mean field Q-function Q;',i,,rii(s, a;, a;) [60] is an approximation of the standard

Q-function Q,iTi,,Li (s, @) with respect to the mean action of party i’s neighbors a; = |N_1(z)| 2jeN() 4js
where a; is the one-hot action a; of party j.

Consequently, the standard Q-function Q} . (s,a) can be represented by the mean field Q-
function with a bounded remainder b € [-2M, 2M], when pairwise Q-functions are M-smooth:

i 1 i i = i =
O} . (s.a) = NG Z Qron i (8:@,0)) = Qp o (8,0,@) + b~ Q0 (s,a5,a).  (17)
JEN(D)

In practice, the remainder b acts as a small fluctuation near zero. Therefore, with the representation
of standard Q-function, the dimension of joint actions and interactions between parties can be
significantly reduced. According to Bellman’s equation [50], the mean field Q-function can be
expressed as _ .

Q;fi,ﬂ—i (S(t), ai(t)s dl(t)) = (1 - Y)Q;ri,n'_i (S(t), ai(t)a dl(t))+
y[Ri(s(t),a(t),s(t + 1)) + Vy o (s(t+1))],

where the mean field value function V! (s(t + 1)) of party i is:
Vﬂii,ﬂ,i(s(t + 1)) = Z 7.[1'(ai|s(lL + 1)’ dl) * Em—,n,i [Q;ri,n,i (S(t + l)a ai(t + 1)’ dl(lL + 1))] (19)

ai

(18)

To balance the exploitation and exploration, we employ the widely used Boltzmann exploration
policy [60] for each agent i:

exp(§Q7, »_, (5. ai,d1))
Za;Eﬂi eXp(gQiti,ﬂ_i (S, a;; dl) ’

where & is the temperature of the Boltzmann exploration policy.

(20)

w(ails, a;) =

4.2.2  Dual Neural Networks based Approximation. In conventional Q-learning methods, a Q-table
should be constructed to store all possible mean-field Q-function szi,n,i (s(t),a;(1),a;(t)) according
to Eqn 18. However, constructing Q-table becomes inefficient due to the high-dimensional action
space. Therefore, we adopt multi-layers neural networks to approximate the mean field Q-function.
Specifically, the update rule in Eqn 18 can be reformulated as parameterized adjustment. In the
multi-agent reinforcement learning incentive mechanism design, we tackle the overestimation issue
by employing the dual neural networks method to approximate the mean field Q-function for each
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agent i. As illustrated in Figure 2, we introduce the parameterized main network Q. (s, a;, @;; ;)
and parameterized target network Q;r,—,ﬂ_,- (s, a;,a;; w; ) in our incentive mechanism, where w; and
w; are the parameters of main network and target network, respectively. The idea of the dual
neural network is to mitigate overestimation by decomposing the action selection and action
evaluation operations into two interactive networks. In addition, we introduce a reply buffer in the
dual neural networks to store the experiences (s(t), a;(t), R;(t), s(t + 1), @;(t)), which are used to
network training. Specifically, agent i samples a mini-batch {gk} r, of experiments from its replay
buffer B, where K is the batch size. Therefore, the loss function of party i for training the main
network is:

Lilwn) = 1 Y, 1) = Ok (s(0) (o). (i)’ @

where Y;(t) = Ri(s(t),a(t),s(t +1)) + V,’;l_,ﬂ_i(s(t +1); @;) is the target mean field value of the
target network. Then, the parameter w; of main network can be updated by:

w; = w; — §VLi(w;), (22)

where {; is the learning rate of the main network. The target network parameters w; can be soft
updated periodically with the parameter of main network w;:

o] =tw;+ (1 - 7w, , (23)
where 7 is the soft update factor of the target network. With two independent mean field Q-function
estimation networks, IDEA is able to achieve unbiased mean field Q-function estimation by selecting
actions with the opposite network, which helps to mitigate the overestimation problem. With the
effective dual neural networks based approximation of mean field Q-function, the objective-specific
collaboration policy can be calculated by using Eqn 20.

4.2.3 Complexity Analysis. The complexity of the collaboration policy learning module in each
iteration is O (|A;| + Kmn,,). The first term is the complexity of collaboration policy generation in
Eqn 20, where |A;| is the number of actions of party i. The second term denotes the complexity of
dual neural networks training process, where m, n,, are the number of features and the number of
parameters of dual neural networks respectively. We will also experimentally analyze the overhead
of this module in Section 6.

5 ALGORITHM AND ANALYSIS

In this section, we first present the IDEA collaboration algorithm, and prove its fairness guarantee
and convergence in Section 5.1, Section 5.2, and Section 5.3, respectively. We then discuss the
IDEA collaboration algorithm in terms of adversarial behaviors, limitations, and extensibility in
Sections 5.4 and 5.5.

5.1 IDEA Collaboration Algorithm

Given the incentive mechanism with the adaptive collaboration policy, we propose our IDEA
collaboration algorithm. Algorithm 1 describes the iteration steps on each party i € V. At the
beginning, the party initializes the DFL model parameters 6;, the parameters of dual neural networks
; and w;, the mean action d;, and the reply buffer B (line 1). For each iteration step ¢, the party
first observes the current environment by Eqn 11 (line 3), then calculates the collaboration policy
according to Eqn 20 (line 4).

Based on the collaboration policy, the party executes the local training phase (lines 5-7). Note that
different from existing DFL algorithms where each party performs local training at each iteration
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step, party i decides to train the local model only when a; () = 1 in the collaboration policy. Thus,
the update formula in the local training phase is:

(1 +2) = 0:) — aso (D26, (1) (24)

where A0;(t) is the gradient vector calculated by Eqn 1 and f is the learning rate. Next, each party
i executes the gossiping phase (lines 8-11) to pull the model 6; (¢ + %) from its neighbor j € N (i) if
a; j(t) = 1in the collaboration policy. We assume that the neighbors are pre-determined for each
party. Similarly, it also pushes its model 6;(t + %) to the neighbor j € N (i) if a;;(t) = 1. After
that, the party aggregates the pulled model parameters according to the following formula in the
averaging phase (line 12).

0.t +1) = (1-) i (POt + 24> as (D01 + ), )

JEN(i) JEN()

where p; is the weight for aggregating the pulled model parameters.

In the following, the party calculates the reward according to Eqn 10 (lines 13-14). Then, the
party observes the state of the next step, computes the mean action based on Eqn 7, and stores the
experience data in the reply buffer (lines 15-17). Finally, the party trains the dual neural networks
in Section 4.2.2 (lines 18-23). The parties then synchronize their states and actions with their
neighboring parties. After that, the parties enter the next iteration step and repeat these executions
until convergence or the maximum number of iteration steps T is reached.

5.2 Fairness Guarantee

Next, we theoretically prove the fairness of the proposed incentive mechanism in Section 4 and
used in Algorithm 1.

AssuMPTION 1. To analyze the fairness of the incentive mechanism, we make the following com-
monly used assumptions[60]:

(1) The learning rate & in Eqn 22 of agents decreases over time such that Y,,o, & = oo and
Yi2o(&)? < co.

(2) Each action of agents can be visited infinitely often while can be chosen with a non-zero
probability.

(3) The collaboration policy 7 of parities is greedy in the limit with infinite exploration, and the set
of possible states is finite.

(4) In the learning process, the Nash equilibrium * = (7y,- -+ ) is recognized either as 1)

ﬂ*
Ty ‘
the global optimum or 2) a saddle point expressed as:1. Ex+ [V .(s)] > En[V,(s)],Vx; 2.
En [Vye($)] 2 EEpe [V) . ()],V7; and Ege [V, (s)] < EneEy [VI], V-

LEmMMA 1. In a Markov stochastic game, if Assumption 1 stands, the Q-value of agents computed by
the update rule in Eqn 18 converges to the Nash Q-value Q. = [QL, - ,Q,l:vl].

%

Proor. Please see Theorem 1 in [60] for detailed derivation. We include it here to stay self-
contained. )

THEOREM 1. Given any collaborative learning task formulated as Eqn 13, the proposed IDEA
algorithm can achieve a Nash equilibrium of the Markov game while guaranteeing the fairness of the
incentive mechanism under Assumption 1.
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Algorithm 1 IDEA collaboration (Party i)

Require: G, D, picPt, pl.cmt, T,B,p,v. &7, K.
Ensure: {R;(1),---,Ri(T)}, n}, and 6;

1: Initialize 6; , w;, @], di, and B

2: fort=1,2,---,T do

3: s(t) « Observe the current state by Eqn 11

4: a;(t) < Get the collaboration policy according to Eqn 20
5: if a;o(t) = 1 then /*Local Training*/
6: 0;(t+ %) « Perform local model training by Eqn 24
7: end if
8: for j € N (i) do /*Gossiping*/
9: 0;(t+ %) < Pull the model from neighbor j if a; ;(t) = 1
10: Push 0;(t + %) to neighbor j if a;;(t) = 1
11: end for
12: 0;(t + 1) « Average the models by Eqn 25 /*Averaging*/
13: cg, cf, rf, rl.S « Calculate the items by Eqns 5, 7, 8, 9
14: Ri(t) « Calculate the reward by Eqn 10
15: s(t + 1) « Observe the next state
16 d;(t) « Compute the mean action by Definition 7

/* Store Experiences in Buffer*/
17 B« B U (s(t),a;(t), Ri(t),s(t + 1),a;(t))

18: if t > K then /*Dual Neural Network Training™/
19: Sample K experiences from the reply buffer B
20: Train Qﬁri,mi (s, @i, a;; ;) by minimizing Eqn 21
21: Train Q;ri,n,i (s,ai,a;;®;") by Eqn 23
22: end if
23: end for
Proor. The learning rate of the main network is & = m where n(a;, t) is the total number

that action a; is selected until iteration step ¢. Therefore, >;2, m =ooand };7, W <
0. Hence, IDEA algorithm satisfies the first condition in Assumption 1. Then the second condition
is apparently satisfied as a stochastic Boltzmann exploration policy is employed. In the following,
we need to show that the collaboration policy 7 is greedy in the limit with infinite exploration. For

eXP(fQﬁr,-,n__,- (s.a,a;)) The
S, @ (EQk, »_, (s.afar)”
policy 7 is greedy with respect to ijis”—i (s, a}, a;), which means that the probability of selecting a
action with a higher Q-value is higher than of other actions. Moreover, as temperature ¢ decaying
asymptotically zero, the non-dominant actions still can be selected. Hence, the policy 7 satisfies
the third condition of Assumption 1. Under the fourth condition of Assumption 1, the update rule
in Eqn 18 forms a contraction mapping on the complete space from Q to the fixed point being the
Nash Q-value Q* of the entire Markov game [17], which shows that

Assumption 1’s third condition, we begin with Eqn 20: z(a;ls, a;) =

vy 1AGs,@) o=y I Q(s(2),a(t)) = Qs llw=l Ri(s(t), a(t),s(t + 1)) +yVz(s(t +1)) = Qs llow -

(26)
Therefore, following Theorem 1 in [18], A(s, a) converges to zero with probability 1, and hence
IDEA algorithm can achieve a Nash equilibrium of the Markov game. O
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5.3 Convergence Analysis

Now we investigate the convergence performance of IDEA. By comparing IDEA with the training
policy without the incentive design in [29], we have the following theorem.

THEOREM 2. Let acc;(0;(t + 1)) and acc;(0](t + 1)) be the accuracy achieved by IDEA and [29]
at iteration step t + 1, respectively. After IDEA reaches the Nash equilibrium, acc;(0;(t + 1)) >
acc;(0](t +1)),Vi,Vt when B,, e, pi are 0, and y limits to 0.

ProoF. Let g(0(t), £(t)) be the objective function in terms of the parties’ parameters and samples
at iteration step t. And let dg(0(t), £(t)) = {ZA,,/{:l v£(0;(t), §fn(t))}W| where f(-) is the loss

i=1°
function and &, (t) is a mini-batch sample from party i at iteration step t. Then, at iteration step
t + 1, party i can obtain the model parameter 0;(¢ + 1) according to the model update policy of
IDEA in Eqn 25, and the reward received is R;(¢ + 1). In [29], party i does local training and pulls all
its neighbors’ model parameters, then updates the model by 6, (t + 1) = 8, ()W — Bag(0(t), &(t)),
where W is the connection matrix of parties and f is the learning rate. Similarly, we can calculate
the corresponding reward, denoted as R;(¢ + 1). According to Theorem 1, IDEA can achieve a
Nash equilibrium, and as required by the Nash equilibrium, R;(t + 1) > R](t + 1) holds when y
limits to 0. Based on the designs of service revenue (Eqn 9) and incentive function (Eqn 10) that
defines the positive relationship between accuracy and reward when S, B, B; are 0, we have

acc;(0;(t +1)) > acc;(6;(t +1)),Vi,Vt. O

In essence, Theorem 2 illustrates that [29] is a lower bound of the model update strategy in IDEA.
In other words, the model parameters of each party will converge with a rate no less than O(\/LT),

where T is the number of iteration steps.

5.4 Adversarial Behaviors

In a decentralized collaboration system, some parties may be malicious and aim to explore arbitrage
opportunities to increase their profits. In the following, we present three exemplary adversarial
behaviors and discuss how IDEA can mitigate them.

First, a malicious party i may use irrational settings, such as an absurdly high price, to increase
revenue when the other parties pull its model parameters. However, since IDEA can converge to
Nash equilibrium (NE) given any settings, the learned collaboration policies will be adjusted to
converge to a new NE when the input settings are changed. Hence, this behavior may cause other
parties to pull party i’s parameters less frequently given the new collaboration policies. Second, a
malicious party i may misreport its states; for example, overstating its accuracy during training
to attract the other parties to pull its parameters. Nevertheless, IDEA will calculate feedback (aka.
reward) in Eqn 10 according to the pulled parameters, which is used to approximate the implicit
relationship between the state and Q-function and then adjust the collaboration policy. Therefore,
if party i’s reported accuracy is incorrect or is not useful (e.g., in the Non-IID scenario, party i’s
accuracy may not be beneficial for the others’ accuracy improvement), the other parties can down-
weight these values and rarely pull party i’s parameters in future iterations. Third, a malicious
party i may be reluctant to train its local model as it may not have sufficient high-quality data and
computational capability, and then just pull the parameters from one neighbor (say party j) and
forward it to other neighbors to gain profits. Note that if party i is a key node in the collaboration
network, it should receive some reward for its connectivity. Otherwise, the other neighbors may
already pull party j’s parameters as party j’s accuracy is better in the current iteration, and thus it
is hard for party i to arbitrage due to the pull parameter cost. Overall, IDEA is effective in mitigating
these adversarial behaviors to ensure fairness. We shall experimentally study the impact of these
behaviors in IDEA in Section 6.
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5.5 Limitation and Extensibility Discussion

We note that IDEA only pulls a subset of neighboring parties’ model parameters in each iteration. In
the IID scenario, which is often not the case in DFL applications, the accuracy of IDEA may not be as
ideal as those approaches that collect all parties’ information, such as Allreduce. Notwithstanding,
the communication efficiency of IDEA remains much higher, as will be discussed in Section 6.3.
We also note that the training of MARL collaboration policy has a certain computational and
communication overhead, as will be presented in Figure 7, even though it is lightweight compared
to the whole iteration. Further, in this paper, we only consider static collaboration topologies, which
assume the neighbors are pre-determined for each party in Algorithm 1. Thus, it does not support
dynamic collaboration networks where parties can leave and join at any time. Nevertheless, IDEA
is extensible to dynamic scenarios with the incorporation of meta-learning so that when each
party faces a new task (i.e., a dynamic network setting), the meta-learning module can learn the
relationship between the new task and historical tasks to generate a collaboration policy for the
party. This however requires an in-depth study. Moreover, though we consider fully decentralized
topologies in IDEA, it can be easily extended to support various DFL architectures. For example, we
can incorporate IDEA into the coordinator-based DFL architecture [7, 56], where a quorum-based
selection of coordinators can implement the MARL collaboration policy modules.

6 EXPERIMENTS

In this section, we detail the experimental setup, baselines, datasets, and experimental evaluations.

6.1 Experimental Setup

6.1.1 Datasets and Models. We utilize five real-world datasets with diversified feature types and
applications in the experimental evaluation, so as to demonstrate the robustness of the IDEA
framework.

o Adult Dataset [41] is drawn from the United States Census Bureau data and uses personal
information to predict whether an individual will earn 50, 000 per year. It is a structured dataset
consisting of 48842 samples with 14 attribute fields in 2 classes.

e Connect-4 Dataset [42] is based on the outcome of Connect-4 games containing unforced
positions after 8 moves and the eventual winner. This dataset is made up of 67557 structured
data samples represented by 42 features in 2 classes. The percentage of the majority class of
the dataset is 75.4%. Therefore, we use this dataset to evaluate IDEA in the unbalanced dataset
setting.

e CIFAR-10 Dataset [24] is one of the most widely used image datasets for classification tasks. It
consists of 60000 samples with 3072 features in 10 classes, including airplanes, cars, birds, etc.

o OrganSMNIST (Organ) Dataset [59] is a medical dataset based on abdominal clinical computed
tomography. In this dataset, we aim to demonstrate the meaningful usage of IDEA in the field
of healthcare analytics. The dataset comprises 25221 samples with 784 numerical features in 11
classes.

e Sensorless Drive Diagnosis (Diag) Dataset [43] is related to process automation systems. The
data is extracted from electric current drive signals, which results in 11 different conditions for
detecting defective equipment. The dataset consists of 58509 samples with 49 numerical features
with 11 classes.

Dataset Partition. We apply two data partition settings for each dataset: 1) IID setting, where
sub-datasets are uniformly distributed from the global dataset for each party. 2) Non-IID setting,
where sub-datasets follow the Dirichlet distribution for each party’s class distribution [63]. Note
that in both partitions, the number of samples for each party is unbalanced and drawn from the
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Log-Normal distribution with variance [2]. We split the sub-dataset of each party in 7:1:2 for
training, validation, and testing, respectively.

Local Models. For Adult, Connect-4, and Diag datasets, we employ the multilayer perceptron
(MLP) based deep neural networks (DNN) as the local model for each party to capture the nonlinear
feature interaction. For CIFAR-10 and OrganSMNIST datasets, we adopt the widely used VGG-19
[49] as the local model for each party.

6.1.2 Data Collaboration Network. We adopt irregular topologies generated by power-law [4],
which are widely used in healthcare analysis [32], traffic forecasting [67], and wireless networks
[46] for decentralized data collaboration. We also use topologies with different sparsity values
[0,0.5,0.75] to evaluate the performance, where the topology is fully connected when the sparsity
value is 0, and the higher the value, the fewer communication links in the network. We vary the
number of parties from 4 to 24. Unless stated otherwise, the number of parties is set to 8 as default.

In terms of hardware heterogeneity, we consider that different parties are equipped with different
computational and communication capacities. In the experiments, the computational and commu-
nication capacities of parties are randomly assigned in the range of [0, 1]. The unit cost of local
model training c;” ain s uniformly distributed in [1e-4, 3e-4] [61], which is the cost of computing
one sample data. The priority metric ¢/ is set to 1 by default, which can be used to adjust the
parameter price in practice.

6.1.3 Baselines. IDEA is designed as an extensible DFL framework to satisfy objective-specific data
collaboration. Accordingly, we evaluate four variants, namely IDEA-AC, IDEA-CPE, IDEA-CME,
and IDEA-ALL. We compare IDEA with four baselines, which are imposed on the same network
configurations for a fair comparison. The baselines and our variants are as follows.

e Solo is a baseline in which each party locally trains its model using the local dataset without
interacting with other parties. It gives the accuracy lower bound without data collaboration.

e D-PSGD [28] is a decentralized parallel stochastic gradient descent algorithm for solving large-
scale machine learning problems where each party randomly communicates with one of its
neighbors at each iteration step.

e CDSGD [20] enables data parallelization as well as decentralized computation in collaborative
deep learning, where each party communicates with all of its neighbors at each iteration step.

o Allreduce [19] is a three-phase all-reduce algorithm for aggregating multiple parties’ model
parameters, where each party can obtain all parties’ model parameters at each iteration step.

e IDEA-AC focuses on improving each party’s training model accuracy. Specifically, we set f; as
1, while 8,, B, and f; are set to 0 in Eqn 10.

e IDEA-CPE focuses on improving the computational efficiency for individual parties. Specifically,
Bs and f; in Eqn 10 are set to 1, while 8, and f. are set to 0.

o IDEA-CME focuses on improving the communication efficiency of individual parties. Con-
sequently, f; and f. in Eqn 10, are set to 1, while 8, and f3; are set to 0.

e IDEA-ALL considers all four aspects, including service revenue, push parameter revenue, pull
parameter cost, and local training cost, aiming to receive a fair reward. Accordingly, we set f,
By, Be and By in Eqn 10 to 1.

For ease of reference for our subsequent discussion on the experimental results, we summarize

the characteristics of the proposed IDEAs and four baselines in Table 1.

6.1.4  Evaluation Metrics. To comprehensively evaluate the performance of the IDEA framework,

we employ the following metrics:

o Best Mean Testing Accuracy (BMTA) is the average of the best accuracy on the testing dataset
among the participating parties.
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Table 1. Characteristics of IDEA vs. four baselines.

Partial Fairness

Methods Collaborative Data Sharing Guarantee

Solo X - -
D-PSGD v v X
CDSGD v v X
Allreduce v X X
IDEA v v v

Table 2. BMTA with standard deviation on all parties.

Settings Solo  D-PSGD CDSGD Allreduce IDEA-AC

Adult-IID 83.5£0.8 85.4+1.2 84.2+0.8 86.7+0.0 86.3+1.3
Adult-N-IID 89.3£7.1 89.7£7.0 89.5%£7.2 89.4+7.2 92.4+5.0
Connect-1ID 84.3+2.3 86.6£2.3 86.4+1.9 89.1x0.0 87.1+1.0
Connect-N-IID | 81.8+10.6 82.9+10.1 83.7+9.8 86.3+8.5 88.5+6.9

CIFAR-IID 66.2£3.2 80.4+3.4 75.8+3.2 85.0+0.0 84.2+1.0
CIFAR-N-IID 74.6+£5.9 81.4+4.2 75.619.4 82.8+3.3 86.5%+3.5
Organ-IID 88.9£2.8 96.7£3.6 94.3+2.8 100.0+0.0 97.8+0.4
Organ-N-1ID 90.2£5.3 93.2#4.6 92.6£3.9 954+2.1 97.1x1.9
Diag-IID 59.6+12.3 71.8+7.3 66.4+4.2 93.0+0.0 90.8+2.4

Diag-N-IID 64.0£14.3 71.4+6.8 70.0+6.4 79.6x6.9 87.5+6.6

o Computational Efficiency (CPE) refers to the average test accuracy improvement achieved by

a method compared to Solo in a given local iteration step. It is defined as CPE = }}; w,

where acc; denotes the best test accuracy of party i achieved by a method; acc; , indicates the
best test accuracy of party i given the Solo algorithm; LT; is the number of local training actions
of party i during the whole training phase.

o Communication Efficiency (CME) refers to the average test accuracy improvement achieved

by a method compared to Solo for one communication round. It can be expressed as CME =
acci—acc’ . .
Y — =22, where acc; and acc}

R, i solo A€ the same as those in CPE, and CR; is the average

number of communication rounds of party i with its neighbors during the whole training phase.

e Execution Time is used to evaluate the average training time per iteration of the methods and
to illustrate the computation overhead of the MARL module.

e Communication Cost is used to measure the volume of data transmitted per iteration and to
evaluate the communication overhead of the MARL module.

e Pulled Frequency is the average number of each party’s parameters being pulled by other

parties over the number of total training iterations.

6.1.5 Implementation Details. We use the SGD optimizer to train the local models with batch size
128, momentum 0.9, and weight decay 1le-4. The learning rate starts from 0.01 and decays with a
factor of 10 when iteration step ¢ is % or % The Q networks are 4-layer MLPs with 64 neurons per
hidden layer and trained with K 10, B 100, y 0.8, and 7 0.5. We implement the models using PyTorch
1.12.0 with CUDA 11.3. For the time and communication cost evaluations, we conduct experiments
on AWS EC2 with up to 24 g4dn.xlarge instances across two regions, where each instance equips 1
NVIDIA T4 GPU, and 4vCPUs with 32G memory. The rest experiments are conducted on a server
with Xeon(R) Silver 4214R CPU @ 2.40GHz (14 cores), 128G memory, 8 GeForce RTX 3090.
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Fig. 3. Comparison of computational and communication efficiency.

6.2 Effectiveness

Baseline comparison w.r.t. BMTA. We first compare IDEA-AC with the baseline methods
regarding the model effectiveness. Table 2 summarizes the experimental results measured by BMTA
with standard deviation on the five datasets under IID and Non-IID settings. We make the following
three key observations.

First, all the decentralized federated learning approaches, i.e. D-PSGD, CDSGD, All-reduce, and
IDEA-AC, achieve noticeably higher BMTA than the Solo approach. It validates the effectiveness
of the collaborative learning framework. Second, IDEA-AC can significantly outperform D-PSGD
and CDSGD baselines in term of mean BMTA of all parties. The reason is that D-PSGD and
CDSGD adopt fixed collaboration policies, which communicate with a random neighbor or with
all neighbors to pull the model parameters for aggregation. This may lead a party to pull useless
or even harmful parameters, degrading its local model accuracy. In contrast, IDEA-AC adaptively
adjusts the collaboration policy, enabling each party to take actions with aim of maximizing the
incentive function related to model accuracy. Note that different parties’ BMTA may vary greatly
w.r.t. their local datasets, leading to a large standard deviation of BMTA and thus accuracy overlaps
among different approaches. We provide an in-depth BTMA comparison of each party in Table 3
later. Third, regarding the comparison to the Allreduce baseline, our observation is two-fold. For one
thing, under the IID setting, Allreduce performs slightly better than IDEA-AC. This is because, as
summarized in Table 1, Allreduce requires perfect data sharing between all parties, i.e., each party
can obtain all of the other parties’ model parameters at each iteration step. Therefore, Allreduce can
maintain a consistent model at each iteration step, which promotes the convergence of Allreduce
by avoiding the jitter caused by model asynchronization. Nevertheless, Allreduce requires more
communication costs per iteration than IDEA-AC, as the party in Allreduce should communicate
with others at each iteration (as will be shown in Section 6.3). For another, under the Non-IID
setting, IDEA-AC is superior to Allreduce. It shows that the global model in Allreduce that averages
all parties’ local models would deviate from the actual optimum of heterogeneous parties.
In-depth comparison w.r.t. BTMA on each party. We further conduct an in-depth comparison
of BMTA on each party as shown in Tables 3 and 4, using Adult and Connect-4 under IID and
Non-IID settings, respectively. From Table 3, we observe that the BMTA is consistent with the
analysis in Table 2, where IDEA-AC outperforms D-PSGD, CDSGD, and Solo for most parties.

Table 3. BMTA of Adult under IID setting.

Party | Solo D-PSGD CDSGD Allreduce IDEA-AC
0 82.81 83.98 83.59 86.72 86.59
1 82.81 85.94 84.38 86.72 87.09
2 82.42 85.16 83.59 86.72 83.43
3 84.77 86.72 83.98 86.72 87.99
4 84.77 86.72 84.38 86.72 87.48
5 83.59 85.94 85.94 86.72 86.48
6 83.59 85.55 84.38 86.72 85.71
7 83.20 83.20 83.20 86.72 85.90
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Also, different parties have different BMTA as these solutions do not maintain a global model for
all parties. Thus, there is a standard deviation w.r.t. the mean BMTA of all parties (see Table 2),
making the mean BMTA overlaps among different approaches. The results of the Non-IID setting
for Connect-4 dataset are shown in Table 4. We can observe that the BMTA of all the parties
improves under decentralized federated learning approaches (i.e., D-PSGD, CDSGD, All-reduce,
and IDEA-AC) compared to Solo. Further, IDEA-AC outperforms the baselines for all the parties.
These observations are consistent with the results in Table 2, demonstrating the effectiveness
of the proposed IDEA framework. Moreover, we find that the parties’ performance in terms of
BMTA varies significantly due to their heterogeneities, and those with worse performance under
Solo achieve larger performance improvements under the IDEA-AC. For example, the three worst
performing parties (i.e., party 4, party 0, and party 7) achieve 10.4%, 10.55%, and 12.22% BMTA
improvements under IDEA-AC, which are significantly higher than those of the remaining parties.
Clearly, the parties with insufficient or low-quality data can greatly improve their local models’
accuracy by data collaboration through IDEA, which may thus encourage more parties to join in
DFL based on the proposed IDEA framework.

6.3 Efficiency

To evaluate the IDEA’s efficiency, we first compare IDEA-CPE and IDEA-CME with the five baselines
w.r.t. CPE and CME, as shown in Figure 3. Note that the greater the value is, the higher efficiency a
method obtains. We observe that IDEA-CPE and IDEA-CME significantly outperform the baselines
with regard to CPE and CME, respectively, on five datasets in both IID and Non-IID settings.
The results demonstrate that the proposed collaboration policy can dynamically adapt to various
scenarios. Specifically, in terms of CPE, since the D-PSGD, CDSGD, and Allreduce approaches
conduct local DFL training in each iteration, their CPEs are proportional to the model accuracy
in Table 2. In contrast, IDEA-CPE achieves comparable or even higher model accuracy without
local DFL training in every iteration, which therefore results in higher CPE. For CME, although
Allreduce’s model accuracy is slightly better than IDEA under the IID setting (see Table 2), it
requires more communication rounds to synchronize the model parameters in each iteration step.
As a consequence, its CME is lower than that of IDEA-CME. As an aside, as summarized in Table 1,
Allreduce requires perfect parameter sharing between all parties, where each party needs to pull
all of the other parties’ model parameters at each iteration step.

We next compare the efficiency w.r.t. the average training time, average communication cost,
and average pulled frequency of IDEA-CME and Allreduce in a distributed cluster on AWS EC2.
We use a fully connected collaboration network with 8 workers under the IID setting. The results
are shown in Figure 4. We can observe from Figure 4(b) that IDEA’s communication cost is much
lower than Allreduce. For example, IDEA’s average communication cost on CIFAR-10 is 521.36MB,
while that of Allreduce is around 1070.91MB. This is because Allreduce requires each party to pull
other parties’ parameters in each iteration, and thus the pulled frequency is 7. In contrast, IDEA’s

Table 4. BMTA of Connect-4 under Non-IID setting.

Party | Solo D-PSGD CDSGD Allreduce IDEA-AC

0 73.2 75.7 75.16 81.48 83.75
1 99.45 100.00 100.00 100.00 100.00
2 79.51 80.12 79.69 84.46 85.77
3 74.16 75.56 77.73 78.91 80.46
4 73.02 75.00 79.09 81.55 85.24
5 80.95 81.73 83.77 87.68 88.53
6 99.67 100.00 100.00 100.00 100.00
7 74.11 75.11 74.33 76.46 84.51
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average pulled frequency on CIFAR-10 is 3.41, greatly reducing the communication cost. Besides,
IDEA is faster than Allreduce on all five datasets (see Figure 4(a)) as each party transmits fewer
model parameters, saving the overall training time.
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Fig. 4. The comparison of IDEA and Allreduce in terms of execution time, communication cost, and pulled
frequency.

6.4 Reward Evaluation

We now evaluate the rewards administered by IDEA-ALL for the parties involved to validate the
fairness of our incentive mechanism.

Comparison of calculated rewards. We further compare IDEA-ALL with the baselines in terms
of the average reward with standard deviation over all parties. We employ the same incentive
function for all the baselines. Figure 5 presents the results on the five datasets. We can observe that
the average reward of IDEA-ALL consistently and significantly outperforms the baselines on all
datasets. For example, IDEA-ALL achieves up to 1.30x, 1.42x, and 1.35x higher rewards compared
to D-PSGD, CDSGD, and Allreduce, respectively. The rationale is that IDEA-ALL’s collaboration
policy is learned to maximize each party’s long-term reward while the baselines adopt fixed policies,
which may not be good choices for parties.

Ablation study. For the two designs presented in Section 4.2 for improving IDEA’s performance,
namely the mean field (MF) representation and the dual neural networks (Dual NN) approximation,
we shall now study their effects on the reward and Q-value estimation. Figure 6 shows the results on
CIFAR-10 under IDEA (using both MF and Dual NN) and three variants: (1) standard Q-function +
Dual NN; (2) MF + Single NN; and (3) standard Q-function + Single NN. We can see from Figure 6(a)
that IDEA converges faster than the standard Q-function + Dual NN variant, demonstrating that
the MF representation can accelerate the convergence process. This is because MF reduces the
action space of the Q-function, and thus the Boltzmann exploration policy will be more efficient.
Furthermore, Figure 6(b) shows that IDEA can mitigate the overestimation issue by comparing it
with the MF + Single NN variant. The rationale is that by introducing a target network, IDEA can
decompose the action selection and evaluation operations into two interactive networks. In this
way, the main network will be more robust by learning from the target network.

6.5 Scalability
We further investigate the scalability of our framework with respect to the number of parties and
the sparsity of the network.

Effects of number of parties. We first evaluate the execution time and communication cost of
the whole iteration and the proposed MARL module w.r.t. |V| € {4, 8, 12, 16, 20, 24} on CIFAR-10.
From Figure 7(a), we can see that the average iteration time increases as the parties need to conduct
more local training iterations and communications to learn an effective model when there are more
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Fig. 6. The ablation study of the incentive mechanism.

parties. Meanwhile, the MARL training time increases since the collaboration policy becomes more
complex given a larger |V|. Similarly, Figure 7(b) compares the average communication costs. We
observe that both costs increase with |V| while the MARL’s cost only occupies a small percentage

of the overall cost. The reason is that the size of actions and states is much smaller compared to the
exchanged DFL model parameters.
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Fig. 7. Effects of the number of parties on execution time and communication cost.

We then vary the number of parties |'V| € {4, 8,16} and evaluate the mean accuracy of all the
parties. As shown in Figure 8(a), the convergence rate slows down when the number of parties
increases, which is consistent with the results in [20]. The reason is that when |V| increases, the
parties need more communication rounds to exchange the model parameters for model averaging
and synchronization. Therefore, the inconsistency of models results in a slight fluctuation of the
performance. Nevertheless, IDEA-ALL is able to scale to more parties within an acceptable number
of iterations.

Effects of network sparsity. We also evaluate IDEA-ALL with varying network sparsity to study
its scalability. Specifically, we conduct experiments with three network sparsity: 0, 0.5, and 0.75.
The larger the value, the more sparse the network. In particular, 0 indicates the fully connected
network. The results of the mean accuracy for all parties are shown in Figure 8(b). We observe that
with the increasing sparsity of the network, the convergence rate speeds up. The rationale is that
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reducing the connectivity level of parties makes the parties’ stochastic interaction matrix sparser.
Thus, it takes fewer iterations to finish the training. Nonetheless, IDEA can easily scale to denser
networks with reasonable overhead.

@

e o
3

A "
" W11 ¥ — sparsity=0 training
B —— sparsity=0.5 training
—— sparsity=0.75 training

4
>
Accuracy
o
3

Accuracy

—— 8 parties training
—— 16 parties training

o
@

4 parties testing
--- 8 parties testing 0.54
—-==- 16 parties testing

sparsity=0 testing
——- sparsity=0.5 testing
—=~ sparsity=0.75 testing

14
IS

o
w

0 25 50 75 100 125 150 175 200 0 25 50 75 100 125 150 175 200
Epoch Epoch

(a) Effect of the number of parties (b) Effect of network sparsity

Fig. 8. Training and test accuracy of IDEA-ALL with respect to the number of parties and network sparsity.

6.6 Effects of Incentive Function

We now compare the four IDEA variants with respect to BMTA, CPE, and CME. The results are
reported in Table 5. We observe that IDEA-AC performs the best in terms of BTMA. This is expected
as IDEA-AC focuses solely on improving the model accuracy while IDEA-CPE, IDEA-CME, and
IDEA-ALL also consider other factors in the incentive function Eqn 10. Similarly, IDEA-CPE and
IDEA-CME perform better than the other variants in terms of CPE and CME, respectively. The
results demonstrate the effectiveness of the incentive function in realising the intended objective
of each party’s collaboration policy as a whole. It further confirms the generality and flexibility of
IDEA, and hence its extensibility for data collaboration across different application domains.

Table 5. IDEA variants Comparison on Connect-4 (Non-IID).

Methods ‘ IDEA-AC IDEA-CPE IDEA-CME IDEA-ALL

BMTA 88.53 87.85 87.79 87.67
CPE 1.203E-2 1.283E-2 1.211E-2 1.198E-2
CME 3.933E-1 3.921E-1 4.029E-1 3.874E-1

6.7 Adversarial Behaviors

Finally, we evaluate IDEA under the adversarial behaviors discussed in Section 6.6, where a malicious
party may use irrational settings, misreport its accuracy, or act as a ‘free rider’ without local training,
to seek arbitrage opportunities. For ease of analysis, we use the fully-connected network topology
with four parties {0, 1, 2, 3}, where party 3 is malicious while other parties are honest.
Irrational settings. Figure 9 shows the reward and pulled frequency of parties w.r.t. different
parameter price settings (Eqn. 6) of party 3. Specifically, we use four settings c{°° € {1, 4,7,10}. The
higher the value, the higher party 3’s parameter price. Note that c§°° = 1 is the baseline, which is
the default value. We observe that the other parties’ rewards and pulled frequencies are relatively
stable when ¢ increases. However, party 3’s reward gradually decreases. The reason is that the
collaboration policy learning modules on honest parties down-weight the action for pulling party
3’s parameters. It can be inferred from Figure 9(b), where party 3’s pulled frequency decreases
greatly. This indicates that IDEA is effective in dealing with irrational parameter price settings.
Misreport accuracy. Figure 10 shows the reward and pulled frequency of parties w.r.t. different
misreported accuracies (Eqn 11) of party 3. Similarly, we consider four settings, where accs c + x%
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Fig. 9. The comparison w.r.t. irrational settings.

denotes that party 3 overstates its accuracy by x% € {0%, 2%, 4%, 8%}. We can see that all parties’
rewards (including that of party 3) only change slightly, and the pulled frequencies are also stable
compared to those with irrational settings. The rationale is that each party will validate the other
parties’ accuracies by calculating the reward in IDEA. Thus, the collaboration policy is slightly
affected even if a malicious party overstates its training accuracies.
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Fig. 11. The comparison without local training.

Without local training. Figure 11 presents the results of the adversarial behavior without local
training. Figure 11(a) shows the baseline of 3-party collaboration without party 3, where the parties’
rewards are 878.24, 927.84, and 883.51, respectively. Figure 11(b) shows the results after party 3
joins, where the rewards of previous parties increase to 894.08, 941.88, and 897.88, respectively.
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This is mainly due to the increasing pull requests from party 3, which can be verified by the pulled
frequency and push parameters revenue in Figure 11(b). Moreover, party 3 also receives a reward
after collaboration because it can obtain service revenue with a more accurate model. Besides, we
find that the former parties’ service revenues slightly decrease, and their local train costs increase.
This is because party 3 is a straggler without local training, which slows down the collaboration
process. Nevertheless, their overall rewards are increased for pushing the parameters to party 3.

7 RELATED WORK

DFL with heterogeneous parties. DFL is receiving increasing attention, where multiple hetero-
geneous parties are connected with irregular topologies. Existing works mainly investigate two
heterogeneities in DFL: (i) data heterogeneity, where the parties hold different sizes of datasets or
different data distributions [16, 25, 37, 45, 47]; and (ii) hardware heterogeneity, where the parties
have different computational or communication capabilities [23, 55, 73]. However, these works only
focus on one type of heterogeneity and consider a fixed collaboration policy, which is insufficient to
handle various real-world scenarios. Moreover, they do not take the incentive for data collaboration
into consideration. In comparison, we consider both data heterogeneity and hardware heterogeneity
and devise an incentive-aware framework for DFL.

Incentive mechanism for data collaboration. In real-world applications, parties may be reluctant
to join a collaborative learning process without reasonable and fair incentives. Therefore, a line of
works has pursued various incentive mechanisms to support data collaboration [51]. Most existing
works are driven by parties’ data contribution [48, 64, 66] and reputation [21, 52] to calculate
reasonable incentives for parties. Moreover, many incentive mechanisms are designed based on
conventional game-theory approaches, such as Stackelberg game [40] and non-cooperative game
[57]. However, these mechanisms only consider the centralized setting, where a centralized server
is responsible for evaluating the incentives. Thus, they are not applicable to DFL. Our proposed
framework does not rely on a centralized server, while allowing individual parties to customize
their incentive models to gain fair rewards during data collaboration. In [34], a set of blockchain
nodes replaces the central server to evaluate each party’s contribution. However, it employs a fixed
collaboration policy for all parties. In contrast, we propose an effective MARL method to learn an
adaptive policy for individual parties in decentralized data collaboration.

8 CONCLUSIONS

In this paper, we have proposed IDEA, an incentive-aware decentralized federated learning frame-
work to facilitate decentralized data collaboration. IDEA allows heterogeneous parties to customize
their incentive functions and learn an objective-specific collaboration policy. We present a multi-
agent reinforcement learning incentive model to enable the parties to maximize their long-term
rewards. We theoretically analyze the fairness and convergence of the proposed framework. To
the best of our knowledge, this is the first work investigating the incentive mechanism for fully
decentralized data collaboration. The experimental results demonstrate that IDEA achieves high
model accuracy and efficiency, outperforming state-of-the-art approaches.
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