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As machine learning (ML) has been widely developed in real-world applications, the privacy of ML models
draws an increasing concern. In this paper, we study how to forget specific data records from ML models to
preserve the privacy of these data. Although some studies propose efficient unlearning algorithms on random
forests and extremely randomized trees, Gradient Boosting Decision Trees (GBDT), which are widely used
in practice, have not been explored. The efficient unlearning of GBDT faces two major challenges: 1) the
training of each tree is deterministic and non-robust; 2) the training of a tree depends on all the previous
trees. To solve the first challenge, we propose a robust GBDT-like ML model DeltaBoost that enables efficient
and accurate deletion according to our theoretical analysis. For the second challenge, we design a training
algorithm for DeltaBoost that minimizes the dependency among trees. Our experiments on five datasets
demonstrate that DeltaBoost can remove data records from the trained model efficiently and effectively. Our
unlearning approach achieves up to two orders of magnitude speedup compared to retraining GBDT. Besides,
DeltaBoost produces competitive performance to existing decision-tree-based ML models.
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1 INTRODUCTION

Recent data management applications usually involve machine learning models trained from the
data. These models, though providing convenient access to the knowledge of the data, introduce
additional privacy concerns. To address these concerns, new laws and regulations have been made
recently in many countries or regions, such as General Data Protection Regulation (GDPR) [25]
and California Consumer Privacy Act (CCPA) [15]. These laws demand that users can request a
company to delete their personal information (a.k.a., “right to be forgotten”). In real applications,
personal information is stored not only in databases but also in machine learning models. Machine
unlearning [8, 12, 27], studying how to make machine learning models forget specific sensitive
data, has become an emerging research topic recently.
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Fig. 1. lllustration of Machine Unlearning

The procedure of machine unlearning can be explained by an example in Fig. 1. Imagine a
shopping website with a backend database that stores users’ shopping records. The recommendation
system of the website uses these records to train a machine learning model to recommend products
as users browse the website. When some users request the website to delete their accounts, the
website’s backend needs to delete all the shopping records related to the users to ensure information
reciprocity, thus generating a delete request on the database. Besides conducting deletion on the
database, the model trained on the original data also contains information about the users. A
trivial approach is to delete the original model and retrain a new machine learning model on the
remained dataset with specific records removed (e.g., 2.b in Fig. 1). Nonetheless, retraining is very
time-consuming, which could be unacceptable, especially when providing real-time services to
the user. Therefore, in many applications, efficient machine unlearning algorithms are desired to
handle deletion requests in low latency (e.g., 2.a in Fig 1).

Gradient boosting decision trees (GBDT) [10] is a popular machine learning model that features
efficiency and explainability. Nevertheless, to the best of our knowledge, no unlearning algorithms
have been developed for GBDT. A general approach [8] supports decision trees, but it suffers an
efficiency issue since the unlearning algorithm is unaware of the tree structure. Some studies
investigate the unlearning algorithms on random forests [7] and extremely randomized trees [27].
Both approaches rely heavily on the random choice of split candidates, which does not apply to
GBDT, which deterministically selects the split value with the maximum gain for better performance.
Moreover, in both approaches, the training and deletion of each tree are independent, which no
longer holds for GBDT, where a tree is affected by all the previous trees. Meanwhile, supposed « is
the number of deletion requests, we observe that GBDT requires about 107« seconds for retraining
on a dataset (msd in Section 6.1) with 500k instances and 90 features, which could be unacceptable
in practice. Hence, an unlearning approach is desired to efficiently delete data records from GBDT.

We find that GBDT has two challenges in data removal due to its deterministic and boosting
properties. First, in GBDT, removing a few instances will change the gain of each possible split
candidate, thus affecting the selected best split value of the current internal node and the training
of the subtree starting from the internal node. Second, unlike random forests, the training of a
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tree depends on all the previous trees in GBDT. When a leaf weight of a tree changes due to data
deletion, the gradients of the corresponding instances changes and all the later trees will be affected.
To enable efficient unlearning without updating the entire model from scratch, a robust GBDT
algorithm is in demand.

To address the first challenge, we propose bin-tree to construct a robust histogram, which ensures
that deleting instances does not generate new split candidates. Then, we theoretically analyze how
removing random instances affects the choice of split points. Our analysis suggests that when only
a small fraction of instances are removed, the split point with the maximum gain shifts in a small
neighborhood. Based on this observation, we store a split neighborhood containing neighboring
split candidates instead of a single split point in each node. After deletion, we re-calculate gains
and re-select the best split candidate in the neighborhood.

We minimize the negative impact by random bagging and quantization to address the second
challenge. 1) Bagging [11] was initially designed to prevent over-fitting and speed up training by
training each tree by a sampled batch instead of the global training set in GBDT. In this study,
we find bagging can also help dilute the effect of changed leaf weights in the later trees. With
random sampling, each instance in a changed leaf node only affects a portion of trees. 2) Gradient
quantization [28] was initially proposed for the model compression of GBDT. In [28], the authors
demonstrate that the quantization of gradient and Hessian into two to four bits hardly affects the
model performance. In our study, we observe that a small change in the original leaf weight hardly
affects the quantized gradient and Hessian. Thus, gradient quantization can be adopted to reduce
the dependency among trees.

The source codes of DeltaBoost have been released in a repository!. Our main contributions are
summarized as follows.

e We theoretically analyze the effect on the best split value by randomly removing instances,
which motivates our robust GBDT design.

e We propose a novel GBDT-like algorithm named DeltaBoost, with new training techniques
including robust training algorithm and efficient data removal algorithms.

e We conduct experiments on five datasets to demonstrate the efficacy and efficiency of Delta-
Boost. The results indicate that DeltaBoost enables efficient and effective data unlearning (at
most 446.8x speedup compared to retraining GBDT) while producing a close performance to
existing tree-based ML algorithms.

The following part of this paper is organized as follows. Section 2 introduces the GBDT model
along with some mathematical theorems. Section 3 describes the reason why GBDT is difficult
to meet for efficient unlearning and corresponding theoretical analysis. Section 4 introduces the
structure of DeltaBoost. Section 5 discusses the learning and unlearning algorithms of DeltaBoost,
as well a proposed metric of unlearning. Section 6 shows the results of experiments, section 7
summarizes the current works related to machine unlearning, and section 8 concludes the work of
this paper. The detailed proofs are included in a technical report [32].

2 PROBLEM FORMULATION AND BACKGROUND

2.1 Problem Formulation

Consider a dataset D = {x;,y;}].; € D contains n instances and labels. Each instance x; =
[xi(l), v xi(m)] contains m features. Suppose a subset Dy of D is requested to be deleted from D.

The corresponding remained dataset is denoted as D, = D \ D;. We aim to design a machine
learning model M € M based on GBDT and its corresponding learning/unlearning algorithms

!https://github.com/Xtra-Computing/DeltaBoost
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Fig. 2. Training process of GBDT

frearns funlearn- Specifically, fiearn : D — M learns a machine learning model from a dataset.
Juntearn : MX D x D — M deletes data from a model to obtain a new model. For simplicity, we
define M = fieqrn (D) as the original model, My = fieqrn(D;) as the remained model (i.e., the model
trained on the remained dataset), My = finiearn(M,D,Dy) as the deleted model (i.e., the model
updated from original model through model unlearning on the deleted dataset). Our goal is to
design an efficient approach for data deletion while M, and M, are approximately the same, i.e.,

Suntearn(fiearn(D), D, Dg) = My = fiearn(D \ Dg) = M,

Deletion algorithms that ensure My = M, are called exact deletion [12], which is usually more
expensive and not always necessary. This study, like other approaches [16, 27, 31], focuses on
approximate deletion formally defined in [16]. This ensures that the probabilistic distribution of My
and M, are similar, i.e., e7* < P(My)/P(M,) < €, where ¢ is a small positive constant value.

2.2 Gradient Boosting Decision Trees

Gradient boosting decision trees (GBDT) [10] is a tree-based machine learning model that minimizes
the objective function by gradient descent based on the residual between the prediction value and
the label. The training process of GBDT is summarized in Fig. 2. In the first iteration, a decision
tree is trained to predict the real labels y. In the second iteration, a decision tree is trained to fit the
residual (y — y;) of the previous model, where y; is the prediction value of the first tree. Formally,
the t-th tree of the GBDT model denoted as M, is trained by minimizing the objective function
defined as Equation 1.

n
L0 =3 1y, 370 + M (x:)) + QM) (1)
i=1
where Q(M;) is the regularization term, =) is the prediction of t — 1 previous trees, [ is the loss
function (e.g., mean square error).

Each tree minimizes the loss by recursively splitting the nodes starting from the root. For each
node to be split, GBDT proposes }12; ¢; split candidates {sfl), ey sgll),sfz), e sc(:f)} (m features
and c; splitting candidates for every feature) that split the instances in the node to two child

nodes. Taking a split candidate 5@

i

on feature a as an example, define I .f; = {xi\xl@ < sl.(a)}
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l.(u) > si(a)} as the instance sets of the left and right child, respectively. Let
(a)

i

and Igigne = {xifx
I = Ijefr U Irighs be the instance set in the node. The gain of s
Equation 2.

is calculated according to

2 2

Po(s\) _! Dieter 9" Qictgn 90 (Zicr g0)*

+
2 ZieILef, hi +A ZieIRigh, hi +4 Zie[ hi +

where g; = 9y (ys, g V) and h; = 62(t71)l(yi, §*~V) are the gradient and Hessian statistics on

@)

the loss function, and A, y are hyperparameters for regularization. The split candidate with the
maximum gain is selected as the split point of this node. Finally, a node stops splitting if the best
gain is negative or reaches the given maximum depth of the tree. The predicted value of all the
instances on leaf node I is calculated by Equation 3.

il Ji 3)
Zie I hi + A

Among many previous studies [10, 17, 21, 30] to find split candidates in each node, the histogram-
based method is widely used. Since the split points found by histogram methods are less affected
after deletion, we focus on histogram methods in DeltaBoost.

The overall training algorithm is shown in Algorithm 1. We first update the gradients and
Hessians of the instances and build a tree with the gradients (lines 14-16). When building a tree,
the gain of each possible split candidate is computed by Equation 2, and the split candidate with
the maximum gain is selected as the split point to split the current instance set (lines 5-7). When
reaching the maximum depth or the node weight is too small, the current node is set to a leaf node,
and the leaf value is computed by Equation 3 (lines 2-4). The prediction value is updated after
building the tree (lines 15-16).

In the inference, the final prediction of x is the summation of the prediction of all trees (assuming
the learning rate is 1) as Equation 4.

Wy = —

T
M(x) = > M (x) @)

2.3 Probabilistic Foundations

This subsection introduces some useful mathematical tools to support our analysis. Since the
analysis is based on some independence assumptions as elaborated in Section 3, we require some
theorems to derive targeting expected values. The expected value and variance of the sum of
independent random variables can be easily calculated by Theorem 2.1 and Theorem 2.2.

THEOREM 2.1. ([24]) Let X3, Xa, ..., Xy, be independent random variables. Then, Var(Z?zl Xi) =
Z?zl Var(Xi).

THEOREM 2.2. ([24]) Let X1, Xa, ..., X, be independent random variables. Then, E [Z;’:l Xl-] =
*OE[X].
i=1 1

To further analyze the expected gain value, we also need an approximation of the ratio of two
random variables.

LEmMA 2.3. ([5]) For random variable X and Y, if Y € [0, o), we have the following approximation

X]_EIX] , , (YarMEIX] _Cov(X.Y)
H‘Em+ ( EYP E[Y]?
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Algorithm 1: Training of GBDT

Data: Data x, labels y, min node weights h,,;,, max depth x of trees
1 function TRAINTREE(x,g,h):

2 if > p,en hi < hmin or current depth > k then

3 ‘ return Leaf with weight wr calculated by Equation 3

4 end

5 dy « calculate gain ¢0(sl.(a)) for each possible split candidate sl.(a) by Equation 2;
6 s* « split point with max gain in all split candidates S;

7 (x5, 81, hy), (xr, gr, hy) — split x, g, h at s¥;

8 T; < TRAINTREE(X), g1, h;), T, < TRAINTREE(X,, g, h;) ;

9 return node split at s* and subtrees T}, T, ;

10 function TRAINGBDT(X, y):
11 My < 0, L(® «— Equation 1 with y ;

12 for t « 1 to tyyax do

13 g h; « calculated from L) ;

14 T; < TRAINTREE(Xy, 81, hy) 5

15 M; — My U{T;}

16 L) « update loss function with M; and y (Equation 1);
17 end

18 return M; __ ;

Lemma 2.3 is approximated by the first-order Taylor series of the expected value. Our empirical
results indicate that it is sufficiently accurate for estimating the expected gain value.

3 OBSERVATION AND MOTIVATION

In this section, we illustrate why GBDT is challenging for efficient machine unlearning, followed by
a theoretical analysis that directs our amendment towards robust GBDT. To simplify the theoretical
analysis, we have made the following three assumptions. Note that our proposed algorithm design
does not rely on these assumptions, as we will discuss in Section 4.

o Selecting the records to delete is approximated as a sampling with replacement. This approxima-
tion hardly affects expected values as well as our conclusions if the proportion of deletions is
small (typically < 10% suffices [18] in many applications). For a large amount of deletions
(which is not the focus of this paper), retraining could be a more suitable solution.

o The feature values are independent across records. We regard these data as values instead of
random variables like existing approaches [7, 27].

e The deletion requests are independent. Although there may be some correlated deletions in
practice, we believe this assumption is still reasonable for applications with large amount of
training data.

3.1 Observation

GBDT is challenging for unlearning. Considering a single decision tree, if the removed instances
affect the selected split point of an internal node, the data distribution of its child nodes might be
fundamentally changed, especially when the split point is selected on a new feature. Even if the new
split point after removal is only changed by a small value on the same feature, such slight changes
accumulate as the depth increases, resulting in significantly different leaf nodes. Considering the
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boosting process, the change of each decision tree after removal also accumulates during the
boosting. These challenges imply that GBDT is not robust to data removal, which motivates our
design of a robust GBDT variant.

Removing a small fraction of instances hardly affects the choice of the split point for the best gain.
When the number of removed instances ny; < n, we theoretically prove that, for most datasets,
the split point with the maximum gain only shifts in its neighborhood under a small fraction of
random deletion. Although there may be some correlated deletions in practice, we believe this
assumption is still reasonable for applications with large amount of training data.

We formally summarize the process of random deletion as follows. For any feature a, suppose

ng feature values are randomly selected from {xi(a)}?:1 for deletion. Suppose there are m split

1(a), s£:+)1. The original instances can be categorized into m index sets Bia), B,(,f),
which satisfy that Vi € B;“), s](.“) < xi(“) < sj(ﬁ Meanwhile, the deleted instances can also be

candidates s

i
mentioning that for a trained model, the distribution of B is determined. However, for a series of
random sample deletions, the distribution of d is random. These index sets are called bins. These
bins, as well as the sum of gradients in bins, are called a histogram. Since the analysis in this section

categorized into m sets dia), d,(,f) which satisfy that Vi € d;a),sj(.a) < x@ < s](ﬂ It is worth

is based on a single feature a, for simplicity, we denote Bj(.“) and d](.“) as B; and dj, respectively.
After the removal, the gain of split value sy is calculated by

(25;11 Yien, 9i — X551 Tiea, 9:’)2
52 Sien, hi = 55 Sica, b+ 3
(S0 Sien, 05— 0 Siea, 1)
ST Yies; i — Xy Yiea, hi+ A
(G = 21 Died, 91’)2
H- 2;”:;( Ziedj hi+ A

where G = 371, Yicp, giand H = YL, ¥, hi. With this definition, our finding can be formulated
as Theorem 3.1. The assumptions in Theorem 3.1 are widely held in the empirical studies in
Section 3.3.

</51(d1,--~, dm;Sk) =

®)

THEOREM 3.1. Suppose 1 <« 21;2—11 Ziij hi, 1 <« Z;”:kfl Ziij hi, and ng < n. For Vsi(k €
[1,m]),
arg max $1(dy, .oy dms s) = arg max ¢o(sk)

2 2
arcj+aicy

if {ng < n, where{ = (ORI

— k-1 2 _ k-1 _ k-1

ar = Lj=1 Ziij 9> b= Zj:l Ziij 9i» €1 = Zj:l Ziij hi
_ 2 _ _

ar = Z;n:k Ziij gi> b, = Z;n:k Zis—:Bj 9i> Cr = Z;n:k Ziij h;

In the following, we briefly present the theoretical analysis for Theorem 3.1. The detailed proof
of Theorem 3.1, the approximation error analysis, and other supporting analyses are included in
the technical report [32].
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3.2 Theoretical Analysis

Overview. We gives an outline of the proof of Theorem 3.1 in this subsection. Since the gain
¢1(d1, ..., dm; s) is composed of (a) the sum of random variables, and (b) the sum of squared random
variables. We first calculate the expected values of (a) and (b) by studying a sub-problem “sum
of values in a single bin”. Then, with these results, we estimate the expected value of the gain by
first-order Taylor series (Lemma 2.3). Under the given assumptions in Theorem 3.1, the gradient of
this expected value w.r.t. the remove ratio can be proved to be a constant that is proportional to the
gain value. Therefore, we derive that the best split candidate with the max gain value is expected
to remain unchanged. The notations used in the analysis is summarized in Table 1.

Table 1. Mathematical notations

Symbol Meaning
n number of instances
nyg number of instances to be deleted
Si value of ith split candidate
B; index set of original instances in the j*h bin
d; index set of deleted instances in the j‘# bin
gi, hi gradient and Hessian of i*h instance in GBDT
A coefficient of L2 parametrization in the regular term
v; feature value of i*" instance
$o(sk) gain of split value before removal at split point si
é1(s) gain of split value after removal at split points

We first study the following problem, which is helpful for calculating the expected value of gain.

Sum of deleted values in a single bin: Given a list of values {v;};cp, in bin B, if we randomly
choose ny values from the list with replacement, we need to calculate the distribution of the sum of
the chosen values that fall into the j-th bin, i.e., 2j;c4; v;. (Note that 0; may refer to either gradient
g; or Hessian h; in GBDT.)

E [Z ied; vi] can be derived according to the linearity of expected values according to Lemma 3.2.

LEmMMA 3.2. ForVS C [1,m] UN, we have

MEE I
jeSi

JE€S ied; €B;

2
Besides the expected value, we can calculate the second raw moment szz'edj v, ie, E [(Ziedj v,-) ] ,

which is very helpful for estimating the expected value of ¢;(dj, ..., dm; Sk)-
2
LEmMmA 3.3. VS C [1,m]UN, E [(Zjes Died vl-) } =

n?—ng 2
an 2jes Ziij U? + - (ZjeS ZiEBj Ui)

Note that v; can be replaced by either g; or h;. With Lemma 3.2 and Lemma 3.3, we can estimate
the expected value of gain according to Theorem 3.4.
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THEOREM 3.4. The expected value of the gain after removal on split value sy can be estimated by

(n-ng)*-nq 2
bl

(n—ng)*-ng 2
n — by

ang + -

arng +

Elg1(dy, ... djssi)] =

+
(n—=ng)c; +nA (n—=ng)e, +nl
(a1 +a,)ng + —("_"dn)z_"d (br +by)?

(n—ng)(c;+c¢,) +ni

(6)

5

where
k-1 k-1 k-1
a = Zj:l Ziij 9,2: by = Zj:l Ziij 9i» €1 = Zj:l Ziij hi
- 2 — -
ar = Z;n:k Ziij gi» br = Z;n:k Ziij 9i» Cr = Z;n:k Ziij hi

The remainder of this approximation is formally stated and proved in the technical report [32].
With Theorem 3.4, we can further investigate how random removal affects the gain by estimating
the expected value. Theorem 3.5 demonstrates that, when ng; < n, as ng increases, the gain of each
split candidate changes at an almost constant rate determined by histogram.

THEOREM 3.5. Suppose A < 2’;;11 e, hi, 4 < Z;f‘:k_l e, hi, and ng < n. For Vse(k €

[1,m]),

E[¢1(d1, ... djs si)]
! ; / ~ a(sk, {gitiey {hitizy)-
ng

where a is unrelated to ng, which is determined by the histogram and sy.

Then, our main observation (Theorem 3.1) can be naturally proved according to the constant
gradient.

3.3 Empirical Validation

Expected Values of ¢;. To demonstrate the accuracy of Equation 6 in estimating the expected value
of gain after removal, we perform deletion 1000 times and compute the mean of ¢;(dj, ..., d;; s)
to obtain a ground-truth expected value. This ground-truth expected value is compared with the
expected value calculated by Equation 6. The results are presented in Fig. 3. We observe that the
“calculated” curve is overlapped with the “approximated” curve, indicating that our estimation is
almost identical to the ground truth in all the split candidates.

Values of {ng/n. An important assumption in Theorem 3.1 is that {ng/n is sufficiently small. For
the five datasets in our experiments (see Section 6.1 for details), supposed ny/n = 1%, we evaluate
the value of {ng/n for each split candidate in the histogram. The mean and standard deviation of
{ng/n on the root node’s split feature is presented in Table 2. We observe that {ng/n is very small
(< 0.01) in most datasets. This result empirically illustrates that this assumption widely holds in
real-world data.

Values of A. A is a regularization hyperparameter in GBDT which can usually be set to zero with
negligible performance loss [28]. Since Theorem 3.1 requires a sufficiently small A, we set A = 0 in
all the experiments.

Table 2. Values of {ng/n in real datasets

Dataset codrna covtype gisette cadata msd

I{ng/n 0.0005 0.2850  0.0021 0.0011 0.2359
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Fig. 3. Expected value of gain ¢; on four features of the cadata dataset. “Calculated” means estimated by
Equation 6; “Approximated” means approximated by the average of 1000 times deletion

Approximation Error. The error of this estimation is hard to be theoretically derived since the
approximation involves argmin and derivative. Nonetheless, we can empirically validate this
conclusion by comparing the curve of ¢y and ¢y — @1, the result of which is displayed in Fig. 4. From
the figure, we clearly observe that the shifted gain (delta-gain in the figure) is almost proportional
to the original gain. Therefore, the max value of gain remains almost unchanged in both cases,
which empirically demonstrates the correctness of our conclusion.
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Fig. 4. Validation of Theorem 3.1 on cadata (column 1) and covtype (column 2). The first row is ¢o and ¢1; the
second row is ¢g — ¢1.
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4 MODEL STRUCTURE OF DELTABOOST

In this section, we introduce the structure of DeltaBoost. First, an overview of DeltaBoost is provided.
Then, we introduce the main data structures and techniques in DeltaBoost, including balanced
robust histogram (Section 4.1), split neighborhood (Section 4.2), robust feature selection (Section 4.3),
and robust boosting (Section 4.4). Although we make three assumptions in theoretical analysis, our
algorithm design does not have those assumptions. For example, we assume independent deletions
in theoretical analysis, but our algorithm can support batch deletions.

Overview. We design DeltaBoost following the steps of training in GBDT. First, we construct a
robust and balanced histogram from the data, which requires only slight adjustments to generate
the retrained histogram after the deletion. Second, based on our analysis in Section 3, we design
a robust data structure, namely split neighborhood, to select the best split candidate from the
histogram in each feature. The split neighborhood ensures deleting a small number of instances
hardly affects the tree structure. Third, we propose a robust approach to select the split feature that
is less affected by deletion and produces good model accuracy.

4.1 Balanced Robust Histogram

The vanilla GBDT constructs a histogram on evenly distributed split candidates, i.e., the number of
instances between neighboring split candidates is the same. However, this construction process is
non-robust because a single record removal can affect at most all the split candidates (when deleting
the first record). The opposite extreme case is to create a histogram by evenly dividing the range of
feature values without considering data distribution, denoted as feature-based. Nonetheless, the
histogram constructed by this approach is very imbalanced, causing a severe performance loss.
Hence, we propose a robust histogram with relatively balanced data instances in this subsection.

Bin-Tree. For the convenience of updating after removal, we designed a tree-structured robust
histogram, named Bin Tree as displayed in Fig. 5a and Fig. 5b. We split the instances recursively,
and each node refers to a bin that covers a range of feature values. Specifically, a node contains five
parameters: 1) lower: lower bound of feature values; 2) upper: upper bound of feature values; 3)
left: pointer to the left child; 4) right: pointer to the right child; 5) #ins: number of instances in the

range. After a bin-tree is built, the bins represented by all the leaf nodes form a dense partition of
[ (@) ()

X min> Xmax)-

r\n)(/'; formally summarize bin-trees building in Algorithm 2. Repeatedly, we find the bin B with
max #ins (line 13) and split B at the mean of the feature range (lines 10-11). Meanwhile, we need
to carefully handle cases where many instances have the same feature value by not splitting any
bin with intervals more narrow than € (line 13). If some instances are removed, a bin-tree can be
updated in parallel (Algorithm 3) with the deleted feature values.

The bin-tree has three useful features. First, bin-tree guarantees that data deletion does not
generate any new split candidates (Lemma 4.1). Moreover, after an efficient update in Algorithm 3,
the updated bin-tree is exactly the same as the re-built bin-tree on the remained feature values
(Theorem 4.2). Second, the update process (Algorithm 3) is efficient. Specifically, BuiLDHISTOGRAM
takes O(nk) time and O(n«) space; REMOVEFROMTREE (Algorithm 3) takes O(ngx) time and O(1)
additional space, where « is the depth of bin-tree. Third, as demonstrated in Fig. 6 generated from
real data, DeltaBoost constructs a histogram containing bins with similar sizes to the bins of the
GBDT histogram. In summary, the robust histogram ensures the consistency of split points, which
makes a robust decision tree possible.

LEMMA 4.1. Suppose H = BuiLpHistocram(x'?, t) and H, = BuiLpHisTocrAm(x@ \x;“) ). If
two nodes with the same lower and upper bounds are considered equal, it holds H, C H.
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Proor. We prove this lemma by induction. 1) For a fixed feature range (xr(:i)n, x,(n“,;x), the root

node of H and H, are equal, thus H, C H. 2) Suppose H, C T holds for all the parents of a node
B, € H,. There must exist anode B € H s.t. B equals to B,. If B, is splittable (|B,| > t and B,.upper —
B,.lower > ¢€), B must also be splittable because |B| > |B,| > t and B.upper = B,.upper, B.lower =
B,.lower. Meanwhile, the split point (B.upper — B.lower)/2 = (B,.upper — B,.lower) /2. Hence,
the left and right child of B and B, are equal, thus H, C H.If B, is not splittable, the “child nodes”
of B, satisfy H, C H because O C H. Therefore, H, C H is proved by induction. ]

THEOREM 4.2. REMOVEFROMTREE(H, x{(ia), t) = H,.

Proor. According to Lemma 4.1, H, C H. There is a sub-tree H' in H s.t. H equals H, but has
different numbers of instances in each node. After REMOVEFROMTREE, the number of instances in
H’ and H, also become the same. Finally, since the number of instances in all the leaf nodes of H,
is smaller than ¢, the sub-trees of corresponding equal nodes in H’ will be pruned. Therefore, after
the pruning, H = H' = H,.. O

#instances = 3150

[0,20)

#instances = 800

[0,5)

#instances = 2350

[5,20)

#instances = 1600

#instances = 750

[5,10) [10,20)
#instances = 700 #instances = 900
[5,8) 8,10)
(a) Structure of bin tree
#instances
#=800 | #=700 | #=900 | #=750
[0,5) | [5,8) | [8,10) |[10,20)
0 5 8 10 20

feature value

(b) Histogram distribution of bin tree

Fig. 5. Structure of Robust Balanced Histogram
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Fig. 6. Distribution of bin sizes in first feature of codrna

Algorithm 2: Build bin-tree

1
2
3
4
5
6

7

8

9
10
11
12
13
14
15
16

Data: Feature values x(@) = {xl(a), x,(la)} of feature a and the range of feature values
(x,(nal.)n, x,(,fa)x), max bin size t, threshold e
/* A bin contains {lower, upper, left, right, #ins}, |B| means the number
of x(® @

function SpLITBIN(B,m):

B; < {B.lower,m, 0,0, #ins, };
B, « {m, B.upper, 0, 0, #ins, };
B «— {B.lower, B.upper, B, B,, #ins} ; // Update child nodes

return By, B,;

s.t. B.lower < x;” < Bupper */

function BurLpHISTOGRAM(X'¥ t € ):
Split Bin B « {x,(nai)n, x,(,fa)x, 0,0};
Tree H <« {B};
while |B| > t do
m <« (B.upper — B.lower) /2 ; // Get mean feature value
By, B, < SpLITBIN(B, m);
H «— H+{B, B, };
B« argmaxBi{|Bil|B.left = 0, B.right = 0, B.upper — B.lower > €};
end
prune empty bins in H;

return H;
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Algorithm 3: Remove instances from bin-tree

Data: Feature values to be deleted xsa) = {xfa) e x,ia)} in feature a, bin-tree H, threshold ¢

1 function REMOVEFROMTREE(H ,x;“), t):

2 for xl.(a) € Xt(ia) do // in parallel
3 B <« root node of H;
4 while B # 0 do
5 B.size < B.size — 1;
6 Split value s < B.left.upper ; // or B.right.lower
7 if xl.(a) < s then
8 ‘ B < B.left;
9 else
10 ‘ B « B.right;
11 end
12 end
13 end
14 Prune all the bins B that B.size < t by depth-first search;

4.2 Split Neighborhood

For each feature, the split value with the best gain might be slightly changed after deletion according
to Theorem 3.1. To reduce such effects on the tree structure, we denote a group of neighboring
split candidates in the same feature as a split neighborhood. The structure of split neighborhood is
displayed in Fig. 7. During the tree construction, we evaluate and compare overall scores of split
neighborhoods instead of gains of single split candidates. Formally, consider a split neighborhood
S](.a) = [sj(.a), SJ(ZI)c] consisting of k + 1 split candidates on feature a. The overall score is calculated
by averaging gains of split candidates in the neighborhood as Equation 7. Each node selects the
split neighborhood with the max overall score; the split candidate in this split neighborhood with
the max gain value is selected as the split point.

Jjt+k
B = s 296! ™
i=j

split neigthor of size k
I I

Si  Sit1 Sitk—1 Sitk
Left Bl Bi+1 N BiJrk,l Right
Gradient  gieft 9i  gi+1 .-+ Gitk—1  Gright
Hessian hleft hz hi+1 N hi+k71 hright
Instance Set L Ly ... Lk

Fig. 7. Structure of split neighborhood

Besides the split values, we also store the sum of gradients and Hessians in k bins as well as that
in left and right child nodes. In addition, the instances indices in the k bins are also stored in the
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neighborhood to speed up deletion. This information enables instant updates of gain values in the
split neighborhood.

4.3 Robust Feature Selection

Different features might have similar distributions, thus proposing split candidates with similar
gains. If we always select the split candidate with the best gain as the split point, the feature split
point can be easily changed after deleting a few instances. Therefore, we propose a robust approach
to select the split feature as shown in Fig. 8.

A(S\
9.0

8.0

4.0

3.0

feature a
age wage sex name

\Aandom Select
{age, wage} :> wage (split feature)

Fig. 8. Procedure of feature selection

Intuitively, we aim to find a “gap” between good and bad features. Formally, after proposing
the best split neighborhood in each feature, we sort the proposed score ¢(S](.a)) of each feature in
descending order. Then, starting from the feature with the max score, we search for a feature a s.t.
¢(SJ(.a)) - qS(SJ(.aH) ) > &, where § is a hyperparameter measuring the gap size. Finally, from all the

features has no smaller scores than g, i.e., {qS(S}i))}?:l, we randomly select a split neighborhood

for this node.

4.4 Robust Boosting

We adopt two techniques to reduce tree dependency: bagging and gradient quantization. Both
techniques are studied [11, 28] for the efficiency of GBDT training but receive less attention in
model unlearning. In DeltaBoost, we find these techniques can improve the robustness of boosting.

Bagging. The global dataset X = {x;} , is divided into ¢ disjoint datasets {Xj, ..., X¢} by instance
such that X = X; U ... U X. In iteration ¢, the tree T; is trained by X; and the corresponding labels
y: instead of the global dataset. In the inference, all the trees are used for prediction.

Gradient Quantization. DeltaBoost adopts random quantization proposed in [28]. The random
quantization function g(x) is formally stated as follows.

®)

) Ixl, o wep. x—|x]
900 = {l_x], w.p. [x]-x
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This function provides good performance mainly because E[g(x)] = x. Let §; and J;, be the
quantized interval length of gradients and Hessians, respectively. Each tree is trained with quantized
gradients g; = q(g;/dy) - &g, hi = q(hi/dp) - O instead of g;, h;.

5 ALGORITHM AND METRIC

In this section, we introduce the training and unlearning algorithms of DeltaBoost and the metric
of unlearning. We design a robust boosting algorithm to train multiple trees with bagging and
random quantization. The training and unlearning algorithm are summarized in Algorithm 4 and
Algorithm 5, and a metric used to quantify the effect of unlearning described in Section 5.3.

5.1 Training

The training process is summarized in Algorithm 4. In each tree, we recursively split nodes from
the root node until the sum of Hessians in a node is lower than h,,;, (lines 2-4). When splitting each
node, a balanced robust histogram H is constructed according to Section 4.1 (line 5). Then, the score
of each candidate split neighborhood in H is calculated according to Equation 7 and Equation 2 (line
6). Each feature proposes a split neighborhood with the max score (line 7). From these proposed
split neighborhoods, the best split neighborhood S* is selected according to Section 4.3 (line 8).
Finally, this node is split with the best split candidate in S* (lines 9-10).

The boosting process largely follows GBDT. The only difference is that DeltaBoost performs
bagging (line 17) and gradient quantization (line 18) according to Section 4.4 before building a new
tree.

5.2 Unlearning

The process of unlearning is summarized in Algorithm 5. For each tree, we update the gradients and
Hessians of each node in parallel with the removed gradients (lines 2-6). The existence of removed
instances in each node can either be stored during the training or calculated by inference with x4
during the deletion. After the update, the best split candidate for some split neighborhoods might
change. Each change causes the instances between the previous and current split point to shift
from left child to right child (or from right to left). Therefore, we merge these shifted gradients
and Hessians from previous layers (lines 10-12) before updating the best split candidate (line 13)
and propagating the shifted gradients to the deeper layers (lines 14-17). This approach ensures
exact deletion if the split candidates of all the retrained new nodes are still within the original split
neighborhood.

5.3 Metric for Unlearning

In this subsection, we propose a metric to compare My and M,. The most direct approach is to
compare the model parameters of My and M,. Although this approach is adopted in some neural-
network models [20, 31], it is infeasible for tree-based models since trees may differ in not only
parameter values but also structures. Therefore, the evaluation of the existing studies [7, 27] of
tree-based models usually rely on the comparison between the accuracy of My and M. Specifically,
these studies assume M, and M, with the same accuracy on D,, Dy, and a test dataset Dy, are
the same model, leading to a clean deletion. Nonetheless, the same accuracy does not imply the
same prediction for every instance because 1) raw predicted scores are rounded before comparing,
2) predictions of all instances are averaged before comparing. Considering the two factors of
information loss, we propose a more sensitive metric to compare My and M.

Since many tree-based models are trained in probabilistic algorithms (e.g., random forest), we
consider the learned model and the model outputs as random variables. Our metric calculates the
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Algorithm 4: Training of DeltaBoost

Data: Data x, labels y, threshold ¢, €, min node weights h,,;,, max depth x of trees
1 function TRAINTREE(x,g,h):

2 if > p,en hi < hmin or current depth > k then

3 ‘ return Leaf with weight wr calculated by Equation 3;
4 end

5 H BUILDHISTOGRAM(X(a), t, €) for each feature a ;

6 ®y « calculate gain gbO(Sl.(a)) for each split neighborhood Sl.(a) € H with g, h by
Equation 7 and Equation 2 ;

7| AWy, — {max; o(S))m

a=1 a=1">

8 S*, ¢y < propose the split neighborhood from {(j)éa)*}z":l according to Section 4.3 ;
9 s* « split point with max gain in §* ;

10 (%1, g1, hy), (xr, gr, hy) < split x, g, h at s* ;

11 T; < TRAINTREE(X), g1, h;), T, < TRAINTREE(X,, g, h;) ;

12 return node split at s* and subtrees 7}, T, ;

13 function TRAINBOOST(X, y):
14 My < 0, L(® « Equation 1 with y ;

15 for t « 1 to tyy do

16 g h; « calculated from L@ .

17 X, 85, h} < randomly sampled from x, g;, h; ;

18 g }~1; « randomly quantized g}, h; by Equation 8 ;

19 T; < TRAINTREE(X;, &), ﬁ;) ;

20 My — M;_1 U{T;}

21 L") « update loss function with M; and y (Equation 1);
22 end

23 return M;,__ ;

instance-level squared Hellinger distance [19] on the raw predicted scores of M;(D) and M, (D)
and scales it with the squared Euclidean distances between their expected values. Finally, these
per-instance scores are averaged. Formally, the difference between My and M, on dataset D is
evaluated by Equation 9.

H*(M,, My; D) =

mﬁ/memmmmm ©)

We denote H?(M,, My; D) as the forgetfulness ¥ (M, D) of model M on dataset D. For f,njeqrn that
performs exact unlearning, it holds H?(M,, My; D) = 0. For f,pieqrn that does nothing, it holds
H%*(M,, My;D) = H*(M,, M; D). Smaller forgetfulness indicates cleaner deletion. This metric is
much more sensitive than accuracy for eliminating both factors of information loss, which has also
been demonstrated in our experiments.

Estimation of Hellinger distance. We estimate the Hellinger distance between the two models
by sampling. Specifically, on the same arbitrary dataset D, both models M, and M, are trained
for v times with different random seeds. Then, each instance has v predictions as a sampling
from the prediction’s probabilistic density distribution (PDF). Finally, we estimate the integral of
Equation 9 by quadrature. Specifically, let the range of the output of M, (x; D) and M;(x; D) be
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Algorithm 5: Unlearning from DeltaBoost

Data: Data to be unlearned x4, yq4, original model M, number of trees t,,,x € M, quantized
gradients g, h= {g(f ) h(®) };’;’;‘x in each tree T;, threshold t, €, min node weights A,

1 function UNLEARNTREE(()T, X4, g h, g4, hyg):
/* Remove instances from nodes */

2 for node N; € T in parallel do

3 for g;, h; € {g4,hyq} in parallel do

4 Update gradients of N; with g;, h; s.t. x; € Nj ;
5 end

6 end

/* Recalculate the split point in split neighborhoods */
7 | g'[Ni] « 0,W[N;] < 0 foreachN; eT;
8 for d « 1 to Depth(T) do

9 for node N; € all nodes in depth d in parallel do
10 for g}, h} € {g'[N;],h'[N;]} in parallel do
11 ‘ Update gradients in n;;
12 end
13 s’ « update split point in N ;
14 Nj, N, « left and right node of Nj;
15 g;, h; « gradients between s* and s* ;
16 g — —gh — I
17 g [Ni] < g'[Nj]Ug,.g[N:] —g'[N;]Ug:
18 end
19 end
20 return T;

21 function UNLEARNBOOST(M, x4, &, fl, g4, fld ):
22 for tree T; € M in parallel do

23 g, h®), g;”, }le) « get used gradients in T; from g, h, g4, hy:
24 T, « UNLEARNFROMTREE(T, X4, g’,}l’, g;, ﬁ:j) ;

25 end

26 return M

[0min, Omax . Dividing the range of outputs into § small intervals p, ..., pg of width y, supposed 7/
is the frequency of M, (x; D) falling into interval p;, r;’l is the frequency of M;(x; D) falling into
interval p;, the Hellinger distance is estimated by Equation 10.

Omax — Omin a rd
L1 — — 5 ; ] 7]

H*(M,, Mg;D) ~ (10)

1

6 EXPERIMENT
6.1 Experimental Settings

Datasets. The experiments adopt five datasets, including three binary classification datasets and
two regression datasets. The details of these datasets are summarized in Table 3. For cadata and
covtype with no public test set provided, we randomly select 20% instances as the test set.
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Metrics. In the evaluation of unlearning, we present the results of two metrics: 1) forgetfulness
proposed in Section 5.3 as well as the Hellinger distance between M and M for reference; 2) error
of M, M,, and Mj. For classification tasks, the error is defined as 1—Accuracy; for regression tasks,
the error is defined as the root mean square error (RMSE). In the evaluation of performance, we
present the error on each dataset. In the evaluation of efficiency, we present the running time in
seconds.

Hardware and Implementation. Experiments are run on an Intel(R) Xeon(R) Gold 6248R CPU @
3.00GHz with 380GB of RAM. DeltaBoost is implemented based on ThunderGBM [30] with C++ 17
and compiled by g++ 10.3 with -O3 optimization.

Baselines. In evaluating unlearning, since no studies of unlearning GBDT have been proposed,
we compare a single tree of DeltaBoost with a single tree of HedgeCut [27], and DaRE [7]. Both
HedgeCut and DaRE are not evaluated on cadata and msd since they do not support regression tasks.
We evaluate performance by comparing DeltaBoost with existing tree-based models, including
ThunderGBM-CPU [22], XGBoost [10], sklearn decision tree, and sklearn random forest. In the
evaluation efficiency, the training time and deletion time of DeltaBoost is compared with the
retraining time of XGBoost, sklearn GBDT, and ThunderGBM-CPU.

Hyperparameters. In all the experiments, we choose the max depth of each tree in {5,7}. The
learning rate of DeltaBoost is selected from {0.3, 1}. The regularization parameter A is set to zero.
The number of quantized intervals is selected from {8, 16,32}. We set t,qx = 10,& = 2 for the
training of DeltaBoost. In the estimation of forgetfulness, we set § = 50, v = 100.

Table 3. Basic information of datasets (“bin-cls” means binary classification; “reg” means regression.)

Dataset Task #instances % of train #attributes Ref

codrna  bin-cls 331,152 17.98% 8 [2]
covtype bin-cls 581,012 80.00% 54 (3]
gisette  bin-cls 7,000 85.71% 5,000 [4]

cadata reg 20,640 80.00% 8 [1]

msd reg 515,345 89.98% 90 [6]

6.2 Unlearning

In this subsection, we evaluate how clean samples are unlearned in DeltaBoost. In the first part, we
compare the forgetfulness of single-tree DeltaBoost with single-tree DaRE and HedgeCut. In the
second part, we present the forgetfulness of DeltaBoost with multiple trees.

A Single Tree. The test error of each approach on M, My, and M,, is presented in Table 4. The
forgetfulness of each approach is presented in Table 5. From the two tables, we observe that
DeltaBoost has forgotten the deleted instances more cleanly than HedgeCut and DRAT in a single
tree. In Table 4, for DeltaBoost, the error of the deleted model My is closer to the error of the
removed model M, than the error of the original model M, which implies that M, is more similar
to M, than M. This observation is further validated by our proposed metric in Table 5. The squared
Hellinger distances between M, and M, are reduced below 0.01 by DeltaBoost in all the datasets
despite the large distance between M and M,. Nonetheless, similar performance is not observed
from baselines. Although DaRE theoretically guarantees exact deletion, its large amount of noise
causes large variance in forgetfulness and significantly harms accuracy as shown in Table 4. For
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HedgeCut, the performance of M, is more similar to M than M, in Table 4 and both distances
H?(My, M; Dyest), H(My, Mg; Dyesy) are very small in Table 5. This indicates that HedgeCut tends
to preserve the same tree structure in the retraining instead of developing an effective deleting

algorithm. Despite its strong privacy guarantee, such an excessively robust structure harms the
model’s accuracy.

Table 4. The test error on M, My, and M, (single tree)

Error on Dy

Dataset Model Remove 0.1% Remove 1%
DaRE HedgeCut DeltaBoost DaRE HedgeCut DeltaBoost
M 0.1703+£0.0576  0.0908+0.0041 0.0874£0.0002 0.1703+£0.0576  0.0931+0.0050 0.0873+0.0005
codrna My 0.1685+0.0545 0.0908+0.0041 0.0874+0.0002 0.1827%+0.0642 0.0935+£0.0050 0.0873+0.0005
M, 0.1755+0.0575 0.0902+0.0047 0.0873+£0.0002 0.1784+0.0634 0.0910+0.0046 0.0872+0.0007
M 0.2870+0.0463 0.1680+0.0035 0.2611+£0.0001 0.2870+0.0463 0.1694+0.0043 0.2610+0.0001
covtype My 0.2874+0.0466 0.1681+0.0035 0.2611£0.0001 0.2884+0.0465 0.1698+0.0043 0.2611+0.0001
M, 0.2866+0.0465 0.1677£0.0039 0.2611+0.0001 0.2862+0.0480 0.1684%0.0041 0.2611+0.0001
M 0.1055+£0.0135 0.3518+0.0214 0.0736+0.0017 0.1055+0.0135 0.3732%0.0245 0.0788+0.0040
gisette My 0.1053+0.0134 0.3520+0.0215 0.0736+0.0017 0.1052+0.0139 0.3735+0.0245 0.0788+0.0040
M, 0.1064+0.0144 0.3531+0.0234 0.0736%0.0017 0.1068+0.0142 0.3495+0.0207 0.0788+0.0037
M - - 0.1557+0.0034 - - 0.1643+0.0066
cadata My - - 0.1558+0.0034 - - 0.1644+0.0065
M, - - 0.1558+0.0034 - - 0.1644+0.0065
M - - 0.1009+0.0003 - - 0.1009+0.0003
msd My - - 0.1009+0.0003 - - 0.1009+0.0003
M, - - 0.1009+0.0003 - - 0.1009+0.0003
Table 5. The forgetfulness # (M, D;est) of each approach (single tree)
Hellinger distances H? (My, M; Dyest) and H? (My, My; Dyest)
Dataset Metric Remove 0.1% Remove 1%
DaRE HedgeCut DeltaBoost DaRE HedgeCut DeltaBoost

codrna HZ(M,,M; Dyest)  0.0913+0.0447  0.0031+0.0047  0.0002+0.0051  0.0949+0.0514  0.0040+0.0192  0.1046+0.2984
Hz(Mr, MdZDtest) 0.0866+0.0414 0.0031+0.0047 0.0000+0.0014 0.0839+£0.0490 0.0035+0.0066 0.0070+0.0515
+ Hz(Mr,M; Dyest)  0.0750+0.0304  0.0034+0.0052  0.0162+0.1260  0.0921+0.0344  0.0036+0.0070  0.0232+0.1459
COVYPE  H2(M,, My;Dresr) 0.0746£0.0301 0.0034£0.0049 0.0000£0.0005 0.09330.0349 0.0035£0.0056 0.0001:0.0011
isette Hz(Mr,M; Dyest)  0.0997+0.0573  0.0014+0.0023  0.0005+0.0018  0.0958+0.0584  0.0033+0.0045 0.0116+0.0100
& HZ(Mr, Md;Dtest) 0.1007+0.0572  0.0014+0.0023  0.0001+0.0006  0.0950+0.0588 0.0033+£0.0045 0.0086+0.0080
cadata H2(Mjy, M; Diest) - - 0.003620.0098 - - 0.0087+0.0112
Hz(Mr, Mg;Diest) - - 0.0015+0.0032 - - 0.0033+0.0048
ed H2(My, M; Dyest) - - 0.0041%0.0044 - - 0.0126£0.0101
H2(My, Mg; Dyest) - - 0.0028+0.0036 - - 0.00930.0079

Multiple Trees. The test error of converged DeltaBoost is presented in Table 7a. The forgetfulness
of converged DeltaBoost is summarized in Table 7b. As observed from Table 7a, the accuracy of
My is closer to the accuracy of M, than M in most cases. From Table 7b, we find the Hellinger
distances between My and M, though slightly larger than the distance of a single tree, still remain
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a small value (under 0.05). This indicates that DeltaBoost can also effectively remove instances
in the boosting. We also notice that H2(M,, M; Dyes;) is close to H2(M,, Mg; Diess), which means
DeltaBoost is very robust, thus raising a potential concern on the accuracy. This accuracy concern
has been addressed in Section 6.4 by showing that DeltaBoost has comparable accuracy to existing
tree-based models.

Table 6. Training time and removal time of DeltaBoost (in seconds). Speedup = training time / DeltaBoost-
Remove. “Sklearn” means sklearn GBDT. “Thunder” means ThunderGBM-CPU. “DB” means DeltaBoost.

Time (seconds)

DB-Remove Speedup v.s.

Dataset Remove Ratio
XGBoost sklearn Thunder DB-Train DB-Remove XGBoost sklearn Thunder
codrna 0.1% 0.238 1.050 0.502 3.475 £0.047 0.078 £0.020 3.05% 13.46% 6.44%
1% 0.317 1.055 0.563 3.362 £0.054 0.076 £0.023 4.17X 13.88% 7.41X
covtvpe 0.1% 4.093 21.556 3.112 47.070 £1.034  0.679 +0.560 6.03% 31.75% 4.58%
yP 1% 4.030 21.284 3.593 47.114 £0.896  1.197 +1.837 3.37x 17.78% 3.00%
isette 0.1% 1.233 14.699 9.820 22.853 £2.416  0.095 +0.015 12.98% 154.73% 103.37%
& 1% 1.213 14.451 10.011 22.538 £2.159  0.071 £0.004 17.08% 203.54% 141x
cadata 0.1% 0.209 0.484 0.243 1.021 £0.023 0.056 £0.053 3.73%x 8.64% 4.34%
1% 0.219 0.480 0.260 0.952 £0.033 0.042 £0.029 5.21% 11.43% 6.19%
msd 0.1% 2.547 300.637 7.415 45.369 £1.264  0.334 +0.048 7.63X 900.11x 22.2X
1% 2.516 297.592 7.981 45.687 £0.947  0.434 +0.073 5.8% 685.7X 18.39%
Geomean 5.88% 53.78% 12.65%

Table 7. The test error and forgetfulness of DeltaBoost (multiple trees)

(a) The test error on M, My, and M,

(b) The forgetfulness of DeltaBoost F (M, Dyest)

Error on Dyegt

Hellinger distances

Dataset  Model Remove 0.1% Remove 1% Dataset Metric Remove 0.1% Remove 1%
M 0.0616£0.0010  0.0617+0.0009 codima H2?(My, M; Dgesy)  0.0121£0.0095  0.0094:0.0082
codrna Mg 0.0617£0.0010  0.0618%0.0010 H?(My, Mg;Dyesy)  0.0121£0.0095  0.0094£0.0081
+ +
Mr 0.0618+0.0011  0.0618+0.0011 covtvpe H?(My, M; Dyes;)  0.0124£0.0097  0.0408+0.0350
M 0.2265+0.0070  0.2265+0.0070 YPe  H2(M,, My;Dyjest)  0.0124+0.0097  0.0407+0.0348
+ +
covtype ?\4/[‘1 gg;g:;g'ggzg ggig?;g'ggg? cotte | HP(MpM:Dyegr)  0.0204£0.0111  0.02810.0147
r e B & H?(M;, Mg;Dyess)  0.0203+0.0113  0.0278+0.0145
+ +
. M 0.0519£0.0041 0.04960.0045 H2(My, M;Dgesy)  0.0240£0.0175  0.0249+0.0160
gisette My 0.0520+0.0041  0.0496+0.0045 cadata 2
M 0.051940.0042  0.04990.0049 H?(My, Mg;Dyest)  0.0238+0.0159  0.0249+0.0148
M 01269200052 0.139620.0067 msd HZ(M,,M; Diest)  0.0187+0.0102  0.0247+0.0126
cadata Mg 0.1273%0.0051  0.1401%0.0067 H?(My, Mg; Drest)  0.0188+0.0102  0.0247+0.0125
M, 0.1271£0.0053  0.1401£0.0070
M 0.1040+£0.0006  0.1121+0.0001
msd Mg 0.1040£0.0006  0.1133%0.0220
M, 0.1041£0.0006  0.1121£0.0001

6.3 Efficiency

Time efficiency. The time cost for training and deletion are presented in Table 6. We compare the
retraining time of GBDT on the remained dataset, the training time of DeltaBoost on the whole
dataset, and the total removal time of DeltaBoost. To enable fast data removal instead of retraining

Proc. ACM Manag. Data, Vol. 1, No. 2, Article 168. Publication date: June 2023.



168:22 Zhaomin Wu, Junhui Zhu, Qinbin Li, & Bingsheng He

Error of DeltaBoost and GBDT (tree 10) Error of DeltaBoost and GBDT (tree 100)
0.254 BN DeltaBoost 0.251 I DeltaBoost
I ThunderGBM-CPU I ThunderGBM-CPU
0.20 mmm XGBoost 0.20 B XGBoost
Emm Random Forest Emm Random Forest
0.15 1 mmm Decision Tree 0.15 1 mmm Decision Tree

B .00 -
codrna covtype gisette cadata msd codrna covtype gisette cadata msd
Datasets Datasets

Fig. 9. Performance of DeltaBoost and tree-based models

from scratch, DeltaBoost introduces acceptable additional training costs. The removal algorithm
has 12.65x speedup compared to ThunderGBM-CPU on average. The speedup is more significant
on datasets on high dimension datasets (e.g., gisette). DeltaBoost is much more efficient than
retraining and applies to real-world machine learning applications such as online recommendations.

Memory efficiency. We evaluate the peak memory usage during training DeltaBoost and ThunderGBM-
CPU in Table 8. DeltaBoost requires 6.80X memory overhead on average to enable fast deletion.

Table 8. Memory cost of DeltaBoost (10 trees) in Megabytes

Dataset Data DeltaBoost ThunderGBM-CPU Overhead

codrna 3.9 590 92 6.41X
covtype 120 20,546 1,373 14.96x
gisette 158 23,718 6,420 3.69%
cadata 14 148 49 3.02x
msd 407 29,941 2,199 13.62%
Geomean 6.80%

6.4 Accuracy

In this subsection, we compare the accuracy of DeltaBoost after unlearning with retraining on the
remained dataset using popular tree-based machine learning models, including GBDT and random
forests. We set the removal ratio to 0.1%. The error of these approaches is plotted in Fig. 9. As
observed from Fig. 9, despite slight performance loss compared to GBDT models, DeltaBoost has
comparable performance to existing tree-based models.

6.5 Ablation Study

In this subsection, we perform ablation studies to investigate the effect of components and hy-
perparameters in DeltaBoost. Since forgetfulness is more sensitive than accuracy as elaborated in
Section 5.3, we adopt forgetfulness to evaluate the effectiveness of deletion.

Number of Trees. The number of trees affects both the accuracy and forgetfulness of DeltaBoost.
For accuracy, in Fig. 9, we observe that training more iterations above 10 has only small improve-
ments in accuracy (except on covtype). For forgetfulness, in Fig. 10, training more trees at first leads
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Fig. 10. Effect of different hyperparameters on codrna dataset

to worse forgetfulness because the error accumulates across trees. Nonetheless, after DeltaBoost
converges, training more trees results in better forgetfulness because changes in a single tree have
less effect on the final prediction.

Bagging. The effect of bagging on the forgetfulness is presented in Fig. 10. It can be observed
that a larger sampling cycle leading to a smaller sampling rate results in a smaller distance between
M, and M. This observation demonstrates that bagging can improve forgetfulness.

Max Bin Size. The number of bins, which differs by features, is controlled by max bin size in
DeltaBoost. A larger max bin size means a smaller number of bins. In Fig. 10, we observe that a
larger max bin size leads to worse forgetfulness. This is because the shift in a split value may affect
more instances.

Regularization. The effect of regularization is presented in Fig. 10. A small A leads to the best
forgetfulness because both Theorem 3.1 and the quantization technique assume a negligible A.
Meanwhile, a large A does not dramatically affect forgetfulness.

Deletion Rate. We increase the deletion rate above 1% and record the forgetfulness and the total
deletion time in Fig. 11b. It can be observed that the mean and variance of Hellinger distance
increase rapidly when ng/n is above 10%. Meanwhile, a larger removal ratio also incurs more
removal time. When the removal ratio exceeds 10%, removal is more expensive than retraining.
This indicates that DeltaBoost is more efficient than retraining when the removing ratio is relatively
small. If the removing ratio exceeds a certain limit, DeltaBoost may no longer be applicable for
efficient data deletion because the removal time may be longer than retraining. Meanwhile, the
quality of removal may not be guaranteed since Theorem 3.1 does not hold anymore. Therefore,
when the limit is reached, retraining of DeltaBoost is recommended to support further deletion
requests.

Quantization. The effect of quantization on the forgetfullness is presented in Fig. 11a. Compared
to other techniques, gradient quantization has some but less contribution to forgetfulness. Over-
quantization can lead to worse forgetfulness in DeltaBoost.

7 RELATED WORK

As the concern on data privacy increases, various machine unlearning approaches have been
developed to efficiently delete learned data records from models. Some early approaches [8, 26, 29]
are designed for linear models. Though the linearity of models makes data removal convenient,
it also results in poor performance in fitting complicated data distributions. Therefore, efficient
unlearning algorithms are developed in non-linear models including nearest-neighbors methods
[26], k-means [12], support vector machines [9], collaborative filtering [26], and neural networks [13,
14, 23, 31]. Traditional tree-based models, which are widely adopted because of their explainability
and efficiency, are usually sensitive to data removals. Hence, robust variants of traditional tree-based
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Fig. 11. Effect of quantization and removal ratio

models are proposed to enable efficient deletion. Based on random forest, DaRE [7] constructs a data
removal-enabled forest by selecting random split features and thresholds in shallow nodes. Based
on extremely randomized trees, HedgeCut [27] stores pre-trained sub-trees for non-robust nodes
during the training to enable efficient data removal. Nonetheless, efficient unlearning algorithms
for GBDT [10], which is a popular tree-based algorithm with high efficiency and performance, have
not been explored yet.

Existing unlearning approaches have two categories: exact unlearning [7, 8, 12, 26] and approxi-
mate unlearning [13, 14, 16, 20, 23, 27, 31]. Exact unlearning guarantees that the deleted model My
and the retrained model M, are exactly the same [8, 12, 26] or has the same distribution [7]. Such
approaches achieve clean deletion, thus perfect data privacy. Nevertheless, these approaches either
apply to a limited set of machine learning models or have poor performance due to random noise.
Hence, most unlearning approaches focusing on gradient-descent models [13, 14, 20, 23, 31] (e.g.,
neural networks) adopt approximate unlearning that incurs less performance loss. In this study
focusing on GBDT which performs gradient descent with decision trees, we also aim to explore
approximate unlearning algorithms to achieve better model performance.

8 CONCLUSION

In this paper, we theoretically analyze the effect of random removing instances on the tree structure
of GBDT. With the conclusion that the small fraction of removal only causes a slight shift of
the best split gain, we propose split neighborhood to enhance the robustness of decision trees.
We propose a robust feature selection technique to prevent features with close gain values from
competing. Furthermore, we adopt gradient quantization and bagging during the training to reduce
the dependency across trees. In summary, we propose a robust GBDT-like machine learning model
and the corresponding efficient unlearning algorithm. Our experiments on five datasets demonstrate
that DeltaBoost enables efficient and effective unlearning while providing competitive performance
to existing tree-based ML models.
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