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In the standard model of differential privacy (DP), every user’s privacy is treated equally, which is captured by
a single privacy parameter €. However, in many real-world situations, users may have diverse privacy concerns
and requirements, some conservative while others liberal. This is formalized by the model of personalized
differential privacy (PDP), where each user may have a different privacy parameter ¢. However, existing
techniques for PDP cannot provide good utility for many fundamental problems such as basic counting and
sum estimation. In this paper, we present the personalized truncation mechanism for these problems under
PDP. We first show that, theoretically, it is never worse than previous mechanisms (up to polylogarithmic
factors) on any instance, while can be much better in certain cases. Then we use extensive experiments on
both real and synthetic data to demonstrate its empirical advantages. Our mechanism also works for user-level
DP, thus supporting a large class of SJA queries over relational databases under foreign-key constraints.
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1 INTRODUCTION

Sum estimation is a fundamental problem under differential privacy (DP) and has wide application in
many areas such as query answering [21], statistical analysis [16] and machine learning [1]. Given
a database instance I, in which each user u possesses an integer value I(u) € [B] :={0,1,..., B},
the goal is to produce a privatized estimate for Sum(I) := },, I(u). Because the global sensitivity of
Sum(-) is B, the classical Laplace mechanism must add a noise of scale B/e, where ¢ is the privacy
parameter (all these technical terms will be defined more precisely in Section 3). When the domain
size B is large, a noise of such a scale would dwarf the true sum.
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The truncation mechanism. A simple yet effective approach towards functions with large global
sensitivity is the truncation mechanism [10, 12, 20, 23, 24]. For some truncation threshold 7 € [B],
define the truncated instance I; such that I; (u) = min{I(u), 7} for all u. Since I has global sensitivity
7, one can invoke the Laplace mechanism on Sum(I;) with a noise scale of 7/¢, i.e., the privatized
sum estimate is

Sum(I) = Sum(I,) + /e - Lap(1),
where Lap(1) denotes a unit Laplace noise.

The key issue for the truncation mechanism is thus how to choose the truncation threshold =
that minimizes the error

Error(L, 7) := Sum(I) — Sum(I;) + 7 /¢, (1)
where Sum(I) — Sum(I;) is the bias introduced by the truncation and 7/« is the (square root of)
variance of the noise. Clearly, as 7 gets larger, the bias reduces while the variance increases. Thus,
one would try to optimize this bias-variance trade-off by selecting the best 7. However, directly using
7 = arg min; Error(I, 7) violates DP, so the main technical challenge for the truncation mechanism
to perform well lies in finding a near-optimal 7 in a DP fashion. Notably, the R2T mechanism [10]
finds a privatized 7 such that!

Error(I, 7) < O(1) - min Error(I, 7) (2)
T

on every instance I. Where O(1) hides poly-logarithm factors in B, which can be considered as the
“search cost” of privately finding the optimal 7 in the value domain [B].

Personalized differential privacy. The standard DP model provides uniform privacy protection for
all users, which may not be desirable in real applications. For instance, companies may be interested
in purchasing users’ data to improve their products. In this case, users with lower privacy concerns
may indicate weaker privacy preferences, provide more accurate information, and earn more from
data sales. In contrast, privacy-conscious users may signal higher privacy levels to avoid revealing
sensitive information, and correspondingly earn less. In this paper, we are interested in the case
where different users may have different privacy requirements, which is known as personalized
differential privacy (PDP) in the literature [3, 17, 22]. In this model, each user u may have a different
privacy parameter. This is captured by a function ® : U — R*, where U denotes the possibly
infinite user universe. It is required that the output distributions should be ®(u)-indistinguishable
on any two neighboring instances that differ in v’s data (the formal definition will be given in
Section 3).

Let émin = mingeqs ®(u) and emay = maxycqr (u). One naive way to adapt the truncation
mechanism (actually, any DP mechanism) to PDP is to invoke it with privacy parameter epiy,
respecting the privacy of the most conservative user, hence all users. Then, the optimal truncation
error is

mfin Error(L, 7) = mTin (Sum(I) — Sum(1;) + 7/émin) » (3)

and R2T can reach it within some logarithmic factors. However, this error can be excessively large.
Note that ép;y, is the smallest ®(u) over all users in the user universe U, not just those in the given
instance I. Technically, this is because the privacy parameter must not depend on the instance. A
more intuitive explanation is that, for a user u who is not in the given instance I, we must still guard
against the neighboring instance I’ = IU {u’s data}, i.e., the adversary should not know that u is not
in I. Thus, as long as there is one conservative user in the user universe, no matter whether their
data is included in I or not, the error in (3) would be very large, even using the optimal truncation

threshold .

!n the introduction, all the error guarantees hold with constant probability.
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Personalized truncation for personalized privacy. We see that when e, is small, we must use a
small 7 to reduce the noise term 7/éep;,, which inevitably increases the bias. Critically, this bias-
variance trade-off is hard to balance because we have only one knob, a single truncation threshold 7,
to turn. To get out of the dilemma, in this paper we propose the personalized truncation mechanism.
We generalize the truncation threshold 7 from one single value to a function ¢ : U — [B],
or equivalently, a |Z/|-dimensional vector 7 € [B]¥. Note that we use 7 in bold to represent a
function/vector and the normal letter 7 for a single value. Then we truncate u’s data to 7(u), i.e., in
the truncated instance I, user u’s value is set to

I () := min{I(u), (u)}.

The observation is that, after truncation, we need a noise scale of 7(u)/®(u) to protect the
data of u, so a noise scale of max, (z(u)/®(u)) suffices for the privacy of all users. Thus, for the
personalized truncation mechanism, the optimal error becomes

7(u)
D(u)

It is easy to see that (4) is always no worse than (3) since the standard truncation is a special case
of personalized truncation with z(-) = 7. On the other hand, (4) can be significantly better than (3)
as we can set a small 7(u) for users with a small ®(u). Example 1.1 shows that the gap in the error
can be large.

©)

min Error(L, r) = min | Sum(I) — Sum(I;) + max
T T u

Example 1.1. Suppose U = {uy, ..., u,}, and their privacy parameters are ®(u;) = 1/n, (u;) =
\/i/_n for i = 2,...,n. Consider an instance I in which I(u;) = Vifori=1,...,n. Using a single
truncation threshold 7, the error in (3) is Q(n'*). On the other hand, the optimal personalized
truncation would set 7(u;) = 0 and 7(u;) = Vifori = 2,...,n, which leads to an error of O(y/n). O

Our results. As in the standard truncation mechanism, the main technical challenge for personal-
ized truncation is how to find a truncation threshold function 7 in a DP fashion while approaching
the optimal error in (4). The issue is actually more challenging here because we face a much larger,
even infinite, search space of size BlUI, Resolving this difficulty, the main technical contribution of
this paper is a PDP mechanism that implicitly finds a 7 to achieve an error of

0(1) - mTin Error(L, 7), (5)

where O(l) hides poly-logarithm factors in 6“‘“ and in B. When ®(-) = ¢, we have ¢pax = &min and
(5) degenerates into (2), so our mechanism subsumes R2T in the standard DP model. On the other
hand, under PDP, (5) can be significantly smaller than (2) as illustrated in Example 1.1.

We also extend our PDP mechanism to support user-level privacy in relational databases [10, 11,
18, 24]. In this model, to be defined formally in Section 3, a user may own an arbitrary number of
values, either by themselves or jointly with other users. This user-level DP model is equivalent
to the DP model for relational databases under foreign-key constraints, hence capturing a large
class of select-join-aggregate queries (possibly with self-joins). In particular, private graph data
under node-DP [6, 8, 23] is an instantiation of this model, where an edge is jointly owned by its two
endpoints. In the PDP version, each user u may have a different privacy parameter ®(u), and it is
required that any two neighboring instances that differ only in the data owned (solely or jointly) by
u are ®(u)-indistinguishable. Note that in the graph setting, we get two such neighboring instances
if we add/remove a node u and all its incident edges, which exactly corresponds to the privacy
definition of node-DP.
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To demonstrate the utility and efficiency of our mechanisms, we conduct a series of experiments
in Section 8, where we compare our approaches with previous ones. The experimental results show
the error of our methods is an order of magnitude smaller than previous approaches, with roughly
the same computational cost.

2 RELATED WORK

Providing personalized privacy protection is a well motivated problem due to the diverse back-
grounds of users and/or privacy requirements. In fact, this issue was studied even before differential
privacy became the main-stream privacy model. For example, Xiao and Tao [35] defined a notion
of personalized privacy in the context of k-anonymity, which was later extended to other related
privacy models [19, 32, 37, 37]. However, these models do not provide privacy protection as rigorous
as differential privacy [27, 39], so they have gradually faded over time.

The model of personalized differential privacy (also known as heterogeneous differential privacy)
was proposed by Jorgensen et. al. [22], where they also designed the sampling mechanism and
extended the inverse sensitivity based exponential mechanism [4, 9, 28] to PDP. The latter is further
improved in [31]. There are some other works [3, 26] that study some more complicated problems,
such as support vector machine and linear regression. It would be interesting to see if our results
on sum estimation can be used to bring improvements to these problems as well. [17] studies how
to track the privacy consumption of each user over multiple queries. A user’s data is discarded
when the cumulative privacy consumption exceeds that user’s privacy preference.

All works mentioned above are under the central setting, where we assume there is a trusted
central data curator that holds and analyzes users’ data. The PDP definition easily extends to the
local model [5, 7, 36, 38], where each user sends a privatized message to an untrusted data analyzer.
In doing so, each user may directly use a different privacy parameter when privatizing their data.
The (standard) truncation mechanism has been studied in the local DP model [20], and it would be
interesting to see how the personalized truncation mechanism would work in the local PDP model.

There are also some other interesting papers that do not study the PDP model directly, but
nevertheless have a “personalized” flavor. For example, [29, 34] consider a personalized privacy
setting where each user determines which part of its data is public or private, and then provide
(standard) DP protection only on the private part. The recent work by Zhang et. al. [40] points to
another interesting direction called multi-analyst DP. They consider the case where the private
dataset is analyzed by different parties with different privacy privileges and analyze how to answer
as many queries as possible while maintaining high accuracy. Their model differs from our PDP
model in the sense that their variety in privacy comes from the analyzer, not the users.

3 PRELIMINARIES
3.1 The Privacy Model

Our model of personalized user-level differential privacy combines the features of [10, 18, 24] and
[22]. Let U be the universe of all users, which is possibly infinite. A database instance I is defined as
a mapping I : 2% — [B], namely, every subset u of users jointly own the value I(u). For notational
clarity, we use u in bold to represent a subset of users and the normal letter u for a single user. If
some u owns no data in I, we set I(u) = 0, and such zero mappings do not need to be represented
explicitly. Specially, we require I(0) = 0. Let n be the number of nonzero values in I. The goal is to
estimate Sum(I) = 3}, I(u). Note that it is without loss of generality to assume every subset u of
users own a single value I(u). If they own multiple values, we can simply define I(u) to be their
sum. On the other hand, if a user u owns multiple values but jointly with different other users, then
they cannot be combined, which would change the neighboring relationship, defined as follows.
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For two instances I and I’, we say that I contains I’, denoted I’ < L if I'(u) # 0 — I(u) =T'(u)
for every u, i.e., I contains all the nonzero mappings of I'’. We say that I’ is a neighbor of I that
differs on user u, denoted as I ¥ I, if ' < Lor I < I, and all the differences between I and I are
owned (solely or jointly) by u, i.e., for every u, I'(u) # I(u) — u € u.

Plugging this neighboring relationship into the standard DP definition [13, 14] yields user-level
DP [18]:

DEFINITION 3.1 (USER-LEVEL DIFFERENTIAL PRIVACY). Fore > 0, a mechanism M is e-differentially
private, or simply e-DP, if for any u € U, any two neighboring instances 1 ~ ' and any y,

PriM) =y] < e - PrIM(') =y].

The neighboring relationship defined above is known as the add/delete-one policy, i.e., I is
obtained from I by adding or deleting any number of values, all of which are owned by some user u
(possibly jointly with some other users). Another commonly used policy is the change-one policy,
which allows one to change these values. Because all these changes can be done by first deleting
the old values and then adding the new values, any ¢-DP mechanism under the add/delete-one
policy is a 2e-DP mechanism under the change-one policy, so the difference is at most a factor of 2.

This user-level DP model captures many interesting problems. When every u with I(u) # 0
has |u| = 1, it degenerates into the simple “one value per user” case mentioned at the beginning
of the paper, which is also known as tuple-level DP. The |u| > 1 case allows us to model more
complicated relationships between users and values. For example, to count the number of edges
of a graph under node-DP, we set I({u,v}) = 1 if there is an edge between u, v, and set all other
I(u) to 0 (ditto). The triangle counting problem under node-DP (resp. edge-DP) can be captured
by setting I({u, v, w}) = 1 if nodes u, v, w form a triangle (resp. I({e1, ez, e3}) = 1 if edges ey, ey, €3
form a triangle). In the TPC-H benchmark data, suppose we would like to find the total sales
quantity while respecting the privacy of every customer and supplier, we can set I({c, s}) as the
sales quantity from supplier s to customer c. In fact, it has been shown [18] that this user-level
DP model is equivalent to the DP model for relational databases under foreign-key constraints
[10, 24], hence capturing a large class of SQL queries that are comprised of joins, selections, and
aggregations. Please see [10, 18] for the precise definition of the class of queries supported.

To model the situation where different users may have different privacy requirements, we follow
[22] and introduce a privacy specification, i.e., a function ® : U — R*, where ®(u) specifies the
privacy parameter of u. This leads to the following definition:

DEFINITION 3.2 (PERSONALIZED DIFFERENTIAL Pr1vACY (PDP)). Given a privacy specification @,
a mechanism M satisfies ®-personalized differential privacy, or simply ®-PDP, if for every pair of
neighboring datasets1 ~ ' and anyy,

PriM(I) = y] < ™ . PrIM (I') = y].

Note that if I and I’ differ by only one value, say, jointly owned by u and v, then they are neighbors
on both u and v. In this case, Definition 3.2 implicitly requires that the output distributions are
min{®(u), ®(v) }-indistinguishable, thus protecting the privacy of both.

Let &nin = min, ®(u), énax = max, ®(u). We assume Q(%) < &min < €max < O(1). This is the
most common parameter regime: A user with ®(u) < % would introduce at least Q(n) noise, so
such users can be discarded upfront. On the other hand, a privacy parameter larger than a constant
is considered too weak.
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3.2 DP and PDP Basics
For any query Q, its global sensitivity is

GSo(I) = Sup Q) - Q).

When the query Q is clear from the context, we omit the subscript Q and simply write GS.
One standard technique for achieving DP is to add a Laplace noise with scale GS/¢ before
releasing Q(I):

LEMMA 3.1 (LAPLACE MECHANISM [15]). The mechanism

GS
M) = (D) + = - Lap(1)
preserves e-DP, where Lap(1) denotes a random variable drawn from the unit Laplace distribution.

The following tail bound implies that the error of the Laplace mechanism is O(GS/¢ - log(1/f))
with probability at least 1 — f:

LEMMA 3.2 (LAPLACE TAIL BOUND). IfX ~ Lap(1), then Pr(|X| > In %) <P forany0 < < 1.

A naive way to achieve PDP is to invoke a DP mechanism with ¢ = en. In the case of the Laplace
mechanism, this naive PDP mechanism would add a Laplace noise of scale GS/émin to Q(I).

A potentially better PDP mechanism is the sampling mechanism [22]. While [22] only considered
the £ = 1 case (i.e., tuple-level PDP), the mechanism can be easily generated to user-level PDP, as

et -1 1}. Note that

ef—1

all users with ®(u) > ¢ are always sampled. Then define the sampled instance S(I, ¢) such that

follows. For some given &, we sample each user u € U with probability min {

I(u), ifforall u € u,u is sampled;

0, otherwise.

S(Le)(u) = {

LEMMA 3.3 (THE SAMPLING MECHANISM). Let M,(-) be an e-DP mechanism. Then for any ®, the
mechanism M.(S(-, €)) preserves ®-PDP.

Proor. See Appendix A in the full version [33]. O

The utility of the sampling mechanism critically depends on the sampling threshold ¢. As a
heuristic, [22] suggests to set ¢ to the average of ®(u), u € U. However, as shall be seen later, this
is often not a good choice. In fact, the optimal ¢ depends on the instance I, so we need to find it
privately.

PDP also inherits the important composition property from DP:

LEMMA 3.4 (COMPOSITION [14, 22]). Given @y, ..., Ok, let M be an adaptive composition of M,...,
My, where each M; is ®;-PDP, then M is ®-PDP where ®(u) = Zle D;(u).

4 BASIC COUNTING

We see that the main technical challenge is to privately search through a very large space [B]% of
possible personalized truncation thresholds. To build up our solution, in this section we start with
the simple case of B = 1 under tuple-level PDP, i.e., each user u just owns a bit I(u) € {0, 1}, and the
goal is to count the number of 1’s. In this case, the truncation threshold 7 is a | |-dimensional bit
vector. Without loss of generality, assume ®(u;) < ®(u3) < --- < ®(ujq). The crucial observation
that greatly reduces the search space is that it suffices to consider 7 in the form of (0,...,0,1,...,1).
Equivalently, for some ¢ = ®(u;), we truncate the data to 0 for uy, ..., u;—; while leaving u;, ..., ujq
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untouched. To see why, consider an arbitrary r and let i be the smallest index such that z(u;) = 1.
Recall that the error of the personalized truncation mechanism using 7 is

7(u)
®(u)

Error(I, 7) = Sum(I) — Sum(I;) + max
u

Then the noise term is 1/®(u;). Suppose there is some j > i with 7(u;) = 0. Observe that it
would not make things worse if we changed it to 7(u;) = 1: The noise term is not affected since
®(u;) < ®(u;), while the truncation bias cannot become larger when we use a higher truncation
threshold. After doing so for every such j, we can convert 7 into the form of (0,...,0,1,...,1)
without enlarging the error.

Therefore, for the basic counting problem, the personalized truncation mechanism simplifies to
the following: For a privacy threshold ¢, define the truncated instance I, such that

) = {I(u), if ®(u) > e

0, otherwise.

The mechanism returns
Sum (I;) = Sum (L) + 1/e - Lap(1).
The error also simplifies to

Error(I, &) = Sum(I) — Sum(,) + 1/e. (6)

Thus, the remaining technical problem is to optimize (6). However, the optimal ¢* depends on
the instance I, as illustrated in the following example:

Example 4.1. Suppose there are n users, with privacy parameters ®(u;) = --- = O(up/2) =
%, ®(up/241) = ... = ®(u,) = 1. Consider the instance I in which all of them have bit 1. Then the

optimal threshold is £* = %, which leads to an error of O(4/n). On the other hand, if we change the

bits of uy, ..., un/2 to 0, then the optimal threshold is ¢* = 1, which has an error of O(1). Moreover,
as we change the bits of the first n/2 users from 1 to 0 one by one, there must be a time at which
the optimal &* suddenly changes from Ln to 1, so it is highly sensitive to I. Thus, using &* directly

\/7
breaks privacy. O

To find a near-optimal ¢* while respecting privacy, one may attempt to minimize a privatized (6).
However, (6) has the term Sum(I), and privatizing it is exactly the problem we wanted to solve in
the first place. To get out of this circular dependency, we borrow the idea from R2T [10]. We try

. ZUOg “min ]gmin. For each ¢, we compute Sum (L), but subtract

doubling values of ¢ = eyin, 2€min, - -
by a term such that it is an underestimate of the true sum with high probability. In doing so, we
must also divide the privacy budget to these [log ‘Z::"l privatized estimates. Finally, we return the
maximum of these estimates as the final output. The details are given in Algorithm 1.

We prove its privacy and utility in the following theorem:

THEOREM 4.2. For any ®, B, Algorithm 4.2 satisfies -PDP. Additionally, for every 1, the error of
Algorithm 1 is at most

Emi Emi
min min (7)
B

- 4log 2=7  [log 2]
min |Sum(I£) - Sum(I)’ + In
& £

with probability at least 1 — 5.
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Algorithm 1: PDP Count
Input: L9, 8
€max 7.
11t= rIOg m-l,
2 fori«—1,2,...,tdo
3 & = 2" emin;

- - I(u), ifd(u) =g
4 Define L, such that L, (u) = @), i) 2 &

0, if otherwise
5 Sum; (I) = Sum () + Lap (EL) —ﬁln%;

¢ end

7 return Sum(I) = max; Sum; (I);

Proor. We first prove its privacy.
Lett = [log Em’]‘ 1. We’ll show each iteration of the for-loop is @-PDP. In the ith iteration where

&

the threshold is ¢;, consider I % I for arbitrary u. If ®(u) < ¢, then u will not appear in I, nor I,
thus for any y

Pr (Sum;(D) = y) = Pr (Sumy(1) = y).

On the other hand, if ®(u) > ¢;, then Li X i;i. Since the global sensitivity of Sum (Li) is 1, according
to lemma 3.1, adding a Laplace noise with scale g—tl preserves gL,-'DP’ namely for any y we have:

Pr (Sumi(I) = y) <etPr (Sumi(I') = y) < ¢ pr (Sumi(l') = y)

Since this holds for any u, according to the definition of PDP, this iteration will be ?-FDP. Then
the whole process will be ®-PDP according to basic composition.
Then we prove its utility. First we should note, according to the Laplace tail bound in lemma

3.2, with probability at least 1 — g for any i we have Lap (Eil) - filn% < 0. Then according
to a union bound, with probability at least 1 — f, the above inequality holds for all i. That is,
STlTn,(I) < Sum (I,;) < Sum(J) for all i with high probability.

For any given ¢ € [&min, €émax|, assume the ¢; is the largest value we examine that is no greater
than ¢, obviously we have ¢; < ¢ < 2¢;. Then we know I, C Li. Since Sum() is monotone, we have

|Sum(L,) — Sum(I)| < |Sum(I;) — Sum(T)|.
Which means the bias at ¢; will be no greater than ¢. Thus with probability at least 1 —  we have:
|Sum(I) — Sum(I)| < |Sum;(I) — Sum(I)|
- t t t
= |Sum (L) + Lap (8—1) - f_z lnﬁ — Sum(I)|
- 2t t
< |Sum(I,,) — Sum(I)| + = lnB

- 4t t
< |Sum(I;) — Sum(I)| + — lnB
€

Here the first line is because Sum;(I) is always no greater than Sum(I) and the third line is due
to Laplace tail bound. Since the above inequality holds for any ¢ € [enin, émax], the actual error of
Algorithm 1 should be no greater than the minimum of them. O
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As argued earlier, it suffices to consider 7 in the form of (0,...,0, 1,..., 1), so min; Error(L, 7) =
min, Error(L ¢). Thus, (7) implies the claimed error bound of (5) with B = 1 and § a constant,
namely, Algorithm 1 achieves the optimal personalized truncation error within logarithmic factors.
It can also be implemented efficiently: Let n be the number of users with bit 1; the other users

are ignored. We partition these n users into [log 5‘“‘”"‘] buckets by the value of [log %]. Then we

scan these buckets in ascending order and compute Sum (L) for all i € {1, 2, ...[log i:;’;‘ 1} Thus
the total running time is O(n).

Compare with the sampling mechanism. Astute readers would observe that, for the basic counting
problem, the personalized truncation mechanism is very similar to the sampling mechanism
combined with the Laplace mechanism: The latter is the same as the former except that I, is
replaced by S(I, ). Specifically, instead of discarding users with ®(u) < ¢, the sampling mechanism

e 1
81’

keeps them with probability min { 1} Thus, the (expected) error of the sampling mechanism

is
Error® (I, ¢) = Sum(I) — E[Sum(S(L ¢))] + 1/e. (8)

Since Sum(I,) < E[Sum(S(I ¢))] < Sum(I), we see that (8) is better than (6). However, we show
that the advantage is no more than a constant factor, when both are using an optimal ¢.

LEMMA 4.3. There is a constant ¢ such that for any® and any1, min, Error(I, &) < ¢-min, Error® (I, ¢).

Proor. We assume the users with non-zero values are denoted as uy, uy, ..., 4, such that ®(u;) <
.. £ ®(uy), i.e., they are ranked by their privacy level in ascending order. Then we have

] 1
min i+
ie{0,1,...n-1}  D(uir1)

min Error(L, ¢) =
&

and

1 _ Zi:l D(ur) )

min Error® (I, ¢) = O ( min i+
€ ie{0,1 1 D(ujs1) D(ujs1)

The latter is because when ®(u), ¢ is not too large, the sampling probability £ Tl O(q)("))
Thus our goal is to show

i+

. 1 1 Yoy O(uy)
min =0 min i -
i€{0,1,..n-1}  D(Uj41) ie{0,1 1

+
-1 Pui)  P(uin)
Denote " =argmin;e oy o1y itgn

q)(u — < 2M. Consider i’ = |_MJ
Since i* is optimal, the error at i’ should be larger, that is

Let M = max{i* } then M < min;eo1,. n-1} i+

C[D(u R ’CD(u*

-/

1 p
i+ >M>2i

O(uirv1)

Which means ®(u;ry1) < ll, Then for i < i’, we directly have

1 Zt 1 CI)(ut) 1 i’
D (ujr1) D(uiv1) (D(ul+l)

i+
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And for i > i’, we have

1 R0 1 N 0u) Siope ()
i+ - =i+ - -
D(Uj1) D (uir1) D(ujs1) D (uir1) D(uir1)
> i+ 1 _ 1 _ Z;:i/+1 CIJ(ut)
a O(uip1)  P(uir1) D (uir1)
>
Thus we have
1 I d(u
min i+ - L=y P >
ie{01,.n-1}  ®(uiy) D (uir1)
1 _ . 1
>~ min i+
8 ie{0,1,...n—1} D(uir1)

]

Thus, there is no significant difference between the sampling mechanism and personalized
truncation themselves — the key issue in both is how to find a good . While our Algorithm 1 finds
a provably near-optimal ¢ for every ® and I, [22] suggests a simple heuristic of setting it to the
average ®(u), which can be far from optimal, as illustrated in the following example.

Example 4.4. Consider the same setup as in Example 4.1, where the n users have privacy pa-

rameters ®(uy) = -+ = ®(uy/2) = \/LH’ ®(upjz4+1) = ... = ®(up) = 1, and all have bit 1. The optimal
sampling threshold is also ¢* = \/iﬁ, which has an error of O(y/n), same as that of personalized
truncation. On the other hand, the average ®(u) is % + ﬁﬁ Setting ¢ to this value would sample

each of the first n/2 users with probability O(1/v/n), leading to a bias of n/2 — O(y/n) = Q(n). O

In fact, we can also apply Algorithm 1 to find a near-optimal ¢ for the sampling mechanism as
well, by simply replacing I, with S(L ¢;). Both the privacy proof and utility analysis can be easily
adapted to this version. Nevertheless, by Lemma 4.3, this version yields no asymptotic difference.
In our experiments, we do see some constant-factor improvements when using this version of the
algorithm.

Compare with the exponential mechanism. Jorgensen et al. [22] have also extended the (inverse
sensitivity based) exponential mechanism [4, 9, 28] to PDP, namely when the output domain is
finite and using the inverse path length as the utility function. Although not analyzed in [22], we
show in Appendix B of the full version [33] that the error of the exponential mechanism, when
applied to the basic counting problem, is

Error®P(I) = max{x (L 0),x(L 1)}, ©)
where
k(L b) = max {|u| cu CU(u)=bforallu € u, Z D(u) < log(|'Ll|)} .
ueu

In other words, we sort the users with bit b by ®(u) in ascending order. Then (I, b) is the largest k
such that the sum of ®(u) of the first k users with bit b is no more than log(|U|).

Example 4.5. Again consider the setup in Example 4.1, where the n users have privacy parameters
O(uy) = -+ = O(upyp) = \/iﬁ, ®(upjz+1) = ... = ®(u,) = 1, and all have bit 1. On this instance,

k(L,0) = 0 and (L, 1) = y/nlog n, so Error®™P(I) = O(+y/nlog n). If we change the bits of the first n/2
users to 0, then x (I, 0) = vnlog n and k(I, 1) = log n, so Error®™? (1) is still O(+/nlog n). On the other
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hand, the error of Algorithm 1 on the first instance is O(+/nlog nloglog n) and O(log nlog log n)
on the second. O

More generally, below we prove the following relationship:
LEMMA 4.6. There is a constant ¢ such that for any ® and any 1, min, Error(L ¢) < ¢ - k(L 1).

Proor. We assume the users with non-zero values are denoted as u;, uy, ..., u, such that ®(u;) <
. < ®(up), i.e., they are ranked by their privacy level in ascending order. Let i* = argmin,{i +

m}, and let M = max{i", m} We only need to show M = O(x(L, 1)).

Consider i’ = L%J, such i’ is valid since we assume &g, > % We have by definition
1 - 1 .

+— 2+ —>M > 2i

D(uir41) D(uj+41)

So i'®(uy) < i'®(uy41) < 1, which means i’ < k(I, 1) and this further implies M = O(x(L, 1)). O

./
1

We thus conclude that Algorithm 1 is never worse than the exponential mechanism by more
than an O(log 2= Jog log 2¢) factor, and can be much better on some instances, especially when

€min

there are many 0 bits owned by conservative users, as illustrated in Example 4.5.

5 SUM ESTIMATION

For the basic counting problem, we used a simple truncation strategy: For some ¢, all users with
®(u) < ¢ are discarded, and an ¢-DP mechanism is applied on the other users. However, as the
following example illustrates, this strategy is sub-optimal for more general sum estimation problem
with a large B:

Truncation by & Optimal personalized truncation

w e [

@(u) ....-...

Discarded O(n®/*) error O(v/m) error

Fig. 1. Visualization of Example 5.1.

Example 5.1. Suppose U = {uy, ..., uy,}, and their privacy parameters are ®(u;) = +/i/n for
i = 1,...,n. Consider the instance I in which I(;) = Vi for i = 1,...,n. Suppose we apply the
truncation mechanism above with ¢ = \/l/_n for some i. Then the error is (ignoring constant factors)
i + /n/e = i'® + n/+/i. Thus, even using the optimal i = y/n, the error is Q(n%/*). On the other
hand, the optimal personalized truncation would use the truncation function z(u;) = \/l/_n which

results in 0 bias and max; ;EZ‘)) = 4/n noise. Please see Figure 1 for a graphical illustration. m]

This example implies that, for the sum estimation problem with B > 1, we must exploit the full
power of personalized truncation and we should try to find the optimal truncation function in the
entire space of [B] Y.

To reduce this exponentially large search space, our idea is to partition the space [B]¥ into

groups based on the value of max,, ;EZ; . Note that the smallest nonzero value of max,, ;((Z)) is =
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while the largest is %. We hence divide [ B]Y into t = [log M] disjoint g roups Gy, .. .,Gt,

such that G; = {'r : gH < maxy <1>EZ; < } fori =2,...,t. Specially, define G; = {r : = <
max,, ;((Z; } and G, = {0}, so that all p0551ble values of max, q)(( ; are covered. Note that

the values of max, <I>Eu; in each group differ by no more than a factor of 2.

Algorithm 2: PDP Sum
Input: [, &, B, §
1t = [log “=5];
2 fori—1,2,...,tdo
3 Define 7' such that 7/ (u) = | 22 (D(u)J

Emax
4 | Define I such that I:(u) = mln(l(u) ‘r'(u));
5 Sum;(I) = Sum(1,:) +Lap( 2t ) gmax E;
6 end

7 return Sum(I) = max{max; Sum;(I), 0};

Our PDP sum estimation mechanism is given in Algorithm 2. It follows the same framework
as in Algorithm 1, where we return the maximum privatized estimate from t candidates, each of
which is an underestimate of the true sum. The crucial observation that makes Algorithm 2 work
is that each group G; only needs to elect one best candidate for this competition. More precisely,
observe that Sum(I,) is non-decreasing in the coordinates of 7. Thus, in group G;, the 7! with

i (u) = Lzzbﬂj yields the smallest bias. Meanwhile, all the 7 € G; have the same noise term up to

a factor of 2n.m§1“hus, for each Gy, it suffices to only consider this particular z. Finally, for Gy, its only

member 7 = 0 always returns 0, and this is taken into consideration in line 7 of Algorithm 2.
Below we prove its privacy and show that it achieves the optimal personalized truncation within

£maxB
mi)

an O(log == log log EZ:;F) factor.

THEOREM 5.2. For any ®, 8, Algorithm 2 satisfies ®-PDP. Additionally, for any 1, its error is at most

min | Sum(I) — Sum(I,)+4tln max —— * ()
T

pou ®(u)

é‘maxB-|

min

with probability at least 1 — f, where t = [log

Proor. We start with the privacy part.
Let t = [log 27, We will show each iteration of the for-loop is %')-PDP. Consider the ith
iteration and I < I for arbitrary u. We first show |Sum(I,:) — Sum(I’T Dl < %. Note the value of

7! is independent of I, I'. Without loss of generality, assume I C I, then we have:

Sum(,;) - Sum(l,:) = Z min(I(k), 7' (k)) — Z min(Y (k), 7' (k)

kel kel
- min(l'(u), | - q’(”)n
< 2id(u)
gmax

Here the second line is because LT only' differ on user u. On the other hand, obviously Sum(I;:) <
Sum(L,,). So |Sum(L,:) — Sum(L,,)| < £2% holds.
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Then according to lemma 3.1, adding a Laplace noise with scale preserves ——DP namely
for any y we have:

—_— (u —
Pr (Sum,-(I) = y) < e Pr (Sum,-(I') = y)
Since this holds for any u, according to the definition of PDP, this iteration will be %—PDP. Then
the whole process will be ®-PDP according to basic composition.

Then we prove its utility. As shown in the proof of Theorem 4.2, with probability at least 1 — j3,
for all i we have:

Sum;(I) < Sum(I,:) < Sum(I).
For 7 = 0, obviously we have
|Sum(D) ~ Sum(D)|
<|Sum(I;) — Sum(I)|

B, [10g 20T
<|Sum(I;) — Sum(I)| + 4[log Egr:m IIn ﬂmm max ;((1;))

For any given 7 € {0, 1,..., B}IWI and 7 # 0, we can always find an i such that 7 € G;. Then we
have:

[Sum(I,:) — Sum(I)| < |Sum(I,;) — Sum(I)|.

Because the bias at the group containing 7 will be no greater than the bias at . Thus with probability
at least 1 —  we have:

|Sum(T) — Sum(I)| < |Sum;(I) — Sum(I)|

20t 2t ot

= |Sum(L.:) + Lap(—) — In—= — Sum(I)|
Emax Emax ﬁ

20+t

In—

< |Sum(I,:) — Sum(I)| +

max T(u)
D(u)

t
< |Sum(I;) — Sum(I)| + 4tlnﬁ max
u

Here the last line is because 7 is contained in the ith group, then

2i-1 - 7(u)

max
Emax u (P(u)

Since the above inequality holds for any = € {0, 1, ..., B}'w, the actual error of Algorithm 2
should be no greater than the minimum of them. O

Algorithm 2 can also be implemented efficiently, even over an infinite user universe. This is
because to compute Sum(L;:), we just need to consider users that contribute nonzero values, which
can be easily done in O(n) time. Thus, the total running time is O(n log =2== By A dditionally, when
B =1, Algorithm 2 reproduces the result of our basic counting algorithm, but with a slightly higher
running time.

6 SUM ESTIMATION UNDER USER-LEVEL PDP

Finally, we consider the most general setting, where each user u may own (solely or jointly with
other users) multiple values, and has a personalized privacy parameter ®(u). As mentioned in
Section 3.1, this captures select-join-aggregate (SJA) queries with numerical aggregations such as
sum or count in relational database. Here we assume that the sum of all values owned by any user
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is bounded by a parameter B. We still aim to achieve the error guarantee of (5). This allows us to
set a large B, which will only affect the error guarantee logarithmically.
In this general model, the first issue we need to clarify is how the personalized truncation

mechanism works under a given truncation function z. For tuple-level PDP, we simply truncate
T(u)
D(u)
Sum(I;). However, under user-level PDP, each value I(u) is jointly owned by multiple users in u,
and it is not clear whose truncation threshold to use. One natural attempt is to use the smallest
threshold, i.e., set I, (u) = min(I(#), min,e, 7(u)). However, as the following example shows, this

method does not satisfy PDP.

I into I, such that I;(u) = min(I(u), 7(u)), and then add a Laplace noise of scale max, to

Example 6.1. Suppose U = {uy,...,u,}, and their privacy parameters are ®(u;) = 1 for all i.
Consider I such that I(uy,u;) = 1 for i = 2,...,n, and I(u) = 0 for all other u. Let I’ be an empty
instance. It is easy to see that I < I’. Suppose we apply the truncation function 7(u) = 1 for all u.
Then the simple truncation method above will not truncate any data for either I or I'. However,

Sum(I;) — Sum(I,) = n — 1, so adding a noise of scale max, ;EZ; = 1 is not enough to make the
output distributions on these two instances ®(u;)-indistinguishable. O

The issue exemplified by the example above is that we need to ensure that, in the truncated
instance I, the fotal contributions from each user u is bounded by z(u), which can be formalized as

Z I (1) < 7(u)

usu
for all u € Y. In addition, we need to make sure that I, satisfy the following properties:

e 0 < I (u) <I(u) for all u, which means it is a valid truncation from the original dataset
e The truncated sum },, I, (u) should be maximized so that the truncation bias is minimized

Obtaining an I, satisfying all the above conditions is non-trivial. But if we treat each I, (u) as a
variable and the conditions as constraints, the above can be formulated as the following linear
program (LP):

max Z I, (u)

s.t. Z I, (u) <t(u), uel, (10)

usu
0<I(u) <I(u), uc2¥.

Although each I, (u) is a variable in the LP, but since I, (u) must be 0 if I(u) = 0, we actually
only need to include all the I, (u) for which I(z) > 0. Thus, the size of the LP is linear in the input
size of I, so it can be solved in polynomial time.

We use the optimal solution of this LP to define the truncated instance I,. We will show later
that the global sensitivity of Sum(I;) is bounded so that the personalized truncation mechanism
satisfies PDP. The remaining issue of how to find a near-optimal 7 can be solved using a similar idea
from Algorithm 2: We divide all possible 7 into ¢ = [log fomB ] disjoint groups Gy, . . ., G¢, such that

€min

G;={re{01,.. B}Ul| % < maxy, ;((Z)) < %} and find the best estimation among all groups.
We take the maximum between the best estimation and 0 to take Gy = {0} into consideration.
Details are given in Algorithm 3.

It is worth noting that, in the special case where all |u| = 1 for all u, the optimal solution of the
LP (10) exactly yields the simple truncation method I, (u) = min(I(u), («)). Namely, Algorithm 3

degenerates into Algorithm 2 under tuple-level PDP.
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Algorithm 3: Sum estimation under User-level PDP
Input: I, @, B,

1t = [log fmaxB1

2 fori«—1,2,...,tdo

3 Define 7! such that 7/ (u) = | 22 cp(")]

4 Let I,: be the optimal solution of (10)
5 Sum;(I) = Sum(L:) + Lap(=- 2t L) - smax 2;
6 end

7 return Sum(I) = max{max; Sum;(I), 0};

THEOREM 6.2. Given any ®, f, Algorithm 3 satisfies ®-PDP. Additionally, its error is at most

t
min | Sum(I) — Sum(I;) + 4tln— max * ()
T

pou @u)

with probability at least 1 — f, where t = [log %1.

Proor. We only need to show its privacy, namely each iteration is ( 20) _PDP. The proof of utility

follows from Theorem 5.2.
Given any i and for any pair of neighbors I ~ I’ that differ by arbitrary user u, we show the

sensitivity of Sum(I,:) is bounded by % that is, |Sum(I,:) —Sum(l; Dl < %ix") Then according
to a similar reasoning as in the proof of Theorem 5.2, adding Lap( j‘rlx_atx) in line 4 is enough to preserve

20)_ppP.

W1th0ut loss of generality, assume I C I'. Let P denote the optimization problem described
in Equation (10), when instantiated W1th constraints I and 7'. And let P’ be the same problem
instantiated with constraints I’ and 7. First of all, we should note any solution to P will also be
a solution to P’, since all constraints that appear in P are also satisfied in P’. Thus I,: is also a
solution of P’, although it may not be optimal. As a result, we have

Sum(I:) < Sum(I;)
On the other hand, if we define I’T’,. such that
() = {I’T,.(u), ifu¢u;
0, if otherwise.

Then I’ is a solution to P, which implies

Sum(I:) > Sum(I;)
In the meanwhile, from the definition of P/, we should also have

Sum(I’;) = Z U (u) = Z L (u) > Z L, (u) - ' ()
ue(¥ ue(Y).ugu ue(¥

Combining the above arguments, we have
210(u)

Emax

|Sum(I:) — Sum(T;)| <

]

Proc. ACM Manag. Data, Vol. 2, No. 6 (SIGMOD), Article 249. Publication date: December 2024.



249:16 Dajun Sun, Wei Dong, Yuan Qiu, and Ke Yi

Customer Supplier T
;

CK | NK SK | NK Add filter Customer.CK = 'US' oK SK_|Ude s}
cl us st us ol s1 p1(1-d1)
c2 | Japan s2 | UK 1 / = s2 | p2(1-d2)

ok | sk |I{cs))

— 5| 1 1(1-d1

Lineitem Orders i st [eitan

et 2 |pa(1-d2)

sK OK | Price |Discount oK | cKk
c2 s2 p3(1-d3) I

st o1 p1 di o1 ¢ I,
s2 02 p2 d2 o2 ct Group By Supplier.NK CcK l SK ‘I,({c,s}

cK sk |L({c,s}
ct s2 p2(1-d2)
c2 s2 p3(1-d3)

s2 03 p3 a3 03 c2 ct ‘ st ‘p‘(‘-d‘)

Fig. 2. An example showing the workflow from a query to I. On the left is the TPC-H data, in the middle is
the I obtained from executing the original query in Section 6.1. On the right are the instances for queries
with filter predicate (I') and group-by clause (I3, Iz); empty instances are omitted.

To summarize, the core intuition of our approach is to truncate users with high sensitivity/strong
privacy requirements. This approach presents two primary challenges: (1) computing the truncated
sum, and (2) determining the optimal truncation vector 7. To compute the truncated sum, we
develop the linear program (10) such that its result has low sensitivity. Then we design Algorithm 3
to find a near-optimal 7, ensuring that the resulting error remains within a log factor of the optimal
error.

6.1 Handling SQL Queries

Up to now, we have assumed that the input is given as a mapping I : 2% — [B]. For a SQL query
consisting of joins, selections, and (group-by) aggregations, one should perform some preprocessing
to convert the data into such a mapping, as described in [18]. We briefly review the process using
the following query as an example, which finds the total discounted price in the TPC-H dataset:

SELECT SUM(L_price * (1 - L_discount))
FROM Customer, Supplier, Lineitem, Orders
WHERE Customer.CK = Order.CK

AND Orders.OK = Lineitem.OK

AND Lineitem.SK = Supplier.SK;

Suppose we want to protect the privacy of every customer and supplier, so the user universe
U consists of all suppliers and customers. We first compute the join results without the SUM
aggregation. This yields the mapping I as shown in the middle table of Figure 2, as required by our
algorithms.

Selection filters can also be handled easily. Consider the query above with a filter Customer .NK="US".
We simply set I({c, s}) = 0 for all {c, s} pairs where the nation of c is not US. Effectively, this removes
all such pairs from I, since all 0 mappings need not be represented explicitly. The resulting mapping
is shown on the top-right corner of Figure 2.

A group-by query can be decomposed into multiple sub-queries, each constrained to one of the
groups using a filter. For instance, consider the previous query with a GROUP BY Supplier.NK clause.
We divide the query into 2 subqueries, with filters Supplier.NK="US’ and Supplier.NK="UK’,
respectively. This results in mapping I, I, shown on the bottom-right corner of Figure 2. Then we
can apply Algorithm 3 on each sub-query separately, with the privacy budget divided according to
the composition rule in Lemma 3.4.

7 EXTENSIONS
7.1 Dealing with the Real Domain
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Actually, Algorithm 2 and 3 can handle the real domain (where I(u) is allowed to take any real
value in [0, B]) naively by still searching for a best 7 in the integer domain. But in that case the
error guarantees in Theorem 5.2 and 6.2 no longer hold, as illustrated in the following example.

Example 7.1. Suppose U = {uy, ..., un}. Their privacy parameters are ®(u;) = 1/+/n for all i, and
each owns a value I(u;) = 1/+/n. The error of Algorithm 2 or 3 on this instance is Q(4/n). On the

other hand, using the truncation function z(u) = # for all u would lead to an error of O(1). O

The reason why the error guarantees in Theorem 5.2 and 6.2 do not hold in the real domain is
that they benchmark themselves against the optimal integer-valued 7. However, as seen in the
example above, the optimal 7 might take real values when I(7) are real numbers.

On the other hand, Algorithm 2, 3 cannot search for = on the real domain directly since the real
domain has infinite cardinality, whereas our algorithms require a finite value to divide the privacy
budget and also to provide the error bound.

To fix this issue, we discretize the real domain [0, B] into buckets of size §. Then we run Algorithm
5.2 or 6.2 over the discretized domain {0, 6, 26, ..., § [gj}. This allows us to reach the optimal
truncation error within logarithmic factor where the optimal truncation function takes values in
this discretized domain. More precisely, the error will be

(11)

t,
min Sum(I) — Sum(I;) + 4t51n—5 max e () ,
7€{0,3,...5 B |}IUl B u ®(u)

where t5 = [log imf"‘gl One can easily show that (11) is very close to the optimal error when no

restriction is imposed on 7: Suppose 7 is the optimal real-valued truncation function. Then we can
round it down to a discretized 7. This rounding down incurs at most nd additional bias and no
increase in the noise term. Thus, we arrive at the following conclusion:

COROLLARY 7.2. Over the real domain, for any § > 0, Algorithm 5.2 and 6.2 incur an error at most

t
min | Sum(I) — Sum(IL,) + 4t51n—5 max c(w)
T

B @(u)

+nd

with probability at least 1 — f, where ts = [log EmaxB

Emind 1°
The value of § should be given as an input parameter depending on pre-knowledge of the data
scale and also the desired accuracy. Due to the logarithmic dependency on 1/, one can set § small
so that the additive error term is insignificant. For instance, setting § = 1/n reduces the additive
error to 1, while the logarithmic factor is just log E";:‘f " . Such an additive error is insignificant in
most real applications, whereas the DP error is usually the dominant term.

7.2 Dealing with the Negative Domain

So far we have assumed that all the values in I are non-negative, which is an essential assumption
to find the best sum estimation by taking the maximum among a series of possible values. When
the domain of I(u) contains negative values, we can split the problem into two parts.

Now assume I : 2Y — {-B, ..., B}, namely the domain contains all integers whose absolute value
is bounded by B, we construct the following two mappings I* and I~, both from 2% to [B]:

) = {I(u), if 1(u) > 0;

0, if otherwise.

and

—I(u), if otherwise.

) = {o, if 1(u) > 0;
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I* and —I~ can be considered as the positive (negative) part of the original I. We can see both
I* and I” only contains non-negative values, while Sum(I) = Sum(I*) — Sum(I™). Additionally,
the neighboring relationship is preserved in the sense that I ~ I’ implies either I* < I'*,1” = I~ or
I~ =~ I'",I" = I'*, but not both. Thus we can run our algorithms on both I* and I~ without splitting
the privacy budget, and return Sum(I*) — Sum(I”). The error will be at most 2 times larger.

One should note the split of T into I* and I” is done as long as the domain of I contains negative
numbers, and does not depend on the actual values in I. Thus the process is data-independent and
does not violate DP.

8 EXPERIMENTS

We conduct experiments on each algorithm proposed in this paper. For the counting problem,
we compare our algorithm with the sampling mechanism and PDP exponential mechanism (PDP
EM) in [22], together with the naive algorithm which adds a Laplace noise with scale 1/éy;,. As
mentioned in Section 4, our PDP count algorithm can be combined with sampling, so we also add
it into comparison. For the sum and query problem, we compare our algorithms with the sampling
mechanism as well as the naive algorithm by instantiating the best standard DP mechanism with
privacy level emin. Note that except for our PDP Sum/Query mechanism, all other mechanisms work
by transforming a black box standard DP algorithm into a PDP version. The black box mechanism
we used for sum is the universal private estimator [12] and for query processing we use R2T [10].
The threshold ¢ we use for the sampling mechanism is set to the average of all users’ privacy levels
as advised in [22].

We summarize the results under the default setting in Table 1, 2. Additionally, we also try
different dataset/user universe sizes, different global sensitivity bounds B as well as different
privacy specifications to demonstrate the performance of our mechanisms. These results are shown
in Figure 3, 4, 5, 6, 7.

Problem Type ‘ Data ‘ Query Result ‘ Technique ‘ Relative Error(%) ‘ Time(s)
Naive 12.0 0.000002
Sampling 16.0 0.03
Count Synthetic 100,000 PDP EM 0.4 0.5
PDP Count 1.2 0.04
PDP Count (with sampling) 0.5 0.2
Naive 100 0.08
Synthetic | 99,933,209 Sampling 16.0 1.0
Sum PDP Sum 1.1 20
Naive 100 0.08
Bank 61,589,682 Sampling 19.5 0.19
PDP Sum 8.6 0.96

Table 1. Summary of results for count and sum under default setting where || = 10, the performance of
our best PDP mechanism is boldfaced.

8.1 Setup

Count and Sum. We evaluate mechanisms for count and sum on synthetic data. We try different
user universe size || = 10%,10°,10%, 107, 10 and the default value is 10°. We always keep the ratio
of users with non-zero contribution to 0.1 (from now on we call them effective users). Thus the
effective number of users are 10%, 104, 10°, 10, 107 accordingly. For the count problem, all effective
users have a value I(u) = 1 by definition. And for the sum problem, the values of effective users are
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Problem Type | Data ‘ Query Result ‘ Query Time ‘ Technique ‘ Relative Error(%) | Time(s)
Naive 100 2934
qi- 846,915 1.22 Sampling 30.3 220.9
PDP Query 41 131.7
Deezer Naive 100 6,201
s 794,210 4.66 Sampling 432 6,585
PDP Query 16.2 174.5
Naive 100 30.2
Qs 240,000 2.55 Sampling 30.3 30.5
PDP Query 5.5 27.3
TPC-H Naive 100 1,108
0 218,000,000 3.28 Sampling 304 1,043
PDP Query 5.7 1,325

Table 2. Summary of results for PDP query answering under default setting, the performance of our PDP
mechanism is boldfaced.

sampled from a normal distribution with mean 1, 000 and standard deviation 200 independently.
The sampled values are rounded to the nearest integer for convenience. We also tried varying
values of B = 10°,10°, 107, 108, 10° to demonstrate the effect of different global sensitivity bounds,
and the default value shown in the table is 107.

Additionally, for the sum problem, we also examine a real dataset, namely the Bank Marketing
dataset (Bank) [30] which contains 45,211 records. Each record represents a client’s data and we
treat each client as an effective user. We calculate the sum of clients’ account balances, which
ranges from -8, 109 to 102, 127, and B = 107 is the same as the default setting for synthetic data.
The negative domain is dealt with as described in Section 7.2.

Queries. We examine two types of queries: graph pattern counting queries and SJA queries
with foreign key constraints, where the former is a special subclass of the later. For graph pattern
counting query, we use the Deezer dataset obtained from SNAP [25], which collects the friendships
of users from the music streaming service provider Deezer. The Deezer dataset contains 144,000
nodes and 846,915 edges. We treat nodes as private users and run both edge counting query (q;-)
and triangle counting query (g,). For both queries, we set B = |U| = 10°.

For SJA query, we use the TPC-H dataset with scale factor 0.125,0.25,0.5, 1, 2, 4 and the default
value is 1. TPC-H is a synthetic dataset consisting of eight relations: Region, Nation, Customer,
Orders, Supplier, Part, PartSupp, and Lineitem, and the one with scale factor 1 contains about 7.5
million tuples. We treat suppliers and customers as private users and the user universe size is
160, 000X the scale factor.

The queries we test are analogs of Q5 and Q7 from the benchmark, here we only consider the
SELECT-FROM-WHERE clause while dropping the GROUP BY clauses, which can also be handled
as described in Section 6.1. Q5 is a counting query that counts the number of lineitems where
supplier and customer are from the same nation, whereas Q7 is doing the sum aggregation over
extendedprice and discount attributes in Lineitem relation, i.e., it calculates the total revenue
from lineitems. Filter conditions are omitted for clarity of the query. For both queries, we set
B =10°.

The aggregation values in Q7 are real numbers so we use the discretization approach as described
in Section 7.1 with § = 1. The other three queries are all counting queries with integer values.

Privacy Specification. We try two sets of privacy specifications. The default setting is referred to
as Gaussian, where we assume the users’ privacy levels are i.i.d samples from a normal distribution
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with mean 1 and standard deviation 0.3. To ensure a valid privacy specification, we set values
smaller than ——= to ——= and set values greater than 2 to 2.
Viu| ViUl &

Another setting is referred from [2, 22], where we randomly divide the users into three groups:
conservative, representing users with high privacy concern; moderate, representing users with
medium concern; and liberal, representing users with low concern. The fraction of users in the
conservative and moderate groups are set to 0.54 and 0.37, respectively and the remaining users
are in the liberal group. The privacy level for the users in the conservative and moderate groups
are drawn uniformly at random from the ranges [ﬁ, 0.5]and [0.5, 2], respectively. The users in

the liberal group have a fixed privacy level equal to 2. We call this setting as Uniform.

Experimental Parameters. All experiments are done on a desktop PC equipped with an M2 Pro
CPU and 16GB memory. We always set the probability § = 0.1. Each experiment is repeated 20
times and we record its average running time and relative error compared to the real query result.
Since the errors are unstable, we discard the top/lower 10% errors and compute the average of the
remaining values, which reflects the failure probability § = 0.1.

Naive Count —v— PDP Count
—=— Sampling —+— PDP EM
—+— PDP Count With Sampling

10° —
L
g )
g 10 10t
[
2.,
E 10
2 1072
10-3
10! 10!
@ 107! 10
()
.E 10-3 10-3
1073 10-5
104 10° 10° 107 108 10% 10° 10° 107 108
Universe Size Universe Size
Gaussian Uniform

Fig. 3. Different methods for the count problem under varying universe sizes and privacy specifications, both
axes are in log scale.

8.2 Results

Count and Sum. Under the default setting, all mechanisms can be implemented efficiently and
the results are shown in Table 1. For the count problem, PDP EM [22], PDP Count, and PDP Count
with sampling all achieve good performance, with only around 1% relative error. PDP EM performs
the best among all methods, however, as shown in Figure 3 later, when the universe is large enough,
the performance of PDP Count/with sampling will dominate. On the other hand, PDP EM can
only be applied to this specific problem thus limiting its practicability. Additionally, we can see the
improvement of adding a sampling procedure to our PDP count is around 2.4X, which is consistent
with our result in Section 4.

For the sum problem, the naive method which calls the universal private estimator [12] with &,,;,
loses utility and leads to a 100% error, while our PDP Sum mechanism achieves good performance.
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Naive —=— Sampling —¥— PDP Sum

10° 10°
s
£ |
107!
0 107!
2
JLs
2.
g 10
1072
— 10t 10t
)
()
€
E 107! 107!
104 10° 108 107 108 10¢ 10° 108 107 108
Universe Size Universe Size
Gaussian Uniform

Fig. 4. Different methods for the sum problem under varying universe sizes and privacy specifications on the
synthetic data, both axes are in log scale.
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Fig. 5. Different methods for the sum problem under varying global sensitivity B and privacy specifications
on the synthetic data, both axes are in log scale.

In comparison to the sampling mechanism, PDP Sum exhibits a utility improvement exceeding 10X
on the synthetic dataset, whereas the enhancement is limited to 2X on the Bank dataset, which
includes negative values. This discrepancy can be attributed to two primary factors. Firstly, PDP
Sum partitions I into two sub-datasets, resulting in the final error being the aggregate of the errors
from both segments. Secondly, the Bank dataset contains outliers (i.e., a small number of individuals
with substantial wealth), which diminishes the accuracy of PDP Sum.

Figure 3 and 4 show the results under varying universe sizes and privacy specifications on the
synthetic data. Since Bank has a fixed data size, we do not include it in this comparison. We can see
the running time of all mechanisms grows roughly linearly with universe size, while the errors
have different trends. For the count problem, the relative error of PDP EM [22], PDP Count, and
PDP Count with sampling all decrease as || increases, with the latter two decreasing more rapidly.
This is because the error of PDP EM is proportional to log |2|, while the other two methods have
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errors independent of universe size. Thus when the universe size is large enough (which is likely
the case in reality), our PDP Count/with sampling will provide the best performance. For the sum
problem, PDP Sum performs the best for a large enough user universe, and its performance also
has the best dependency on |U]|.

Figure 5 shows the effect of varying global sensitivity B. As analyzed in the main paragraphs,
when B grows, the error/running time of PDP Sum grows roughly linearly in log B. On the other
hand, the naive/sampling approach is unaffected since their black-box standard DP estimator is
independent of B.

Under different privacy specifications, the trend of error/running time for each mechanism
is preserved. However, the accuracies under the Uniform setting are generally lower than that
under the Gaussian setting, except for the naive mechanism. And the gap between them is around
3X. Since in the Uniform setting, the privacy levels are less concentrated thus more users are
discarded/truncated. On the other hand, the running times under two different settings do not have
significant differences.

One should note that, given a privacy specification, the error of the sampling mechanism roughly
remains unchanged as the universe grows. This is because for a given threshold ¢, the percentage
of data that is discarded is roughly fixed. So as || increases, the number of discarded users also
grows at the same speed. On the other hand, when the privacy specification changes from Gaussian
to Uniform (which is less concentrated), the percentage of discarded users grows, leading to a
greater relative error.

Naive —=— Sampling —v— PDP Query

10° 10° o e S
e————— o 6x10°1

Relative Error

102 102
O
()
_E 10t 10t
0.125 025 0.5 d 2 4 0.125 0.25 0.5 iL, 2 4
Scale Scale
Gaussian Uniform

Fig. 6. Different methods for Q5 under varying universe sizes and privacy specifications.

Queries. The gap between our PDP methods and previous ones becomes more clear in the query
answering problem. Here the naive mechanism is to call R2T [10] with privacy parameter &y,.

According to Table 2 and Figure 6, 7, for both graph pattern counting queries and TPC-H queries,
PDP Query achieves the best result under all data scales/privacy specifications while the naive
method provides no utility in almost all cases. For instance, under the Gaussian setting and for TPC-
H data with scale 4, our mechanism achieves a relative error of around 1%, whereas the sampling
mechanism leads to around 30% error and the naive method has 100% error. In the meanwhile,
the relative error of PDP Query decreases rapidly as the data scale increases. From Figure 6 and 7
we can see its dependency on |U| is roughly linear, whereas the other two methods have almost
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Naive —=— Sampling —v— PDP Query
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Fig. 7. Different methods for Q7 under varying universe sizes and privacy specifications.

fixed relative errors. The reason is the same as before, that is, the sampling mechanism discards a
roughly fixed percentage of users.

Similar as before, trend of error/running time for each mechanism is preserved, while the
accuracies under the Uniform setting are generally lower than that under the Gaussian setting.
This time the gap can be as large as 7X, greater than that for the count/sum problem. For instance,
consider Q5 at scale 4, under Gaussian setting, the error is around 2% while under Uniform setting
the error is 15%. This is possibly because, in the query each user is related to more than one tuple,
thus the result is more sensitive to the concentration of users’ privacy levels.

There is a gap between the query time without DP and the execution time of our PDP Query
algorithm, and the gap can be as large as two orders of magnitude. However, such an overhead
is reasonable for PDP since the state-of-the-art standard DP algorithm [10] also incurs a similar
overhead. Moreover, PDP offers a strictly stronger privacy protection compared to standard DP.

9 CONCLUSION AND FUTURE DIRECTIONS

In this paper, we study the fundamental sum estimation problem under personalized differential
privacy (PDP). We develop the first PDP mechanisms with explicit error guarantees and conduct a
series of experiments to demonstrate the advantages of our proposed mechanisms.

Although not concretely pointed out in the paper, it is noticeable that the PDP Count mechanism
described in Section 4 can be extended to a general mechanism that transforms any sensitivity-based
black box standard DP mechanism into a PDP version, by replacing the Laplace mechanism in line
5 of Algorithm 1 with the black box mechanism. For instance, when applied to the sum problem
and using those truncation-based standard DP sum algorithms [10, 12, 20, 23, 24] as the black box,
it achieves an error of roughly

5( [min (|Sum(ig) — Sum(I)| + w))

€min,>&max

This is worse than the result of PDP Sum in Theorem 5.2. However, it is still much better than the
sampling mechanism when the data scale is large. Thus one possible direction is to extend current
standard DP results into PDP by inserting them into PDP Count.
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