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Continuous release of data streams is frequently used in numerous applications. However, when data is
sensitive, this poses privacy risks. To mitigate this risk, efforts have been devoted to devising techniques that
satisfy a formal privacy notion called w-event differential privacy. Nevertheless, a recent benchmark reveals
that none of the existing works offer a universally effective solution across all types of data streams, making it
challenging to select an appropriate scheme for unknown data streams in practical scenarios.

We identify that all existing methods are heuristic-based and make data-independent decisions. In this paper,
we change this landscape by introducing SPAS which is built on data-dependent strategies. Specifically, SPAS
continuously predicts an optimal publishing strategy within each sliding window that minimizes the error of
the released results based on the characteristics of the data stream. Additionally, we develop a weighted sparse
vector technique to control data sampling and manage privacy budget consumption following that optimal
publishing strategy. Comprehensive experimental evaluations demonstrate the efficacy of SPAS in adapting to
diverse one-dimensional and multi-dimensional data streams for both data release and range query tasks. Our
code is open-sourced via the link!.
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1 Introduction

Continually observing and releasing valuable information from infinite streaming data are prevalent.
For instance, the Water and Environmental Research Systems Network requires continuous obser-
vation of streaming sensor data to carry out anomaly detection in the environment [31]; federal
and state transportation agencies observe streaming traffic data to alert drivers about congestion
and accidents and plan new road pavements to accommodate predicted traffic loads [56]; banking
institutions monitor consumers’ financial transactions to detect unauthorized activities [22]. Since
the streaming data may contain sensitive information of individuals, directly processing and re-
leasing the statistical results over the data streams may leak personal privacy. For example, smart
meters allow a malicious party to glean detailed household activity information from real-time
fine-grained usage measurements [43].

Differential privacy (DP) [17] is a standard privacy definition for statistical analysis on databases
containing sensitive user information, and is widely accepted by both academia and industry
[14, 21, 23]. The impact of any single data in the database on the final statistical results can be
limited by e€, where € is the privacy budget and the smaller € means stronger privacy protection.

When addressing the privacy issue of continuous data release, existing works [18, 45, 54] often
prioritize event-level DP, which protects the privacy of a single event (corresponds to a data value
in the context of streaming data release). A stronger notion is user-level DP, which protects an
individual’s data throughout the stream, but this contradicts the goal of continuously publishing
data and getting useful results in an infinite stream. Between event-level and user-level DP, in
this paper, we investigate an under-investigated notion called w-event DP [33], which provides an
€-DP guarantee for all events within a sliding window of length w, which is reasonable in many
real-world scenarios. That is, if a sensitive behavior is associated with a series of events, protecting
a sequence is semantically more reasonable than protecting a single event.

Several existing works have been proposed [11, 24, 33, 36, 44, 53, 55] to publish infinite streams
in w-event DP. However, a recent benchmark [49] of all these existing works reveals that no
scheme can perform consistently well across all different types of real-world data streams used for
evaluation. The study primarily attributes the reason for this performance inconsistency to their
sampling processes (e.g., uniformly sample timestamps within a length-w window for publishing),
which are either not data-dependent or too sensitive to data changes [49]. We would like to
emphasize that another important factor is existing methods only prioritize/optimize for current
timestamps and thus are short-sighted. Consequently, existing solutions either struggle to identify
truly valuable information for release, or when they do identify valuable information, the most
privacy budget may already be consumed.

Our Contributions. The above analysis delineated that the key factors hindering the existing data
stream releasing schemes from dynamically adapting well to all data streams are data-independent
sampling and data-independent privacy budget allocation Furthermore, addressing these issues
cannot rely solely on the value of releasing current data, it also necessitates planning for the release
of future data within the sliding window that contains the current timestamp. Drawing from this
insight, we present a novel scheme SPAS (Stream Publishing based on Adaptive SVT), tailored for
releasing infinite data streams under w-event DP. We summarize our contributions as follows.
Firstly, we propose a method for predicting a data-releasing strategy to guide data sampling
and privacy budget allocation. We predict an optimal sampling count within the entire window
starting from the current timestamp based on the analysis of historical publications. Specifically,
we formulate an error function for the expected error of the releasing results and then obtain the
optimal sampling count by solving an optimization problem. By controlling the number of sampled
data for release to approach the optimal sampling count, we can achieve the results’ accuracy to
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the theoretically optimal accuracy. Meanwhile, knowing the approximate number of sampled data
can help plan a reasonable privacy budget allocation to avoid insufficient utilization or premature
depletion of the privacy budget.

Secondly, we design a weighted Sparse Vector Technique (SVT) as the controller for adaptive
data sampling. In this paper, the data sampling controller needs to sample the valuable data for
release while ensuring that the consumption of the privacy budget within the current window does
not exceed the total privacy budget. SVT [40] is a commonly used DP technique for controlling
data sampling based on certain conditions and total privacy budget. However, existing SVT cannot
handle the data with different weights, i.e., releasing each data consumes a different amount of
privacy budget. Since the optimal sampling count varies with changes in the data stream, the
allocated privacy budget for sampled data may also change. Therefore, we design a weighted SVT
and ensure that it still provides the same privacy guarantee as the original SVT.

Thirdly, we provide parameter details of SPAS for deployment in practical scenarios, along with
further optimization for privacy budget allocation. Specifically, we give the method to determine the
initial optimal sampling count within the beginning window of the data stream where no historical
releasing results are available. Then, we explain how to update the key parameter for calculating the
optimal sampling count based on historical releasing results during the practical releasing process.
Additionally, we further maximize the utilization of the privacy budget by avoiding unnecessary
privacy budget consumption during the sampling process and ensuring the actual number of
sampled data within each window reaches the optimal sampling count.

Finally, we conduct a comprehensive experimental evaluation. We conduct experiments on six
real-world datasets and four synthetic datasets, including one-dimensional and multi-dimensional
data streams, demonstrating the effectiveness of SPAS. When compared to seven well-established
schemes, SPAS consistently ranks within the top three in terms of accuracy across all data streams
for both releasing tasks and range query tasks. In contrast, other schemes occasionally perform
poorly on certain streams due to their lack of adaptability. The evaluation results reveal the
powerful generalization of SPAS, making it suitable for addressing the stream-releasing challenges
in real-world applications.

2 Preliminary
2.1 Problem Statement

Suppose there is a data stream release task, where a snapshot is released at each timestamp while
preserving data privacy. Each snapshot is in the form of a histogram, which can be denoted as H;
at the i timestamp. Each H; has the same number of bins during the whole release process. More
specifically, there is a sensitive data stream H = {Hy, - - - H;}. We need to release a data stream
H = {I:I1, cee ﬁi}, where Hl- is the noisy version of H; at the ith timestamp. The goal is to make H
close to H while satisfying w-event DP guarantee.

2.2 Privacy Definition
In this part, we provide the general definition of differential privacy (DP) in the context of data
stream release. Then we introduce the definition of w-event DP and its semantic meaning.

DerinITION 1. (€e-Differential Privacy) [17]. An algorithm M satisfies e-differential privacy, where
€ 2 0, if and only if for any neighboring streams H, H’, and any possible output set O C Range(M),
we have

PriM(H) € O] < ePr[M(H') € O]

Here, € indicates privacy budget, which is a non-negative parameter that measures the privacy
loss in the data. The smaller € means that the outputs of M on two neighboring streams are more
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similar, and thus the provided privacy guarantee is stronger. One key point here is the definition of
‘neighboring, which quantifies the ‘unit of privacy’ we want to protect. For example, the popular
event-level DP defines neighbors as two data streams H and "’ that equal (i.e., H; = H]) for all
timestamp i except one. We will introduce and discuss other settings later.

When processing a series of DP mechanisms and the statistical outcomes of these mechanisms
are correlated, the privacy guarantee can be calculated using the privacy composition theory. We
present the definition of sequential composition as follows:

DEFINITION 2. (Sequential Composition) [42]. For a sequence of k mechanisms My, Ma, ..., My
and M; provides ¢;-DP, let H be a data stream, publishing o = {01, 03, .., 0 }, whereo; = My (H), 0, =
My (o1, H), ..., o = Mg (01, ..., 0k—1, H), satisfies (Zf:1 €;)-DP.

Intuitively, DP is guaranteed by adding carefully crafted noise to the statistical results. There are
many existing mechanisms for sampling noise, such as Laplace mechanism, Gaussian mechanism,
and Exponential mechanism [20]. Among these, the Laplace mechanism computes a function
f on the input with e-DP protection, whereas the Gaussian mechanism achieves (¢, §)-DP. The
Exponential mechanism is commonly used for selection problems. This paper uses the Laplace

mechanism where the noise (Lap (A f)>d are drawn from a Laplace distribution. The probability
density function of the Laplace distribution is
Prix) = =e )

where A = Ay /e [17]. Ay is the [;-norm global sensitivity of the statistical result, which is defined
asAp = maxp, p; |f(D;) = f(D;))I.
Definition of w-Event Differential Privacy. Events that occur at close timestamps in a data
stream often exhibit correlations, which implies that the privacy protection provided by the event-
level privacy may not satisfy the necessary requirements of dealing with privacy protection for
scenarios involving continuous data publication. For instance, if a user’s browser configuration
remains constant for a week, reporting the same data across seven days, the privacy budget could
expand from € to 7€ due to the privacy composition theory.

w-event privacy is proposed to offer e-DP protection for events occurring within any adjacent
w timestamps. We present the formal definition of w-event privacy for neighboring data streams
below,

DEFINITION 3. (w-Neighboring) [33]. Define H; and H! as histograms of H and H’ at the it
timestamps. For a positive integer w, two streams H and H’ are w-neighboring, if
e for each H;, H] such that H; # H}, it holds that H;, H] are neighboring;
o for each H;,, H;,, Hi’l, Hi’z with iy < iy, H;, # Hi’1 and H;, # Hi’z, it holds thati, —i; +1 < w.

According to Definition 3, w-Neighboring requires that the histograms at the same timestamp
of the two neighboring streams are adjacent or the same, and all the adjacent histograms fit in a
window of up to w timestamps. In this paper, we follow the standard definition of DP to define
neighboring histograms, meaning we consider neighboring histograms to differ by only one data
entry. Therefore, the sensitivity of adding noise to each bin of the histogram is defined as Ay = 1.
Then, we show the definition of w-event DP in Definition 4.

DErINITION 4. (w-Event e-Differential Privacy) [33]. An algorithm M satisfies w-event e-differential
privacy, where € > 0, if and only if for any w-neighboring streams H, H’, and any possible output
set O C Range(M), we have

PriM(H) € O] < ePr[M(H') € O]
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Semantic Meaning of w-event DP. w-event DP is a compromise between event-level DP (protect-
ing only every single event) and user-level DP (shields all events associated with a specific user).
It provides a privacy guarantee stronger than event-level DP and is considerably more practical
than user-level DP. Works that satisfy user-level DP usually require additional constraints for
releasing infinite data streams, i.e., limiting user contributions [18, 39] or allocating infinitesimal
privacy budgets [27, 29]. Although some works [15, 32] claim to be free from these constraints,
they inevitably face the issue of decreasing accuracy in the released results as user contributions
increase.

Many user-level DP works [15, 26, 32] quantify the utility under the p-down-neighborhood setting
(the number of different events in the neighboring data stream is truncated to a constant p). This
differs in perspective from w-event DP, which restricts privacy protection to any neighboring w
events to free from the user contribution, but the essence is similar. Intuitively, w-event DP changes
the scope of protection from a single event as in event-level DP to a sequence of events, with a key
sliding window constraint. The sliding window concept makes w-event DP not just an extension of
event-level DP where the definition of an event becomes a sequence of w events, but actually a
more stringent notion, i.e., any algorithm satisfying w-event e-DP also satisfies (a sequence of w)
event-level e-DP but not vice versa. Next, we explain this point in detail.

Most streaming data publication applications, e.g., data collection/publication at Apple [1] and
LinkedIn [46], allocate the total privacy budget for consecutive non-overlapping time windows (a
sequence of events). Specifically, Apple allocates a new privacy budget every day and LinkedIn
resets its privacy budget on the 1st day of each month. Suppose LinkedIn collects data n times
each month, and the total privacy budget for each month is €. If LinkedIn collects n times of data
between January 16th and January 31st, and n times between February 1st and February 15th, even
though each collected data is protected by event-level e-DP, they do not satisfy w-event e-DP since
the privacy budget consumed within the window from January 16th to February 15th is 2¢.

2.3 Existing Solutions

To satisfy w-event DP, a naive way (we call it Uniform) is to evenly distribute the privacy budget
across all timestamps within a window, enabling data release while ensuring that the total privacy
budget consumed within each window does not exceed e. However, this misses the opportunity to
add less noise when data within a sliding window exhibits similar patterns. The other extreme is to
publish once at the beginning of each sliding window (we call it Sample) and reuse this published
data for all later timestamps throughout the window. This captures the information accurately at
the initial stage, but this approach may not perform well if data changes rapidly for later timestamps
within a window.

The central issue in w-event DP revolves around the strategic allocation of limited privacy
budgets to different timestamps, i.e., when to publish (and the non-published timestamps will
reuse the published ones) and how much privacy budget we allocate (while keeping the total
privacy budget within each sliding window below €). To address this challenge, several schemes
are designed to enhance based on the naive Sample method. In essence, these schemes can be
categorized into two types based on the strategies they employ to control the sampling process.

Sampling Controlled by the Interval. This strategy revolves around adjusting the frequency of
data releases based on specified intervals within the sliding window [24, 52, 53]. Subsequently, the
question of ‘How can we determine the intervals of data release?’ remains an essential challenge to
address. Existing schemes FAST, RescueDP, and SecWeb propose to design a PID controller [34] to
adjust the sampling interval based on the error of historical published results.
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Table 1. Summary of existing solutions based on strategy and whether their components are data dependent
(\/yes, Xno). ‘Historical data’ and ‘Current data’ refer to the results released at past timestamps and the
new data at the current timestamp, respectively.

Publication Data Sampling Budget Allocation

Solutions Strategy | Historical-data | Current-data | Historical/Current
Dependent Dependent Data Dependent

Uniform [33] ‘Uniform’ X X X
AdaPub [55] ‘Uniform’ X X X
PeGaSu$ [11] | ‘Uniform’ X X X
RGP [44] “Uniform’ X X X
Sample [33] ‘Sample’ X X X
BA, BD [33] ‘Sample’ X v X
G-event [12] ‘Sample’ X v X
FAST [24] ‘Sample’ v X X
RescueDP [53] ‘Sample’ v X X
SecWeb [52] ‘Sample’ v X X
DSFT [36] ‘Sample’ X v X
DSAT [36] ‘Sample’ X v X
Our SPAS ‘Sample’ v v v

We emphasize that although these schemes adaptively adjust the sampling interval, they fall
short in non-data-dependent data sampling and non-data-dependent privacy budget allocation.
Specifically, they determine the worthiness of releasing current data based on the sampling interval,
adjusted by historical releases, rather than the value of the current data itself. This limitation
prevents the schemes from promptly adapting to changes in the data stream. Moreover, their budget
allocation heavily relies on the pre-defined parameter values and current sampling intervals. They
tend to reserve budgets for the remaining sampled timestamps within the current sliding window,
and often neglect the specific trends of the data stream and the size of the sliding window. These
often result in either an underutilization of the privacy budget within a window or the potential
risk of an insufficient privacy budget allocation, leading to suboptimal accuracy of noisy releases.

Sampling Controlled by the Threshold. Unlike fixed-interval sampling, threshold-controlled
sampling releases data when specific conditions or thresholds are met [33, 36]. These could be
based on the magnitude of change in data, or other predefined criteria. BA/BD consumes half
of the current remaining privacy budget each time. This leads to an exponential decrease in the
privacy budget for timestamps as time progresses within a window. As a consequence, the earliest
sampled timestamps consume a substantial portion of the privacy budget, causing greater noise
in later released outcomes. The other strategy DSFT/DSAT is to additionally define a sampling
count within a window and assign the privacy budget of each sampled timestamp evenly. However,
they manually set the sampling count as an empirical parameter, which still poses a potential for
unreasonable privacy allocation.

Based on the above analysis, we deduce that the threshold-controlled sampling schemes also
encounter challenges related to non-data-dependent privacy budget allocation. Moreover, their
sampling method solely considers the current data, lacking a prediction of stream trends based on
historical releases.

We summarize all existing related schemes in Table 1. Notably, we include two schemes that are
not proposed under the w-event DP: PeGaSus$, an event-level scheme that can be directly employed
under w-event DP; and FAST, a user-level scheme that serves as the foundational design for some
w-event strategies. All of these methods are included in a benchmark [49].

3 Our Solution

We have identified that none of the existing schemes achieve both data-dependent data sampling
and data-dependent privacy budget allocation simultaneously. Consequently, they encounter a
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SPAS Controller
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Fig. 1. The workflow of SPAS. Initially, SPAS forecasts the data publishing strategy and determines the
privacy budget for allocation. Subsequently, SPAS releases valuable data, drawing upon the preceding two
steps.

compromised accuracy, as they are unable to adapt the sampling process to changes in the data
stream and allocate privacy budgets rationally.

To tackle this challenge, we design SPAS (Stream Publishing based on Adaptive SVT), which
achieves both data-dependent sampling and data-dependent privacy budget allocation. SPAS predict
the data publishing strategy across the entire sliding window, ensuring a well-planned allocation
of privacy budget for both current and future releases, while maintaining the total consumption
within a sliding window below e. Furthermore, the publishing strategy also plays a crucial role in
controlling the data sampling process to optimize the accuracy of the results.

3.1 Overview

Before delving into the algorithm’s details, we begin by abstracting a workflow for SPAS. We show
a flowchart of SPAS in Figure 1. SPAS features a central controller that encompasses three essential
functions: predicting data publishing strategy, allocating privacy budgets, and sampling valuable
data for release. We elaborate on these functions as follows.

e Data Publishing Strategy Prediction. SPAS determines the data publishing strategy for future
timestamps, drawing on the previously published results. It plays a crucial role in budget allocation
and data sampling procedures. Specifically, we estimate an optimal sampling count for each sliding
window. We denote C; as the optimal sampling count within the sliding window {Hj, ..., Hiyv—1}
starting from the i timestamp. Intuitively, C; indicates how many timestamps’ data in a sliding
window should be sampled and have Laplace noise added (other unsampled timestamps’ data
is replaced by the previous timestamp’s release results) to minimize the error in the published
results. This idea is driven by not wasting the privacy budget on streaming data that does not
change significantly. The determination of C; arises from the optimization problem rooted in an
error function, which represents the sum of errors introduced by adding noise to sampled data
and errors introduced by data not being sampled. This error function is mainly influenced by the
data sampling count.

o Privacy Budget Allocation. This function investigates how to allocate the privacy budget to adapt
to the data publishing strategy. In this paper, we treat the sampled released data as equally
significant, thus we set the privacy budget weight for the i timestamp as 1/ C} after determining
C;. Therefore, we allocate €, = €,/C; to the i timestamp for data release, where €, is the whole
privacy budget used to release data within a sliding window.

o Adaptive Sampling Control. Adaptive sampling control is the core part of SPAS that determines
whether data can be released at the current timestamp. This decision is based on two primary
considerations: (a) whether the current data is worth publishing, and (b) whether the remaining
privacy budget within the sliding window supports the privacy budget required by the current
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Table 2. Important Notations

Variable Description
w Size of the sliding window
H, H Sensitive/Released noisy data stream
H F, Segment of the sensitive/released data stream
’ with the length of w
H;, H; Histogram/Noisy histogram at the ;™ timestamps
€s: €p Privacy budget for sampling controller/releasing data
As, Ap Noise sensitivity of sampling controller/releasing data
o Optimal sampling count within the sliding
i window starting from the i timestamps
dy, Distance between H; and the previously noisy release
Approximated variance of the difference
Var (Edis) between the noisy version of the data and the
release at its previous timestamp
;2‘3;'&‘%5& €5+ €p, + Ep, €y =9e/B8>€
EZZ ZI:M €t Ep + ey1+ €pm€<E

I
&t ey, tep, ey, =3€/d<eE

€+ €y +Ep,+ €y =DE/BZ€

Hy Hy Hs Hy Hs Hg
[} + + + + + $ Timestamps
1 1 1 1 1 1 1 1 1 1 1 1 Budet weight
SET =% mms === mTn meo udget wei
GG 6 ¢ 3¢ 3¢ 3G 3¢ 2 getwelg
€p,=€l8 €,,=0 €, =€l e, =€ld €y =€l4 €, =3el8 Privacy budget

Fig. 2. An example of SPAS

timestamp. In this paper, we design a weighted Sparse Vector Technique (SVT) as the controller
for adaptive sampling in SPAS.

Here, it is essential to declare which sliding window the term “current window" in the description
of each function refers to since most timestamps are included in w sliding windows. In the process
of predicting the data publishing strategy, we predict the optimal release count C; for the sliding
window starting from the current timestamp i. In the process of adaptive sampling control, we
calculate whether the remaining privacy budget within the sliding window ending at the current
timestamp supports the privacy budget required for adding noise to the current data. The reason is
that if the remaining privacy budget within this sliding window is sufficient, the available privacy
budgets of the other w — 1 sliding windows containing the current timestamp are also sufficient.
The important notations in this paper are shown in Table 2.

3.2 Algorithm Design of SPAS

Before exploring the technical details of SPAS, we first present its detailed process, as shown in
Algorithm 1.

We divide the privacy budget € for each sliding window into two parts: €; and €,. € is used for
sampling the data with weighted SVT, while ¢, is used to add Laplace noise to sampled data. In
this paper, we default to setting ¢, = e and ¢, = %e. A portion of the data at the beginning of
the data stream, i.e., the first sliding window, would be used for the warm-up stage to obtain the
initial Cj;r, which is used to set the privacy budget weight for the first released data as 1/Cinir-

The operations during the warm-up stage still satisfy w-event DP and we will discuss the details
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Algorithm 1 SPAS

Input: Data Stream H = {Hj, ..., H}, initial sampling count Cip;y, privacy budget €5 and €p, where es+¢p = €,
dimension of each histogram d, the size of a sliding window w, the sensitivity As = Ap = 1.
Output: H = {I:Il, H,}
1: €5 < €s/2, €sy, < €s/2, Cik < Cinit, p < Lap (As/esl)
2: for H; in H do

d .
3 dy, « % > |H;iljl = Hi=1[j11 > Compute the change in H;.
j=1
4 ep, — €/C] > Allocate budget.
if dpy, + Lap (2C} Ag/es,) > CiAs/ep + p AND

. €p
i Pj
Jmi—wt €, < 1then

6: H; « H; + (Lap (Ap/epl.))d > Add noise to H; for release.
7:  else

8: €p; < 0, I:Ii — I:Ii_l > Directly use the previous release.
9: end if

10:  Update Var (Edis) > Compute from historical release.
11: C:.‘H — [ep4[3Var (Edis)/(éApﬂ > Update sampling strategy.
12: end for

13: return H

further later on. In Algorithm 1, we present the process starting from after the warm-up stage, with
Cinir as an input value.

The privacy budget €, allocated for data release at each timestamp is determined by its privacy
budget weight 1/C; (Line 4). This privacy budget weight serves as the data publishing strategy,
which is estimated by predicting the variation pattern of upcoming data within the current sliding
window {Hj, ..., Hi+\—1 } based on analyzing historical release results (Line 10-Line 11). Specifically,

Var (]::d,-s) is an approximate parameter, which refers to the variance of the difference between

the noisy version of the data and the released result at its previous timestamp within the current
window. We will provide a detailed explanation of how to evaluate C; in Subsection 3.3.

We designed a weighted SVT in the adaptive sampling controller to sample data and ensure
that the privacy budget used for releases does not exceed ¢, within each sliding window. At the
ih timestamp, a streaming data H; qualifies for release only if the difference between H; and the
previously released result H;_; exceeds the threshold (Line 5). We define the threshold as the
expected value of the absolute Laplace noise to be added to the data, i.e., T; = C; As/ep, where €, /C;}
is the privacy budget allocated to the i timestamp for adding noise. In essence, we consider the
updated release worthy of release only if its modifications are significant enough not to be obscured
by noise variations. Besides, the weighted SVT needs to further determine whether there is enough
remaining privacy budget in the sliding window culminating at the current timestamp to support
the release (Line 5). We will introduce the technique details of weighted SVT in Subsection 3.4.

For timestamps that are sampled for data release, the Laplace noise is generated corresponding to
the dimensions of the streaming data (Line 6). Note that, as we defined in Definition 3, neighboring
streaming data only differ by one data entry, which means the noise sensitivity of each bin in
histogram H; is 1. Therefore, we have A; = A, = 1. For timestamps that are not sampled, the
released result from the previous timestamp would be directly used as the release result for the
current timestamp (Line 8).
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An example. We present an example of SPAS (after the warm-up stage) over six timestamps in
Figure 2, with w = 3 and Ciy;; = 6. The privacy budgets for €; and €, are § and %e. At the first
timestamp, SPAS releases noisy version H; of Hy, allocating a privacy budget €p, = €,/C] = €/8.
At the second timestamp, the optimal sampling count is updated to C; = 3. The change in H,
compared to H; does not exceed the threshold T, = %. Therefore it cannot be released and is
replaced by FIl, where €;, = 0. Next, assuming the change in Hs is above the threshold, the required
€p, = €5/C; = €/4 does not exceed the remaining privacy budget within the window, so Hj can
be released. SPAS continues this process on the remaining timestamps. At the 6 timestamp, the
current window’s privacy budget is insufficient to support €, so even if the change in Hy exceeds
T, it cannot be released.

3.3 Data Publishing Strategy Prediction

In this section, we introduce our data publishing strategy, which is crucial for data sampling control.
We estimate the optimal sampling count C;} for each sliding window {H;, ..., Hy1\—1} starting from
the it timestamp by predicting the variation pattern of upcoming data. The determination of Ciis
based on maximizing the accuracy of the release results within the entire window starting from
the current timestamp, rather than focusing solely on the current timestamp. It is important to
emphasize that the whole process only involves the noisy results released in the past without
repeated exposure to raw streaming data to avoid additional privacy leakages.

Estimate Optimal Sampling Count. The goal of our strategy is not only to meet the privacy
budget needs of the current timestamp but also to account for potential data releases within the
same sliding windows. Estimating C} aims to understand the number of these potential data releases,
which is necessary for guiding the allocation of privacy budget allocation at the i timestamp, i.e.,
we use 1/C} as the privacy budget weight.

We estimate C; by minimizing the error of the released results within the sliding window. Specif-
ically, we denote the segment of the released results within each sliding window {Hj, ..., Hi4w—1} as
7:{W, and its corresponding raw streaming data as H,,. We assume that ¢; € [1, w] timestamps in
H,, are sampled for data release, and we denote this subset of timestamps as Z;, while the remaining
w — ¢; timestamps are represented as J_;.

The streaming data at the timestamps within ; is published after adding noise, while the
timestamps within J_; directly publish the previously released noisy results. Consequently, the
error in the released results arises from the difference between the raw data and the previous noisy
results for the timestamps in J_;. The error in the released results comes from the Laplace noise
added to each release for the timestamps in JZ;.

Then, we can formalize an error function for the variance of V:IW — H,, as follows,

Var (7:(W - Ww) = Z Var (Hj - ﬁsj) + Z Var (Lap (%)) + Cov, ()

jelos jel

where s; € I, is the maximum index of the timestamp smaller than j and 1/c; is the privacy budget
weight for timestamps in Z. Cov, is the summation of all covariances of the variances for the
aggregated non-independent errors. Since timestamps in J_; may use the same historical release
result, there may be cases where, for example, both the (i + 1)th and (i + Z)th are not sampled
and directly release the noisy data released at the i™ timestamp. In such case, the errors H; — Hj,
ﬁi — H;;q, and ﬁi — H;., are not independent. For computational feasibility, we will ignore Cov,
in our following analysis. When the minimum point (optimal sampling count C;) of Equation 2
is closer to a large c; (approaching w), ignoring Cov, may have a small impact on finding C}, as
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the dependency between release results is low. When the minimum point is closer to a small ¢;
(approaching 0), ignoring Cov, may lead to an underestimation of C; since more data needs to be
released to reduce the error coming from the dependency.

For the first part 3} ;.7 Var (Hj - I:Isj) of Equation 2, we need to divide all w — ¢; timestamps
in I_; into two parts. The first part x = 6(w — ¢;) involves timestamps correctly identified by
the data sampling controller (Line 5, Algorithm 1) as having changes compared to the previously
released result within the threshold. The other part w — ¢; — x includes timestamps incorrectly
classified as non-releasable. Here, 8 represents the probability of the data sampling controller
failing to sample the data whose change exceeds the threshold, which will be discussed later. As the

threshold T; = Lap (Cieip ), so Var (Hj - I:ISj) can be bounded by the noise variance Var (Lap (%)).

However, it’s difficult to directly compute Var (H = ﬁsj) for the other part of 7_ since we cannot
touch the raw data of historically released results repeatedly. We compute it as follows,

Var (Hj - ﬁs_,-)

~ C,'Ap C,'Ap
=Var |Hj — H,; + Lap | —| | — Var |Lap [ —
€p €p

~ ~ CiAp
=Var (Hj - HS].) — Var |Lap [ —
€p

~ CiAp
~Var (Edis) —Var|Lap [ —=
€p
Here, we still cannot directly compute H; — I:ISj, but we can approximate it for all timestamps in
J_; using the variance of the distances between adjacent historical noisy release results, denoted as
Var (Edis), which will be discussed later.

For the second part )’ ;c 7. Var (Lap (%)), it can be estimated from the probability density

distribution of Laplace distribution shown in Equation 1.
Next, we continue with Equation 2, we can obtain

) i A
Var (‘Hw - Ww) ~ x - (Var (Edl-s) — Var (Lap (ce—pp)))
o [52)

+(w—c;j—x+c¢;) - Var|Lap [ —

€p
. 2¢;A;
=0(w —¢;) - Var (Ed,-s) + ((1-20)w + 20c;) -
€

2
P

Derivative the above formula to find the ¢; at the minimum point, we can get a quadratic equation
129A§,c§/612, +4(1 — 29)WA12701-/€; — OVar (Edis) = 0. Then, we can get that Var (ﬁw - Ww) is

minimized when ¢; = C}, and C; satisfies

\/(1 — 20)2w? + (36%Var (Edis) €2)/A? — (1 - 20)w
3
0 ©)
For convenience, we round C; up and truncate it to w before using it as the optimal number of

releases within the sliding window {Hj, .., Hi+w-1}. Then we use it to allocate the privacy budget
weight for the ih timestamp as 1/C;.

cr =
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Fig. 3. The variance of the results released in a window Var (ﬁw - WW) with varying the actual 8, where
the optimal sampling counts are calculated with 0=1/2,0=1/3,and 0 = 1/4, respectively. We set ¢ = 1,
Var (I:Zd,-s) =10, and w = 10.

Discuss Parameter 0. The parameter 0 is influenced by multiple factors. We summarize the
following two main points.

(1) Error caused by the adaptive sampling controller. We use a variant of SVT as the adaptive
sampling controller in this paper. The adaptive sampling controller has a probability of determining
the data with changes exceeding the threshold as not for sampling, and this failure probability
is contained within 6. Specifically, basic SVT is («, ) accurate with a = 8(logk + log(2/8))/e€ (k
is the number of data), which means that SVT does not sample the streaming data higher than
T; — a (T; is the threshold) with a probability bounded by 1 — f [20]. (2) Variation in the data stream
distributions. The adaptive sampling process follows a first-come-first-served approach. When the
sampled count reaches the expected sampling count, sampling stops within the current window,
which also results in some timestamps with data changes exceeding the threshold being classified
into J_;. The proportion of such timestamps depends on the distribution of the data stream, that is
the proportion of data with significant changes within the window. All of these factors complicate
the theoretical analysis of the parameter 6.

We set three different theoretical values of § = 1 /2,1/3,1/4 to get three different optimal

sampling counts. We present in Figure 3 a comparison of Var (‘Hw - (Hw) obtained using these

three different optimal release counts as the true 6 changes from 0.1 to 1. If 0> 1/2, it implies that
the accuracy of the adaptive sampling controller is significantly compromised. This results in a large
theoretical variance of the results, so we exclude these lines in Figure 3. Given that Var (‘]:(W - ?(w)
is minimally influenced by the actual value of 6 when estimating the optimal sampling count with
0 = 1/2, we adopt 6 = 1/2 as the approximation of the true 0 for experimental evaluations. We

calculate C; as
e | -
@ 3Var (Edis)

Calculate Var (Edis). The calculation of the optimal sampling count depends on a parameter

Ci=

1

Var (Edis). We use it to approximate the variances of the difference between the noisy version of

the data and the released result at its previous timestamp since the exact data within the estimated
window is still unknown.
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For the sliding window {Hj, ..., Hj4—1}, We estimate Var (E~d,-s) based on the historically released

results at the sampled timestamps. We denote o = {ﬁl, FIZ, ...,Hl} as [ noisy results released at
sampled timestamps before the current window. We calculate the variance of the distance between
adjacent sampled noisy results Ey;; as,

N N R N 2
. Yo lH - Hia? (& H -
Var(Ed"): ’ -1 - Z ]1—11

Jj=2

Var (Edis) is the key parameter for calculating the optimal sampling count adapted to changes

in the data stream. An overestimated Var (Edis) can lead to an overestimated optimal sampling
count, potentially resulting in incomplete utilization of the privacy budget within a sliding window.

Conversely, an underestimated Var (Edis) can lead to the budget within a sliding window being

depleted prematurely. In this paper, we cannot theoretically estimate whether using Var (]::dis) to

calculate C; is unbiased due to the unknown nature of the upcoming data stream. We can only
assume that the variation patterns of the data stream in several adjacent windows are similar. We

will discuss in detail how to update Var (Edis) during the release process later.

3.4 Adaptive Data Sampling Control

The data publishing strategy estimates a privacy budget weight of 1/C; to each timestamp i, which
determines the privacy budget used to release the data at that timestamp. In this section, we
introduce how the adaptive sampling controller works. There are two objectives: one is to sample
valuable streaming data for release (changes exceeding the threshold compared to the previous
release result), and the other is to ensure that the summation of the privacy budget weights for
release results within a window does not exceed 1, i.e., for an infinite stream, Vi Z”‘” '1/ C;f <1
(total privacy budget consumption within a window does not exceed €). This samphng process
also needs to satisfy the w-event DP. We allocate a privacy budget of €, for data sampling in each
sliding window.

To satisfy the first objective, we can use a technique called Sparse Vector Technique (SVT) [40]
as the adaptive sampling controller. SVT regulates the continuous release of data exceeding a
specified threshold T; within a limited sampling count. Therefore, SVT allows us to focus on the
most "interesting” or "significant” data without wasting the privacy budget on less important ones,
making it well-suited for adaptlve samphng control within the SPAS. In this paper we set the

threshold T; of SVT to b

the current data and add n01se to it for release only when the difference between the current data
and the previously released result exceeds the threshold. In this way, we can ensure that the data
changes in each released result are not obscured by the added noise at least.

For the second objective, it couldn’t be satisfied using the existing SVT. The existing SVT can
only be applied when all sampled data have equal weights, i.e., the weight of each sampling data
is 1/C and the sampling stops when the total weight reaches 1, where C is a constant. However,
in this paper, the privacy budget weight 1/C} for each timestamp within a sliding window may
differ as the data stream varies. To address this dilemma, we develop a weighted SVT, which can
control the total privacy budget consumed by sampling data with dynamic privacy budgets while
still satisfying the same DP guarantee as existing SVT. The detailed process of the weighted SVT
within a sliding window is shown in Algorithm 2.
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Algorithm 2 Weighted SVT

Input: A sliding window H,, = {Hj, ..., Hy,}, privacy budget weight at each timestamp {1/C7, ..., 1/C},},
threshold at each timestamp {7, ..., Ty, }, privacy budget €, sensitivity As of each streaming data.
1: €1 « €/2, €2 «— €5/2, p «— Lap (Ag/€1), weight « 0
2: for H; € H,, do
3: v; < Lap (ZCfAs/ez)

4 ifdg, +v; > Ti + p AND weight + 1/C; < 1 then

5: IsSampled «— T > dy, denotes the change in H;.
6: weight « weight + 1/C}

7:  else

8: IsSampled « L

9:  endif
10: end for

Output: IsSampled

The latter part of Line 4 is equivalent to checking if sampling the current data would result in
the total privacy budget consumed within the window exceeding €, since X ;c,,1 1/C; > 1 &
2je[w] €p/C; > €p. The main difference between the existing SVT and Algorithm 2 lies in Line
4 and Line 6. In the current context, the existing SVT checks weight + 1/C > 1 (C is a constant)
in the latter part of Line 4 and computes weight « weight + 1/C in Line 6. Then, we prove that
Algorithm 2 still provides w-event DP guarantee.

THEOREM 1. Weighted SVT satisfies w-event €5-DP.

Proor. Consider any output vector set 0 = {01, 03..., 0;), where 0; € {1, T} (“L" represents the
data is not sampled, “T" represents the data is sampled). Let I, = {i:0; = L}, It = {i:0; = T} be
sets of “L” and “T”. Denote C; as the optimal sampling count at the i'" output in I. We have

PrlA(H,) = o] = / Prip =21 [ | fi(Huw2) [ | 9:(Hu2)d2

- i€l ielt

where f;(H..z) = Prldy, +v; < T; + 2], and ¢;(H,,,z) = Prldy, + v; =2 T; + z]. We also have
Pr[p =z] < e“Pr[p =z+A]. Then, V; |dy, — d}, | < A, we have

fi(Hywz=A) =Prldy, +v; < T, +z — A]
< Pr[dl'qi—A+vi <T+z-A]
= fi(H,,.2)

. . . A
Since v; is sampled from the distribution Lap (26—‘2), we have:

gi(Hw,z—A) =Prldy, +v; > T +z — A]
Pridy, +A+0; 2 Ti+z-A]
eGZ/C?Pr[d;{i+v,- > T +z]

= /S g;(H], 2)

IA

IA
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Therefore, we have:
Pr[A(H,,) = o]
PrA(H,,) = o]
Lo Prlp =z = Al Tlier, fi(Ho 2 = B) [ier, 9i(Ho 2 = D)dz
[ Prlp =2l Tier, fi(Hin2) Tier, 9i(Hiy 2)d2
B [ ePrlp = 2] [lier, fi(H,,2) [licr, €/ gi(H,, 2)dz
— [ Prlp =2 Tlier, fi(H 2) Tier, 9i(Hiw 2)dz

|| e
:e€1e2i=1 C; < ee

where 3} 151‘ % < 1, since the number of published T is always no greater than C;. O

Additionally, we need to mention that, as Rogers et al. [47] pointed out, historical-release-
dependent privacy budget allocation potentially impacts privacy aggregation, i.e., leading to privacy
bound that is slightly worse than the standard advanced composition theory [20]. However, it does
not affect the sequential composition adopted in this paper.

4 Implementation Details

In this section, we discuss some implementation details of SPAS.

Obtaining Initial Sampling Count C;,;;. In this part, we discuss how to obtain the initial sampling
count Cjp;; in the absence of historical publication during the warm-up stage.

During the warm-up stage, it’s still important to ensure that the released results do not violate
w-event DP. We employ a fixed sampling interval method [24] to publish data for the warm-up
stage, and we typically use the data within the first sliding window for warming up where the
sliding window length is not excessively small. We set the sampling interval as a constant m and
allocate em/w privacy budget for each sampled data. Then, for the timestamps where data is not
sampled, the publication result from the previous timestamp is directly used for release. Finally, we
can calculate Cjp;; according to Equation 3 based on the released results during the warm-up stage.

If m is set too large, it may result in publishing an excessive number of unnecessary streaming
data during the warm-up stage, leading to an underestimated Cip;;. This may cause SPAS to miss
some valuable streaming data in subsequent several windows. Conversely, if m is set too small, it
may lead to an overestimated Cjp;;, causing the privacy budget in subsequent windows not to be
fully utilized. However, under the assumption that we have no prior knowledge of the data stream,
it’s not possible to determine an optimal m. Fortunately, the impact of m can gradually diminish as
the sliding window moves. Additionally, the optimization deployed can also mitigate the issue of
inadequate utilization of the privacy budget in subsequent windows, which will be discussed later
on.

Updating Var (Ed,-s) from Historical Released Results. In this part, we discuss how to update
Var (Ed,-s) in the implementation.
A basic method is to update using all historical releasing results. When updating Var (Edis)

at the ih timestamp, we calculate (Var (Edis) x |+ |H; — Hj|*)/(1 + 1), where [ is the number of

sampled timestamps before the i timestamp and Hj is the last one released before the it timestamp.
Another way is to update only using the noisy results released at the sampled timestamps of the
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Fig. 4. An example of maximizing the utilization of the privacy budget, where the window size w = 5.

several most recent windows. The Var (Ed,-s) updated by the former is relatively stable and less
affected by outliers. In contrast, the latter is more sensitive to changes in the data stream.

Then, we provide another method using Probability Decay that is a compromise between the
above two methods. We can group the historical results as Gy, Gy, ..., Gfy/ at intervals of w, and
assign weight coeflicients to the timestamps in each group according to the distance between the

window where it is located and the current timestamp when updating Var (Edl-s). Then we update

Var (Edis) as follows, where b can be set to 2.

1

. 1 1
Var (Edis) e Z; TG/ |H; — H;_4| (4)
g

Maximizing the Utilization of the Privacy Budget. In the previous analysis, we identified that
SPAS may face issues of either underutilization or unnecessary consumption of the privacy budget,
indicating further optimization opportunities.

At each timestamp, if we find that the remaining privacy budget within the sliding window
ending at the current timestamp is sufficient to support the publication of data from subsequent
timestamps as the window slides, we directly publish them without judging by the adaptive data
sampling controller. Specifically, as depicted in Figure 4, the window of length 5 encompasses three
timestamps, spanning from i — 4 to i. At the i" timestamp, given the current optimal sampling
count C}, the remaining privacy budget is sufficient for releasing the results from the remaining
timestamps within the new window, commencing from the initial sampling timestamp within the
current window. In this case, the results from timestamps i + 1 and i + 2 can be directly released
using privacy budget €, /C; for each timestamp. Additionally, a portion of €, (Line 5 in Algorithm 1)
does not need to be consumed for SVT judgment, thus the remaining part of €, can also be evenly
distributed among the data directly released.

Discussion on the release of complex data streams. In practical scenarios, SPAS may face more
complex data release situations, such as continuously growing length, high-frequency fluctuations,
and complex data structures. In the following, we discuss how SPAS can handle these issues.

First, like other w-event approaches, SPAS can be applied to infinite data streams, and its privacy
and utility are not affected by the length of the data stream. Additionally, the computational
complexity of SPAS is not affected by the length of the data stream, which is determined by the
length of the historical data reviewed when updating the optimal releasing strategy. When dealing
with a high-frequency fluctuating data stream, SPAS tends to sample more data to release, offering
a significant improvement over sample-based methods. However, in extreme cases where the
fluctuation is completely random and the privacy budget is sufficient, uniform-based methods are
naturally the optimal choice. Finally, we only need to define new metrics for data changes and set a
corresponding new threshold when dealing with more complex data structures, e.g., graphs, trees,
and tables.
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Fig. 5. The comparison of all eight competitors on ten real-world and synthetic datasets with varying e,
where w is fixed to 120. The proposed method SPAS consistently demonstrates superior performance across
all datasets.

In the subsequent evaluation, we set m to a constant value of 20 during the warm-up stage. The
comparisons to other methods remain fair since the warm-up stage still satisfies the w-event DP.
At each timestamp, the historically released results within the length of the previous two windows

are used to calculate Var (]::dl-s). Additionally, the optimization for maximizing privacy budget

consumption is applied.

5 Evaluation
5.1 Setup

Datasets. We evaluate all methods using six real-world datasets and four synthetic datasets. The six
real-world datasets consist of three one-dimensional datasets and three multi-dimensional datasets.
We summarize characters of all datasets in Table 3.

Table 3. Datasets used for evaluation.

Dataset ‘ Dimension Domain Size Timestamp
Flu Outpatient [3] 1 17,5650 1212
Flu Death [2] 1 1,626 1221
Unemployment [7] 1 612 609
Syntheticl 1 1,032 10,000
Synthetic2 1 1,000 10,000
Synthetic3 10 10,000 10,000
Synthetic4 10 10,000 10,000
State Flu [5] 55 22,904 628
TDrive [6] 64 2,627 2100
Retail [4] 100 693,099 143

Processing for Real-world Datasets. We extended the length of all real-world datasets to approx-
imately 4000 by concatenating the segments of the datasets. Longer data streams can allow the
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publishing strategies of the methods to update to the optimal state, which ensures that the com-
parison results of all methods are more reliable. For example, the group-based method PeGaSu$S
requires a sufficiently long group length to achieve the accuracy improvement; the accuracy of
SPAS in the initial period of the stream is influenced by the parameter, i.e., cinir, manually set during
the warm-up stage. In addition, we perform some other processing on each dataset to obtain a
histogram data stream. The details are presented in our source code repository.

Generation for Synthetic Datasets. We also generate four synthetic datasets, each with a length
of 10, 000. For Syntheticl, we simulate a sudden change in the distribution of the data stream. We
sample data from a uniformly random distribution ranging from 0 to 1,000 in the first half and
sample from a Gaussian distribution with a mean of 1, 000 and a variance of 10 in the second half of
the data stream. For Synthetic2, we simulate a data stream that arbitrarily changes at each timestamp.
At each timestamp, the streaming data is randomly sampled from either a Laplace distribution
or a Gaussian distribution. The mean and variance of the Laplace and Gaussian distributions are
uniformly and randomly sampled within the range from 0 to 1,000 and 1 to 20, respectively. The
Synthetic3 and Synthetic4 use the same sampling methods as Syntheticl and Synthetic2, with the
data dimension being 10 and the mean of the distribution ranging from 1 to 10, 000.

Competitors. We compare SPAS with the following competitors.

o Uniform [33]. It adds noise to the data at each timestamp with a uniform privacy budget €/w.

e Sample [33]. It only samples the first timestamp in each window to add noise to the data. Each
sampled timestamp is allocated with all the privacy budget, and the unsampled timestamps
directly copy the results of the previous timestamp to release.

o BD [33].1t only releases data when there is a large change compared with the data at the previous
timestamp, and it allocates the privacy budget in an exponentially decreasing manner.

e FAST [24]. It samples data according to a sampling interval and dynamically adjusts the sampling
interval according to the past released results. Besides, it provides a user-level DP guarantee on
the finite data stream, we modify it to provide w-event DP guarantee for comparison purposes.

o DSAT [36]. It controls the sampling process by using SVT, and only data whose change is greater
than a dynamic threshold can be sampled for release. Since DSAT is an improved version of
DSFT, we only compare with DSAT in this paper.

e AdaPub [55]. Similar to Uniform method. It also allocates the privacy budget evenly to each data
for release, and it adds a smoothing operation to the noisy results.

e PeGaSuS [11]. It groups similar data at continuous timestamps using the clustering method and
then smooths the noisy data within each group.

Metrics. We use Mean Relative Error (MRE) as the accuracy metric, measuring the difference
between released results and the actual data streams. Specifically, for the released result H; at the
jth timestamp, its MRE is defined as,

1
MRE = -

n
1<i<n

il ' . 5)

H;

where n is the total number of timestamps in the stream. For multi-dimensional I:I,-, we calculate
the MRE for each bin separately, and then take the average of all MRE.

We also evaluate with dyirg for a clearer MAE comparison across several methods, which is a
special version of MRE introduced in [49]. It displays the relative deterioration in MRE for each
method when compared to the optimal method’s MRE. In this paper, we simply compute the dyrg
as
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Fig. 6. The comparison of all eight competitors on ten real-world and synthetic datasets with varying w,
where € is fixed to 1. The proposed method SPAS consistently demonstrates superior performance across all
datasets.

_— MRE,,
MRE ™ min{MRE, |m’ € M}
M represents the set of all methods, MRE,, refers to the MRE of method m.

(6)

Environment. All methods are implemented using Python 3.10.6 and the numpy 1.18.1 library.
Experiments are carried out on servers running Ubuntu 22.04.1, equipped with E5-2620 v4 2.10GHz
processors and 128 GB of memory.

5.2 Compare All Methods for Stream Release

To verify the effectiveness of SPAS, we assess the accuracy comparison of all 8 methods on six
real-world datasets and four synthetic datasets with varying key privacy parameters, i.e., privacy
budget € or window size w. We present dyrg, in the form of heat maps, with the light color indicating
higher accuracy, and a grid with a value of 1.0 indicating that it achieves the smallest error among
all methods. The number in each cell represents the ratio of the error of that method to the smallest
error. Since different methods may have different sensitivities to changes in € and w, we may
observe a non-monotonic behavior with an increase in € or w on some datasets. The experiment
results are presented in Figure 5 and Figure 6. Next, we will analyze the experimental results in
detail.

Comparison of Privacy Budget €. In Figure 5, we vary privacy budget € from 0.1 to 0.9, and
compare the dyrg of all methods on ten datasets. The size of each sliding window is fixed to 120.
The first 5 rows of each heat map are the comparison results on one-dimensional datasets, and
the last 5 rows are the results on multi-dimensional datasets. Figure 5 presents that every method
except SPAS struggles to perform consistently well across all datasets. While all of them exhibit
poor performance on specific datasets, it becomes challenging to determine the most suitable choice
for handling unknown data streams in real-world situations.

We note that as € increases, the weakness of sample-based methods relative to uniform-based
methods becomes more evident for datasets where sample-based methods underperform. The
underlying reason can be attributed to that the sampled timestamps fail to adequately cover the
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Fig. 7. The comparison of characters across all datasets. Deeper colors represent higher variability in the
streams.

dynamic changes within the sliding window or to capture crucial data for release. As € increases, the
output from sample-based methods shows marginal enhancement, whereas the accuracy of results
from uniform-based methods significantly improves, further highlighting the difference between
two kinds of methods. Conversely, for datasets where uniform-based methods underperform, the
disadvantage relative to sample-based methods decreases as € increases. This outcome can be
ascribed to the excessive release of sampled data, resulting in an inadequate allocation of the
privacy budget for each sampled timestamp. As the privacy budget increases, the multitude of
sampled timestamps start to present their strengths, narrowing the gap with sample-based methods.

Additionally, we observe that BD performs the poorest among the other baselines. The primary
reason behind this trend is its lack of dependency on specific streaming data for privacy budget
allocation, it tends to exhaust the majority of the privacy budget in the initial sampled timestamps.
Consequently, in scenarios with small privacy budgets, i.e., € < 1, especially during data-intensive
releases, the accuracy of BD may experience a significant decline.

Comparison of Window Size w. In Figure 6, we explore the effects of varying w from 80 to 240
and compare the dyrg of all methods across ten datasets, while maintaining a fixed total privacy
budget of 1. Notably, SPAS consistently delivers robust performance across all datasets and for all
values of w.

The trends observed in the performance disparities between sample-based and uniform-based
methods across different datasets remain consistent with the results presented in Figure 5. In
datasets where the uniform-based methods exhibit superior performance, the limitations of sample-
based methods are alleviated with increasing w. Although uniform-based methods capture a wider
spectrum of updated streaming data and attain greater accuracy than sample-based methods, the
decrease in the privacy budget dedicated to each timestamp as w grows results in increased noise
variance for each sampled timestamp. This weakens the advantage of uniform-based methods
compared to sample-based methods.

Conversely, for datasets where the sample-based methods demonstrate superior performance,
the disadvantages of the uniform-based methods intensify with increasing w. This can be attributed
to the tendency of uniform-based methods to allocate the privacy budget to an excessive number of
unnecessary timestamps in datasets characterized by minimal fluctuations, resulting in suboptimal
accuracy in the released results. As w increases, the privacy budget is distributed across an even
greater number of unnecessary timestamps, exacerbating the inaccuracy of the released outcomes.

Analysis of All Datasets. The comparison results in Figure 5 and Figure 6 show clearly perfor-
mance differences between sample-based methods and uniform-based methods on ten different
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Fig. 8. The accuracy comparison of SPAS when updating Var (Edis) from different lengths of timestamps’

released results, where the length are 1, 2, and 3 times the window size, respectively. We fix € = 1 and w = 120.
There is no significant trend in accuracy across most datasets with varying lengths of timestamps.
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Fig. 9. The accuracy comparison of SPAS when allocating different proportions of the privacy budget to €
and €p, where the ratios are 1/3, 1/2, and 1/1, respectively. We fix € = 1 and w = 120. Allocating more privacy
budget to €, can achieve higher accuracy.

datasets. In this section, we analyze the different characteristics of these datasets to further under-
stand the variations in the performance of competitors and the rationale behind the calculation of
the optimal publishing count for SPAS. The results are shown in Figure 7.

We compute the ratio of the sum of the distance between data at adjacent timestamps within
any window of each data stream to the variance of Laplace noise introduced by releasing all w
data points. A larger ratio indicates higher variability of the data stream, which also means that
uniform-based methods would perform better in this case, and vice versa. The trend of color depth
variation in the datasets in Figure 7 is completely consistent with Figure 5 and Figure 6, which
corroborates our previous analysis. For example, the distributions of Otp and Syn4 change arbitrarily
at each timestamp, demonstrating the highest variability in one-dimensional and multi-dimensional
datasets, respectively. We can observe in Figure 5 and Figure 6 that Uniform performs the best on
these two datasets. Tdv has the lowest variability among all the datasets, and the Sample performs
the best on it. The results in Figure 7 further prove that SPAS achieves high adaptability for various
data streams.

5.3 Impact of Key Parameters on SPAS

The SPAS involves some important parameters that may affect its performance. We evaluate the
impact of these parameters on the accuracy of the released results of SPAS across all experimental
datasets. We fix € = 1 and w = 120 during the evaluation.

First, we compare the impact of using historically released results in different lengths of times-
tamps to update the optimal sampling count on the accuracy of the released results. Specifically,
we use the released results at the timestamps within a length of 1, 2, and 3 window size before

the current timestamp to estimate Var (b:dis). We observe that the MRE of the released results is
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—— SPAS Uniform FAST —— AdaPub
— Sample —— DSAT BD PeGaSuS
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Dth Dth

Syn2 Syn2

Fig. 10. The comparison of all eight competitors for range query task with € = 0.7 and € = 0.9, where w is
fixed to 120. SPAS performs the best on almost all datasets, except for a slight gap on the Flu Outpatient
dataset.
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Fig. 11. The comparison of all eight competitors for range query task with w = 80 and w = 120, where €
is fixed to 1. SPAS performs the best on almost all datasets, except for a slight gap on the Flu Outpatient
dataset.

not significantly affected. Only the results on the Flu Death dataset show a changing trend. As the
length of the timestamps increases, the MRE of released results decreases.

Next, we compare the impact of the proportion of the privacy budget allocated to controlling
the data sampling and data releasing on the accuracy of the released results. We allocate privacy
budget of 1/3, 1/2, and 1/1 to € and €, respectively. Although the degree of impact reflected on
each dataset is different, the overall trend is that it is better to allocate more privacy budget to
€p. Two advantages can be brought by a large €,. One is that a large €, can introduce small noise
to the sampled data. The other is that the threshold T can be also small, thus the error bound for
unsampled data is also small. However, this may also increase the failure probability 6 of weighted
SVT, thus too small €, may also lead to a decrease in accuracy. We believe that €;/¢, = 1/3is a
reasonable ratio for general data streams.

5.4 Compare All Methods for Range Query

We also compare the performance of the data streams released by eight competitors in responding
to the range query tasks. We randomly generate 1,000 query requests, each with a range [x, y)
where both x and y are smaller than the upper bound of the data domain and x < y. Each query
answer is the count of timestamps in the data stream that fall within the range. To highlight the
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differences in accuracy of the released results among different approaches, we still calculate Syrp
after averaging the MRE of all query answers. The experimental results are shown in Figure 10 and
Figure 11, respectively.

Each radar chart reflects the comparison results on five real-world and synthetic one-dimensional
datasets. The outermost circle represents a Spre = 1, and adjacent circles differ by 2. The closer to
the center, the higher the dyrg, indicating lower accuracy of the range query results. In Figure 10,
we fix the window size w = 120 and display the comparison results for € = 0.7 and € = 0.9. In
Figure 11, we fix € = 1 and show the comparison results for w = 80 and w = 120. We can observe
that, except for a slight gap on the Flu Outpatient dataset, the range query accuracy of SPAS almost
reaches the outermost circle for all datasets, while all other methods fail to achieve this. Especially
on the Synthetic1 dataset, almost all other methods are located on the circle far from the outermost
circle by more than one grid.

6 Related Work

Data Stream Publishing. Data stream publishing is a widely studied application in the field
of data processing. Some works are dedicated to meeting the high volume requirements of data
streams in limited memory by storing data in compressed data structures [37, 38, 41, 57, 58]. Some
works focus on dealing with the velocity and volatility requirements of data streams, and many
efficient data mining and analysis algorithms are designed [8, 9, 13, 28].

As privacy issues attract more public attention, some works begin to focus on publishing data
streams under Differential Privacy (DP) protection. Some researches mainly focus on publishing
data streams under the guarantee of event-level [14, 18, 23, 45, 54] and user-level privacy [15, 16, 25,
27, 51]. The former can protect any single data in streams and the latter can protect the entire data
stream. To solve the problem that event-level privacy is weak for correlated streams and user-level
cannot be used for infinity streams, w-event privacy is proposed to provide a guarantee with its
strength between these two privacy definitions.

The definition of w-event privacy was first proposed by Kellaris et al. [33]. They mention that the
privacy budget can be uniformly assigned to all data within a window or be assigned to a single data
that is randomly sampled within a window. Besides, they also design two budget allocation schemes,
Budget Distribution (BD) and Budget Absorption (BA), that optimize privacy allocation by reducing
unnecessary data published. Cheng et al. [12] propose G-event privacy based on BA to consider
the difference between adjacent published data results from the dimension granularity. Then Li et
al. [36] propose DSFT and DSAT to determine the sampling data by predefining a threshold. Wang
et al. [52, 53] apply FAST, proposed in [24] with event-level privacy, to w-event privacy setting.
There are also some works [11, 44, 44, 55] that use clustering methods to group streaming data and
smooth the noisy data, thereby improving the accuracy of the published results. We recommend
readers to refer to [49] to learn more w-event DP schemes.

Sparse Vector Technique (SVT). The Sparse Vector Technique (SVT) is employed to identify the
first C queries whose answers are approximately larger than a predetermined threshold. Initially
introduced by Dwork et al. [19], various specific algorithms were subsequently proposed [20, 30, 48].
Although some works attempted to propose the variants of SVT [10, 35, 50], they contained errors
that violated differential privacy. Lyu et al. [40] categorized these incorrect variants and proposed
an optimized SVT algorithm. In this paper, our design adopts the algorithm introduced in [40].

7 Conclusion

In this paper, we identified the fundamental issue with existing w-event DP solutions: their designs
rely on experience or manual parameters that are detached from the specific data stream and lack
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planning for future timestamps, leading to suboptimal performance across diverse data streams. To
address this, we proposed a novel scheme, SPAS, which integrates data-dependent processes for
both data sampling and privacy budget allocation based on a predicted publishing strategy. Our
comprehensive experimental evaluations demonstrated that SPAS can achieve high accuracy in
released results across various data streams. Our future research aims to further enhance the data
dependence of privacy budget allocation, incorporating predictive data publishing strategies based
on historical data while considering the value of current data for privacy budget allocation.
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