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Abstract
The Serverless database paradigm offers the promise of letting users
pay for only what they consume, and scaling quickly and trans-
parently as workload demands change. In this paper, we present
novel extensions to CockroachDB that allow for the deployment
of a multi-tenant, multi-region transactional database, which can
be consumed by users in a Serverless fashion. The key architec-
tural change enabling this new deployment model is a two-tiered
approach that separates the SQL and key-value (KV) layers into
different processes. This separation enables independent scaling,
efficient resource sharing, and tenant isolation. We describe how
we have deployed this system in a production service offering, gen-
erally available since 2022, and how we achieve scaling-to-zero,
sub-second cold starts, and data and performance isolation.
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• Information systems→ DBMS engine architectures; Rela-
tional parallel and distributed DBMSs.
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Figure 1: Four differently sized virtualized clusters leveraging
the resources of one CockroachDB physical cluster.

1 Introduction
Serverless Database as a Service (DBaaS) solutions have become
ubiquitous in the last several years and seek to overcome two key
limitations of previous DBaaS offerings: the necessity to provision
resources for peak workloads and the inability to scale down to zero
during idle periods to reduce costs. Highly variable workloads often
incur higher costs due to consistent over-provisioning. This cost
impact is even more pronounced with distributed database architec-
tures, as clusters of machines are used to achieve high availability
and disaster recovery. Many existing Serverless offerings, however,
face challenges in fully replacing dedicated DBaaS solutions due to
scalability limitations, multi-second cold start latencies, a lack of
multi-region support, or some combination of these factors.

The Serverless model presents unique challenges for DBaaS
providers. Hardware, storage and even software binaries are shared
across customers to amortize investments and enable fast scaling,
which presents data security, performance, and scalability chal-
lenges. In an ideal Serverless offering, users must be prevented
from accessing the data of others, the performance of a given data-
base cannot be impacted by that of co-located databases, and all
users must be given the perception of unlimited scalability, with no
noticeable cold start penalties. Delivering all of these attributes in
such a way that data can be geographically domiciled and is resilient
to data center and region failures is even more challenging.

In this paper, we present CockroachDB Serverless, a new DBaaS
that leverages a novel architectural evolution of CockroachDB (ab-
brev. CRDB) [56, 58] called cluster virtualization. A CRDB Serverless
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cluster presents as an independent transactional database, but is
actually a virtualized share of a larger physical cluster (see Fig. 1).
The architecture leverages a two-tier approach which separates
SQL processing from transactional key-value (KV) storage, and
forces all SQL operations to pass through a permission-based API
when accessing a user’s data. Each user’s SQL operations run in
separate processes, co-located on VMs with SQL processes of other
users and shared KV processes. This allows for similar security and
performance isolation as single-tenant clusters, while achieving
more efficient resource utilization and finer-grained billing options.

The system’s separation along the SQL/KV boundary allows for
minimally stateful SQL processes that can be instantiated with sub-
second latency, therefore allowing for a scale-from-zero experience
that may be undetectable by end-users. Other systems [59] split the
system along the compute/storage boundary, and therefore require
a greater amount of the system to be instantiated at cold-start time,
extending cold-start latencies.

CRDB Serverless provides the following benefits:
• Data and performance isolation - ensures secure, logical sep-
aration of user data and minimizes noisy neighbor impact.

• Granular shared-resource billing - employs a novel approach
to ensure that users operating on shared hardware are billed ac-
curately for the resources they actually consume (on a query-by-
query basis), while providing the means to set quotas to ensure
predictable spending limits.

• Supports scale-to-zero and sub-second cold starts - automat-
ically scales users to zero compute during prolonged periods of
inactivity, while allowing for sub-second first query execution
when activity resumes (p99 latency of 650 milliseconds).

• Responsive autoscaling - reacts quickly to changes in utiliza-
tion by adding or removing capacity as needed.

• Dynamic sessionmigration - allows for user connections to be
seamlessly moved between SQL nodes to allow for transparent
scaling and facilitate zero-downtime maintenance operations.

• Supports robust multi-region deployments - extends a novel
multi-region architecture [58] which supports transactionally
consistent cross-region queries, as well as active-active high
availability that is tolerant to region failure.

While some of these benefits can be found in existing systems, the
described system is the first to combine all of them. More specifi-
cally, it is the first system to allow for the fine grained sharing of
both compute and storage between users, while at the same time
achieving full scale-to-zero and sub-second cold starts, all while
supporting active-active multi-region capabilities.

The rest of the paper is organized as follows: Section 2 provides
background and related work; Section 3 details our architectural
changes; Section 4 covers deployment; Section 5 discusses perfor-
mance isolation; Section 6 provides an experimental evaluation;
Sections 7 to 9 offer lessons learned, future work, and conclusions.

2 Background and Related Work
This section provides background on the challenges faced by a
multi-tenant DBaaS (Section 2.1) and the feature expectations that
define Serverless computing (Section 2.2).

2.1 Multi-tenant DBaaS
The original motivation for CRDB Serverless was to reduce the
cost of small CRDB clusters. Previously, the smallest supported
CRDB Cloud cluster was three nodes with 4 vCPU [16]. Multi-
tenancy allows reducing the resource costs of a small cluster to near
zero. Implementing such a multi-tenant system requires care; while
the system may consist of a large machine or cluster of machines
containing many tenants, it must present to each of those tenants
as a dedicated and isolated system [34].

2.1.1 Multi-tenancy variants. Multi-tenant architectures vary [27,
42]. The simplest method, requiring no change to a single-tenant
database’s architecture, is sharing hardware through the use of
virtual machines (VMs). This approach is the least efficient, as there
is a minimum VM size, and each database process has non-trivial
overhead. Shared process multi-tenant databases can amortize the
overhead of the database process between multiple database ap-
plications [10, 18, 20]. Some databases allow deeper sharing, even
co-locating tenant data within a single table [7, 60]. Separating com-
pute and storage (see Section 2.1.2) enables finer-grained control
over which resources are shared, e.g., allowing separate-process,
shared-hardware multi-tenancy for SQL processing and shared pro-
cess multi-tenancy at the storage layer. This is the approach taken
by CRDB Serverless.

2.1.2 Separation of storage and compute. An early barrier to effec-
tive multi-tenancy was the coupled nature of storage and compute
[26]. Historically, the same compute power used to service SQL
query plan generation and execution was also used to manage the
storage layer of the database [59]. Such coupling required larger
machines to service larger query loads and query spikes regardless
of the data set size [1]. A number of systems [5, 11, 19, 35–38, 59, 61]
addressed this by hosting data on nodes separate from those re-
sponsible for the core compute of the service. CRDB Serverless is
different from other systems that have a shared layer for log record
and page storage [19, 59], and instead has a shared key-value (KV)
layer that supports transactions, localized data placement, and repli-
cation (see Section 3.1). CRDB Serverless inherits horizontal write
scalability and multi-region capability from the KV layer.

2.1.3 Data Isolation. At a logical level, a multi-tenant database
should offer data isolation to all of its tenants. Data isolation is
needed not only for functional purposes (queries will return in-
correct data if isolation is not perfectly achieved), but also for
security purposes (a multi-tenant database is not trustworthy if
one tenant is able to see the data of another tenant). A multi-
tenant database must allow for tenant isolation, while providing a
high-performance mechanism to expose the full feature set of SQL
databases. CRDB Serverless achieves this by cluster virtualization
(see Section 3.2). Other systems provide data isolation through sep-
arate processes [59] or logical separation at the schema level [10],
in combination with other mechanisms such as encryption and
network security. Research into using secure enclaves [51], confi-
dential VMs [52], or encryption [49] to provide additional security
guarantees is promising, but orthogonal to our approach.

2.1.4 Rate-limiting and performance isolation. A multi-tenant sys-
tem must arbitrate access to constrained shared resources in order
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to deliver predictable query throughput and latency for each user’s
workload, regardless of the other workloads running on the shared
cluster. Prior research has attempted to avoid the “noisy neighbor”
problem through smart tenant placement [18, 31, 55], but it is not
always possible to accurately predict tenant workloads. Das et al.
and Narasayya et al. demonstrated that fine-grained sharing of re-
sources such as CPU and memory can improve fairness and reduce
tenant SLA violations in an overbooked system [21, 43]. CRDB
Serverless uses a combination of process separation (Section 4.1),
fine-grained performance isolation for the shared key-value (KV)
layer (Section 5.1), and per-tenant limits on CPU usage (Section 5.2).

2.2 Features for Serverless Computing
Over the past decade, motivated by the promise of pay for usage
pricing and ease of use, industry has found increasing utility for
the Serverless paradigm for computing [25, 29]. Early applications
of the paradigm were focused on serving short-lived requests that
maintained little or no state between invocations. Only recently
has the industry attempted to serve stateful workloads like that of
a database via the Serverless model [8, 53, 54].

Many academic and commercial database systems now exist with
the “Serverless” label [2, 6, 9, 11, 40, 46], but there is wide variabil-
ity in the supported features. This section outlines key Serverless
database features and their implementation challenges.

2.2.1 Dynamic horizontal scaling. As one tenant’s query load in-
creases, the compute resources allocated to that tenant must grow
proportionally. One tenant’s workload may need dozens or even
hundreds of vCPUs to execute, while another tenant’s workload
may just need a fraction of a vCPU, and only intermittently. A
Serverless database must be able to scale rapidly both in compute
and storage to give the impression of infinite capacity.

Serverless compute platforms like AWS lambda support scaling
out to thousands of concurrent requests, but allowing application
compute to scale horizontally is not helpful if an application’s
database is a bottleneck. Some databases claim infinite scaling but
fail to scale beyond amaximumVM size [39, 45]. Spanner [17] offers
auto scaling “data boost” workers, but they are optimized for non-
latency sensitive workloads [13]. CRDB Serverless scales both key-
value (KV) and SQL elements horizontally across multiple virtual
machines and therefore is not limited by virtual machine sizes
(Section 4.2.3). Fast cold start performance enables it to dynamically
add SQL servers quickly as a cluster’s load increases (Section 4.3.1).

2.2.2 Scaling to zero and achieving sub-second cold start latency.
Charging nothing for idle clusters requires shutting down all in-
frastructure specific to an individual cluster. This process, often
referred to as “scaling to zero”, is supported by a number of Server-
less offerings [2, 4, 40, 46, 48, 57].

Partnered with scale-to-zero is the need for low-latency query
execution once a tenant has scaled-to-zero. This can be referred
to as cold-start latency, and is particularly important for OLTP
workloads, where queries often execute with sub-second latency.

Spanner avoids the cold start hurdle by requiring a non-zero
minimum capacity and never enters a true scale to zero state [12].
Several other databases in the space can scale to zero but have
startup times greater than one second, and often much larger [2,

4, 41, 44]. Some databases side step this by requiring a user to
manually resume a database before connecting to it [48].

CRDB Serverless scales per-tenant SQL nodes to zero (Section 4),
and mitigates cold start latency by maintaining a warm pool of
nodes (Section 4.3.1). Shared KV nodes remain active, but do not
consume resources (other than storage) for idle tenants.

2.2.3 Continuous Availability. The Serverless paradigm promises
continuous availability regardless of what’s occurring on the under-
lying hardware. This is difficult to achieve in Serverless databases
where long-lived stateful connections to individual tenants are com-
peting with the cluster’s need to balance resources equitably, handle
periodic hardware failures, and support scheduled maintenance. A
Serverless database must allow for tenants to be moved between dif-
ferent machines transparently to achieve performance isolation [9].
Such “live migration” is an active area of research [22, 23, 30]. Fur-
thermore, tenants must not be able to observe the impact of sched-
uled maintenance operations or unscheduled hardware failures.
Our approach to this problem is discussed in Section 4.2.4.

2.2.4 Multi-region. Pay for usage pricing reduces the cost of multi-
region deployments by eliminating charges for unused capacity.
Running application logic in multiple regions is straightforward,
but requires data to be distributed to each region. Many Serverless
DBaaS systems claim multi-region support, but definitions vary
widely. Some consider the capability to fail-over to a read-replica in
a separate region a multi-region solution [3, 47]. Others allow for
multi-region replication but at the cost of an “always on” payment
level [17, 40]. CRDB’s built-in support for consistent geo-distributed
transactions [56, 58], a region-aware system database (Section 3.2.5),
and support for per-tenant region selection (Section 4.2.5) enable
full-featured active-active multi-region Serverless.

2.2.5 Cost attribution and consumption-based billing. In successful
cloud solutions, infrastructure costs should be passed on to the
entity that incurs them [19, 28]. Since the resources in a serverless
system are non-trivially shared, with elastic allocation depending
on load, an accounting question arises: how to tally the effective
usage of hardware over time so that the total cost of the hardware
is fairly divided across all tenants.

There is additional complexity in the question of cost attribution:
hardware resources (e.g. CPU, disk, RAM) are not homogeneous,
and have different costs, including across different cloud infrastruc-
ture providers. We describe our solution in Section 5.2.

3 Multi-tenant system Architecture
In this section, we first review the aspects of the single-tenant CRDB
architecture that remain unchanged in multi-tenant CRDB (Sec-
tion 3.1). Then we describe cluster virtualization, which represents
the key architectural and subsystem changes enabling efficient
multi-tenancy (Section 3.2).

3.1 Review of CockroachDB’s base architecture
CRDB was described in our prior work [56, 58]; this sub-section
constitutes a summary of its architecture.

CRDB contains two main layers. The key-value (KV) layer im-
plements a KV store and maintains a distributed, replicated and
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transactional logical keyspace on top of distributed physical KV/s-
torage nodes. The SQL layer implements SQL processing and HTTP
APIs for inspection and monitoring. The SQL schema metadata and
individual table accesses are translated by the SQL layer into basic
KV operations sent to the KV layer using RPCs. Our work to intro-
duce multi-tenancy takes advantage of this separation of concerns.

In the KV layer, all data is organized as key-value pairs composed
of arbitrary bytes. The transaction, replication, and distribution
logic mostly does not care about the internal structure of KV pairs.
Pairs are aggregated into ranges, CRDB’s notion of shards. All
replication and distribution decisions are made at the level of ranges.
Range boundaries are decided solely based on size limits and load
due to API requests from the SQL layer. When a KV node receives
a request from the SQL layer for a range that it does not know
about locally, it redirects the request to the right node using a range
directory whose root is known to all KV nodes via a gossip protocol.

The SQL layer provides a richer set of data abstractions, includ-
ing tables, views, sequences, security principals (usernames, roles),
access privileges, configuration settings, and logical versioning,
translating them into key-value pairs for persistence and distribu-
tion. SQL primarily views storage as a logical, contiguous keyspace
of key-value pairs but can directly manage data distribution when
necessary. Large SQL queries are compiled into distributed dataflow
(“DistSQL”) execution plans, which strategically position computa-
tions near relevant data to minimize network latency.

3.2 Cluster virtualization
To support multi-tenancy, we have implemented cluster virtualiza-
tion on top of CRDB with the following features:
• Logical storage partitioning. The KV layer is shared, but each
tenant (also called “virtual cluster”) runs a separate instance of
the SQL layer with its own portion of the logical keyspace. This
segmentation is invisible to client applications. This mechanism
is akin to memory virtualization in computer systems.

• Security boundary between layers. Each tenant instance is
restricted by the KV/SQL boundary to only perform operations
on its “own” portion of the keyspace. This mechanism is akin to
memory protection in computer systems.
They are detailed further below.

3.2.1 Storage partitioning. Each tenant is assigned a segment of the
overall KV logical keyspace by means of a key prefix that uniquely
identifies the tenant. The prefix is introduced automatically during
query execution and stripped when reporting results to SQL clients.

An example is given in Fig. 2: two tenants share a single linear
keyspace. Separation is enforced via the prefix. The KV layer en-
forces that no two tenants can share a single storage range. Range
distribution and replication is agnostic of tenant boundaries.

3.2.2 SQL isolation. On top of the virtual keyspace, the SQL layer
is instantiated anew for each tenant. Each tenant thus maintains
its own separate copy of all the SQL metadata, without visibility of
that of other tenants.

All the run-time in-memory control data structures that organize
SQL sessions, planning and execution are also instantiated anew,
side-by-side for each tenant, but without references to each other.
TheHTTP service that accompanies SQL in the SQL layer is likewise
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…
/Y/B/rows

Table A
Table B

Logical schema
(visible from client
application)

Logical 
cluster

Storage organization
(key-value store)

/A/row1
/A/row2
…
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…
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…
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…

Virtual 
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Figure 2: Keyspace virtualization

duplicated. Each such instance “knows” of the key prefix its tenant
was assigned and is responsible for prefixing KV requests with it
but remains blind to the presence of other tenants.

Together, the combination of the virtual keyspace, and the iso-
lation of the SQL layer, virtualizes the experience of a full CRDB
cluster from the perspective of client applications.

3.2.3 Security boundary. All operations performed by the SQL
layer aremediated through the KV/SQL boundary. At that boundary,
an authorization component checks incoming requests. The tenant
SQL layer authenticates itself by means of a unique TLS certificate.
The KV authorization checks that all requests performed by that
identity target the specific portion of the keyspace allocated to it.

3.2.4 System control interface. Low-level access to the KV layer, for
configuration and troubleshooting purposes, is available through
a special instance of the SQL service not subject to authorization
checks at the SQL/KV boundary. We call this the system tenant.
For example, the life cycle of virtual clusters (creation, deletion,
backup/restore, etc.) are managed using the system tenant.

We maintain an active instance of this service on every KV node.
Due to its heightened privileges, in a multi-tenant deployment,
access to the system tenant is highly restricted and is available only
to system operators, via separate credentials. For defense-in-depth,
this restricted access is further enforced at the network level via
separate TCP access routes and network-level transport security.

3.2.5 Multi-region performance optimizations. In virtualized clus-
ters spanning multiple regions, care is needed to avoid performance
degradation due to increased latency of SQL-KV communication.

One place where multi-region deployments especially impact
virtualized clusters is during cold starts of SQL nodes, due to the
need to perform multiple blocking reads and writes to the system
database. For example, the node must read system.descriptor
to fetch the application’s SQL schema and must write a row to
system.sql_instances to make the node discoverable to other
SQL nodes for DistSQL routing. Using the default configuration for
the system database would place all leaseholders (primary replicas)
in one region, which would require cross-region accesses for all
nodes outside that region and increase cold start latency.
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We solve the multi-region cold start problem by using the novel
multi-region abstractions offered by CRDB [58], for optimizing
access latency. In particular, we use the concept of “table locality”
which optimizes a table for a particular access pattern. These table
localities are used to configure the system database so that a SQL
node can start up without blocking on cross-region network traffic.
Specifically, global tables allow for consistent local reads at the cost
of higher write latency. Tables like system.descriptor, that need
consistent reads with low latency, are converted to global tables.
The regional by row locality allows partitioning a table so that the
leaseholder for each row is located in a specific region. Tables like
system.sql_instances, that have latency sensitive writes, are
converted to regional by row tables.

Follower reads allow for stale reads from a follower replica. Fol-
lower reads are used to read from the META range that is used to
locate which KV node is serving a KV range. Follower reads are a
good fit for reading from the META range because the KV nodes
will redirect requests if a range moves.

4 Serverless Architecture
The term “serverless architecture” designates the way we deploy
multi-tenant CRDB as a fleet of distributed processes that can grow
and shrink based on application load. Section 4.1 describes the pro-
cess boundaries used in CRDB Serverless, and Section 4.2 describes
the orchestration of those processes and design decisions made to
effectively deploy and run CRDB Serverless as a production service.
Section 4.3 describes some performance optimizations that reduced
cold-start times and improved auto-scaling reaction time.

4.1 Hybrid isolation into processes
In a multi-tenant deployment, we isolate the SQL (compute) layer
by running each instance of the SQL layer as a separate OS process.
We call each such process a “SQL node”. The KV (storage) layer runs
operations on behalf of multiple tenants within single processes.
A diagram of the architecture is given in Fig. 3, showing three
tenants hosted across a shared, four-node KV layer. One tenant is
“suspended” and does not have SQL nodes allocated to it.

We chose this hybrid isolation model as an educated trade-off.
One alternative was to use a single OS process to run the compute
load frommultiple tenants. Here, the lack of comprehensive OS con-
trols to isolate performance of separate threads within one process
meant we risked one tenant’s runaway SQL query disrupting the
performance of other tenants. Additionally, enforcing a confiden-
tiality barrier within a single process with our relatively complex
SQL code base requires software engineering discipline to avoid
global state, creating unnecessary risk. A process boundary was a
natural and effective solution to these challenges.

Sharing the KV layer across tenants then raises the same con-
fidentiality and performance isolation questions that motivated
separate processes for compute. Here, we observed that the KV
layer already implements data isolation internally: each KV range
is processed independently, and no data is ever leaked from one
range to another. This was already true in CRDB prior to the intro-
duction of multi-tenancy: it ensures that a system fault affecting
one range cannot affect the rest of the system. Only performance
isolation remains to be solved, which we discuss in Section 5.

Figure 3: Process separation in multi-tenant CockroachDB

Figure 4: Service organization in a Cloud deployment

4.2 Serverless orchestration
In the following subsections, we contrast “Serverless” deployments,
based on the contribution from this paper, with the previous “Dedi-
cated” deployment style, where each tenant would be served with
a separate set of DB nodes per tenant, with dedicated hardware.

4.2.1 Kubernetes deployment. Each multi-tenant Serverless region
is implemented as a single Kubernetes (K8s) cluster [33] including
shared KV nodes, per-tenant SQL nodes, a routing proxy service,
and ancillary monitoring (multi-region is slightly different; see
Section 4.2.5). A simplified view is given in Fig. 4.

To amortize costs, we run multiple SQL nodes on each virtual ma-
chine. This benefits “long-tail” tenants with small or idle workloads.
Consolidating many small SQL servers on a single VM reduces
hardware requirements by 2–10x, since idle nodes consume only a
fraction of a CPU, while cloud providers typically require a mini-
mum of 1 vCPU per VM.

Sharing virtual machines between tenants presents challenges
to security and performance isolation. K8s uses separate Linux [32]
and network namespaces [24] to ensure security isolation between
pods. We use cgroups to limit maximum CPU usage per node, but
nodes are oversubscribed. As a result, we rely primarily on capacity
planning and the per-tenant eCPU limits to maintain performance
isolation (see Section 5).

The use of K8s for management helps reduce SQL scale-up la-
tency by internalizing management events within our control plane.
Without K8s, e.g. in Dedicated deployments, we use the cloud
provider’s APIs to add new VMs, allocate IP addresses, etc. Creating
a new Serverless SQL node takes 3 seconds, versus 30 minutes for
a Dedicated CRDB cluster. We also maintain a pre-allocated pool
of SQL nodes to cut latency further.
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4.2.2 Tenant routing and load balancing. A core component of
Serverless deployments is routing and dynamic load balancing. We
call this the “proxy” service. There are multiple instances of the
proxy service per deployment.

The proxy service’s routing function removes the need for sepa-
rate public IP addresses for each tenant. Upon receiving a new con-
nection, a proxy server analyzes the incoming PostgreSQL startup
message [50] to identify the tenant. If a tenant has multiple SQL
nodes, the proxy selects a SQL node from the pool using a “least
connections” algorithm, which relies on two assumptions: (1) con-
nections are distributed evenly among the proxy servers by up-
stream Cloud TCP load balancers, and (2) client connection pools
distribute load evenly across open SQL connections.

Proxy servers periodically re-balance connections across avail-
able SQL nodes. During a scale-down event, connections are mi-
grated from the terminating nodes to the healthy ones. During a
scale-up event, some connections are migrated from the existing
nodes to new nodes to smooth out distribution. The underlying
mechanism is explained in Section 4.2.4.

The proxy service is responsible for two security controls. It
detects negative SQL client authentication responses from the back-
end and throttles further connection attempts from the same origin
with exponential back-off until authentication succeeds. It also
enforces IP allowlists and denylists. These lists are co-specified by
the tenant and internal intrusion detection systems.

4.2.3 Automatic scaling of SQL/compute. CRDB’s KV layer already
supports transparent horizontal scaling of storage. Serverless inher-
its the data scalability of the underlying CRDB architecture. As an
individual tenant grows in size, its data is automatically re-sharded
and re-distributed across the host cluster. We do not detail this as-
pect further here and instead refer the reader to Section 3.1 and our
previous publication [56]. Our contribution in this paper focuses
on auto-scaling SQL nodes.

Our goal is to automatically allocate SQL nodes in response to
tenant query load, handling spikes with low latency. This design
reflects two observations: (1) compute drives cost, and (2) tenant
load spikes are usually uncorrelated. Fast scale-up and scale-down
allow us to respond effectively to client usage spikes while under-
provisioning less active clients and shutting down compute for idle
workloads altogether.

All SQL nodes are allocated the same hardware limit (4 vCPUs
and 12GB RAM). In practice, actual usage is much lower, so we
oversubscribe resources. For example, when analyzing production
data from a typical day, we observe that the p99 memory usage
is around 2.5GB, well below the allocated limits. When a tenant
requires more CPU or memory, we choose to allocate SQL nodes
rather than increasing vCPU/RAM for existing nodes. Choosing
horizontal over vertical scaling removes many scalability limits in
the number of clients, tenants and queries.

The agent responsible for scaling is called the “autoscaler”, runs
on every K8s cluster, and manages scaling by interacting directly
with K8s’s control API. The autoscaler determines the ideal number
of SQL nodes to assign to each tenant based on the combined
CPU usage of the tenant’s SQL nodes. Two metrics are used: the
average CPU usage over the last 5 minutes and the peak CPU usage
during the last 5 minutes. The autoscaler ensures the total capacity

available to SQL nodes is 4x the average CPU usage or 1.33x the
max CPU usage, whichever is larger. This algorithm combines a
moving average for stability with an instantaneous maximum for
responsiveness, allowing the autoscaler to quickly detect and react
to large spikes in load while avoiding too-frequent scaling.

For example, for a tenant with average usage of 2.5 vCPUs, the
autoscaler targets 10 vCPUs (2.5 ∗ 4), allocating three 4-vCPU SQL
nodes (⌈10/4⌉ = 3). If the max vCPU usage momentarily spikes
up to 11 vCPUs, the autoscaler would compute a target capacity
of 14.6 (11 ∗ 1.33) which requires allocating a fourth SQL node
for the tenant, providing a total capacity of 16 vCPUs. Because of
oversubscription, this approach provides substantial headroom for
sudden bursts while keeping overall costs low.

In order to minimize SQL node start-up latency, we maintain a
pool of pre-warmed nodes. If a client tries to connect to a tenant
with no SQL nodes assigned to it, the proxy will initiate the same
K8s reconciliation process used by the autoscaler for scaling: a SQL
node is pulled from the pre-warmed pool of SQL nodes, stamped
with the tenant identifier, and made available for connections.

When tenant query load drops, the autoscaler puts excess SQL
nodes into a draining state. This lets applications close some con-
nections while the proxy transparently migrates others (see Sec-
tion 4.2.4). A node shuts down once all connections close or after
10 minutes. To reduce churn, draining nodes are reused before
pre-warmed ones, and minor load changes are ignored.

If the application load falls to zero, the autoscaler eventually
suspends the tenant, and all its SQL nodes are removed. At this
point, it does not consume any CPU, I/O, or bandwidth. The only
cost is for storage of the tenant’s data, which is relatively cheap.

4.2.4 Dynamic session migration. One key mechanism to reduce
disruptions during SQL scale-down is migrating connections away
from SQL nodes that are draining. This is critical because most
production tenants maintain long-lived connections with many
connections lasting hours or even days. Connection migration is
handled by the proxy service when the client session is idle (no
open transaction). In this state, the proxy buffers incoming pg-
wire messages and requests the SQL node to serialize the session,
capturing client settings and prepared statements.

The serialized session includes a “revival token,” an internal
authentication credential that lets the proxy resume the session on
a new SQL node without client re-authentication. The new node
restores the session using this data, making the migration seamless
from the client’s perspective.We have published a detailed technical
description of this protocol [15].

4.2.5 Multi-Region Serverless. For multi-region support we config-
ure a global CRDB cluster consisting of many regions. Each region
contains a distinct K8s cluster, and the K8s cluster’s networks are
peered together so that the CRDB cluster processes can commu-
nicate. When a tenant creates a Serverless cluster, they can pick a
subset of the regions that are available in the global cluster. The
system database in the Serverless cluster is configured to match
the regions selected by the tenant, and CRDB provides the illusion
that the regions configured in the system database are the only
regions available in the cluster.

Tenants are provided with a global DNS name and per-region
DNS names. The per-region DNS names always route to a specific
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region. The global DNS name uses geo-routing to automatically
route the connection to the nearest region in the cluster.

4.3 Performance optimizations
This section describes two performance optimizations we made to
reduce cold start times (Section 4.3.1) and to improve the respon-
siveness of autoscaling (Section 4.3.2).

4.3.1 Cold start latency reduction. In our original implementation,
K8s pods containing SQL nodes were pre-warmed, but did not have
a running SQL process until a tenant was assigned. Allocating a
SQL node for the tenant required sending mTLS certificates to the
pod and starting up the SQL node’s process. The cold start flow was
revamped so that the SQL process was started before the tenant ID
was known. The pre-warmed SQL node process uses a file system
watch to detect when the tenant’s mTLS certificates are available.
Once certificates are written to the SQL node’s file system, the SQL
node connects to the KV layer and finishes initialization.

4.3.2 Responsive autoscaling. Responsive autoscaling requires fresh,
accurate CPU metrics from SQL nodes. Our initial implementation
used Prometheus to scrape and store these metrics. However, this
created a pipeline with too much latency, including a 10 second
metrics generation interval, a 10 second metrics scrape interval,
and a 10 second Prometheus query interval. These overlapping
polling intervals resulted in scaling reaction times of 20-30 seconds.
Our solution: update the autoscaler to directly scrape just-in-time
CPU metrics from the SQL nodes at a 3 second interval - a 6-10x
speedup in reaction time.

5 Performance isolation and cost attribution
To ensure performance isolation of tenants, we implemented two
systems to control resource usage. Admission control (Section 5.1) is
a per-node system that ensures system stability and fair scheduling
when KV nodes are overloaded. A per-tenant distributed token
bucket measures tenant CPU usage and enforces CPU quota limits
(Section 5.2) at the cluster level.

5.1 Admission Control
What happens if KV calls from multiple tenants threaten to over-
load a KV node? In that case, CRDB admission control (AC) kicks in.
The AC system integrates with the Golang CPU/goroutine sched-
uler (CRDB is implemented in Go) and the storage engine, and
maintains queues of work that ensure fairness across tenants. Each
tenant’s GET, PUT, and DELETE requests are given a roughly equal
allocation of CPU time and storage I/O. This ensures that a single
tenant cannot monopolize resources on a KV node.

5.1.1 Bottleneck Resources. As a reminder, the stateful KV layer
handles reads and writes, replication of writes, and concurrency
control (latching and locking). Reads may target a single key or a
key span. KV operations are often bottlenecked on CPU or write
bandwidth, so performance isolation across tenants is a require-
ment. Isolation is achieved via several mechanisms: (a) nodes that
are bottlenecked along a resource dimension shed load by rebal-
ancing ranges to other nodes, (b) a bottleneck node fairly allocates
resources to the multiple tenants consuming resources at the node.
Rebalancing (mechanism (a)) operates at longer time scales, since

there is cost to rebalancing, while mechanism (b) reacts immedi-
ately. The rebalancing mechanism is not unique to CRDB Serverless
and is discussed in [56], so in this section we focus on (b).

When fairly allocating a bottleneck resource, we also desire to
minimize unused resource. We focus on two resources that typically
become the bottleneck: CPU and write bandwidth. Each node has a
CPU AC queue (CQ), and a write AC queue (WQ). Read operations
only queue in the CQ and write operations sequentially queue in
the WQ and then the CQ. Admitted operations proceed to do their
real work. Operations can wait arbitrarily long in these queues
(by design), when resources are lacking, and the system respects
operation deadlines by removing them from the queue.

5.1.2 Fair allocation. The AC queues are implemented as a hier-
archy of heaps, with the top-level being a heap of tenants with
waiting operations, and for each tenant a heap of waiting opera-
tions organized by priority and transaction start time. The top-level
heap is ordered such that the least-consuming tenant is at the top,
so it will receive the next allocation – this provides fairness of
allocation across tenants. The notion of least-consuming varies by
resource. For CPU, it is cpu-time consumed by this tenant over a
recent interval. For write bandwidth, it is bytes written by that ten-
ant over a recent interval. To ensure an operation that is admitted
does not consume an unbounded amount of a resource (e.g. cpu-
seconds), operation implementations are written to cooperatively
release resources after a bounded amount of resource consumption,
and subsequently need to get re-admitted.

5.1.3 Capacity estimation. To fairly allocate CPU time and write
bandwidth without overloading the system, we must estimate the
resource capacity of the system and the resource usage by each
operation. New operations with estimated usage that exceeds the
estimated capacity of the system are queued as stated above. Admit-
ted KV operations are not necessarily CPU bound. They can block
on latches and locks and do I/O. We dynamically estimate a count
of concurrent admitted operations that will keep the CPU utiliza-
tion high (90+%, so work-conserving), while minimizing queueing
of runnable threads in the CPU scheduler. This dynamic estima-
tion is done by high frequency sampling (1000Hz) of the runnable
queue lengths in the CPU scheduler, and using an additive increase-
decrease feedback loop. We refer to the current concurrency as the
number of CPU admission slots.

CRDB uses a log-structured merge (LSM) tree (Pebble [14]) for
storage. The observable write bottleneck can be either in (a) the
bandwidth at which new writes can be flushed from the memtables
into immutable files in level 0 of the LSM tree, or (b) the bandwidth
with which immutable files in level 0 are compacted down to lower
levels. Level 0 in LSMs is special in that files can be overlapping
in the key space, so a backlog of files in this level increases read
amplification and slows down reads. We dynamically estimate the
capacity of both bottlenecks, based on deep instrumentation of
the LSM implementation, at 15 second intervals. This capacity is
expressed in bytes/s and is used as the refill rate of a token bucket
where each token is a write byte.

5.1.4 Usage estimation. Per operation resource usage estimation
is needed to decide how much of the capacity (CPU slots or write
tokens), is consumed by an admitted operation.
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For CPU, one slot is occupied by an admitted operation as long
as it is running, and then returned, so there is not an obvious need
for CPU usage estimation. However, we also use CPU usage due to:
• An operation should not monopolize a slot for a long duration,
since it can result in poor latency isolation. Hence, operations are
limited in how much CPU they will use before returning with a
resumption marker. The resumption marker is used by the caller
to issue another operation.

• For inter-tenant fairness, we want to know how much CPU
was actually consumed when the operation completes. We have
instrumented the language runtime to provide this CPU con-
sumption information.
For write bytes, we use instrumentation of Pebble [14] to dynam-

ically estimate linear models of the form 𝑎 ∗ 𝑥 + 𝑏 to estimate the
actual write bytes for an operation that is trying to write 𝑥 bytes.
This is needed to account for the fact that writes are written to the
raft log, for consensus, and are later written to the state machine.

5.2 Tenant CPU Attribution
Each tenant in a cluster is assigned a CPU quota. Clusters that are
configured to pay for capacity are charged for their quota limit
and clusters that pay for usage are only charged for the resources
consumed. It’s difficult to directly measure KV CPU usage for an in-
dividual tenant, so a model is used to estimate the CPU cost of each
KV operation (Section 5.2.1). Quota enforcement is implemented
by a distributed token bucket (Section 5.2.2).

5.2.1 Estimated CPU model. In addition to ensuring tenant isola-
tion, we need to fairly charge each tenant for the resources they
consume. This is straightforward for resources like egress or SQL
layer CPU, where we know exactly how many bytes a tenant re-
turns to the application or how much CPU a tenant’s SQL nodes
consume. However, it is more challenging for the KV layer, where
CPU is shared across tenants. For example, when the system spends
significant CPU compacting LSM files, it is not practical to attribute
those costs to individual tenants.

To address this challenge, we built a model that estimates per-
tenant CPU usage based on key-value (KV) API requests. In CRDB,
each SQL query is translated into a batched sequence of lower-level
KV requests like GET, PUT, and DELETE. The inputs to the model
include whether a request is a read or a write, whether it is batched
with other requests, and how many bytes it sends or receives in
response. The model output is the cost of the request expressed in
estimated CPU, for the KV layer. That is combined with actual CPU
usage for the SQL layer, which can be directly measured since SQL
nodes are tied to a single tenant.

𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑒𝑑_𝑐𝑝𝑢 = 𝑎𝑐𝑡𝑢𝑎𝑙_𝑠𝑞𝑙_𝑐𝑝𝑢 + 𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑒𝑑_𝑘𝑣_𝑐𝑝𝑢

For a given workload, estimated CPU consumption on a Server-
less virtual cluster is expected to roughly correspond to CPU con-
sumption on a physical cluster running on dedicated hardware.
To train an estimated CPU model to do this, we decomposed the
larger model into smaller, simpler models that predict KV CPU
consumption for each of six input features:
• Number of read batches.
• Number of requests in each read batch.
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Figure 5: Write batches per second determines CPU usage.

• Number of bytes in each read batch.
• Number of write batches.
• Number of requests in each write batch.
• Number of bytes in each write batch.

Then, the output of the larger model is simply the sum of the
predictions of each of the smaller models.

We trained the smaller models by analyzing CPU consumption
differences across controlled tests that isolate each metric in turn.
For example, the cost of a write batch can be derived by running a
test that varies only the number of write batches per second, while
keeping all other input features constant. The changes in CPU
consumption can then be attributed to the changes in the write
batch rate. As with most of the input features, we found that there is
a non-linear relationship that determines CPU consumption, shown
in Fig. 5. In this case, the more write batches that a given CRDB
node processes per second, the more efficient is its CPU usage, due
to batching optimizations in the KV layer. We approximate the CPU
consumption curve with a piecewise linear function that calculates
the number of write batches that each vCPU can process. The other
five input features are handled similarly.

5.2.2 CPUQuota Enforcement. Serverless CPU consumption can
be rate limited to restrict usage on a per-tenant basis. Rate limiting
is enforced by a token bucket with state stored in a system database
SQL table. The token bucket refills at 1000 tokens/second per vCPU,
where each token represents one millisecond of estimated CPU.
Each SQL node belonging to the tenant requests tokens from its
bucket at a rate that corresponds to its CPU usage over the last 10
seconds. The node also maintains a local buffer of tokens to handle
temporary bursts of activity without waiting for a roundtrip to the
token bucket server.

As long as there are enough tokens to satisfy all requests, each
SQL server is granted its full request. However, when multiple SQL
nodes are requesting tokens at a rate that exceeds the limit, it’s
challenging for the token bucket server to respond. If it provides too
many tokens to one SQL node, it may unfairly starve another SQL
node. In addition, if a SQL node does not receive enough tokens,
it can exhibit undesirable stop/start behavior, where it runs user
queries at full speed until it runs out of tokens, and then abruptly
stops all user queries while it waits for more tokens from the server.

To solve these problems, the token bucket server begins making
trickle grants when the token bucket is empty. A trickle grant is
expressed as a tokens/second rate, and instructs the requesting SQL
node that it should run user queries at a smooth, but reduced rate.
This prevents stop/start behavior. What remains is for the token
granter to ensure that the combined trickle grants match the token
bucket refill rate, even when SQL nodes are stopping and starting
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Figure 6: CPU usage and latency of TPC-C and two TPC-H
queries in 320-core Serverless and Traditional deployments

and requesting tokens at shifting intervals and rates. The solution is
to ensure a statistical guarantee rather than an absolute guarantee.
Over time, the average rate of token consumption should not exceed
the token bucket refill rate, even if it may temporarily diverge. The
server does this by iteratively converging on the moving average
of recent trickle grants it has made. Very quickly, each SQL node
will be receiving its fair share of the bucket refill rate.

6 Evaluation
This section presents a comprehensive evaluation of CRDB Server-
less. First, we show that the efficiency and scalability of CRDB
Serverless is comparable to a traditional CRDB deployment for
OLTP workloads, but is somewhat reduced for OLAP workloads
(Section 6.1). Section 6.2 shows that fixed costs are amortized across
large numbers of suspended or idle tenants. We show that the au-
toscaler effectively responds to changes in utilization by increasing
or decreasing SQL node capacity (Section 6.3), and the impact of con-
nection migration is minimal (Section 6.4). Section 6.5 shows that
pre-warming and multi-region optimizations can reduce cold start
latency by 50% or more. Finally, we show that admission control
and CPU consumption limits mitigate the impact of noisy neighbors
(Section 6.6), and the estimated CPU model matches the actual CPU
utilization of a Dedicated cluster in most cases (Section 6.7).

6.1 Efficiency and Scalability
We evaluate the efficiency and scalability of CRDB Serverless’s
architecture of separate SQL and KV servers by comparing it to
a traditional CRDB deployment. We run the TPC-C and TPC-H
workloads bundled into the CRDB binary against Serverless and
traditional clusters, and present CPU utilization (Fig. 6a) and latency
(Fig. 6b) results. Each cluster has 10 n2-standard-32 machines for
a total of 320 cores per cluster. The traditional cluster has a single
KV+SQL CRDB process on each VM. The Serverless cluster has one
SQL tenant process and one KV process on each VM. We run the
workload driver on a VM in the same cloud zone. The workloads use
the default r=3 raft replication, and ranges are scattered randomly
across the cluster. This creates a realistic test scenario for CRDB,
where most SQL queries require data from multiple KV servers.

6.1.1 TPC-C (OLTP) Efficiency. We configure TPC-C to use 10K
warehouses and the default mix of transactions. Both clusters suc-
cessfully pass the workload with 2.1K tpmC. The two modes show

similar CPU usage and query latency, which is unsurprising given
CRDB’s architecture. CRDB has the ability to distribute SQL execu-
tion across nodes, but for OLTP queries, the SQL engine typically
uses the same remote KV APIs used by Serverless.

6.1.2 TPC-H (OLAP) Performance. TPC-H is an OLAP workload
and highlights a core weakness in the Serverless architecture: the
KV API used by SQL servers does not support filtering rows based
on column values or aggregation. We focus on two queries from
TPC-H using scale factor 10. TPC-H Q1 performs a full table scan
with aggregation. In the traditional cluster, DistSQL aggregates on
the nodes with the data, avoiding the need to marshal each KV
into an RPC. In the case of Serverless, DistSQL can still push the
query to the SQL server running on the same VM as the KV server,
but the rows need to be marshaled and un-marshaled between
the processes. This requires 2.3x more CPU usage to serve the
same query volume. TPC-H Q9 is a more complicated OLAP query
involving 6 joins before an aggregation. Q9’s plan relies on index
joins resulting in remote KV lookups for the joined row, so the
Serverless and traditional deployments have similar efficiency.

6.2 Per Tenant Overhead
CRDB Serverless offers a free tier, and even for the paid plan the cost
per cluster starts at zero. Therefore, the large majority of Serverless
clusters see no or little usage. We consider a tenant to be suspended
if there are no active connections to the tenant and the tenant’s
SQL nodes were scaled to zero. A tenant is considered idle if there
is at least one active connection but there are no active queries.
An idle tenant requires a live SQL node to serve the connection.
Idle tenants are common because many applications maintain an
active connection pool even if they have no work to do. From a
business standpoint, charging nothing for a cluster requires the
cost of suspended and idle tenants to be very small.

We estimate the overhead of each suspended tenant by creating
tenants in a non-production cluster and dividing the total resource
usage by the number of tenants. For this test, the cluster only
contains suspended tenants, and uses empty tenants to measure
the overhead of each tenant. As tenants are added to the cluster, the
per-tenant overhead drops as fixed overhead is amortized across
an increasing number of tenants. At 20K suspended tenants, the
memory overhead for each tenant is 262 KiB (Fig. 7a), and the CPU
overhead is close to 0. The fixed storage overhead, i.e., beyond what
the tenant explicitly stores, is 195 KiB.

We use a similar method for estimating the KV overhead intro-
duced by each idle tenant. We create idle tenants and measure the
amortized resource usage of the KV nodes. At 1200 idle tenants, the
memory overhead for each tenant is 3.3 MiB and the CPU overhead
per tenant is 0.001 CPU seconds/second (Fig. 7b). The SQL overhead
is small, but larger than the KV layer, since such tenants have an
idle SQL node with a single SQL connection: it consumes 180 MiB
of memory and 0.15 CPU seconds/second.

6.3 Responsive Autoscaling
To demonstrate the effectiveness of the autoscaler (Section 4.2.3),
we examined recent production data and found a tenant that ex-
perienced variable activity over the course of a few hours. Fig. 8
shows that the autoscaler responds to increases in CPU utilization
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Figure 7: Memory and CPU usage scales sublinearly with
increasing numbers of suspended and idle tenants.
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Figure 8: SQL nodes are scaled dynamically based on CPU
utilization. Each SQL node has 4 vCPUs.

by addingmore SQL nodes, and removes SQL nodes after a period of
reduced activity. The close alignment of the utilization and capacity
curves suggests that the autoscaling algorithm works as intended:
the autoscaler maintains one SQL node per average vCPU used
over the last 5 minutes, since each SQL node has 4 vCPUs and the
target capacity available to SQL nodes is 4x the average vCPU used.

6.4 Impact of Connection Migrations
Connection migrations are rare: over a 31-day span, the daily av-
erage of connection migrations over proxied connections is less
than 1%. Still, when migrations do occur, their impact on tenants
should be minimal. A recent rolling upgrade - an ideal test because
it forces all connections to migrate - demonstrates the typical im-
pact of dynamic session migration (Section 4.2.4). We choose a large
production tenant with multiple SQL nodes and many connections
to ensure a demanding scenario. Fig. 9 shows that there was no no-
ticeable impact on SQL throughput or latency during the upgrade of
the tenant’s three SQL nodes from CockroachDB v24.2.3 to v24.2.4.
The transaction abort rate was zero throughout the upgrade.

6.5 Cold start latency reduction
This section evaluates the effectiveness of the optimizations de-
scribed in Sections 3.2.5 and 4.3.1 to reduce cold-start times.

6.5.1 Impact of pre-warming a running SQL process. As described
in Section 4.3.1, CRDB Serverless maintains a pool of pre-allocated
containers for SQL nodes. The cluster automation pre-starts SQL
processes within the container. Pre-warming the process reduces
the 50th and 99th percentile cold start latency bymore than half (see
Fig. 10a). The impact is measured using our production cold-start
prober. The prober measures how long it takes to open a connection
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Figure 9: Connection migration due to rolling upgrades does
not noticeably impact throughput or latency of tenants.

0

500

1000

1500

p50 p99

C
ol

d 
S

ta
rt

 L
at

en
cy

 (
m

s)

(a)

0

5

10

asia−southeast1 europe−west1 us−central1
Region

C
ol

d 
S

ta
rt

 L
at

en
cy

 (
s)

Optimized Unoptimized p50 p99

(b)

Figure 10: (a) Production cold start latency before (unopti-
mized) and after (optimized) pre-warming the SQL node pro-
cess. (b) SQL node cold start latency for multi-region tenants.
Optimized tenants were configured with multi-region aware
system databases. Unoptimized tenants had lease holders
placed in asia-southeast1.

and read a row from a suspended cluster. Two factors contribute to
the latency improvement: (1) Starting a process in a K8s container
may take up to a second. (2) Starting the process allows the SQL
node to open the SQL TCP listener before the tenant ID is assigned.
The proxy starts a TCP connection to the SQL node before it is fully
initialized. Opening the TCP listener allows the proxy’s connection
attempt to wait in the accept queue instead of generating a TCP
reset. The proxy retries TCP resets with exponential backoff, which
effectively double the client measured initialization time.

6.5.2 Impact of multi-region system database optimizations. We
now evaluate the effectiveness of the multi-region system database
optimizations described by Section 3.2.5. Two multi-region host
clusters are set up to use the production K8s automation with K8s
clusters in asia-southeast1, europe-west1, and us-central1. In one
host cluster, tenants are configured with the multi-region aware sys-
tem database. In the other host cluster, tenants are configured with
a system database that sets the lease preference to asia-southeast1.
Cold starts are measured using a prober that runs in each region.
The prober measures the end to end time required to open a con-
nection, start the tenant’s pod, authenticate, and select a row. The
results in Fig. 10b show that the region aware system database
allows for sub second cold starts in every region (p50 <= 0.73s).
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No Limits AC only AC & eCPU Limits
p50 (s) 3.179 0.192 0.019
p99 (s) 24.815 0.978 0.037
tpmC 181.669 206.865 209.483

Table 1: 50th and 99th percentile latency and throughput
of well-behaved tenant on cluster with noisy neighbors is
improved by admission control (AC) and eCPU limits.
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Figure 11: Estimated Serverless CPU v. Actual Dedicated CPU.

6.6 Admission Control and CPU Usage Limits
We measure the effectiveness of admission control and estimated
CPU usage limits using multiple tenants simulating the impact of
noisy neighbors. All tenants are running TPC-C. Each VM contains
a shared KV node and a SQL node for each tenant. Three “noisy
neighbor” tenants run TPC-C with no wait and one worker per
warehouse. The noisy tenants execute transactions in a tight loop
with no contention and and can individually consume all of the
capacity in the cluster. A fourth test tenant runs TPC-C in a stock
configuration, which has several seconds of think time for each op-
eration and 10 workers per warehouse. The three VMs are deployed
on GCP n2-standard-32 machines.

The effects of node-level admission control and tenant-level CPU
limits are demonstrated in Fig. 12. With no limits noisy tenants
destabilize the cluster. When a CRDB node is overloaded, it fails
liveness checks from other nodes in the raft group and sheds its
leases. The node overload leads to a chaotic lease and CPU balance.
With admission control enabled, nodes remain healthy enough to
maintain their leases, which allows for balanced CPU utilization
across all three nodes. The CPU utilization is close to 100% since
admission control is work-conserving. Additionally, when an esti-
mated CPU limit of 10 is placed on each of the three noisy tenants,
CPU usage per VM drops to a stable 42%.

Fig. 13c shows consistent per-tenant CPU limits. CPU limits are
configurable per tenant, and in this test we apply a limit of 10 to all
noisy tenants. The per-tenant eCPU usage and the per-VM real CPU
usage is consistent throughout the test run. The spread between the
test tenant’s p50 latency and p99 latency is small (see Table 1). This
suggests the eCPU limits are applied smoothly over time and the
noisy tenants are unable to burst above their configured CPU limits.
With eCPU limits applied to the noisy neighbors, the test tenant is
able to achieve similar latencies to the single tenant configuration in
Fig. 6b. eCPU limits and admission control (AC) are complementary,
since using both achieves better latency isolation than AC achieves
by itself (see the AC only column in Table 1), given AC’s focus on
protecting the node and being work-conserving.

6.7 Estimated CPU Model Accuracy
To evaluate the estimated CPU model’s accuracy, we run 23 varied
test workloads against Serverless andDedicated clusters.Workloads
tested include TPC-C, TPC-E, YCSB, TPC-H, and data imports. None
of the tested workloads was used during training. We compare the
estimated CPU usage reported by the Serverless cluster with the
actual CPU usage reported by the Dedicated cluster in Fig. 11.

About 80% of the tests report estimated CPU usage within 20% of
actual CPU usage. The largest outlier involves an analytical query
that performs a full table scan and computes aggregates over it. In
the Dedicated cluster, this query runs in the same process as the
KV layer. However, in the Serverless cluster, this query runs in a
separate SQL process that may be on a different physical machine.
The overhead of transferring bytes between the processes results
in higher Serverless CPU consumption.

Although the estimated CPUmodel could bemademore accurate,
we must balance that against other competing goals. Predictability
is one such goal. If the same query is run against the same data
using the same plan, the estimated CPU should be the same.

7 Lessons Learned
In the process of running CRDB Serverless in production for over
two years, we’ve learned how users prefer to interact with the
system, and have adjusted our offerings accordingly. In particular:
• Request Units vs. EstimatedCPU - Originally, wemeasured re-
source usage using a synthetic metric called Request Units (RUs)
instead of vCPUs. RUs are abstract “units of database usage”, with
1 RU equal to the cost of a prepared point read of a 64-byte row,
including CPU, network, and disk I/O consumption. Although
convenient, RUs were opaque and made cost comparisons diffi-
cult. By switching to a familiar CPU metric and by separating
out network and disk I/O usage, we increased transparency.

• Usage-based vs. Provisioned Pricing - Originally, we offered
only usage-based “pay-as-you-go” pricing for our Serverless of-
fering. This is less expensive for unpredictable “spiky” or inter-
mittent workloads. However, many customers do not like the
unpredictability of their monthly bills and prefer to pay a fixed
monthly price. This also tends to be less expensive for predictable
workloads with high utilization. For these reasons, we now offer
provisioned pricing as the default for larger virtual clusters.

• Reliability is critical - Customers with mission-critical work-
loads notice even a single dropped connection or minor latency
spike. Their low tolerance for disruption justifies our signifi-
cant investments in near-perfect reliability, such as connection
migration, pre-warmed SQL nodes, and graceful draining.

8 Future Work
There are a number of improvements that we would like to make
in the future, such as:
• AutomaticKV/storage node scaling - while the system already
scales SQL nodes up and down dynamically, it requires manual
intervention to scale KV nodes. Ideally it would automatically add
and remove KV nodes as needed. CRDB’s architecture already
supports dynamic sharding and rebalancing to make use of added
nodes or shift data away from nodes being removed.
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Figure 12: Cores used and range leases per node stabilize with admission control and eCPU limits.
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Figure 13: eCPU used per tenant stabilizes with admission control and eCPU limits.

• Projection push-down - In transactional workloads, wide SQL
tables (many columns) are often accessed by queries that use
only a subset of columns. It is desirable to avoid sending the
unneeded columns across the network, so in a virtualized cluster,
it may be beneficial to push a projection (the SQL operation to
remove columns) down into the KV layer.

• Row filtering push-down - when a SQL node executes a query,
it fetches batches of rows from KV nodes. Performing row fil-
tering on the KV node rather than the SQL node would bring
efficiency gains. In cases where an index can be used to constrain
the key ranges to scan, filters are already pushed down. How-
ever, CRDB can also execute large and complex analytical SQL
queries which may lack an efficient index, and would benefit
from predicate evaluation at the KV nodes.

• DistSQL cold starts - DistSQL can only schedule queries in
regions where the tenant has active SQL nodes. DistSQL would
benefit from the ability to request starting SQL nodes in a remote
region if it would improve query performance or reduce cost.

• Improved performance isolation - Admission control is not
aware of hardware limits on disk bandwidth and IOPS, which
can become a bottleneck. Being aware of these limits, and hav-
ing an admission queue for reads, would improve inter-tenant
performance isolation.

9 Conclusion
We described CRDB Serverless, an evolution of CRDB that trans-
formed it into a multi-tenant system using a novel architectural

design called cluster virtualization. Serverless deployments of CRDB
are a collection of single tenant SQL nodes that share a multi-tenant
KV layer. The infrastructure supporting CRDB Serverless has been
generally available to users since 2022.

CRDBwas not initially designed formulti-tenancy and retrofitting
it required many changes to the underlying database. The SQL layer
was separated into its own process, the key space was partitioned by
tenant, new security controls were added to provide data isolation,
and admission control was developed for performance isolation.
This paper showed that CRDB Serverless performs similarly to tra-
ditional deployments on large scale workloads, and can effectively
amortize the cost of inactive tenants and prevent “noisy neighbors”
from impacting the performance of active tenants.

Turning the multi-tenant deployment model into a Serverless
product required building automation to manage large numbers of
SQL nodes. The Estimated CPU model allows consumption based
pricing. Scale to zero and fast cold starts minimize the cost of
unused clusters. Responsive auto scaling and session migration
allow us to add SQL nodes in response to sudden user load and
balance the SQL sessions across the new SQL nodes. This paper
demonstrated that CRDB Serverless has sub-second cold starts,
even in multi-region scenarios. Recent production data shows that
the auto-scaler’s allocation of SQL nodes closely matches demand,
and connection migrations are undetectable by tenants.
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