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Abstract

Several real-time applications rely on dynamic graphs to model and
store data arriving from multiple streams, potentially distributed.
Providing both high ingestion rate and efficient analytics with
transactional guarantees over such dynamic graphs is challenging,
even more so when updates may be received out-of-order at the
database. We propose to demonstrate HAL [2], a novel in-memory
dynamic graph database system, which addresses these challenges.
HAL outperforms comparable systems by a factor of up to 73X in
terms of update processing throughput and up to 357X for analytics,
while being the first to support out-of-order updates.

Demo video: https://www.youtube.com/watch?v=S-Qi60j680U
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1 Introduction

Dynamic graphs are omnipresent in real-time applications that
generate massive amounts of data. In particular, timely analysis of
high-velocity graph data streams is critical for applications such as
monitoring of cyber attacks in system security applications [23],
fraud detection in financial institutions [23], anomaly detection in
IOT networks [14] and many more.

We consider dynamic graphs, where edges are continuously added
and deleted to a single graph, from multiple update streams. The
dynamic graphs are stored in a transactional graph database. Each

edge update or deletion carries a source (stream) time , assigned
at the moment when it was emitted, and an arrival (or transaction,
or database) time , assigned when the graph database receives
it. We assume that all the stream timelines are reconcilable, that is: a
global order can be established over any set of updates coming from
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Figure 1: Sample dynamic graph with out-of-order updates.
multiple streams!. Furthermore, updates may be received at the
database out-of-order [7] (000, in short): due to different latencies
on the propagation paths between the data source and the database,
there may be two edge operations (insertion and/or deletion) uy, uz,
issued at stream times S; < S%, concerning the same or different

edges, such that uy is received at the database at a time W% when
u1 has not yet been received. Therefore, ooo updates are ordered
differently based on source time (S7) and on database time (Wr).

Such scenarii are frequent in IoT applications [13], where changes
in the network topology cause edges to appear and disappear
rapidly. In IoT networks [9], issues such as multi-path routing [22],
route fluctuations [3], link-layer retransmission [5], and router for-
warding [17] may lead to ooo updates. For instance, in Intelligent
Transportation Systems, there are two main variations: (i) Nodes
(sensors) are fixed, e.g., intersections, while edges reflect route seg-
ments whose status may vary in real-time due to anomalies such as
traffic jams, accidents, road closures, etc. [14, 16]. If a sensor sends
an update indicating the opening of a route, followed by another
update for its closure, receiving these ooo may lead to misrepre-
sent the current traffic situation. (i) Nodes move, e.g., Unmanned
Aerial Vehicle (UAVs); edges denote communication links between
them [20]. As UAVs move, these links appear and disappear rapidly.
This dynamic behavior is crucial for surveillance and monitoring,
agricultural field inspection [4], etc. If an edge denoting the connec-
tion between two UAVs is created then removed, and the updates
are received 000, again path planning may be impacted.

Figure 1 illustrates dynamic graphs with ooo update propaga-
tion on a graph (at the top) where for each edge, the database
receives an insertion, and for one, it also receives a deletion. On
each edge, we show the one or two possible operations, insertions
(+) and/or deletions (-) in the order of their arrival at the database,
together with their stream time St. For instance, for the edge be-
tween B and C, -3, +2 states that the deletion emitted at 3 is received
before the insertion emitted at 2. In dynamic graph systems prior to
HAL, e.g., [6, 12, 23], unaware of possible ooo updates, updates are
processed in the order in which they are received on the database
site; these systems assume that no deletion arrives in the database
before its associated insertion. Such a deletion is ignored; the
(delayed) edge insertion is applied, leaving the edge in the system.
Instead, the deletion should be recorded even before the matching
insertion is received; when the insertion arrives, the respective edge
should be understood as having been inserted then deleted. In our

I This can be achieved via well-known distributed systems techniques, e.g., [11].
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Figure 2: Sample dynamic graph.

example, after the updates arriving as shown at the top of Figure 1,
the graph stored by a system that does not handle ooo insertions
is the one shown at the bottom left. However, the correct final
graph (at the bottom right) accurately depicts the sequence of
events based on the order of their generation; the two differ in the
edges shown in red at the top, and which were transmitted ooo.

Dynamic graph databases with ooo updates raise two challenges:
maintaining consistent snapshot views of the dynamic graph, to be
able to answer analytical queries over it; and, balancing high trans-
actional write throughput and accurate analytical scans queries.

Prior solutions for these challenges can be grouped in five cate-
gories: (i) Buffer-based approaches [19] temporarily store updates
in a buffer, and sort them before insertion in the database; query
accuracy cannot be guaranteed on updates at the buffer boundaries.
Buffering also increases latency, which conflicts with real-time an-
alytics. (ii) In punctuation-based methods [15] a special markers
(or “punctuation”) in a stream indicates that no ooo update fol-
lows. This also incurs delays as the system waits for the marker.
(iv) Approximation-based systems [1] provide bounded-error esti-
mates of numerical queries, but cannot handle precise graph op-
erations, e.g., shortest paths, which need an accurate snapshot. )
A naive approach for handling ooo updates in dynamic graphs
would keep all edges in a stream-time ordered list. However, this
conflicts with many graph operations’ data access patterns. For in-
stance, graph traversals need random vertex access by their ID, then
sequential scan over node neighborhoods; this incurs re-sorting
nodes. Also, maintaining stream time order after ooo updates would
significantly impact the throughput.

The recent HAL system [2] is a novel in-memory dynamic graph
store with multi-version concurrency control protocol (MVCC), and
the first to addres these challenges.

Below, we introduce some terminology in Section 2, outline
HAL’s novel storage structures in Section 3, then describe the sce-
nario we propose to demonstrate in Section 4, highlighting key
components and functionalities.

2 Dynamic Graphs with OOO Updates

Atany point in time, a dynamic directed graph has a set of nodes and
a set of edges. Each edge has a source and destination vertex. Each
edge, and each node, may have some properties. Similar to other
systems [6, 12, 23], we store the graph topology separately from
node and/or edge properties, and focus on efficiently handling
updates and queries on the graph topology. Data access paths
based on node/edge properties can be optimized independently.

Out-of-order update An update is in-order or out-of order (0oo)
depending on its arrival time at the database site. Specifically, up-

date u with stream time ST, received at the database at database time

Wr, is ooo if (i) u is a deletion and no insertion of the same edge
has been received, and/or (ii) the database has already received at
a time W{—<WT an update with stream time S’T>ST.
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Figure 3: Sample vertex entry VA[0].

Best-guess associated update At the database, insertions and
deletions emitted from multiple streams are possibly received ooo.
To build our current view of the graph, at any time, HAL tries
to guess the associations between insertions and deletions of the
same edge. Specifically, leveraging update stream times, to each
insertion (respectively, deletion), we either:

o associate the most likely deletion (respectively, insertion); or

o consider that none of the deletions (respectively, insertions)
received so far is associated to this insertion (respectively, dele-
tion). In this case, the “missing” operation is either delayed
(we will receive it later), or may never be emitted, e.g., some
insertions are never followed by deletions.

When, for a given edge, more than one ooo update is received, our
best-guess associations between insertions and deletions may change.

Figure 2 illustrates successive states, labeled a) to h), of a sample
graph. Each edge depicts an update; if it is crossed, it is a deletion,
otherwise, an insertion. On each edge we show its stream time, and
an edge property, e.g., its weight w. On ooo edges, the stream time
is shown in red; the cross is also red for ooo deletions.

3 The HAL Store

HAL’s dynamic graph store is based on a few design principles.
It stores and processes updates in an adjacency list, sorted by the
source of the inserted/deleted edges. HAL is append-only: insertions
and deletions only add data to the store. To keep its size under
control, however, HAL content can be garbage collected (for space
reasons, garbage collection details are delegated to [2]). HAL aims
to maximize efficiency for in-order updates, which we expect to be
more frequent than ooo ones; if and when needed, dedicated fields
are created within HAL to store and exploit ooo updates efficiently.
Finally, HAL support graph analytics concurrently with updates from
multiple streams.

The top data structure is the History Adjacency List (HAL),
illustrated in Figure 3. HAL contains a Vertex Array (VA), with an
entry for each source vertex, e.g., VA[0] in the Figure. For a given
source vertex s, VA[s] stores all updates (insertions, deletions) of
edges having the source s, in a Stream Time-ordered Adjacency
List STAL, which is an append-only list of blocks, e.g., STALBy in
the figure is one block in STAL. VA[s] also stores the latest stream
time (LST) of an in-order update received so far for the source
vertex s. For instance, in Figure 2, the latest in-order insertion with
source 0 is 0—9 at 10:12 in h); hence, in Figure 3, VA[0] has 10:12 as
LST. Still in VA[s], degree is the number of edges inserted but not
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Figure 4: HT, through insertions and deletions.

deleted, currently in STAL, while invalBlocks references STALB
blocks containing updates whose source is s, and which should be
garbage-collected following deletions. Finally, VA[s] stores a hash
table (HTg, in short) whose keys are the destination vertices d for
which we have received some s—d updates, and whose values we
detail below.

Figure 4 illustrates the evolution of HTy. Each yellow area en-
closes the data structures created due to the respective entry in
Figure 2; dashed arrows trace the data structures changes each step,
while solid arrows show references among data structures. For a
given destination d, HT stores, as the graph evolves, one among
the following three data structures.

e Update position and indicator (UPI, in short): The UPI of
s—d, denoted UPI[s, d] encodes the position of the latest (in-order
or 000) s—d insertion in STAL. In Figure 2, the first insertion for
the edge 0—2, at c), is in-order, with stream time 10:05. Thus, we
create an in-order UPI for destination 2 in HT( with this stream
time, as shown in Figure 4. The dark grey UPI fields denote
information encoding the position of the insertion within STAL;.
As the graph grows, the block holding an insertion may grow
or move in the list (the latest updates are always first); our UPI
encoding [2] guarantees constant-time access to the insertion,
throughout the graph evolution.

Staging area (AR, in short): The AR for an edge s—d stores
insertions (deletions) of this edge, waiting for their corresponding
deletions (insertions). For instance, in Figure 4, when we receive
a deletion of 0—1 at a), HT does not hold a corresponding inser-
tion; we create the staging area for 0—1, with an update deletion
block UD, storing the stream time 10:02 of this deletion. Then,
we store the AR at position 1 in HTy. When the deletion f) of
0—9 arrives at 10:08, we find the corresponding insertion in HT
at index 3, and replace the ooo UPI of 0—9 with a correspond-
ing AR. The staging area the component of HAL’s storage where
incoming operations “match” those previously received, which are
staged while awaiting their possible “pair”. Its operating details [2]
follow the possible cases: 0oo deletion (resp., insertion) received
before (resp. after) the corresponding insertion (resp. deletion).
Our algorithms also handle the possibility that some inserted
edges are never deleted.

Last garbage collected deletion (LGCD, in short) for vertex s
is the stream time of the most recent deletion of s—d that has
been garbage-collected.
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Table 1: Complexity comparison for graph operations.
‘ System

‘ Edge insertion ‘ Edge deletion ‘ Edge look-up ‘

Llama [18], Stinger [10] O(|E]) O(|E|) O(IE])
GraphOne [10] o(1) O(E) O(E])
LiveGraph [23] 0o(1) O(|E]) o)
Teseo [12], Sortledton [6], HAL out-of-order O(log(|E])) O(log(|E|)) O(log(|E|))
Spruce [21] O(|E) O(log(|E)) O(log(|E)
HAL in-order o(1) O(1) o)

‘ HT(d) through the lifecycle of the edge ‘The roles of these differ-

ent data structures can be understood by examining the lifecycle of
an edge s—d in our system.

o Only when the first update ever to be received by the database for
s—d is an insertion, we create a UPI, as we did above for the
insertion 0—2 in Figure 2 c).

e An AR exists as long as we have one or more insertion(s) (respec-
tively, deletion(s)) for which we did not yet receive corresponding
deletion(s) (respectively, insertion(s)). The operation we received
waits for the one not yet received, in the AR. This concerns: in-
or ooo insertions, for which we have not received a deletion; in
the future, we may receive such a deletion, or not; and, every
deletion for which the current STAL does not contain a possible
associated insertion. This happens when all the insertions prior
to our deletion, have already been marked as deleted (by other
deletion entries).

e An LGCD is created when updates s—d have been garbage col-
lected.

Table 1 compares HAL’s algorithmic complexity with that of
prior systems (which do not handle ooo updates). HAL’s very good
complexity lead it to outperform the other systems by up to 73X in
throughput, and 357X on graph analytics [2].

4 Demonstration Scenario

Lacking prior benchmarks with ooo updates, we plan to demon-

strate HAL on dynamic graph datasets we built from known bench-

marks, e.g., [8], as in [2]. We will make each of these datasets
interactive, as follows. We start with a sequence of edge insertions
and deletions as in [8], but allow users to control when each update
is received at the database, in order for HAL to exercise its guessing
of the most likely associate update, for each incoming one.

The interactive GUI we will use has three main parts (see Fig-

ure 5):

¢ Ground Truth Graph State: At the top (see Figure 5a), we show
the so-called ground truth graph state. This is an artefact we build
exclusively for the demo, to show what the graph should be if
all the updates were emitted from, and received to, the same site,
thus without any delays. Of course, in practice, in a dynamic,
distributed graph setting, we do not know the ground truth.

e Updates in Transit (Figure 5b): In this area, we show updates
emitted by streams, that are not yet received by the database
server, and may be arbitrarily delayed. Users decide on the arrival
order by explicitly releasing updates from transit, in or out of order.

e Updates in Database (Figure 5c): This area shows updates in
the order they were received in the database. Each update has a
database time Wt and a stream time St. By default, the updates
are ordered by database time, aligning with the approach used in
traditional graph database systems. Alternatively, selecting the
order by stream time option shows the storage order employed
by HAL as shown in Figure 5d).
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Figure 5: Screen captures of HAL’s interactive GUL

The state of the graph is shown for both configurations: ordered
by database time (Figure 5¢) and ordered by stream time (our system
HAL, see Figure 5d). This allows users to visually compare the
graph state across the two systems. To illustrate analytics, users
can execute, e.g., shortest path queries on the current graph state,
as shown in Figure 5c) and Figure 5d).

As an example, consider that three updates are emitted succes-
sively: the insertion of edge 1 — 2 at stream time 1, followed by
its deletion at stream time 2, and the insertion of edge 2 — 3 at
stream time 3. These updates are initially placed in the transit area,
as shown in Figure 5b), whereas the correct graph state is shown
in Figure 5a). Assume that the database receives these updates in
an out-of-order manner: the deletion of 1 — 2, followed by the
insertion of 1 — 2, and finally, the insertion of 2 — 3 at stream
time 3. In our demonstration, the user can “make each update arrive”
(Figure 5b) to the database by clicking the "In Transit" button next
to that update.

18

Angelos C. Anadiotis, Muhammad G. Khan, & loana Manolescu

Figure 5c) illustrates the updates stored in the database when
ordered by database time. In this case, edge 1 — 2 is (incorrectly)
part of the graph, as depicted by a dashed line. However, when the
updates are ordered by stream time (our system HAL, Figure 5d),
the correct graph state is maintained; here, the edge 1 — 2 does
not exist. This ensures consistency with the ground truth graph
shown in Figure 5a).

If a shortest path query is executed between nodes 1 and 3, tra-
ditional graph databases that order updates by database time (Fig-
ure 5¢) incorrectly indicate that a path exists. However, comparing
this with HAL (Figure 5d) and the ground truth graph (Figure 5a),
demo attendees can notice that no such path exists.
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