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Abstract
We present DPClustX, a framework designed to generate Differ-
ential Privacy (DP)-compliant histogram-based explanations for
black-box clustering results. Interpreting clustering results is chal-
lenging even without privacy constraints, and the challenge is
amplified under DP, as analysts receive noisy query responses.
By addressing these challenges, DPClustX enables the selection of
high-quality explaining attributes and the generation of informative
histograms that balance privacy and utility. Compatible with any
DP-clustering algorithm, our framework provides explanations that
uncover significant patterns even under strict privacy constraints.
This demonstration highlights DPClustX’s capabilities using real
datasets, illustrating its practical utility in sensitive data analysis
and its potential for enhancing the interpretability of clustering
methods.

CCS Concepts
• Security and privacy → Privacy-preserving protocols; • In-
formation systems → Data analytics.
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1 Introduction
Sensitive data collection is ubiquitous in modern society, spanning
domains such as fitness tracking, healthcare, financial services, and
insurance. This wealth of data necessitates specialized handling to
ensure its safe and secure usage without exposing individuals to
potential harm. Differential Privacy (DP) [7] has emerged as the gold
standard for addressing these challenges, enabling data analysis
while bounding privacy leakage. DP has been widely adopted by
companies and governmental organizations due to its ability to
ensure privacy protection while maintaining analytical utility.

Clustering, a fundamental data analysis task, is commonly used
to uncover patterns in complex datasets. However, interpreting
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clustering results poses significant challenges, and often necessi-
tates an extensive analytical process. Interpreting clustering results
under DP is even more challenging, as analysts are provided with
noisy responses to queries, and longer, manual exploration sessions
require additional noise to meet privacy constraints.

The integration of DP into clustering explanations introduces
several challenges. First, existing methods rely on quality measures
that require significant distortion to satisfy DP, making it difficult
to generate reliable explanations. Second, traditional approaches
often generate a pool of possible explanations before selecting the
best ones, a process that incurs excessive privacy costs. Finally,
balancing utility, interpretability, and privacy remains a critical but
underexplored challenge.

To bridge the gap between privacy and interpretability, we present
DPClustX, a novel system for generating histogram-based explana-
tions of clustering results under DP. A unique feature of our system
is its integration with a Large Language Model (LLM) plugin, which
provides human-readable, Natural Language explanations accom-
panying the histograms. DPClustX is implemented as a Python
package with an intuitive interface, allowing analysts to easily gen-
erate DP explanations for clustering results. We illustrate the use
of DPClustX through the following example.

Example 1.1. Consider a healthcare analyst working with the Di-
abetes dataset [1], aiming to identify groups of patients with similar
medical records, and assess their diabetes risk. While a clustering
algorithm may privately provide cluster centers, it does not offer
additional insights about the clusters. The analyst identifies Cluster
3 as having the highest diabetes rate. The textual summary of the
histogram explanation for Cluster 3 generated by DPClustX is:

LLM: The ‘Income’ column values differ significantly.
Values below 25K are 7.3 times more frequent in Cluster 3 (84.8%)
than in the remaining data (11.6%).

with an example of the full explanation shown in Figure 1a. The
explanation indicates that Cluster 3 consists primarily of individuals
with lower income, revealing a significant pattern captured by
the clustering algorithm. Comparing the ‘Income’ distribution of
Cluster 3 with the remaining data, we see that values outside Cluster
3 are concentrated in the higher ranges, peaking at [75𝐾,∞). In
contrast, Cluster 3 values differ greatly, being concentrated in the
lower range, peaking at (0, 10𝐾). This suggests that the clustering
algorithm groups individuals with lower incomes in Cluster 3.

DPClustX addresses the limitations of prior work with several
key innovations. First, it introduces DP-tailored quality functions
that minimize distortion and allow for reliable, high-utility expla-
nations. Second, it reduces privacy costs by directly evaluating
attribute quality and selecting high-quality attributes through a
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(a) Output in admin mode, showing the ‘true’ explanation. (b) Output in user mode with default privacy budgets for 𝜀𝐶𝑎𝑛𝑑𝐿𝑖𝑠𝑡 ,
𝜀𝐻𝑖𝑠𝑡 , and with a lower budget of 0.001 for 𝜀𝑇𝑜𝑝𝐶𝑜𝑚𝑏 .

Figure 1: Examining the impact of privacy on the generated explanation with the Diabetes dataset.

novel DP mechanism, focusing only on the most relevant ones. This
approach ensures that the system requires less noise to generate
private histograms. Third, DPClustX leverages the One-shot Top-𝑘
mechanism [6] to efficiently construct candidate attribute sets, en-
abling real-time, interactive analysis. By integrating an LLM plugin,
DPClustX enhances interpretability by converting histogram-based
explanations into natural language summaries. This feature makes
the system particularly accessible for non-expert users while main-
taining the strict privacy guarantees of DP.
Demonstration Overview. This demonstration highlights the
capabilities ofDPClustX using real-world datasets. Participants can
interactively:
• Explore clustering explanations under varying DP budgets.
• Compare private and non-private explanations to understand
the trade-offs between privacy and utility.

• Experiment with different clustering methods, including DP-k-
means, k-modes, and Gaussian Mixture Models.

Related work. Existing methods for explaining clustering algo-
rithms (e.g., [10]) focus primarily on non-private, white-box ap-
proaches. While these methods offer interpretable summaries by
highlighting how clusters differ, they are not directly adaptable to
the DP setting. Histogram-based explanations for black-box cluster-
ing methods (e.g., [4]) provide a more general approach but fail to
address the privacy costs associated with generating explanations
for all attributes and clusters.DPClustX advances the state of the art
by addressing these limitations and demonstrating the feasibility of
privacy-preserving clustering explanations in practical scenarios.

2 Technical Background
We now give the necessary background for our algorithm. Given
a single table schema 𝑅(𝐴1, . . . , 𝐴𝑑 ), 𝑅 is a relation name and A =

{𝐴1, . . . , 𝐴𝑑 } denotes the set of attributes. Each attribute 𝐴𝑖 has
discrete, finite, and data-independent domain dom(𝐴𝑖 ). The full
domain of 𝑅 is dom(𝑅) = dom(𝐴1) × · · · × dom(𝐴𝑑 ). An instance
(dataset) 𝐷 of a relation 𝑅 is a finite bag (multiset) whose elements
are tuples in dom(𝑅). For a dataset 𝐷 and an attribute 𝐴, we let
ℎ𝐴 (𝐷) ∈ (N ∪ {0})dom(𝐴) denote the histogram of the dataset 𝐷
over attribute 𝐴. That is, for any 𝑎 ∈ dom(𝐴), ℎ𝐴 (𝐷) [𝑎] is the
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Figure 2: DPClustX explanation generation pipeline.
number of occurrences of value 𝑎 in the column 𝜋𝐴 (𝐷). For vi-
sualizations, we use normalized histograms, where each count is
replaced by its proportion.
Histogram-based explanations (HBE). A clustering of 𝐷 is a
partition into disjoint subsets {𝐷𝑐 ⊆ 𝐷 | 𝑐 ∈ 𝐶} each assigned with
a cluster label 𝑐 ∈ 𝐶 . A single-cluster explanation candidate for 𝐷𝑐

consists of two histograms on a specified attribute: the histogram
of the cluster values, and the histogram of the values outside the
cluster. Formally, it is a tuple (𝑐, 𝐴, ℎ𝐴 (𝐷 \ 𝐷𝑐 ), ℎ𝐴 (𝐷𝑐 )) where
𝐴 ∈ A. A global explanation candidate is a set of single cluster
explanation candidates, with a candidate for each cluster.
Differential Privacy. We consider generating clustering explana-
tions under differential privacy (DP) [7] to protect sensitive informa-
tion. DP enables querying a private database without compromising
privacy by ensuring that the distribution of outputs does not signifi-
cantly change when the algorithm is applied to any two distinct but
neighboring datasets. Formally, a randomized clustering explanation
mechanismM is said to satisfy 𝜀-DP if for any neighboring datasets
𝐷∼𝐷′ (𝐷′ can be obtained from𝐷 by removing or adding one tuple),
any clustering function 𝑓 : dom(𝑅) → 𝐶 , and any set of possible
outputs 𝑆 ⊆ 𝑅𝑎𝑛𝑔𝑒 (M), Pr[M(𝐷, 𝑓 ) ∈ 𝑆] ≤ 𝑒𝜀 ·Pr[M(𝐷′, 𝑓 ) ∈ 𝑆],
where the probability is over the randomness of M.
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2.1 Quality Functions for Private Explanations
DPClustX focuses on three prominent quality aspects of histogram-
based explanations considered in prior work: Sufficiency, interest-
ingness , and diversity. We prove that these measures are highly
sensitive, making them unsuitable for a DP algorithm. These results
motivate the design of low-sensitivity variants that capture the
essence of each measure while minimizing distortion for DP com-
pliance. For all the provided metrics below, the formal definitions
and sensitivity analysis of our adapted measures are in [2].
Sufficiency. To ensure that a given explanation is relevant only
to its associated cluster, we adopt the notion of sufficiency from
prior work in the non-private setting (e.g., [4]). Informally, the
sufficiency of an explanation at 𝑡 ∈ 𝐷 is defined as the fraction of
tuples assigned the same cluster as 𝑡 , out of all tuples for which the
explanation of 𝑡 “holds". A global sufficiency score is obtained by
averaging the values at all tuples. To quantify the extent to which
an explanation “holds for" a tuple 𝑡 ∈ 𝐷𝑐 , prior work uses the
following probability value derived from the HBE: the probability
that a uniformly random tuple sampled from 𝐷 conditioned on
having the same value in 𝐴𝑐 as 𝑡 , belongs to 𝐷𝑐 , where 𝐴𝑐 is the
attribute used to explain the cluster𝐷𝑐 . Unfortunately, this function
is too sensitive to be of use. We propose a low-sensitivity variant
and prove that it preserves the original attribute ranking.
Interestingness. The interestingness of an HBE is quantified as
the distributional shift of the given attribute values between the
cluster and the full-dataset, with the global interestingness being
the average across all clusters (e.g [4, 5]). There are many ways
to quantify distance between probability distributions. However,
prior work focuses on distance metrics which are too sensitive to
be of use in a DP algorithm. Intuitively, when a cluster is small,
the removal of a single tuple from it can significantly change the
cluster’s internal distribution, which may lead to a large change in
the distribution distance. To account for these issues, we introduce
a low-sensitivity variant that rescales scores relative to cluster sizes,
mitigating the impact of small clusters while preserving attribute
ranking for each cluster.
Diversity.Thismeasure quantifies the overall distinctiveness among
explanations. Diversity is initially defined for a pair of single-cluster
explanations and then generalized to global explanations by av-
eraging all pairwise diversities. It attains its maximum value of
1 when the explanations use different attributes, and equals their
distribution distance when they share the same attribute [4]. Since
diversity relies on sensitive distance metrics, existing definitions
are unsuitable for the DP setting, and cannot be applied directly.
We introduce a low-sensitivity variant, scaling pairwise distances
by cluster sizes, thus allowing identification of diverse explanations
despite the noise injected for DP.
Overall score. The global score combines all individual measures
for a comprehensive assessment of explanation quality. It is defined
as a weighted average of the three components mentioned earlier,
with adjustable weights for specific needs or equal weights by
default. Additionally, DPClustX uses a single-cluster score function,
combining both interestingness and sufficiency, to privately filter
high-quality candidates for each cluster.

3 Algorithm and System Architecture
DPClustX is designed to generate privacy-preserving explanations
for clustering results while maintaining high utility. The algorithm
comprises two key stages, illustrated in Figure 2, that ensure ef-
ficient, high-quality, and interpretable outputs under differential
privacy (DP).
Candidate set generation. To address the vast search space for
clustering explanations, DPClustX constructs a high-quality can-
didate set of explanations for each cluster. This step, illustrated
as Stage 1 in Figure 2, begins by adapting a single-cluster score
function to rank explanations by their quality. The score func-
tion is tailored to the DP setting to preserve utility even with the
added noise. To privately select the Top-𝑘 explanations for each
cluster, DPClustX leverages the One-shot Top-𝑘 mechanism [6].
This mechanism ensures computational efficiency and minimizes
privacy budget consumption, making the system suitable for inter-
active use. The resulting candidate pool forms the foundation for
the global explanation generated in the next stage.
Private global explanation. Generating private explanations for
all candidates and subsequently selecting the top-scoring ones can
be inefficient and wasteful in terms of privacy budget. To address
this, DPClustX uses a novel DP approach that ranks attributes by
their explanatory quality and employs a DP selection mechanism
to identify globally high-quality attributes.

As shown in Stage 2 of Figure 2, only the selected attributes are
used to generate noisy histograms. This significantly reduces the
amount of noise required for DP compliance, ensuring that the final
explanations remain interpretable and informative while meeting
privacy guarantees.

These stages are underpinned by rigorous DP and utility guar-
antees, ensuring that the explanations generated align closely with
their non-private counterparts while preserving privacy.

Implementation. DPClustX is implemented in Python 3.9, lever-
aging the Pandas and NumPy libraries. The Geometric mechanism
for DP histogram generation is implemented using DiffPrivLib [8].
Additionally, the system integrates an LLM to automatically gen-
erate textual descriptions for each histogram-based explanation,
enhancing interpretability for users.

The system supports two operational modes:
• Admin Mode: Allows access to the "ground truth" explanation
generated without privacy guarantees (no privacy budget ap-
plied). In Stage 1,DPClustX selects the true Top-𝑘 attributes for
each cluster. In Stage 2, the true quality-maximizing attributes
are selected for the global explanation, outputting undistorted
histograms on those attributes. Admins can choose to execute
certain steps privately and others non-privately, as each com-
ponent of the framework has an individual privacy parameter.

• End User Mode: Enforces privacy constraints, generating noisy
explanations to ensure DP compliance. A default budget is
applied if none is specified.

DPClustX is an open-source library, packaged for easy installation
via pip, enabling researchers and practitioners to seamlessly inte-
grate it into their workflows. The source code, along with detailed
documentation and examples, is publicly available [2] to encourage
community contributions and adoption.

101



SIGMOD-Companion ’25, June 22–27, 2025, Berlin, Germany Amir Gilad, Tova Milo, Kathy Razmadze, and Ron Zadicario

4 Demonstration
We present DPClustX, a framework designed to generate privacy-
preserving histogram-based explanations for clustering outcomes.
The demonstration showcases DPClustX’s capabilities through in-
teractive, real-time experiments using the US Census [9] and Dia-
betes [1] datasets. The demonstration utilizes a Jupyter notebook
to present an application of the system within a real-world data
exploration setting. Each phase emphasizes a specific functional-
ity and includes a real-world use case that illustrates the system’s
practical value[3].
Phase 1: System overview and interactive exploration. Partic-
ipants will be introduced to DPClustX’s architecture and interface
via a pre-prepared Jupyter notebook. The system will be instanti-
ated in admin mode, providing access to ground truth explanations.
Using the Diabetes dataset, pre-clustered into groups, participants
will interact with the system to examine how individual attributes
contribute to clustering results. We highlight the transformation
of raw clustering results into interpretable histograms that explain
the role of selected attributes in defining each cluster (Figure 1a).
Participants will adjust system parameters, like diversity and suffi-
ciency weights, to explore how different configurations affect the
explanation. They may also modify the attribute set considered for
each cluster to observe different patterns.

Healthcare Domain. A healthcare analyst aims to understand the
factors driving a clustering of the diabetes patient dataset. Using
DPClustX, they discover that specific attributes like "Age" and "In-
come" play key roles in defining clusters. By adjusting the attributes
considered, the analyst explores different explanations to ensure
that the clusters provide interpretable insights for policymaking,
such as identifying high-risk groups for targeted interventions.
Participants will replicate this process and observe how different
configurations affect the generated explanations. This hands-on
demonstration emphasizes DPClustX’s flexibility and its ability to
capture significant patterns.
Phase 2: Impact of differential privacy on explanations. In
this phase, participants will evaluate how DP affects explanation
quality. Switching between admin mode (non-private) and user
mode (privacy-preserving), attendees will explore the impact of
privacy budgets on the generated explanations. Leveraging the
Diabetes dataset for experimentation, users can compare DP expla-
nations with non-private ones. For example, explanations generated
with default privacy budgets are nearly identical to non-private
ones. Further reducing the privacy budget shows that DP explana-
tions continue to closely align with the non-private counterparts
(Figure 1). This highlights the system’s usability, enabling users to
privately explore clustering results without DP noise distorting the
explanations. Furthermore, participants will examine explanations
generated using a direct DP adaptation of an existing non-private
approach [4], thereby recognizing the impracticality of sensitive
HBE quality functions under DP.

Healthcare Domain cont. A government health agency is tasked
with publishing anonymized insights from a diabetes dataset while
preserving patient privacy. The agency uses DPClustX to gener-
ate DP explanations that reveal trends without leaking sensitive

data. For instance, a cluster predominantly composed of older pa-
tients with mobility issues may be identified using DP explanations.
Participants will adjust privacy parameters (e.g., 𝜀_𝑇𝑜𝑝𝐶𝑜𝑚𝑏) to
observe their influence on the utility of explanations. This phase
demonstrates how DPClustX balances privacy guarantees with the
need for actionable insights.
Phase 3: Comparing clustering methods. In this phase, partici-
pants will explore the versatility of DPClustX by applying it to the
US Census and experimenting with multiple clustering methods,
including DP-k-means, non-private k-means, and Gaussian Mix-
ture Models. The system generates HBEs for each clustering result,
enabling participants to visually and quantitatively compare the
clustering behaviors. For instance, k-modes may highlight categori-
cal features such as "Marital Status," while DP-k-means emphasizes
numeric attributes like "Age." These comparisons allow participants
to assess the strengths and weaknesses of each method in grouping
data and explain the role of key attributes in the clustering results.

Social Science domain. A sociologist seeks to analyze patterns
in income distribution across demographic groups using the US
Census dataset. For example, DPClustX may identify groups with
low income and high education, revealing areas for targeted policy
interventions. By providing DP explanations, DPClustX ensures
that sensitive demographic details remain protected while still of-
fering actionable insights. Participants will replicate this analysis
and evaluate how clustering methods and privacy settings affect
the generated explanations, illustrating DPClustX’s adaptability to
different clustering techniques and datasets.
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