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Detecting fraudulent activities in financial and e-commerce transaction networks is crucial. One effective
method for this is Densest Subgraph Discovery (DSD). However, deploying DSD methods in production systems
faces substantial scalability challenges due to the predominantly sequential nature of existing methods, which
impedes their ability to handle large-scale transaction networks and results in significant detection delays. To
address these challenges, we introduce Dupin, a novel parallel processing framework designed for efficient
DSD processing in billion-scale graphs. Dupin is powered by a processing engine that exploits the unique
properties of the peeling process, with theoretical guarantees on detection quality and efficiency. Dupin
provides user-friendly APIs for flexible customization of DSD objectives and ensures robust adaptability to
diverse fraud detection scenarios. Empirical evaluations demonstrate that Dupin consistently outperforms
several existing DSD methods, achieving performance improvements of up to 100 times compared to traditional
approaches. On billion-scale graphs, Dupin demonstrates the potential to enhance the prevention of fraudulent
transactions from 45.3% to 94.5% and reduces density error from 30.3% to below 5.0%, as supported by our
experimental results. These findings highlight the effectiveness of Dupin in real-world applications, ensuring
both speed and accuracy in fraud detection.
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1 Introduction

In today’s digital landscape, graph structures are essential in various applications, including
transaction networks [10, 26, 52], messaging infrastructure [30, 37], and social networking plat-
forms [19, 34, 51]. A challenge in these domains is detecting fraudulent activities, which can
significantly undermine business integrity and consumer trust. The Densest Subgraph Discovery

Authors’ Contact Information: Jiaxin Jiang, National University of Singapore, Singapore, jxjiang@nus.edu.sg; Siyuan Yao,
National University of Singapore, Singapore, siyuan.y@u.nus.edu; Yuchen Li, Singapore Management University, Singapore,
yuchenli@smu.edu.sg; Qiange Wang, National University of Singapore, Singapore, wang.qg@nus.edu.sg; Bingsheng He,
National University of Singapore, Singapore, hebs@comp.nus.edu.sg; Min Chen, GrabTaxi Holdings, Singapore, min.chen@
grab.com.

This work is licensed under a Creative Commons Attribution International 4.0 License.
BY

© 2025 Copyright held by the owner/author(s).
ACM 2836-6573/2025/6-ART150
https://doi.org/10.1145/3725287

Proc. ACM Manag. Data, Vol. 3, No. 3 (SIGMOD), Article 150. Publication date: June 2025.


HTTPS://ORCID.ORG/0000-0001-8748-3225
HTTPS://ORCID.ORG/0009-0001-8243-3947
HTTPS://ORCID.ORG/0000-0001-9646-291X
HTTPS://ORCID.ORG/0000-0001-8618-4581
https://doi.org/10.1145/3725287
https://orcid.org/0000-0001-8748-3225
https://orcid.org/0009-0001-8243-3947
https://orcid.org/0000-0001-9646-291X
https://orcid.org/0000-0001-8618-4581
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1145/3725287

150:2 Jiaxin Jiang et al.

Device Activities Count Per Minute Density Comparison Over Time (Error in one day)

—— Device Activities Count
—— Capability of Spade
3 System Heavy Time

—— Correct Density
Spade Density
Error

o
N

o
o

o
w»

Device Activities Count (x10°)
N
Graph Density (by Fraudar)

00:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00 00:00 00:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00 00:00
Time (HH:MM) Time (HH:MM)

(a) System Load Distribution. (b) Error Accumulation Trends.

Fig. 1. Activity analysis from our industry partner, Grab. Data normalized for privacy.

(DSD) problem, first explored by [22], has emerged as a critical tool in this context, facilitating
tasks such as link spam identification [4, 20], community detection [9, 17], and notably, fraud detec-
tion [8, 24, 46]. The peeling process [2, 5, 8, 24, 50] is central to many DSD algorithms. This process
removes vertices based on density metrics. The density metrics are mainly differed by how the weight
function is defined. They serve as indicators for the community’s suspiciousness—denser subgraphs
indicate more intense and cohesive interactions that are more likely to be fraudulent. Examples of such
metrics include vertex degree or the cumulative weight of adjacent edges. While these methods have
demonstrated efficiency and robustness, their practical deployment in real-world fraud detection
systems faces significant challenges. For instance, business requirements necessitate the detection
of fraudulent communities within billion-scale graphs in mere seconds. Recent studies, including
those by [1, 52], reveal that malicious bot activity in e-commerce accounted for a staggering 21.4%
of all traffic in 2018, highlighting the urgency of developing effective detection mechanisms.

Existing Challenges. Over the years, extensive research has advanced DSD through incremental
peeling algorithms [2, 18, 26, 27, 47] and parallel peeling algorithms [14, 16, 45, 46]. Despite these
developments, practical fraud detection in real-world settings continues to face several limitations:

(1) Lack of Flexibility in Density Metrics. Many existing algorithms rely on fixed scoring
functions tailored to DSD. Methods such as [4, 29] employ static detection criteria that become
less effective as fraudulent behaviors diversify. In fraud detection, for instance, a density metric
that incorporates transaction amounts as weights [23] highlights collusion patterns—such as
frequent high-value or consistent transactions indicative of coupon or rebate abuse. Similarly,
when detecting fraud communities, the density metric might utilize structural measures (e.g.,
triangle counts [50]) to better capture community characteristics.

(2) Inefficient Incremental Updates. Current incremental algorithms often fail to scale to billion-
edge graphs (G) with high transaction rates (i.e., graph updates AG). For example, consider the
state-of-the-art incremental algorithm Spade [27] (Figure 1a), where the vertical axis represents
the Device Activities Count (i.e., the number of new edges generated per minute) and the gray
area indicates System Heavy Time. Spade can process approximately 2.65 x 10° edge updates
per minute, which is insufficient to handle scenarios with high transaction volumes. Moreover,
these methods often assume static edge weights, even though newly inserted edges can alter
the weights of existing edges. For example, the cumulative density error of [27] can exceed
15.0% in a single day (Figure 1b).

(3) Ineffective Parallel Pruning. Although parallelization can speed up DSD [45], existing
parallel frameworks lack efficient pruning strategies, resulting in an excessive number of
peeling iterations that degrade performance on large-scale datasets.

Industry Use Case. In collaboration with Grab, a leading technology company in Southeast Asia,
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Fig. 2. Fraudulent coupon abuse vs. normal coupon usage in customer-merchant networks.

we address real-world fraud detection challenges on a digital payment and food delivery platform.
Two predominant patterns are observed in practice (see Figure 2): (i) Legitimate Community, such
as popular items attracting buyers, forms large but relatively sparse subgraphs. These communities
reflect normal coupon usage and regular customer transactions across merchants. (ii) Fraudulent
Community, on the other hand, are characterized by coupon abuse and collusion between customers
and merchants. These involve smaller groups of participants engaging in frequent, repetitive
transactions, resulting in highly dense subgraphs. The contrasting structures demonstrate the
utility of density-based approaches for distinguishing legitimate transactions from fraudulent
collusion. DSD algorithms then identify dense subgraphs indicative of fraudulent communities.
Latency and Prevention Ratio. Existing DSD approaches struggle to meet real-time latency
targets and maintain high fraud-prevention ratios under heavy transaction loads:

o Latency: A representative incremental peeling approach is Spade [26, 27], which leverages existing
peeling results on G and refines them incrementally when new vertices or edges (AG) arrive
to detect the dense subgraph on G @ AG. However, when AG is large, Spade incurs substantial
overhead from frequent data structure updates and density recalculations. For instance, processing
even a single batch of 1K edges on a 2-billion-edge graph (CPU Xeon X5650) can exceed 200
seconds, which is infeasible for real-time detection on modern e-commerce platforms that may
see up to 400K edge insertions per minute.

e Prevention Ratio: Parallel DSD frameworks often compute dense subgraphs from scratch in parallel
directly on G & AG. While this approach exploits multiple cores, it typically exhibits latency
over 1000 seconds and suffers reduced detection effectiveness when scaling from million-edge to
billion-edge datasets (e.g., dropping from 92.5% to 45.0% in fraud prevention).

To address these challenges, we pose the following research question: How can we enhance the
flexibility, efficiency, and scalability of DSD methods to effectively detect fraud in massive graphs?
Contributions. We propose a DSD framework for fraud detection. Our key contributions are:

e A DSD Parallelization Framework. We propose Dupin, a novel parallel processing framework
for Densest Subgraph Discovery (DSD) that breaks the sequential dependencies inherent in
traditional density metrics, significantly enhancing scalability and efficiency on both weighted
and unweighted graphs. Unlike existing methods that focus on specific density metrics, Dupin
allows developers to define custom fraud detection semantics through flexible suspiciousness
functions for edges and vertices. It supports a wide range of DSD semantics, including DG [6],
DW [23], FD [24], TDS [50], and kCLiDS [14]. Dupin not only leverages parallelism but also
provides theoretical guarantees on approximation ratios for the supported density metrics. To the
best of our knowledge, this is the first generic parallel processing framework that accommodates
a broad class of density metrics in DSD, offering both flexibility and theoretical assurance.

o Exploiting Long-Tail Properties. We identify and address the long-tail problem in the peeling
process of DSD algorithms, where late iterations remove only a small fraction of vertices and
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Table 1. Frequently used notations.

Notation [ Definition

G/ AG | atransaction graph / updates to graph G
a; / cij | the suspiciousness on vertex u; / on edge (u;, 1)
N(u) | the neighbors of vertex u
g(S) | the suspiciousness density of vertex set S
f(S) | the sum of the suspiciousness of vertex set S
wy(S) | the decrease in f by peeling u from S, i.e., the peeling weight
Q | the peeling algorithms
SP | the vertex set returned by peeling algorithms
S* | the optimal vertex set

contribute little to the quality of the densest subgraph, leading to inefficiency. To tackle this,
we introduce two novel optimizations: Global Pruning Optimization, which proactively removes
low-contribution vertices within each peeling iteration to reduce computational overhead, and
Local Pruning Optimization, which eliminates disparate structures formed after vertex removal
to enhance the density and quality of the detected subgraph. These optimizations significantly
reduce the number of iterations required, improving both performance and result quality.

e Empirical Validation and Real-World Impact: We conduct comprehensive experiments on
large-scale industry datasets to validate the effectiveness of Dupin. Our results show that Dupin
achieves up to 100 times faster fraud detection compared to the state-of-the-art incremental
method Spade [27] and parallel methods like PBBS [45]. Moreover, Dupin is capable of preventing
up to 94.5% of potential fraud, demonstrating significant practical benefits and reinforcing system
integrity in real-world applications.

Organization. The remainder of this paper is structured as follows: Section 2 presents the back-
ground and the literature review. Section 3 introduces the architecture of Dupin. In Section 4,
we propose the theoretical foundations for parallel peeling-based algorithms for DSD. Section 5
introduces long-tail pruning techniques to improve efficiency and effectiveness. The experimental
evaluation of Dupin is presented in Section 6. Finally, Section 7 concludes the paper and outlines
avenues for future research.

2 Background and Related Work

2.1 Preliminary

This subsection introduces the preliminary concepts and notations. A summary of frequently used
notations is provided in Table 1.

Graph G. In this work, we operate on a weighted graph denoted as G = (V, E), where V represents
the set of vertices and E (C V x V) represents the set of edges. The graph can be either directed or
undirected. Each edge (u;, u;) € E is assigned a nonnegative weight, expressed as c;;. Additionally,
N(u) denotes the set of neighboring vertices connected to vertex u.

Induced Subgraph. Given a subset S C V, the induced subgraph is defined as G[S] = (S, E[S]),
where E[S] = {(u,0) € E | u,v € S}. The size of the subset S is denoted by |S|.

Density Metrics g and Weight Function f. We utilize the class of metrics g as defined in prior
works [6, 24, 27], where for a given subset of vertices S C V, the density metric is computed as:
g(S) = % Here, f(S) represents the total weight of the induced subgraph G[S], which is defined
as the sum of the weights of vertices in S and the weights of edges in E[S]. More formally:

f($) = Z aj + Z Cij (1)

u; €S (u;uj)€E[S]
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The weight of a vertex u;, denoted as a; (a; > 0), quantifies the suspiciousness of user u;. The
weight of an edge (u;, u;), represented by c;; (c;; > 0), reflects the suspiciousness of the transaction
between users u; and u;. Intuitively, the density metric g(S) encapsulates the overall suspiciousness
density of the induced subgraph G[S]. Larger g(S) indicates a higher density of suspiciousness
within G[S]. The vertex set that maximizes the density metric g is denoted by S*.

We next introduce five representative density metrics employed in fraud detection applications.
Dense Subgraphs (DG) [6]. The DG metric is employed to quantify the connectivity of substruc-
tures within a graph. It has found extensive applications in various domains, such as detecting
fake comments in online platforms [31] and identifying fraudulent activities in social networks [3].
Given a subset of vertices S C V, the weight function of DG is defined as f(S) = |E[S]|, where
|E[S]| denotes the number of edges in the induced subgraph G[S].

Dense Subgraph on Weighted Graphs (DW) [23]. In transaction graphs, it is common to have
weights assigned to the edges, representing quantities such as the transaction amount. The DW
metric extends the concept of dense subgraphs to accommodate these weighted relationships. Given
a subset of vertices S C V, the weight function of DW is defined as f(S) = X, u;)eE[s) ¢ij-
Fraudar (FD) [24]. In order to mitigate the effects of fraudulent actors deliberately obfuscating their
activities, Hooi et al. [24] introduced the FD algorithm. This approach innovatively incorporates
weights for edges and assigns prior suspiciousness scores to vertices, potentially utilizing side in-
formation to enhance detection accuracy. Given a vertex subset S C V, the weight function adopted
by FD is defined as shown in Equation 1. In this formulation, a; represents the suspiciousness score
of vertex u;, and the edge weight c;; is given by m, where x denotes the degree of the object
vertex between u; and u;, and c is a positive constant [24].

Triangle Densest Subgraph (TDS) [50]. Triangles serve as a crucial structural motif in graphs,
offering insights into connectivity and cohesion. In TDS, the density of a subgraph G[S] is measured
by f(S) = t(S), where t(S) is the number of triangles in S. Although this directly counts triangles
rather than vertices or edges, it can still be expressed in, our general density framework f(S) =
2uses Qi + X(uup)eE(s) Cij by assigning ¢;; = 0 and a; = El, where t; is the number of triangles

t.
involving vertex u;. Summing §l over all vertices in S counts each triangle exactly once, thus

yielding f(S) = #(S). Consequently, TDS fits naturally under the same density metric framework
used for other weighted subgraphs.

k-Clique Densest Subgraph (kCLiDS) [14]. Extending TDS beyond triangles (k = 3) to any clique
size k, kCLiDS defines the weight function as f(S) = k(S), k(S) is the number of k-cliques in G[S]. A
k-Clique is a complete subgraph of k vertices, representing a tightly-knit group of vertices. Just as in
the TDS case, kCLiDS can be embedded in our general framework by assigning c;; = 0 for all edges
and distributing each k-Clique’s contribution among its k vertices. Specifically, let a; = k;/k, where
k; denotes the number of k-Cliques that include vertex u;. Summing k;/k over all u; € S counts
each k-clique exactly once, thereby recovering f(S) = k(S) within the same density formulation.
Problem Statement. Given a graph G = (V, E) and a community detection semantic with density
metric g(S), our goal is to find a vertex subset $* C V that maximizes g(S*).

2.2 Sequential Peeling Algorithms

Peeling algorithms have gained popularity for their efficiency, robustness, and proven worst-case
performance in various applications [6, 24, 50]. Next, we provide a concise overview of the typical
execution flow of these algorithms.

Peeling Weight. For a vertex set S, the peeling weight of a vertex u; € S, denoted by w,,(S), is
defined as the reduction in the value of the weight function f when u; is removed from S.
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Algorithm 1: Sequential Peeling Algorithm

Input: Graph G = (V, E), density metric g(S)

Output: Subset S* maximizing g(S)

1 SV, 8«8y, i1 /% Initialization */
2 while S;_; # 0 do
3 u; «— argminges;_, wu(Si-1) /* The vertex to be peeled */
4 Si «— Si_1 \ {ul} /* Peel u; from S;—q */
5 if g(Si) > g(S*) then
6 ‘ S* « S; /* Update optimal subset */
7 ie—i+1
8 return S* /* The subset that maximizes g(S) */
Intialization: G Iteration 1: peel u; Iteration 2: peel ug Iteration 3: peel ug Iteration 4: peel uy Iteration 5: peel us
U Uy Uus U Uy Uus Uy us Uy us Us
/N 2 3 f )2 3 f 2/ \3 f ‘\5\% /
2 2 2 v
U us Ug us Ug us Ug Ug Ug
Density: 2.33 Density: 2.6 Density: 2.75 Density: 2.33 Density: 2 Density: 0

Peeling Sequence: O = [u1, u2, u3, u4, us, ug|

Fig. 3. Example of sequential peeling algorithms.

Sequential Peeling Algorithm (Algorithm 1). The peeling process starts with the full vertex
set So = V and initializes the optimal subset S* to Sy (Line 1). The algorithm iterates as long as the
current subset S;_; is not empty (Line 3). In each iteration, the vertex u; with the smallest peeling
weight is identified and peeled from S;_; to form S; (Lines 3 and 4). If the density metric g(S;)
exceeds that of the current optimal subset S*, S* is updated to S; (Line 6). This process generates a
sequence of nested subsets Sy, Sy, . .., S|y|, ultimately returning the subset S* that maximizes the
density metric g(S*) (Line 8). The sequential peeling algorithm is a foundational approach widely
adopted in existing studies [2, 8, 24, 26, 27, 50].

Approximation. An algorithm Q is defined as an a-approximation for the Densest Subgraph
Discovery (DSD), where o > 1, if for any given graph it returns a subset S satisfying the condition
g9(S) = @, where S* is the optimal subset that maximizes the density metric g.

THEOREM 2.1 ([24])‘. For the vertex set SP returned by Algorithm 1 and the optimal vertex set S*, it
holds that g(SP) > @ for DG, DW and FD as the density metrics.

The proofs for the theorems presented in this section are provided in Appendix B of [28].

EXAMPLE 2.1 (SEQUENTIAL PEELING ALGORITHM PROCESS). Consider the graph G as shown in
Figure 3. The process begins with an initial graph density of 2.33. In the first iteration, vertex uy is
peeled due to its smallest peeling weight. Subsequently, vertices are peeled in the following order:
Uy, Us, Ug, Us, and ug based on the updated criteria after each peeling operation. The sequence of
peeling continues until the last vertex, ug, is peeled, resulting in a final graph density of 0. The
peeling sequence, therefore, is O = [u1, ug, us, ug, us, ug], completely disassembling the graph.

Notably, after peeling uy, the graph density increases to 2.75, reaching its maximum before
beginning to decrease. This non-monotonic behavior is characteristic of the peeling process. The
induced subgraph G[S] of S = [us, us, us, us] has the greatest density of 2.75, thus G[S] is returned.

Theorem 2.2 extends the analysis to TDS and kCLiDS, proof is omitted due to space limitation.

THEOREM 2.2 ([50]). For the vertex set SP returned by Algorithm 1 and the optimal vertex set S*, it
holds that g(SP) > @ for TDS and kCLiDS as the density metrics where k = 3 for TDS.
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Table 2. Comparison of Algorithms Across Key Dimensions.

Systems! Density Metric Support Parallelizability Weighted Graph Pruning
Spade DG, DW, FD, TDS, kCLiDS Sequential Yes No
GBBS* DG, DW, FD Parallel No No
PKMC* DG, DW, FD Parallel No No
FWA* DG, DW, FD Parallel No No
ALENEX* DG, DW, FD Parallel No No
kCLIST TDS, kCLiDS Parallel No No
PBBS TDS, kCLiDS Parallel No No
Dupin DG, DW, FD, TDS, kCLiDS Parallel Yes Yes

The sequential peeling algorithm is designed with a 2-approximation guarantee; that is, when
using density metrics such as DG, DW, and FD to evaluate suspiciousness, the density (and hence
the suspiciousness) of the returned subgraph is at least half that of the optimal subgraph—in other
words, the optimal subgraph’s suspiciousness cannot exceed twice that of the sequential algorithm’s
output. In contrast, when the density metrics TDS and kCLiDS (which are based on triangle counts
and k-Clique counts, respectively) are employed as indicators of suspiciousness, the sequential
peeling algorithm guarantees a 3-approximation. Thus, the suspiciousness of the returned subgraph
is within a factor of 3 of the optimal value.

2.3 Related Work

Densest Subgraph Discovery (DSD). DSD represents a core area of research in graph theory,
extensively explored in literature [7, 8, 21, 32, 43, 44]. The foundational max-flow-based algorithm
by Goldberg et al. [22] set a benchmark for exact DSD, with subsequent studies introducing more
scalable exact solutions [36, 38]. While speed enhancements have been achieved through various
greedy approaches [6, 8, 24, 36], these methods are inherently sequential and difficult to parallelize.
For example, they often peel one vertex at a time, which results in too many peeling iterations. This
sequential nature limits their scalability and efficiency on massive graphs. In graph-based fraud
detection, techniques like [4] and [29] leverage local search heuristics to identify dense subgraphs
in bipartite networks, frequently applied in fraud, spam, and community detection across social and
review platforms [24, 41, 46]. Despite their widespread use, they suffer from efficiency issues in large
graphs, often involving numerous iterations and lacking effective pruning techniques, exacerbating
the long-tail problem. Moreover, they are limited to specific definitions of dense subgraphs. In
contrast, Dupin offers a versatile, parallel DSD approach. It facilitates the simultaneous peeling of
multiple vertices, reducing the computational overhead. Notably, Dupin introduces unique global
and local pruning techniques that enhance efficiency, allowing it to handle large-scale graphs
effectively. Moreover, Dupin provides APIs that allow users to customize definitions of dense
subgraphs, ensuring that the resultant graph density adheres to theoretical bounds. This flexibility
and efficiency make Dupin a significant advancement over existing methods.

DSD on Dynamic Graphs. To tackle real-time fraud detection, several variants have been designed
for dynamic graphs [10, 18, 26, 27, 47]. [27] addresses real-time fraud community detection on
evolving graphs (edge insertions) using an incremental peeling sequence reordering method, while
[26] extends this approach to fully dynamic graphs (edge insertions and deletions). [47] proposes
an incremental algorithm for maintaining and updating a dense subtensor over a tensor stream.
[12] and [40] utilize sliding windows to detect dense subgraphs and bursting cores within specific
time windows. These methods have three limitations. First, response time is an issue. Although

!Entries marked with (*) indicate methods that support only a single density metric and require modifications to the
codebase for more metrics.
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Fig. 4. Architecture of Dupin.

they respond quickly to benign communities, the results can change drastically for newly formed
fraudulent communities, causing significant delays in incremental calculations for fraud detection.
Second, efficiency is problematic. While incremental processing is faster than recomputation for a
single transaction on billion-scale graphs, frequent incremental evaluations can be slower than a
full recomputation. Third, in terms of flexibility, most methods support only a single semantic. In
contrast, Dupin introduces a unified parallel framework for peeling-based dense subgraph detection.
Dupin can respond within seconds on billion-scale graphs and defines multiple density metrics that
can be used on the Dupin platform addressing the limitations of existing dynamic graph methods.
Parallel DSD. Several parallel methods for DSD have been proposed [2, 14, 16, 43, 45, 46]. Bahmani
et al. [2] proposed a parallel algorithm for DG using the MapReduce framework. FWA [15] proposed
a parallel algorithm for DW based on the Frank-Wolfe algorithm [25] using OpenMP [13]. Some
works propose parallel k-core algorithms [35, 45, 48]. Others introduce parallel algorithms for k-
Clique detection, with approaches offering a (1+¢)-approximation ratio and parallel implementations
for the kCLiDS problem [16, 49]. There are also algorithms for k-Clique densest subgraph detection
using OpenMP [14], and methods for dense subtensor detection [46]. However, these systems have
two main limitations. First, they typically support only a single-density metric and do not handle
weighted graphs. In real-world applications, transactions between users can have varying degrees
of importance based on amounts, frequencies [27], and other factors. Extending these systems to
support other dense metrics with theoretical guarantees is non-trivial. Second, they often lack
efficient pruning techniques, requiring numerous iterations and suffering from the long-tail issue,
which hinders scalability on massive graphs. In contrast, Dupin defines the characteristics of a set
of supported dense metrics and accommodates weighted subgraphs, allowing for more nuanced
analysis reflective of real-world data. Our method introduces efficient pruning strategies by peeling
multiple vertices in parallel based on a threshold mechanism, significantly reducing the number of
iterations and mitigating the long-tail problem. This makes Dupin more effective and scalable in
diverse real-world scenarios compared to previous approaches.

3 Architecture of Dupin

Parallelization offers a viable solution to these challenges by distributing the computational load
across multiple processors. Modern CPUs are equipped with numerous cores that are cost-effective,
enabling parallel processing. If the peeling process of DSD is parallelized, different processors can
simultaneously evaluate and peel different nodes, thereby increasing scalability and efficiency.
To enable users to design complex DSD algorithms to detect fraudsters based on our framework,
Dupin, we have introduced the architecture, APIs, and supported density metrics in this section.

Architecture of Dupin (Figure 4). Developers can define custom fraud detection semantics by
leveraging APIs to specify density metrics like DG, DW, FD, TDS, and kCLiDS. Dupin begins with
graph loading and processes the input through the Dupin computing engine, which incorporates
parallel peeling algorithms for scalable processing. To further optimize performance, both global and
local peeling optimizations are implemented, enabling faster convergence and improved subgraph
density at each iteration. The identified fraudulent communities are flagged and forwarded to
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moderators for detailed analysis and appropriate actions such as banning suspicious entities. This
modular design ensures extensibility and adaptability for various graph-based fraud detection tasks.

1 class Dupin {

2 public:

3 Graph LoadGraph(const std::string& path); // Load graph from file
4 // Set vertex suspiciousness function

5 void VSusp(std::function<double(const Vertex& v, const Graph& g)> susp);
6 // Set edge suspiciousness function

7 void ESusp(std::function<double(const Edge&, const Graph&)> susp);
8 void setEpsilon(double epsilon);

9 void setK(int k);

10 // Detect fraudsters using parallel processing

11 std::vector<Vertex> ParDetect();

12 private:

13 Graph _graph; // Transaction graph

14 std::vector<Vertex> _peelingSequence;

15 std::vector<double> _peelingWeights;

16 double _epsilon; }

Listing 1. APIs of Dupin.

APIs of Dupin (Listing 1). Similar to Spade, Dupin simplifies the definition of fraud detection
semantics by allowing users to specify a small set of intuitive functions, such as VSusp and ESusp.
In addition, Dupin provides a richer set of APIs that help users effectively balance detection speed
and accuracy effectively. The key APIs encompass several components designed to facilitate the
customization and optimization of fraud detection processes. These components provide a robust
framework for users to implement their fraud detection strategies, ensuring both high performance
and precision in identifying fraudulent activities. Details are listed below:

e VSusp and ESusp. Given a vertex or an edge, these components compute its suspiciousness based
on user-defined strategies.
e isBenign. This component is used to decide whether a vertex is benign during the whole peeling

process (Section 5). If the vertex is benign, it is peeled within the current iteration.

o setEpsilon. This function is utilized to control the precision of fraud detection. During periods of
high system load, moderators can increase € to achieve higher throughput. Conversely, when the
system load is low, € can be decreased to enhance accuracy.

o setK. This function defines the k-Clique parameter for analysis.

Implementation Example (Listing 2). To implement FD [24] on Dupin, users simply specify the
vertex suspiciousness function vsusp by calling VSusp, and the edge suspiciousness function esusp
by calling ESusp. Specifically: (1) vsusp is a constant function, i.e., for a vertex u;, vsusp(y;) = a;;

and (2) esusp is a logarithmic function such that, for an edge (u;, u;), esusp(u;, u;) = where

1
log(x+c)’
x denotes the degree of the object vertex between u; and u;, and c is a positive constant [24]. Dupin
enables developers to implement customized peeling algorithms, significantly reducing engineering
overhead. The implementation of other metrics, including DG, DW, TDS, and kCLiDS, follows a

similar procedure. Detailed implementations of these metrics are provided in Appendix B of [28].
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1 double vsusp(const Vertex& v, const Graph& g) {

2 return g.weight[v]; } // Side information on vertex
3 double esusp(const Edge& e, const Graph& g) {
4 return 1.0 / log(g.degle.src] + 5.0); 3}
51int main() {

6 Dupin dupin;
7 dupin.VSusp(vsusp); // Plug in vsusp

8 dupin.ESusp(esusp); // Plug in esusp

9 dupin.setEpsilon(0.1);

10 dupin.LoadGraph("graph_sample_path");

11 vector<Vertex> fraudsters = dupin.ParDetect();
12 return 0; 3}

Listing 2. Implementation of FD on Dupin.

Density Metrics in Dupin. To demonstrate the flexibility of Dupin in accommodating various
density metrics, we establish comprehensive sufficient conditions outlined in Property 3.1. These
conditions ensure that, for any density metric g(S) satisfying the specified criteria, Dupin can
parallelize the peeling process with theoretical guarantees. This enables Dupin to integrate a
diverse array of metrics for effectively assessing graph density, which is essential for sophisticated
fraud detection and network analysis tasks.

PROPERTY 3.1. Given a density metric g(S), if the following conditions are satisfied, then Dupin can
parallelize the peeling process with theoretical guarantees:

(1) g(S) = % where f is a monotone increasing function.
(2) a; > 0, ensuring non-negative vertex weight function.
(3) cij > 0, ensuring non-negative edge weight function.

4 Parallelable Peeling Algorithms

For sequential peeling algorithms, only one vertex can be removed at a time, with each vertex’s
removal depending on the removal of previous vertices. This dependency prevents the algorithm
from executing multiple vertex removals simultaneously.

In this section, we introduce a parallel peeling paradigm to break this dependency chain. This
new approach peels vertices in paralle] without affecting the programming abstractions that Dupin
provides to end users. We then demonstrate how this paradigm offers fine-grained trade-offs
between parallelism and approximation guarantees for all density metrics studied in this work.

4.1 Parallel Peeling Paradigm

Instead of peeling the vertex with the maximum peeling weight, we can peel all vertices that lead
to a significant decrease in the density scores of the remaining graph. This decrease is controlled
by a tunable parameter €. A larger € allows more vertices to be peeled in parallel, while a smaller €
provides a better approximation ratio.

Parallel Peeling (Algorithm 2). Let S; denote the vertex set after the i-th peeling iteration. Initially,
So = V (Line 1). In each iteration, the algorithm computes vertex and edge suspiciousness in parallel,
then aggregates the total weight f(S;—1) using a parallel summation. Based on the density, the
algorithm concurrently evaluates each vertex u € S;_; to determine if its peeling weight w;,(Si-1)
satisfies wy,(Si—1) < k(1 + €)g(S;—1). Vertices meeting this condition are simultaneously added to the
removal set U. The algorithm then removes all vertices in U from S;_;. Parameter k is determined
by the metric used. k = 2 works for DG, DW and FD. k = 3 works for TDS and k is the size of the
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Algorithm 2: Dupin: Parallel Peeling

Input: G = (V, E), a density metric g(S), and € > 0

Output: A subset of vertices S that maximizes the density metric g(S)
1 S«V /* Initialize the subset with all vertices %/
2 i1 /% Initialize the index */
3 while S;_; # 0 do
4 parallel_for u; € S;_; do
5 ‘ aj < vsusp(u;)

6 parallel_for (uj,u) € E and uj, uj € S;—1 do
7 ‘ Ccjk « esusp(uj, ug)
8 f(Si-1) « parallel_sum(a;) + parallel_sum(c;x)
9 9(Si-1) < f(Si-1)/ |Si-1l

10 T — k(1+e€)-9g(Si-1) /* The threshold for peeling x/
1 U0 /* Initialize the removal set */
12 parallel foru € S;_; do

13 if wy,(Si-1) < 7 then

14 ‘ U« UuU{u} /* Vertices to be peeled */
15 Si—Si-1\U /* Update the subset */
16 ie—i+1 /* Increment the index */
17 return arg maxs; g(S;) /* The subset that maximizes g(S) */

Intialization: G Iteration 1: peel u; and ug Iteration 2: peel uz and ua
U4 Us Us
4
us Ue Ue
Density: 2.33 Density: 2.75 Density: 2

Peeling Sequence: O = [u1,u2;us, u4; us, ug)
Fig. 5. lllustration of Parallel DW. Nodes marked in red indicate those to be peeled in the current iteration.
The grayed areas represent nodes that have been peeled.

cliques for kCLiDS. This process is repeated recursively until no vertices are left, resulting in a
series of vertex sets Sy, . .., Sg, where R is the number of iterations. The algorithm then returns the
set S; (i € [0, R]) that maximizes ¢(S;), denoted as SP.

In the following two examples, DW and kCLiDS are the density metrics for DSD, respectively.

ExAMPLE 4.1 (PARALLEL PEELING ALGORITHM). Consider the graph G as illustrated in Figure 5.

The parallel peeling algorithm significantly reduces the number of iterations needed.

(1) In the first iteration, the peeling weights of all vertices are computed concurrently. Vertices
uy and uy have peeling weights of 1 and 3, respectively—both of which are below twice the
current density—so they satisfy the peeling criteria and are removed simultaneously. This
results in an updated graph density of 2.75.

(2) The second iteration sees the simultaneous peeling of us and uy, leaving the remaining vertices
us and ug disconnected and thus effectively peeled from the graph as well.

The parallel algorithm completes the peeling process in only two iterations, a notable im-
provement over sequential methods. Consequently, the peeling sequence is represented as
O = [uy, up;us, ug; Us, ug], where semicolons denote the parallel groups peeled in each itera-
tion. The peeling process is non-monotonic; the induced subgraph G[S] with S = {us, u4, us, us}
has the maximum density 2.75 and is returned.
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Iteration 1% Iteration i+1 Iteration i+2 Iteration i+3
*—0 ® 0
0 0
1 2
5 4 3 3
6 6 6 6 0¢—9
3 3 3 3
Density: 0.91 Density: 1.33 Density: 0 Density: 0
7T=3x091=273 7=3x1.33=3.99 T7=0 =0

Fig. 6. Illustration of Parallel kCLiDS Peeling for k = 3. Labels adjacent to each node denote the count of
k-Cliques that the node participates in within the current subgraph.

ExAMPLE 4.2. In Figure 6, we demonstrate the prowess of Dupin in executing parallel node peeling
for TDS with k = 3. Consider the i-th iteration illustrated on the left: the five vertices in red would
require five iterations to peel using sequential algorithms.

Prior methodologies, such as those described in [45], could necessitate up to three iterations for
complete peeling, as they are constrained to peeling vertices with identical weights concurrently
and the recalculations of peeling weights are time-intensive.

In contrast, Dupin computes, in parallel, the number of k-Cliques each vertex participates in and
checks whether this count falls below the peeling threshold. This parallel evaluation enables the
simultaneous removal of all five vertices in a single iteration, thereby producing a denser subgraph
for the subsequent iteration. Overall, Dupin reduces the total peeling process to three iterations to
extract the target dense subgraph, highlighting its superior efficiency in leveraging parallelism.

4.2 Theoretical Analysis

In this section, we analyze the theoretical properties of the parallel peeling process. We begin by
examining the number of iterations required for parallel peeling. Built upon the result, we then
determine the time complexity and the approximation ratio of the parallel peeling process.

LEmMMA 4.1. Let R denote the upper bound on the number of rounds required for the peeling process.
For any € > 0, the peeling process requires at most R < log,,|V| rounds.

Proor. We prove that for any € > 0, the size of the remaining vertex set is bounded by |S;|<
1715 |S;—1] for all i € [1, R]. We first examine the peeling weights of the vertices in S;_; for the density
metrics DG. DW and FD where k = 2. As each edge weight in the peeling weight calculation
contributes twice (once for each endpoint), and the vertex weights contribute once, we have

> wulSiz1) < 2f(Si-1), (2)

uesS;_;

The peeling weights of the vertices in S;_; are calculated as follows:

D0 walSic) = D wulSic1) + D waulSic) = D wu(Sic1) > 2(1 + €)ISi|g(Si-1) 3)

ues;_; ueS;_1\S; ues; ues;
Combining Equation 2 and Equation 3, we have:
2(1 + €)[Silg(Si-1) < 2f(Si-1) = 2[Si-119(Si-1) 4
Foralli € [1,R],
Sil< ——Isi- ©)
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1

1+e€

1
= V= |So|> 111> ... > (——)F|Sg] (6)
1+e€

Therefore, we have R < logy, |V]|.

For the density metrics TDS and kCLiDS, we use the fact that each edge contributes to the
peeling weight calculation exactly k times due to the counting of each edge within every k-Clique
in the graph (k = 3 for TDS). This multiplicity of edge contributions leads to the relationship:

D7 wulSi-1) < kf(Si-1). (7
uesS;_;
We then adapt Equations 3-6 and the proof follows. O

Time Complexity. Algorithm 2 operates for at most R = log,,.|V| iterations, with each itera-
tion scanning all vertices, taking O(|V]) time. As vertices are peeled, updates are necessitated
for the peeling weights of their neighboring vertices. Over the course of R iterations, there
are no more than |E| such updates for DG, DW and FD. Consequently, Algorithm 3 incurs
O((IE|+|V|)log,,|V|) node/edge weight updates. For DG, DW and FD, the update costs are O(1).
For TDS and kCLiDS, we follow previous studies [11, 14] to compute the peeling weights, and
the complexity is O(k|E|a(G)*~2), where a(G) is the arboricity of the graph. Hence, the overall
complexity is O(k|E|a(G)*%(|E|+|V|) log,,.|V]). The cost of peeling weight updates is orthogonal
to the Dupin framework.

Approximation Ratio. Next, we are ready to show that Dupin provides a theoretical guarantee
with a k(1 + €)-approximation for all density metrics studied in this work. We denote u; € S as the
first vertex in S* peeled by Dupin, and S’ as the peeling subsequence starting from u;.

THEOREM 4.2. For SP returned by Dupin and the optimal vertex set S*, g(SP) > kg((lie))

Proor. We first prove that Vu; € S*, wy,(S*) > g(S*). Suppose wy,(S*) < g(S*). By peeling u;
from S*, we have the following.
: f8) = wal8) 6 -g) _ f8) -5y ST

O U T e T Wi =i v el GO

Therefore, removing u; from S* would yield a better solution, contradicting the assumption that S*
is optimal. We can conclude that wy,,(S*) > g(5%).

Next, we assume that u; € S? is the first vertex in S* peeled by the peeling algorithm. Since S* is
the optimal vertex set, we have

9(S%) < wy, (S7), )
because the optimal value g(S*) must be less than or equal to the weight contribution of any single
vertex in S*, in particular ;. Since S* C §’, it is clear that

Wy, (S7) < Wy (8) (10)
By the peeling condition, we have
wy,(S") < k(1 +€)g(S") (11)
= g(S") < Wy () < Wy, (8) < k(1 +€)g(S") < k(1 + €)g(SP) (12)
Hence, we can conclude that g(S?) > ,i(l”ie)) O

Summary. Dupin can balance efficiency and the worst-case approximation ratio with a single
parameter, €. A larger € allows more vertices to be peeled in parallel, reducing peeling iterations.
Meanwhile, the worst-case approximation ratio of parallel peeling is only affected by a factor of
(1 + €) compared to the ratio for sequential peeling w.r.t. all density metrics studied in this work.
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5 Long-Tail Pruning

We observe that the parallel peeling algorithm encounters two significant issues. First, there is
a long-tail problem where subsequent iterations fail to produce denser subgraphs. Instead, each
iteration only peels off a small fraction of vertices, which significantly impacts the efficiency. Second,
during batch peeling, each peeling iteration often results in disparate structures. These are primarily
caused by the peeling of certain vertices, which leaves their neighboring structure disconnected
and fragmented. This phenomenon affects the continuity and coherence of the subgraphs.

As shown in Table 3, on the la dataset (the largest social network dataset tested in our ex-
periments), DG, DW, and FD experience 24.7%, 46.8%, and 3.0% of rounds as ineffective long-tail
iterations, severely limiting response time. Additionally, during the peeling process, if the batch
size is large (e.g., € = 0.5), approximately 25.3%, 29.5%, and 7.2% of nodes become disconnected and
sparse, significantly impacting the quality of the detected subgraphs.

Table 3. Impact of GPO and LPO on Peeling Rounds for Various Metrics. Experimented on dataset la.

Method DG DW FD
Rounds without GPO 17,637 150,223 112,074
Rounds with GPO 13,287 79,835 108,706
Long-tail vertices 45,017,232 48,248,685 5,658,425
% Reduction in Rounds 24.7% 46.8% 3.0%
Rounds with LPO 3,221 10,832 101,255
Sparse vertices 13,324,405 15,487,382 3,762,288
% Reduction in Rounds 81.7% 92.8% 9.7%

To address the challenges of high iteration counts in peeling algorithms, Dupin introduces two
long-tail pruning techniques: Global Peeling Optimization (GPO) to maintain a global peeling
threshold, and Local Peeling Optimization (LPO) to improve the density of the current peeling
iteration’s subgraph. We tested three algorithms, DG, DW, and FD, and found that they required
17,637, 150,223, and 112,074 iterations respectively, which is significantly high. By strategically
pruning long-tail vertices and sparse vertices, the number of iterations can be reduced by up to
46.8%. Additionally, LPO can further reduce the number of iterations by up to 92.8%.

5.1 Global Peeling Optimization

Initially, we define what constitutes a long-tail vertex during the peeling process. Peeling these long-
tail vertices results in ineffective peeling iterations. To address this, we maintain a global maximum
peeling threshold to determine which vertices can be peeled directly. When the global peeling
threshold is greater than the current iteration’s threshold, we use the global peeling threshold.

DEFINITION 5.1 (LONG-TAIL VERTEX). Given an a-approximation DSD algorithm and a set of
vertices S C V, if w,(S) < @ and S* is the optimal vertex set, then u is a long-tail vertex.

LEMMA 5.1. If3u € S; is a long-tail vertex, then S; # SP.

PROOF. Assume that S; = S”. Since u is a long-tail vertex in S;, w,(S;) < @ < g(SP). By peeling
u from SP, we have the following:

Py _ [(S9)
f67) —walS") ") —gs") _SE) T p 13
sP = - = (S (13)
o\ () = T > e o =)
Peeling u from S” yields a denser subgraph, contradicting that S; = S*. Hence, S; # S*. O
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Algorithm 3: DupinGPO: Global Peeling Optimization

Input: G = (V, E), a density metric g(S), and € > 0
Output: A subset of vertices S that maximizes the density metric g(S)

1 S«V /* Initialize the subset with all vertices %/
2 i1 /* Initialize the index */
3 Tmax < 0 /* Initialize the global threshold x/
4 while S;_; # 0 do

5 parallel_foru; € S;_; do

6 ‘ aj < vsusp(u;)

7 parallel_for (uj,ur) € E and uj,u; € S;—1 do

8 ‘ Ccjk < esusp(uj, ug)

9 f(Si-1) « parallel_sum(a;) + parallel_sum(c;x)

10 9(Si-1) < f(Si-1)/ 1Si-1l

1 Tax < Max{ Tmax, k(ﬂ;)} /* Refine the global threshold */
12 7 « max{Tmax, k(1 + €) - g(Si-1)} /* Peeling threshold */
13 U0 /* Initialize the removal set */
14 parallel_foru € S;_; do

15 if wy(Si-1) < 7 then

16 ‘ U« UuU{u} /* Vertices to be peeled */
17 Si —Si1\U /* Update the subset */
18 ie—i+1 /* Increment the index =*/
19 return arg maxs; g(S;) /* The subset that maximizes g(S) */

Identifying Long-Tail Vertices. Based on Lemma 5.2, we can also establish that a vertex u in
set S can be classified as a long-tail vertex if wy,(S) < kg((ls+e)) This allows us to implement a global

peeling threshold, denoted as 7. During each iteration, we compare kg((liii) with 7.« If the former

exceeds the latter, Dupin updates Ty to 7= k(1+ e), thereby enhancing the efficiency of the peeling.

Peeling with Global Threshold (Algorithm 3). Using FD as an example, we can set k to 2. In
Lemma 5.2, we recognize that long-tail vertices in set S; can be peeled directly during iteration i for

FD. To facilitate this, Dupin initiates with a global peeling threshold 7,y (Line 3). After identifying

9(S:)

a denser subgraph post-peeling, 7.« is updated to ey

refining the peeling process (Line 11).

EXAMPLE 5.1. In the initial depiction provided in the leftmost panel of Figure 7 (the i-th iteration),
the graph’s density is 4.28. Traditionally, this scenario would need two additional iterations to
complete the peeling process, which could increase computational time. As illustrated, vertex u
cannot be peeled in the (i + 1)-th iteration and require an extra iteration for its removal. However,
Dupin can promptly peel vertices that fall below our algorithm’s global peeling threshold, which
is calculated as half of the current density (tmax = 4.28/2 = 2.14).

This approach enables the simultaneous peeling of three nodes in the (i + 1)-th iteration. Without
this pruning strategy, an additional iteration would be essential to peel vertex u, underscoring our
method’s enhanced efficiency in the peeling process.

5.2 Local Peeling Optimization

It is important to note that each peeling iteration often results in disparate structures. This is
primarily caused by the peeling of certain vertices, which leaves their neighboring structures
disconnected and fragmented. This not only affects the density of the detected subgraph but also
lowers the peeling threshold. Lemma 5.2 establishes a property of vertices within a dense graph.
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Iteratiog ') Iteration i+1 Iteration +2
U
1K ;
Y05
Density: 4.28 Density: 0.83 Density: 0

T=2xX428=856 7=2x083=166 7=0

Tmax = 228 =219 Tiax = 228 =219 max = 228 =219

2
Fig. 7. Demonstrating Long-Tail Pruning. Nodes highlighted in red are targeted for removal in the current
iteration, while the nodes shaded in gray indicate those that have been peeled.

Algorithm 4: DupinLPO: Local Peeling Optimization

Input: G = (V, E), a density metric g(S), and € > 0
Output: A subset of vertices SP representing the densest subgraph

1 S«V /* Initialize the subset with all vertices */
2 Tmax < 0 /* Initialize the global threshold x/
3 i1 /* Initialize the index */
4 while S;_; # 0 do

5 parallel_for u; € S;_; do

6 ‘ aj <« vsusp(u;)

7 parallel_for (u,ux) € E and uj,u; € S;—; do

8 ‘ Ccjk « esusp(uj, ug)

9 f(Si-1) « parallel_sum(a;) + parallel_sum(c;x)

10 9(Si-1) «— f(Si-1)/ |Si-1l

11 Tinax < Max{ Tmax, k(1+7el))} /* Refine the global threshold */
12 71 max{ Tmax, k(1 + €) - g(Si=1)} /* Peeling threshold */
13 U <0 /* Initialize the first removal set */
14 parallel_foru € S;_; do

15 if wy,(Si-1) < 71 then

16 ‘ U « U U {u} /* Vertices to be peeled */
17 Si—Si-1\Uy /* Update the subset */
18 while Ju € S; such that w,(S;) < g(S;) do

19 Ty «— max{ Tmax, 9(Si)} /* Refine the local threshold */
20 Uy —0 /* Initialize the second removal set x/
21 parallel foru € S; do

22 if wy(S;) < 72 then

23 ‘ U, « Uy U {u} /* Vertices to be peeled */
24 Si —Si\U, /* Trim the subset */
25 ie—i+1 /* Increment the index %/
26 return arg maxs; g(Si) /* The subset that maximizes g¢(S) */

LEMMA 5.2. Yu € S, if w,(S) < g(S), g(S \ {u}) > g(S).

Proor. Suppose u is peeled from S, a denser graph is obtained:

fS) = wil®) _ f6)-gs) _ fS)-gs) O _ "
N =T s e wa
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Table 4. Statistics of real-world datasets.

Datasets [Name[ V]| [ |E| [avg. degree[ Type
GFG gfg | 3,646,185 | 28,635,763 17 Transaction

soc-twitter| soc |28,504,110| 531,000,244 18 Social network
Web-uk-2005| uk |39,454,748| 936,364,284 24 Web graph
Twitter-rv | rv [41,652,230|1,468,365,182 35 Social network
kron-logn21| kron | 1,544,088 | 91,042,012 58 Cheminformatics
Web-sk-2005| sk [50,636,151|1,949,412,601 38 Web graph
links-anon la [52,579,682(1,963,263,821 37 Social network

biomine bio | 1,508,587 | 32,761,889 22 Biologic graph

According to Lemma 5.2, we introduce local peeling optimization within the iteration. After
each peeling iteration, if the peeling weight of a vertex is smaller than the current density, Dupin
will trim it. We implement a local peeling optimization (Lines 18-24, Algorithm 4) before the next
iteration. After a vertex u is peeled, Dupin invokes updateNgh to update the peeling weights of u’s
neighboring nodes. If any of these neighbors have a peeling weight less than the current density,
they are also peeled, thereby increasing the density of the current iteration. Consequently, when an
iteration yields globally optimal results, a denser structure is obtained. The benefits of this approach
extend beyond density improvements; performance is also enhanced. By trimming these vertices,
we reduce the number of vertices to traverse in subsequent iterations, and a higher density enables
more efficient iterations due to the possibility of using larger peeling thresholds.

LEmMMA 5.3. Ifu; € SP is the first vertex in S* removed by Dupin, u; will not be removed during the
local peeling optimization process.

ProoF. Suppose u; is trimmed during the local peeling optimization process. Let S’ be the set of
vertices left before u; is trimmed. By definition, we have:

wy, (S7) < g(S7).

Since u; is the first vertex in S* to be removed, S* C §’, therefore:
wy, (8¥) < wy,(S7) < g(S¥).

This contradicts Lemma 5.2, which states that Yu; € S*:

wy, (S*) = g(57).
Otherwise, removing u; from S* would yield a better solution, contradicting the assumption that

S* is optimal. Thus, u; cannot be trimmed. O

Due to Lemma 5.3, u; will only be removed during the peeling process. Hence, the approximation
ratios (Theorem 4.2) for different density metrics are preserved.

6 Experimental Study
6.1 Experimental Setup

Our experiments are run on a machine with the following specifications: Intel Xeon X5650 CPU?,
512 GB RAM, and running on Ubuntu 20.04 LTS. The implementation is memory-resident and
developed in C++. All codes are compiled with optimization flag -O3.

Datasets. We report the datasets used in our experiment in Table 4. One industrial dataset is from
Grab (gfg), which represents a real-world scenario of fraud detection in a large-scale transaction

2The Xeon X5650 was selected to ensure a fair comparison with the setup reported in Spade’s original work. To assess
the impact of different hardware, we evaluated the performance of Spade, Dupin, FWA, GBBS, and PBBS on two CPUs in
Appendix A of [28], showing that Dupin achieves better speedup compared to the other systems in the modern hardware.
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Fig. 8. Scalability of GBBS, PBBS, and Dupin by varying the number of the threads.

2 32 64 128
(e) Varying the number of threads for kCLiDS (k=4)

network. This dataset is particularly relevant as it contains diverse transaction patterns and user
behaviors, reflecting the complexities of real-world fraud detection. Datasets links-anon(la)
and Twitter-rv (rv) were obtained from Stanford Network Dataset Collection [33], provid-
ing insights into social network structures. Datasets kron-logn21(kron), soc-twitter(soc),
Web-uk-2005(uk), and Web-sk-2005(sk) were obtained from Network Data Repository [42], rep-
resenting various web graph characteristics. Dataset bio was from the BIOMINE [39], which offers
biological network structures. The selection of these datasets was based on their ability to represent
different types of graphs, thus enhancing the generalizability of our results.

Baseline Methods. We evaluate five commonly used density metrics pivotal in network structure
analysis: DG [6], DW [23], FD [24], TDS [50], and kCLiDS [14]. These metrics are implemented
within our framework, Dupin, and their performance is compared against several existing frame-
works: Spade [27], kCLIST [14], GBBS [16], PBBS [45], PKMC [35], FWA [15], and ALENEX [48].
Specifically, kCLIST and PBBS are parallel algorithms for kCLiDS. Since GBBS does not natively
support weighted graphs, we precompute the peeling weights offline and import them into GBBS
to enable support for DW and FD; the reported runtime excludes this preprocessing time. Addition-
ally, FWA, ALENEX, and PKMC support the DG metric, and we have extended their algorithms to
support DW and FD by modifying their codebases accordingly. For TDS and kCLiDS, we adapted
the API of Spade for implementation. We utilized the latest codebase Spade+ of Spade to ensure
consistency and reliability in our performance measurements. To standardize the comparison,
we denote the incremental peeling process—which iteratively removes graph elements based on
density scores—as Spade-X, where X corresponds to each metric. This follows the experimental
conditions in [27], with the batch size set to 1K as per their default setting; we report the average
runtime per batch for Spade. Our parallel peeling algorithms, incorporating global and local peeling
optimizations, are denoted as DupinGPO-X and DupinLPO-X, respectively.

Default Settings. In our experiments, the parameter € is set to 0.1 by default, and the number of
threads ¢ is configured to 128. These settings are used consistently unless otherwise specified.

6.2 Efficiency of Dupin

Spade vs. Dupin. Our initial comparison focuses on the performance disparity between the in-
cremental and parallel peeling algorithms. Specifically, Dupin-DG (resp. Dupin-DW, Dupin-FD,
Dupin-TDS, and Dupin-kCLiDS) demonstrates a speedup factor of 6.97 (resp. 7.71, 7.71, 7.65, and
8.46) over Spade-DG (resp. Spade-DW, Spade-FD, Spade-TDS, and Spade-kCLiDS) as shown in
Table 5 and Table 6. Notably, Spade-TDS and Spade-kCLiDS only complete computations within
7,200 seconds on gfg. The bottleneck for Spade arises in larger graphs where initial calculations
of the triangle and k-Clique counting are unable to finish. Dupin outpaces Spade because Spade
suffers from the frequent reordering of peeling sequences when there are many increments, which
proves to be slower than recalculating.
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GBBS vs. Dupin. Among the parallel methods for DG, DW, and FD, FWA, ALENEX, and PKMC
are several to dozens of times slower than GBBS. Therefore, we select GBBS as a representative
for comparison with Dupin. The runtimes of the other three methods are provided in Table 5. On
average, Dupin-DG, Dupin-DW, and Dupin-FD demonstrated speedup factors of 6.33, 12.51, and
17.07 times, respectively, over GBBS-DG, GBBS-DW, and GBBS-FD. This performance advantage
is attributed to the fundamental difference in the peeling process between the two frameworks. In
GBBS, the basic unit of peeling is a bucket, where nodes in the same bucket have an identical peeling
weight. This design limits parallelism in weighted graphs, such as those using DW and FD, where
many buckets contain only a single node. In contrast, Dupin peels batches of nodes at each step
and maintains a global peeling threshold to enhance the efficiency of each iteration and eliminate
long-tail iterations. This approach achieves higher parallelism and consistently outperforms GBBS,
particularly in weighted graph scenarios where the speedup is even more pronounced.

kCLIST vs. PBBS vs. Dupin. Both kCLIST and PBBS support the density metrics TDS and kCLiDS.
In our comparisons, Dupin demonstrates notable performance advantages. Specifically, Dupin-TDS
is faster than kCLIST-TDS and PBBS-TDS by 39.85 and 62.71 times, respectively. Furthermore,
Dupin-kCLiDS also outperforms kCLIST-kCLiDS by 4.16 times. A significant finding is that PBBS-
kCLiDS fails to complete computations within 7200 seconds on most datasets, highlighting the
efficiency of Dupin in handling more complex metrics under stringent time constraints.

Table 5. Overall efficiency evaluation conducted using 128 threads for density metrics DG, DW, and FD. The
notation ‘TLE’ signifies “Time Limit Exceeded,” indicating that the task did not finish within 7,200 seconds.

Methods || Dataset DG DW FD Dataset DG DW FD
Spade 2346 | 28.10 | 30.67 182.28 | 21527 | 210.26
GBBS 1001 | 23.28 | 3543 13.95 | 3591 | 48.80
PKMC 103.16 | 105.77 | 106.96 388.85 | 393.01 | 431.04
FWA soc 704 | 1,241 | 1,381 sk 3,002 | 4934 | 4716
ALENEX 138.73 | 120.19 | 128.81 41175 | 488.49 | 473.45
Dupin 179 | 2.26 | 2.38 387 | 3.93 | 4.25
Spade 67.08 | 93.66 | 83.20 175.07 | 242.26 | 224.47
GBBS 7.26 | 27.15 | 50.29 5021 | 80.66 | 50.29
PKMC G| 16776 | 168.81 | 187.61 1. | 94664 | 1048.48 | 1024.23
FWA 1794 | TLE | TLE 4995 | TLE TLE
ALENEX 238.36 | 209.30 | 213.80 21598 | 154.17 | 194.06
Dupin 338 | 3.57 | 3.56 455 | 441 | 5.16
Spade 135.89 | 135.05 | 132.61 199 | 202 2.11
GBBS 3251 | 62.29 | 71.67 255 | 5.04 5.21
PKMC | 6590465915 | 69383 || . | 1138 | 1139 | 1297
FWA 3569 | TLE | TLE 62 393 428
ALENEX 158.64 | 132.88 | 158.79 62.16 | 6822 | 63.62
Dupin 334 | 376 | 3.89 0.15 | 020 | 0.23
Spade 230 | 262 | 270 508 | 536 5.61
GBBS 041 | 210 | 574 147 | 662 9.58
PKMC . 1596 | 1500 | 1625 || | | 3447 | 3571 | 37.23
FWA g'e 133 | 186 | 173 254 | 344 372
ALENEX 413 | 401 | 475 858 | 8305 | 82.98
Dupin 0.29 | 033 | 035 018 | 036 | 0.23

Impact of DupinGPO. Next, we evaluate the acceleration effect of DupinGPO, using Dupin as a
baseline for comparison. Notably, DupinGPO-DG is found to be 1.14 times faster, DupinGPO-DW
is 1.11 times faster, DupinGPO-TDS is 1.10 times faster, and DupinGPO-kCLiDS is 1.35 times
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Table 6. Overall efficiency evaluation conducted using 128 threads for density metrics TDS and kCLiDS.

Methods || Dataset TDS kCLiDS || Dataset | TDS kCLiDS

Spade TLE TLE TLE TLE

kCLIST coc 1516 1444 o TLE TLE

PBBS 3524.11 | TLE TLE TLE

Dupin 32.59 | 283.70 42.73 | 2636.17

Spade TLE TLE TLE TLE

kCLIST uk 494 447 la 10663 8003

PBBS 2900.83 | TLE TLE TLE

Dupin 16.66 | 186.31 145.72 | 2241.69

Spade TLE TLE TLE TLE

kCLIST o 5561 4655 bio 230.0 255.0

PBBS TLE TLE 225.06 TLE

Dupin 96.32 | 1009.45 6.25 82.54

Spade 5.66 5.84 TLE TLE

kCLIST ; 10 9 ‘ 406 450

PBBS gre 1.37 0.79 ron 133018 | TLE

Dupin 0.74 0.69 11.69 | 138.63

Table 7. Overall density evaluation for DG, DW, and FD.
Methods || Dataset | DG | DW | FD [ Dataset| DG [ DW FD
Spade 1,307 | 63,372 | 16,947 2,257 | 109,097 | 33,741
GBBS 1,307 | 63,372 | 16,883 2,257 | 109,097 | 28,118
PKMC 1,053 | 54,373 | 15,363 1,954 | 95241 | 25,868
FWA SOC 11307 | 63372 | 16,883 sk 19957 | 109,097 | 28,188
ALENEX 1,307 | 63,372 | 16,883 2,257 | 109,097 | 28,188
Dupin 1,286 | 59,379 | 16,234 2,235 | 98,669 | 27,067
Spade 426 | 27,812 [ 10,155 1,877 | 89,641 | 22,198
GBBS 426 | 27,812 | 8,987 1,877 | 89,641 | 21,774
PKMC uk 375 | 24,279 | 8,268 la 1,512 | 83,049 | 19,637
FWA 486 | TLE | TLE 1,877 | TLE TLE
ALENEX 486 | 27,812 | 8,987 1,877 | 89,641 | 21,774
Dupin 309 | 24,796 | 8,424 1,843 | 87,671 | 20,610
Spade 1,643 | 74,779 | 22,678 777 | 36,446 | 13,039
GBBS 1,643 | 74,779 | 20,749 777 | 36,446 | 12,669
PKMC y 1,437 | 67,328 | 16,753 bio 721 | 32,284 | 11,283
FWA 1,643 | TLE | TLE 787 | 36,446 | 12,669
ALENEX 1,643 | 74,779 | 20,749 787 | 36,446 | 12,669
Dupin 1,518 | 71,058 | 18,115 699 | 31,172 | 10,404
Spade 28 | 1,432 | 5,369 1,177 | 53,539 | 15,381
GBBS 28 | 1,432 | 5,018 1,177 | 53,539 | 14,861
PKMC 28 | 1,396 | 4,782 1,169 | 49,983 | 12,829
gfg kron

FWA 28 | 1,432 | 5,108 1,177 | 53,539 | 14,861
ALENEX 28 | 1,432 | 5,108 1,177 | 53,539 | 14,861
Dupin 26 | 1,405 | 4,879 1,177 | 52,695 | 13,912

faster than their respective Dupin implementations. The acceleration is particularly significant for
kCLiDS on larger datasets, such as soc, rv, kron, and sk. DupinGPO-kCLiDS is 1.40, 1.54, 1.51,
and 1.61 times faster than Dupin-kCLiDS on soc, rv, kron, and sk, respectively. This is attributed
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Table 8. Overall density evaluation for TDS and kCLiDS.

Methods || Dataset | TDS kCLiDS || Dataset | TDS kCLiDS
Spade TLE TLE TLE TLE
kCLIST soc | 1,525,517 | 645,536,400 ok TLE TLE
PBBS 1,994,617 TLE TLE TLE
Dupin 1,533,939 | 606,708,980 9,995,529 | 14,890,921,876
Spade TLE TLE TLE TLE
kCLIST Uk 188,524 | 44,272,600 la | 3865986 | 3,306,718,000
PBBS 304,577 TLE TLE TLE
Dupin 187,260 | 33,823,488 3,974,028 | 3,167,144,896
Spade TLE TLE TLE TLE
kCLIST | 3961222 | 3,280083,600 || . | 1,043,100 | 542,860,800
PBBS TLE TLE 1,187,388 TLE
Dupin 3,769,671 | 2,997,257,620 1,138,083 | 544,047,728
Spade 0 0 TLE TLE
kCLIST P 0 0 kron | 1447859 | 424,908,400
PBBS g'e 0 0 1,447,859 TLE
Dupin 0 0 1,447,788 | 426,677,504

to the greater number of iterations required due to the larger dataset sizes and the higher count of
k-Cliques, necessitating more peeling iterations. In such scenarios, DupinGPO effectively prunes
the tail iterations early, thereby reducing the number of rounds needed.

Impact of DupinLPO. We next compared the efficiency of Dupin and DupinLPO. On average,

though DupinLPO-DG was 10.1% slower than Dupin-DG, the speed is still comparable. For example,
on the soc dataset, DupinLPO-DG was 5.9% faster than Dupin-DG. This is because DupinLPO
requires some lock operations to update the peeling weights of neighboring vertices during local
peeling optimization. However, the advantage is that DupinLPO can detect up to 26.3% denser
subgraphs, as detailed in Section 6.3. On larger datasets, such as soc, rv, and 1a, the vertices being
trimmed have relatively low correlations with each other, so the impact of locks is minimal. For
example, on the soc (resp. rv), DupinLPO-DG was 5.9% (resp. 9.9%) faster than Dupin-DG. In
contrast, on smaller datasets, such as bio and kron, the extra cost of locks is higher.

Impact of the Number of Threads t. All methods are influenced by the concurrency level, i.e.,
the number of threads. Generally, the greater the number of threads, the faster the execution
speed. In our experiments, using the 1a dataset as a benchmark, we varied the number of threads ¢
from 2 to 128 to observe the impact on runtime performance. For GBBS-DG, runtime stabilizes
and accelerates by 3.33 times as thread count increases from 2 to 8. For GBBS-DW, performance
deteriorates when the thread count exceeds 32, but from 2 to 32 threads, it accelerates by 3.50 times.
Similarly, GBBS-FD shows no significant change in runtime beyond 32 threads, with an acceleration
of 3.09 times from 2 to 32 threads. GBBS-TDS and GBBS-kCLiDS fail to complete computations
on the la dataset. In contrast, all five methods tested on Dupin exhibit good scalability. As the
number of threads increases from 2 to 128, Dupin-DG accelerates by 9.91 times, Dupin-DW by
12.69 times, Dupin-FD by 13.03 times, and Dupin-TDS by 28.06 times. Although Dupin-kCLiDS
fails to produce results when the thread count is below 16, it accelerates by 1.32 times from 32 to
128 threads. These results demonstrate Dupin’s strong scalability across varied threading levels.

CPU Utilization (Figure 9). Using DG as an example, as the number of threads increases from
2 to 64, the stall rates of GBBS grow more rapidly than those of Dupin, demonstrating Dupin’s
superior scalability. In particular, at 64 threads, the busy rate of Dupin is approximately 2.49 times
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Fig. 9. CPU Utilization w.r.t. DG.
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Fig. 10. Effectiveness of Dupin by varying e.

(resp. 3.81 times) that of GBBS and 1.04 times (resp. 1.67 times) that of ALENEX on soc (resp. sk).
Additional CPU utilization data across datasets are provided in Appendix A of [28].

6.3 Effectiveness of Dupin

In addition to assessing performance speedup, we evaluate the density of the subgraphs detected by
different frameworks. For parallel methods, we consider GBBS, PBBS, and kCLIST, because they
generally detect subgraphs with higher density than those detected by other methods across most
datasets. For incremental methods, we use Spade as a representative. Detailed density comparisons
are presented in Table 7 and Table 8.

GBBS vs. Spade vs. Dupin. Firstly, we compare the densities of the subgraphs identified by GBBS-
DG (respectively GBBS-DW, and GBBS-FD) to those detected by Dupin in parallel execution. Our
experimental results indicate that Dupin maintains comparable subgraph densities with GBBS,
signifying that the increase in computational efficiency does not compromise the accuracy of the
detected subgraphs. Specifically, the density of the subgraph detected by GBBS-DG (respectively
GBBS-DW, and GBBS-FD) is 7.1% (resp. 6.5% and 7.4%) greater than that detected by Dupin-DG
(respectively Dupin-DW, and Dupin-FD) on average. Spade shares similar densities with GBBS.
Due to Spade’s tendency to accumulate errors over time, its density can become inflated. We will
explain its limitations in practical applications in more detail in the case study.

kCLIST vs. PBBS vs. Dupin. a) For kCLiDS, PBBS-kCLiDS could not complete on most of our test
datasets, so we did not compare their densities. kCLIST-kCLiDS could not complete on the sk
dataset. On the other datasets, Dupin-kCLiDS’s density was only 7.0% smaller than kCLIST-kCLiDS.
On some datasets, such as bio and kron, Dupin-kCLiDS even detected subgraphs with greater
density. b) For TDS, PBBS-TDS could detect subgraphs on smaller graphs but failed on billion-scale
graphs such as rv, sk, and la. Dupin-TDS’s density was 2.0% greater than kCLIST-TDS. Therefore,
we conclude that Dupin achieves similar subgraph density as existing parallel methods.

Ablation Study of Dupin. This experiment delves into the effectiveness of our optimizations,

DupinGPO and DupinLPO. Our analysis primarily focuses on comparing the densities of dense
subgraphs detected by both DupinGPO and DupinLPO in various settings. DupinGPO achieves
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Fig. 11. Comparison of runtime and density across different methods on two datasets, w.r.t. DG.
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Fig. 12. Weekly Graph Density Comparison in Grab— Shows Correct Density (green), Spade Density (orange
dashed), and Dupin Density (blue dotted) over one week. Gray and navy shaded areas indicate error margins
for Spade and Dupin, highlighting their deviations from the ideal density.

the same density as Dupin across five density metrics because it trims the long tail, enhancing effi-
ciency. For DupinLPO-DG (resp. DupinLPO-DW, DupinLPO-FD, DupinLPO-TDS, and DupinGPO-
kCLiDS), we observe that the detected subgraphs exhibit densities 11.1% (resp. 7.3%, 8.0%, 1.0%,
and 26.3%) greater than those detected by Dupin-DG, Dupin-DW, Dupin-FD, Dupin-TDS, and
Dupin-kCLiDS, respectively, demonstrating notable outcomes. This is because DupinLPO trims
the graph in each iteration, resulting in denser subgraphs compared to Dupin.

Impact of the Approximation Ratio . The approximation ratio € serves to control accuracy. In

our experiment, we vary € from 0.1 to 1 to investigate its influence on the accuracy of Dupin. We
observe that as € increases from 0.1 to 1, the density of subgraphs detected by Dupin, DupinGPO,
and DupinLPO generally decreases. For DG, the densities of Dupin-DG, DupinGPO-DG, and
DupinLPO-DG decrease by 22.7%, 22.7%, and 12.0%, respectively. The trends for DW and DG are
similar, with the worst performance observed at € = 0.6 for both density metrics. The trends for
FD, TDS, and kCLiDS are also similar. DupinLPO detects denser subgraphs across most density
metrics and is less affected by €, due to its iterative trimming. For example, for FD, DupinLPO’s
density decreases by only 6.2%, while DupinGPO and Dupin’s densities decrease by 17.4%.
Runtime-Density Trade-off Analysis. Figure 11 shows runtime versus the density for six meth-
ods Spade, GBBS, PKMC, FWA, ALENEX, and Dupin over two representative datasets (soc and sk).
Spade and FWA achieve high densities at the cost of longer runtimes, PKMC is fast but yields lower
densities, while GBBS and ALENEX strike a moderate balance. Notably, Dupin consistently finishes
the fastest with competitive densities, making it ideal for real-time or large-scale applications.
Additional results for other datasets and density measures are provided in Appendix A of [28].

6.4 Case Study

The comparison in real-world scenarios focusing on accuracy, latency, and prevention ratio.
Accuracy. As discussed in Section 1, although Spade can quickly respond to new transactions, it
tends to accumulate errors over time. Our analysis utilizes transaction data from Grab, with the

Proc. ACM Manag. Data, Vol. 3, No. 3 (SIGMOD), Article 150. Publication date: June 2025.



150:24 Jiaxin Jiang et al.
DG DW FD TDS
L R L R L R L R
Dupin 3.10 78.8% 354 86.1% 3.59 94.5% | 2145.00 32%
Spade | 165.20 58% | 235.63 63% 197.61 45.3% TLE TLE
GBBS | 927.88 12% TLE TLE | 6014.00 3.0% - -

Table 9. Latency vs. Prevention Ratio by Method: A method’s performance in latency (£: seconds) against its
prevention ratio (R), detailing the effectiveness of various computational strategies in real-time environments.

transaction network comprising |E|= 2 billion edges. Under the incremental computation framework
of Spade, the assumption is made that the weights of existing edges remain constant, thereby
neglecting the impact of newly inserted edges on these weights, leading to error accumulation.
For instance, using FD density metric, we observe that errors accumulate up to 24.4% within a
day and increase to 30.3% over a week, as illustrated in Figure 12. Although Dupin sacrifices some
accuracy to achieve parallel computational efficiency, our experiments show that Dupin’s errors
remain relatively stable between 3.0% and 5.0%. Hence, the detection precision of Spade declines
from 87.9% to 68.3%, while Dupin’s precision remains above 86.0%.

Latency and Prevention Ratio. If a transaction is identified as fraudulent, subsequent related

transactions are blocked to mitigate potential losses. We define the ratio of successfully prevented
suspicious transactions to the total number of suspicious transactions as R. As shown in Table 9, the
prevention ratio R continues to decrease as latency increases on Grab’s datasets. Using the default
density metric, FD, in Grab, our results show that Dupin-FD prevents 94.5% of fraudulent activities,
GBBS-FD prevents 3.0%, and Spade-FD prevents 45.3%. The reason for the lower performance of
GBBS-FD is its low parallelism in the peeling process, which results in long peeling times and thus
an average latency of 6,014 seconds, delaying the prevention of many fraudulent activities. Although
Spade-FD performs well in reordering techniques on smaller datasets, in industrial scenarios with
billion-scale graphs, latency significantly worsens due to the extensive reordering range required
in the peeling sequences as normal users transition to fraudsters, increasing the cost of incremental
computations. Additional tests were conducted with other density metrics; for DG, Dupin-DG
prevents 78.8%, while other methods prevent varying amounts. Similarly, for DW, Dupin-DW
prevents 86.1%, while other methods demonstrate different prevention capabilities.

7 Conclusion and Future Work

In this paper, we presented Dupin, a novel parallel fraud detection framework tailored for massive
graphs. Our experiments demonstrated that Dupin’s advanced peeling algorithms and long-tail
pruning techniques, DupinGPO and DupinLPO, significantly enhance the detection efficiency of
dense subgraphs without sacrificing accuracy. Comparative studies with GBBS, PBBS, kCLIST,
Spade, and Dupin highlighted Dupin’s superior performance in terms of computational efficiency
and accuracy. Through case studies, we validated that Dupin achieves lower latency and higher
detection accuracy compared to existing fraud detection systems on billion-scale graphs.
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