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The increasing collection and analysis of personal data driven by digital technologies has raised concerns
about individual privacy. Local Differential Privacy (LDP) has emerged as a promising solution to provide
rigorous privacy guarantee for users, without relying on a trusted data collector. In the context of LDP, range
mean estimation over numerical values is an important yet challenging problem. Simply applying existing
work may introduce overly large noise sensitivity, since all of them focus on statistical tasks (e.g., mean or
distribution) across the entire domain. In this paper, we propose a novel framework for Private Range Mean
(PrivRM) estimation under LDP. Two implementations of the framework, namely PrivRM and PrivRM?, are
developed, which are adaptable to all existing numerical value perturbation mechanisms. As an optimization
of the framework, we also propose a distribution-aware Adaptive Adjustment (AA) strategy to dynamically
confine the perturbation space for skewed data distributions. Extensive experimental results show that under
the same privacy guarantee and query range, our framework PrivRM significantly improve over existing
solutions.
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1 Introduction

With the increasing popularity of big data analytics, data collectors are becoming more interested
in collecting and analyzing usage data from their customers in order to improve their services.
Nevertheless, the practice of data sharing carries the risk of data leakage, which can affect not only
users but also third parties susceptible to both internal and external data leakage. To safeguard
personal data, Local Differential Privacy (LDP) [9, 16, 18] has been proposed to provide a robust
privacy-preserving method for various data analysis tasks. By enabling users to perturb their data
locally before sharing, LDP ensures that sensitive information remains confidential even in the
presence of an untrusted data collector. This paradigm has far-reaching implications for the security
and privacy of data in real-world applications, such as Apple [29], Google [20] and Microsoft [11].

In the context of LDP, mean estimation over numerical values is a fundamental query and attracts
much attention from researchers [17, 19, 30]. In the literature, all the existing work focus on mean
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estimation over the entire domain. However, in practical applications, the query range is usually
specific. Below are two examples.

e Employee Salary Analysis. Consider a substantial company with million of employees,
the Human Resources (HR) department may seek to ascertain the average salary levels of
employees falling within a specific salary range (e.g., annual salaries between $50, 000 and
$100, 000) to facilitate compensation adjustments and budget planning.

e House Price Analysis. In extensive real estate datasets, the transaction price of each property
is recorded. Real estate agents or potential purchasers may seek to know the transaction
selling price of houses within a specific price range (e.g., from $300, 000 to $500, 000) to
identify market trends and make informed purchasing decisions.

The two examples can be systematically formulated as a problem of range mean estimation.
Without loss of generality, we assume each user possesses a value drawn from the domain D.
Given a specific range [I,r] € D, the objective is to return the mean of values which fall within
the range, while ensuring LDP guarantees.

In the literature, several studies focus on LDP-enabled numerical value perturbation, including
the Laplace Mechanism (LM) [19], Stochastic Rounding (SR) [18], Piecewise Mechanism (PM),
Hybrid Mechanism (HM) [30], and Square Wave (SW) mechanism [26]. These mechanisms are
specifically designed for mean or distribution estimation. However, they all consider estimation
over the entire domain, leaving a gap in range-specific mean estimation. Notably, directly applying
these mechanisms for mean estimation over a specific range results in significant utility loss, as
their noise sensitivity typically covers the entire domain. This issue is particularly pronounced
when the query range [/, ] is substantially smaller than the entire domain.

Intuitively, a range mean depends solely on the values within that range and is irrelevant to any
values outside it. Therefore, an important way to improve the utility of range mean estimation is to
concentrate on the query range to reduce the noise sensitivity. However, under LDP, a key challenge
is how to perturb out-of-range values while eliminating their influence on the aggregation. Based on
this idea, we propose a framework for locally differentially Private Range Mean (PrivRM) estimation.
This framework reduces the sensitivity from the entire domain to the query range by dividing the
task into two phases: estimating range count in Phase 1 and the range sum in Phase 2. We implement
the framework PrivRM in two ways, namely PrivRM! and PrivRM*. The first one eliminates the
influence of the out-of-range values on the mean by employing randomization techniques to the
input domains. Besides, we discover that while employing randomization techniques to the output
domains, we can leverage more privacy budget across both phases while still providing the same
LDP guarantee. Based on this, we present an optimized implementation, PrivRM", which exclusively
employs in-range and out-of-range values for range mean estimation. Our observations indicate
that compared to PrivRM!, PrivRM* consistently introduces less perturbation noise while ensuring
the same LDP guarantee, resulting in superior data utility.

To further optimize the performance, we design a distribution-aware strategy that can be inte-
grated into our framework. When estimating the range mean over a skewed distribution, where
values are concentrated in an area much smaller than the query range, we can confine the perturba-
tion space to a densely populated region to further reduce the noise sensitivity. Towards this idea,
we introduce an Adaptive Adjustment (AA) strategy. AA strategy employs a binary search within
the query range to dynamically confine the perturbation space, ensuring that the perturbation
mechanism is only applied to the dense region, thus preserving the utility of data while ensuring
LDP guarantee.

Overall, the main contributions of this paper are as follows.
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e To our knowledge, this is the first work to explore the problem of range mean estimation
under LDP. We propose a novel framework PrivRM, which is capable of integrating all the
existing numerical mechanisms.

e We implement the framework in two ways, namely PrivRM! and PrivRM*, based on which a
black-box guideline is provided to offer the best suggestion.

e We advance the framework with our Adaptive Adjustment (AA) strategy to optimize the
utility, especially for skewed data distributions.

o Extensive experimental results on real-world datasets validate the effectiveness of PrivRM
framework in supporting range mean query.

Roadmap. Section 2 introduces the preliminaries on LDP. Section 3 presents the problem definition
and the existing solutions. Sections 4 and 5 introduce the PrivRM framework and its implementations.
A framework optimization is proposed in Section 6. Section 7 extends the regular range mean
estimation to multidimensional and multiple queries cases, and discusses the relationship between
range mean estimation and general range query. Experimental results are presented in Section 8.
Finally, we discuss related work in Section 9 and conclude the paper in Section 10.

2 Preliminaries
2.1 Local Differential Privacy

Differential privacy (DP) works in both centralized and local settings. Centralized DP requires
the data curator to be fully trusted to collect all data [19], while local DP does not rely on this
assumption [16]. In the local setting, each user locally perturbs her data before reporting them to
an untrusted data collector, which makes it more secure and practical in real-world applications.
The formal definition is as follows.

DerINITION 1. (Local Differential Privacy, LDP) A randomized algorithm A satisfies e-LDP if
for any two input records w and w’, and any output w* of A, the following inequality holds.

Pr[A(w) = w*] < e® X Pr[A(W') = w*]. (1)

In Equation 1, € is called the privacy budget, which controls the deniability of a randomized
algorithm taking w or w’ as its input. As with centralized DP, LDP also has the property of
sequential composition as below, which guarantees the overall privacy for a sequence of randomized
algorithms.

THEOREM 1. (Sequential Composition) Given ¢ randomized algorithms A;(1 < i < c), each
providing €;-local differential privacy. Then the sequence of algorithms A;(1 < i < c) collectively
provides (Z¢;)-local differential privacy.

2.2 Randomized Response

The technique of randomized response (RR) [33] serves as a paradigm to ensure e-LDP, which has
been widely adopted in LDP perturbation mechanisms. Specifically, RR enables respondents to
answer a sensitive binary question while maintaining plausible deniability. In essence, each user
reports a genuine answer with probability p and provides false answer with probability 1 — p. To
comply with e-LDP, RR sets the probability p = %, so that % is bounded by e°.

Various LDP mechanisms have been developed in accordance with RR, depending on whether
the data type is categorical or numerical. This work primarily focuses on the LDP perturbation

mechanisms for numerical values, which are detailed in the following section.
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2.3 LDP Mechanisms for Numerical Values

We introduce five typical numerical values perturbation (NVP) mechanisms, namely Laplace
Mechanism (LM) [19], Stochastic Rounding (SR) [18], Piecewise Mechanism (PM) [30], Hybrid
Mechanism (HM) [30] and Square Wave Mechanism (SW) [26]. Without loss of generality, we
assume the domain of an input value is [—1,1] in the sequel. Note that LM is an unbounded
mechanism generating random noise from [—co, +o0], while the others are bounded mechanisms
generating noise from a specific range.

2.3.1 Laplace Mechanism (LM). LM [19] adds noise randomly drawn from Laplace distribution
to data, ensuring that individual privacy is preserved while allowing statistical analysis. Given
an input t; € [—1,1] and privacy budget ¢, the output of LM is defined as #; = t; + Lap(%), where
Lap( %) is a random variable that conforms to the Laplace distribution with the probability density

function pdf(x) = { exp (—%)
2.3.2  Stochastic Rounding (SR). The essence of SR [18] is the Bernoulli Distribution, so the output
is bounded and discrete. Given an input value t; € [—1, 1] and privacy budget ¢, the output follows

a Bernoulli Distribution, taking the value from {—Csg(€), Csr(€)}, where Csg(€) = :: ﬂ

Pr f = €
[ ! e —1 ~l’i+%, ify = —Csg(€).

T 2e+2

g't'-i-l’ 'f :C 5
[ Srmc

2.3.3  Piecewise Mechanism (PM). Compared to SR, the output of PM is continuous [30]. Given
an input value t; € [—1, 1], PM outputs a value #; € [-Cpar(€), Cppr(€)], where Cpy(€) = :://;J_’ll
Particularly, PM perturbs the data using a piecewise probability density function that consists of

an interval and other intervals:

€_ ,€/2 .
N B e S S U RS
Prif=ylu] = el otherwise
)9 >

ec/? ti+1
e€/2—1 "

et-1

e€/2—1
2.34 Hybrid Mechanism (HM). When the data distribution is concentrated in the middle of the
input domain, PM performs better than SR; otherwise, SR shows superior performance [30] .
Here, HM combines both approaches by achieving lower worst-case variance of SR and PM [30].
Specifically, HM operates by invoking PM with probability apys while invoking SR with probability
1 — agp, where

where [(t;) =

and r(t;) =

1-e" €2 ife> 061,

HHM = { 0, if e < 0.61.
It has been proven that these four mechanisms are unbiased, i.e., E(f) = t;.

2.3.5 Square Wave Mechanism (SW). Originally, SW [26] perturbs a value ¢; € [0, 1] into a sanitized
version #; € [—b, 1 + b] via Equation 2

. L e i
Pr [ti =y | ti] = { P_ 2belf+1’ if |t; y| <b, @
q = 3p.e;q> Otherwise,
where b = —z;?;i‘f_le)-. To handle the unified domain [~1, 1], we can normalize ¢; into [~1,1],

perturb it via Equation 2, and then denormalize the perturbed value. By merging normalization
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Table 1. Notation

Symbol Description
U the set of users
n the total number of users, n = |U|
uj the i-th user
T the set of values
ti the value possessed by u;
n(,) | the number of users with values in range [/, r]
S(1,r) the summation of values in range [/, r]
mer) the mean of values in range [/, r]
din the distribution of values in range [/, ]
Mg (-) the output domain of NVP mechanism A

and denormalization with Equation 2, the perturbation of SW can be represented as

if |ti - y| < Zb,
otherwise

. P = sy
Prl|ii=ylt]= { 2(2bec+1) (3)

4 = 30bect1)’

which takes a value t; € [—1, 1] as input and outputs #; € [~1 — 2b, 1 + 2b].

Note that, unlike LM, SR, PM and HM which ensure unbiasness, SW is not an unbiased estima-
tor [15]. While this is to reduce the estimation variance, it can only cope with relatively symmetric
distribution well. For the others, especially those skew distributions, SW may cause much estimation
deviation from the ground truth. Fortunately, this bias can be corrected by applying a correction
processing as

P Yy
B0 @
The proof of unbiasedness of SW is presented in the full version [3].

After the perturbation (Equation 2 or 3), in order to reconstruct the histogram of the data
distribution, the aggregator needs to divide both the input domain and the output domain into
several bins, typically 1024 bins. And then collector reconstructs the distribution by using an
Expectation Maximization algorithm (EM).

3 Problem Definition and Existing solutions

In this section, we first formulate the problem of range mean estimation under LDP, and then
present two baseline solutions that are directly adapted from existing works.

3.1 Problem Definition

We consider a system setting where there are a set of n users U = {u, uy, ..., u,}, and a collector.
Each use u; holds a numerical value #; € [—1, 1], where [—1, 1] is the value domain. Given a specific
range [I,r] C [-1, 1], the collector’s objective is to calculate the mean m ;) of users values which
fall within [/, r], while ensuring the data privacy of all users. Formally,

S(Lr) _ i ti L (t)
n(Lr) Y L ()

where 1|, (#;) is an indicator function that returns 1if t; € [/, r] and 0 otherwise.

®)

mr) =
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3.2 Existing Solutions

To estimate the range mean as shown in Equation 5, there are two baseline solutions adapted from
existing works.

Solution 1: Direct Estimation. Each user perturbs her data t; and reports a sanitized value
t; by a numerical value perturbation mechanism. Then the collector derives the mean 71(;,) by
calculating the sum and count of values within the range [/, r]. Specifically,

Yy i Ly (6)

Z?:1 ]l[l,r](fi)
Note that only those NVP mechanisms whose output domains are continuous can be adopted, e.g.,
LM [19], PM [30] and SW [26].

Solution 2: Distribution-based Estimation. Another idea is to approximate the distribution of
user values, based on which we can then estimate the mean of a specific range. SW mechanism [26]

supports such a solution. Assume the approximated distribution by SW is denoted by d. Given a
specific range [/, r], the solution works as follows. First, the bins of the specified range, represented

M) =

by the set {t(l e ,tfl r)}, are filtered, along with their corresponding probability densities,

represented by the set {Ci(l Ly d’(‘l r)} The mean of in-range data can be calculated by dividing
the corresponding sum by the count of values. Formally,
R n¥i, i) (lr) o (Ir)d(lr)
Mmr) =
Xy d(l,r) Ie d(lr)

Indeed, a range mean query primarily focuses on the values within a specified range. However, to
prevent the disclosure of other values, both Solutions 1 and 2 treat all values equally, and consider
the overall domain length 2 as the sensitivity when adding noise to a value. These broad-brush
solutions do not differentiate between values within and outside the specified range, thus diverting
attention from the specified range, which may result in significant utility loss.

More specifically, in Solution 1, the estimated mean is unbiased only if the effects of the data
entering and exiting the range after the perturbation are cancelled out. As for Solution 2, SW needs
to approximate the value distribution on the whole domain, dividing it into 1024 blocks. When
given a small query range, such as 1/1024 of the domain, SW will treat that region as a single block,
ignoring the distribution within that region and assuming a uniform distribution by default. This
ultimately leads to large non-uniform estimation error.

In a nut shell, for range mean query, it is beneficial to have a more fine-grained solution that
focuses on the values within the specified range. This could potentially lead to a reduction in utility
loss.

4 PrivRM: Private Range Mean Estimation

In this section, we present a general framework for locally differentially Private Range Mean
estimation (PrivRM), which differentiates values within and outside the specified range to enhance
the estimation accuracy. In what follows, we will present an overview of PrivRM in Section 4.1 and
then introduce the first implementation in Sections 4.2.

4.1 Framework Overview

To concentrate on the target range rather than the entire domain, a sensible strategy is to confine
the perturbed values to be within the range, while the impact of values initially outside this range
can be eliminated from the aggregation. Inspired by this, we introduce the PrivRM framework for
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Fig. 1. The overview of PrivRM framework

estimating the range mean, and Figure 1 shows an overview of it. Specifically, PrivRM first employs
the RR mechanism to perturb whether each user’s value falls within the range [I, r], estimating
the count of values within this range (a.k.a., range count), denoted by 7(; ). Subsequently, it uses
an NVP mechanism (see Section 2.3) to perturb the values, estimating the sum of values that are
initially within the range (a.k.a., range sum). The range mean is then calculated by dividing this
range sum by the range count. However, a challenge remains: how to perturb the values outside
the range [l,r] in a way that satisfies e-LDP and produces an unbiased sum $(; ), free from the
influence of those outside values.
Formally, we can calculate the range sum §(; ) as

A no. N ~
Sir) = Zizl ti = (n = 1) Eltout],

where E[f,,,] is the expectation of the perturbed values initially outside the range [I, r]. Then we
can estimate the range mean as

_ Yt = (0= A Elfou]
A(Lr) (L)

(6)

THEOREM 2. In PrivRM, with an unbiased NVP mechanism, the estimated sum is also unbiased, i.e.,
E[Swr)] = s@,r). And the variance of range mean is

. EX[X] (Var(X) Var(Y)
Vv x 7
wrin) = py P R )
where X = Y11 t; — nE[low] and Y = ().
Proor. The proof appears in the full version [3]. O

According to Equation 6, range mean estimation also relies on E [, ]. To facilitate its estimation,
we may apply input or output domain randomization to the values outside the range [/, r]. Firstly,
we design an implementation based on input randomization, namely PrivRM'.

4.2 PrivRM!: Input Domain Randomization

We first introduce input-randomization-based implementation of the framework, namely PrivRM!.
The idea is to randomize the values initially outside the query range [/, r] into random values within
this range. Therefore, the randomized values, which become the inputs of the NVP mechanism,
satisfy a uniform distribution over the range [[, r]. After applying an NVP mechanism to these
values which are initially outside the range, the expectation of their perturbed values is kept fixed,
ie., Blfou] = L.

Algorithm 1 shows the pseudo-code of PrivRM!. It involves two phases, each of which consumes
half of the given privacy budget €. In Phase 1, each user employ RR to report whether their value is

within the range [/, r] (Lines 3-6). Then in Line 7, the collector derives the range count 7 ;) by
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Algorithm 1: Workflow of PrivRM!

Input: A set of user values {t1, t2, ..., tn }, query range [I,r], NVP mechanism A(-), privacy budget e
Output: The estimated range mean 1y

1 fori=1tondo // Phase 1
_ _e?

2 Setp = Trec2

3 if t; € [I,r] then

4 ‘ Report bit 1 (resp. 0) with probability p (resp. 1 — p)

5 else

6 ‘ Report bit 0 (resp. 1) with probability p (resp. 1 — p)

7 Collector derives the range count Ai(; ;) = W

8 fori=1tondo // Phase 2

9 if t; € [I,r] then

10 Normalization: t] = % -1

1 Perturbation: y; = A(t],€/2)

12 Denormalization: {; = Mz(r_l) +1

13 else

14 Randomly draw a value t] € [-1,1]

15 Perturbation: y; = A(t],€/2)

16 Denormalization: t; = w +1

7 Calculate i ) by Equation 6, where Eltout] = l+7r

=

-

s return ;)

taking noise calibration into account. In Phase 2, we focus on estimating the range sum. Since the
value domain of the NVP mechanisms is unified as [—1, 1], before perturbing a value #; € [I,r], we
will first normalize it into ¢; € [-1, 1] (Line 10). The perturbation is then applied to ] with the
remaining privacy budget €/2 (Line 11). Subsequently, we will also denormalize the perturbed value
y; (Line 12). For a value outside the range [I, r], we draw a random value from the input domain,
ie,t; € [-1,1], perturb it and then apply denormalization (Lines 14-16). Here since the random
value #] is drawn from the input domain [~1, 1], which is often different from the output domain
of an NVP mechanism, ¢; will be then perturbed to ensure the indistinguishability of output values
initially within and outside the range. Ultimately, we can estimate the range mean via Equation 6
(Line 17).

In PrivRM!, all the involved perturbation mechanisms (including RR, LM, SR, PM, HM and
Unbiased SW) are all unbiased. Thus we have

l+r
E[X] =sur —nan (T) JE[Y] =nqy).

As for the variance,

nee/z

Var(X) =n- Var(e/Z), Var(Y) = m,

where Var(e/2) is the variance of a NVP mechanism with privacy budget €/2. We summarize the
variance of each NVP mechanism in the full version [3]. Subsequently, the variance of PrivRM! can
be calculated through Equation 7.
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5 PrivRM*: An Optimized Implementation

In PrivRM!, both randomization and perturbation are applied to the values initially outside the
range [/, r], since the randomization domain [—1, 1] may be different from the output domain of
an NVP mechanism A(-). Inspired by this, we may alternatively draw a random value from the
output domain M (), so that we can remove the perturbation step in Phase 2. Besides, PrivRM
completely separates the process into two distinct phases, allocating half of the privacy budget to
each phase. This division inevitably leads to an increase in the scale of noise introduced. In this
section, we present an optimized implementation based on output randomization, PrivRM*, which
allows us to leverage more privacy budget across both phases while still providing LDP guarantee,
thus achieving better utility.

5.1 Design Rationale of PrivRM*

Firstly, we introduce the output randomization technique: users whose values fall within the range,
they normalize, perturb and then denormalize their values. And others draw a random value from
the output domain of the NVP mechanism. However, when a perturbation mechanism produces
unbounded noise (e.g., LM), it is not feasible to randomly select values from real number field R.
As such, we categorize them into two cases, namely bounded and unbounded LDP mechanisms,
and discuss them as follows (Assuming that the privacy budget allocated for Phase 2 is €).

Case 1: Bounded LDP Mechanisms. As for the bounded NVP mechanisms, the details of Phase
2 remain consistent with those mentioned earlier. Here, we take SR as an example to illustrate
the process. When using SR, for users within the range, they directly perturb their values with
the sensitivity |r — I| through SR. For users outside the range, each of their outputs satisfies the
Bernoulli distribution with probability 0.5 in Mgg(e) = {—Csr(€), Csr(€)}.

Case 2: Unbounded LDP Mechanisms. As for unbounded LDP mechanisms, the idea is to
truncate their output domains, which allows us to discuss the unbounded case by transforming it
into the bounded case. Here, we take LM as an example. Without loss of generality, we truncate
the output domain to the input domain, [—1, 1]. For users within the range, they perturb their
values by LM and then truncate the perturbed data to [—1, 1]. As for out-of-range users, we take
the input value of 0 as the reference standard. When the input is 0, the sum of probabilities at
truncation points is e "¢, and the sum of probabilities within (-1, 1) is 1 —e~¢. Therefore, they should
follow this reporting strategy: choosing a value uniformly in the range (-1, 1) with probability
arrm(€) = 1—e~¢, and randomly selecting a value from {—1, 1} with probability 1 — arp(€) = e™¢.
This method is designated as Truncation-based Laplace Mechanism (TLM).

THEOREM 3. For TLM, if the truncation range is [—1, 1], it achieves e-LDP.
Proor. The proof appears in the full version [3]. O

After introducing these two cases, we can apply output randomization to all NVP mechanisms.
— r

And it is clear that E[f,,;] remains constant, i.e., B[f,y:] = =5

Note that PrivRM! estimates both the range count and mean across all users, necessitating the
division of the privacy budget € into two parts. To avoid this division of the privacy budget, we
could consider estimating the range count and mean using either in-range or out-of-range values
exclusively. Specifically, given a range [/, r], those in-range values could serve for estimating the
range sum $(; ), while out-of-range values could contribute to the range count n; ). For the later,
it is feasible since the total number of in-range and out-of-range values always equals n. This idea
directly leads to our optimized implementation, PrivRM®, of the framework.

The details of PrivRM* are shown in Algorithm 2. Firstly in Phase 1, the out-of-range users

apply RR perturbation with probability p (p > 0.5) (Line 5), while others report 0 or 1 uniformly
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Algorithm 2: Workflow of PrivRM*
Input: A set of user values {t1, t2, ..., tn }, query range [I, r], NVP mechanism A(-), output domain
M #(-), perturbation probability p
Output: The estimated range mean 7

1 fori=1tondo // Phase 1
2 if t; € [I,r] then

3 ‘ Report bit 1 or 0 uniformly at random

4 else // RR Perturbation
5 ‘ Report bit 0 (resp. 1) with probability p (resp. 1 — p)

6 Aggregator derives the count ;) = 2#(1)2;2#

7 Sete’ = log(lf;p)

8 fori=1tondo // Phase 2
9 if t; € [L,r] then

10 ‘ Normalization, Perturbation, Denormalization with €’

11 else

12 Randomly draw a value y; € M #(€”)

13 Denormalization

11 Calculate 11y by Equation 6, where E[fou] = “Tr

15 return riy(; )

at random (Line 3). Then the collector aggregates the range count 7(;,) (Line 6). Note that the
aggregation in Line 6 is different from that in PrivRM (Line 7 of Algorithm 1), since we differentiate
the perturbation between in-range and out-of-range values. The following Theorem 4 establishes
the correctness of this estimation.

In Phase 2, users’ reporting way is output randomization, but the difference is that the privacy
budget €’ used in this phase depends on p. On the other hand, since the NVP mechanism needs
to take a privacy budget as input, we empirically set it as ¢’ = log(%) (Line 7). The privacy
guarantee will be further analyzed in Section 5.2. For values within the range, they will go through
normalization, perturbation and denormalization with privacy budget €’ (Lines 9-10). As for the
values outside the range, they will be randomized into a value drawn from the output domain
Mg (€e’) (Line 12). Ultimately, the collector estimates the range mean ri1(; ) via Equation 6 (Line 14).

THEOREM 4. In Algorithm 2, we have E[W] =N

Proor. Bit 1 will be reported from out-of-range values with probability 1 — p or in-range values
with probability 0.5. Thus, the expected number of observed bit 1 is

E[#('1)] = (1= p)(n = n() +0.50(1,). ®)
Through Equation 8, we have,

24(‘1)+2(p — 1)n
2p—1

E[

1=nan.

5.2 Privacy Analysis of PrivRM*

Given a perturbation probability p, the following Theorem 5 demonstrates that the we can apply
various NVP mechanisms to PrivRM* under LDP setting.
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Table 2. Relationship between p and € for different NVP mechanisms

Mechanism A(+) | Privacy budget achieved by PrivRM* with A(+)
4[’(\ T p[”rl’ \T-p p )lfp<075
TLM €= (- log[ 125
log(5=5; 2‘21’ \/:), otherwise .
— J4
SR €= log(q)
PM €= log(ﬁ 1%})
log(:25), if p < 0.65,
HM _ »
T L) otherwise
log(2—2p 1-p) .
Unbiased 2p-1
€=log(——F———
SW g(z(pflmog(%y

THEOREM 5. Given a probability p, PrivRM* satisfies e-LDP, where € = log(max { lpp OPSZ,, (;) SPI; q})
p’ and q’ are the minimum and maximum in the perturbation probability density function (probability

mass function for SR) of the NVP mechanism, and q is the probability of a random output on M #(-).

Proor. For an input value t;, lets; = <I€,-, fi> be the output of PrivRM*, where I%i and £; correspond
to the outputs of Phase 1 and Phase 2, respectively. According to Definition 1, for any pair of
distinct input values, the probability ratio for producing the same output must fall between e™¢
and e€. Here we consider two distinct cases: the first is when both users with differing inputs are
within the query range, or alternatively, both are outside this range. The second case occurs when
one user is inside the range and another is outside.

Case 1: If both values t1, t; come from outside the query range, then in Phase 2, output random-
ization occurs for both. For any output s we have,

Prfs|tn] _p-q_(-p)-q_
Pris|t] p-q (1-p)-q
If both values t3, t; are inside the query range [I, r], they both report 0/1 randomly during Phase 1.

Similarly they both use NVP perturbations with a privacy budget of ¢’ = log(%) in Phase 2. For
any output s we have,

Pr(s | t1] < 0.5 p’ e p

Pr[s|&] = 05-¢ 1-p

Case 2: Assume that input t; € [I,r] and t; ¢ [I,r], it is easy to see that
05-q"  Pr[s|t] 0.5-p’

p-q " Prislt] ~ (1-p)-q

-p’0.5:¢" (1-p)-q
O

Therefore, according to Definition 1, PrivRM" satisfies e-LDP, where € = log(max {1L g 05p })

In what follows, we further analyze the privacy guarantee when integrating TLM, SR, PM, HM
and Unbiased SW into PrivRM*, as shown in Theorems 6-10. For ease of reference, in Table 2,

we summarize the relationship between the perturbation probability p and the privacy budget €
achieved by PrivRM".
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o
< 1
o

o
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Privacy budget achieved in PrivRM

Fig. 2. Corresponding privacy parameter used in each phase - Privacy budget achieved in PrivRM

THEOREM 6. Applying TLM to PrivRM* satisfies e-LDP, where

lo (—4p( %W_‘/g)), ifp < 0.75,

€= (1-p) log( %5
1 P .
log(7=55 v 155 otherwise .
Proor. The proof appears in the full version [3]. O

THEOREM 7. Applying SR to PrivRM" satisfies e-LDP, where € = log(%).
Proor. The proof appears in the full version [3]. O
THEOREM 8. Applying PM to PrivRM" satisfies e-LDP, where € = log(ﬁ %).

Proor. The proof appears in the full version [3]. O

THEOREM 9. Applying HM to PrivRM" satisfies e-LDP, where

{ log(%), if p < 0.65,

= p )

log( ﬁ i) otherwise.

Proor. The proof appears in the full version [3]. 0

THEOREM 10. Applying Unbiased SW to PrivRM* satisfies e-LDP, where € = log((;p—l_l(p)).
2(p—1)*log e

Proor. The proof appears in the full version [3]. O

Now given a privacy budget €, we can compute the privacy parameters used in the two phases
of PrivRM*, including perturbation probability p and the privacy budget €’ used in Phase 2. With
varying privacy budgets eventually achieved by PrivRM*, Figure 2 shows the corresponding privacy
budget actually used in each phase, when integrating each NVP mechanism. For comparison
purpose, we also plot the cyan curve, the privacy budget used in each phase of PrivRM! (i.e., €/2).
Obviously, we can observe that regardless of the NVP mechanism used, the privacy budget used by
PrivRM" is always larger than that used by another implementation. This means that, to achieve a
same privacy level, PrivRM* can use a larger privacy budget, leading to more accurate results. we
also observe that when € > 1.24, the privacy parameters in TLM, PM and HM are the same. The

reason is that these three mechanisms satisfies log(ﬁ } llf;p)-LDP in this case.
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—— Boundary Line £=3.32 —— Boundary Line £=3.45 —— Boundary Line £=333 —— Boundary Line | ¢=324
PrivRM* : PrivRM " PrivRM " PrivRM "
06 PrivRM' £06 PrivRM' £06 PrivRM! £06 PrivRM'
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0.2 0.2 0.2 0.2
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Fig. 3. Comparison between PrivRM* and PrivRM!

5.3 Which Implementation to Use?

Note that all the five NVP mechanisms can be integrated into our implementations, namely PrivRM
and PrivRM*. We may need to answer a question: which implementation to use in a given setting?
Fortunately, Theorem 2 enables us to theoretically evaluate these three implementations through
estimation variance.

First we need to calculate the variance of PrivRM". With the above Theorems 6-10 and Theorem 2,
given the privacy budget €, we can compute the corresponding the variance of PrivRM". Let
X = X%, & — nE[foy] and Y = fi(;,) When the NVP mechanism is TLM, truncation similarly
results in the equality of E[X] and s,y + (n — n(,)) HTr only if the data within the query range
follows a symmetric distribution. When employing other NVP mechanisms, PrivRM" is also unbiased
in both phases. Thus,

I+r
E[X] =sur —nar (T) E[Y] =ngr.
In PrivRM*, in-range and out-of-range users report randomly in Phase 1 and Phase 2 respectively,

so we have
Var(X) =ngVar(e') + (n—nq,))U(€),

nanp(l—p)+0.25(n—nq,))
(2p - 1)? '
Subsequently, the variance of PrivRM" can be calculated through Equation 7.
After obtaining the variance of PrivRM*, we can choose the optimal implementation. When the
data within the range is not symmetrically distributed, TLM is biased in PrivRM*. Therefore, under
these conditions, PrivRM' should be used. When other mechanisms are employed, the sum and

count estimation of these two implementations are unbiased, that is, E[X] and E[Y] are the same.
Var(Y)
E*[Y]

depends on Var(X). Now, we compare PrivRM! and PrivRM*. As we mentioned above, given the
privacy budget €, we can obtain the corresponding ¢’. The variance of PrivRM" is less than that of

PrivRM! when the following conditions are satisfied:

Var(Y) =

Besides, since n is much larger than Var(Y), we have ~ 0. This means that the final variance

A =nVar(e) —ngVar(e') — (n—ng)U(e) > 0.

Black-box Guidelines. Given privacy budget €, n(; ) and NVP mechanism we used A(-) as inputs,
our analysis gives the following guidelines for choosing optimal implementation.

e When employing the LM, it is advisable to use PrivRM!, as it remains unbiased under all
circumstances.

e When using other mechanisms, if A > 0, we should employ the PrivRM*; otherwise, PrivRM!
should be used.
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Discussion. We can change inputs of black-box guidelines to get the implementation with the
lowest variance !, as shown in Figure 3. It is evident that when the privacy budget is relatively
small (e < 3.32 for SR, € < 3.45 for PM, € < 3.33 for HM, e < 3.24 for Unbiased SW), the variance
of PrivRM" is consistently minimized. Intuitively, when the privacy budget is small, the variance of
any mechanism decreases exponentially as the privacy budget increases. This is why the PrivRM*
performs better when the privacy budget is small.

6 Distribution-aware Optimization on Framework

Given a specific range, the PrivRM framework reduces the sensitivity of estimating the range mean
from the entire domain to the query range. Upon looking into the range, it’s observed that for a
skewed data distribution, where the majority of values are concentrated in an area much smaller
than the query range, the noise sensitivity can be further reduced by confining the perturbation
space to a densely populated region. Inspired by this, we propose a strategy of Adaptive Adjustment
(AA) on perturbation space based on a binary search.

6.1 Adaptive Adjustment Strategy

When the majority of values are concentrated in a small range, confining the perturbation space to
this dense region can reduce the estimation variance, enhancing the utility of the estimation result.
Considering the lack of prior information on the data distribution, a feasible solution is to allocate
a portion of users to estimate this distribution, based on which we can traverse the query range
to explore the optimal densely populated region. However, since this strategy requires traversing
all sub-intervals within the query range, it suffers from low efficiency. To address this issue, we
can then use a binary search to identify the densely populated region. Based on this intuition, we
design a strategy of Adaptive Adjustment (AA) on perturbation space which can be integrated
into PrivRM framework to enhance the accuracy of range mean estimation. In the AA strategy, we
divide the perturbation space equally until we identify the most suitable dense region.

6.2 Iteration Condition
The essence of the AA strategy lies in the iteration condition, which can be constructed by jointly
considering the variance and the data loss from confining the perturbation space, using the total
squared error as the objective.

Given the query range [, r], privacy budget € and the number of iterations k, let Q. be the
current dense region with a width of ’2—;l In our framework PrivRM, the total variance for values
perturbation is equal to Var(X, #;) = Var(Xy) = Var(X L, & — nE[fou:]). So the final variance

2
is Var(X) (’Z—;l) . Beside, the bias error of data loss caused by confining the perturbation space is

(ZrigaentielLr] tl-)z. So the total squared error is as follows:

2

r-! t )

2
IE’,,IC = Var(Xy) (_Zk )

t;¢Qrntie[Lr]
Here we assume that the dense region after the k-th round of binary division is Q,1, from which

we can easily infer that its width is '2—;1 Thus, we have,

IHere to maximize the difference between the variance of NVP mechanism and that of uniform distribution, we use the
best-case variance of the NVP mechanism.
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Algorithm 3: Workflow of AA

Input: A set of user values {t1, t2, ..., ty }, query range [[, r], NVP mechanism A(-), privacy budget €
Output: The dense region Q
Randomly sample 10% of the values from {t1, 22, ..., tn }

-

2 Estimate the distribution of the sampled data by SW mechanism
3 Initialize Q1 = [, 7]
4 fork =1to 10 do /7 210 =1024

5 Dividfe Q. equeAllly into two sub-ranges Q}C and QIZ<

6 if Zdé;( > Zal;2i then

7 | Q=9

8 else

9 | Q1 =9F
10 Calculate the total squared error gap & by Equation 11
1 if § > 0 then // Iteration condition
12 | Q= Qi
13 else

14 ‘ return Q

2
r—1\°
Ei = V(,lr(Xk+1) (F) + Z til . (10)

tigQrNti€[Lr]

Through Equation 9 and Equation 10, we can derive the reduction of total squared error as,
8 =B, —Ef, (11)

When J; > 0, it indicates that the total squared error has decreased after the binary division,
thereby justifying the progression to the (k + 1)-th round of binary search.

Intuitively, in the k-th round of searching, if most users are concentrated in region Q., we have
Var(Xi) = Var(Xgs1) and (2y,¢0,0¢(1r] l‘,-)2 ~ (X h¢0uantiellr] ti)z. Under these circumstances,
it becomes clear that E}C ~ 4]Ei, i.e., 8 > 0 always holds. This means that we can designate Q. as
the current dense region and proceed to the next round of the search.

6.3 Putting Things Together

By putting things together, Algorithm 3 shows the workflow of AA strategy. We start by randomly
sampling 10% of values for estimating the data distribution (Lines 1 and 2) and then divide the
perturbation space. Here we take the first round as an example. In the first round, we first divide
perturbation space [/, 7] equally into two sub-ranges Q] = [I, (I+r)/2] and Qf =[(l+r)/2,r] (Line
5). We then calculate the sum of the probability densities of these two sub-ranges separately, i.e.,
> ‘%} and ), cféz We then determine which sub-range has a higher density and label it as the dense

region (Lines 619). Subsequently, we calculate the total squared error gap & (Line 10), and then
assess whether the iteration condition holds (Line 11). If it proves to be favorable, binary search is
further applied to the dense sub-range (Line 12). Otherwise, we return the current perturbation
space and designate it as the final dense region (Line 16).

Beside, with the prior distribution, we can estimate the range count n(;,). In turn, we can
choose the optimal implementation through the black box in Section 5.4 based on our chosen NVP
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Algorithm 4: Workflow of Multidimensional PrivRM!
Input: A set of user values {T1, T, ..., Ty, }, query range [lo, ro], conditions [l ri](1 < k < d), NVP
mechanism A(+), privacy budget e
Output: The estimated multidimensional range mean iy )

1 fori=1tondo // Phase 1
_ 26/2
2 Setp = Trecl?
3 if Vk € {0,1,...,d},t* € [It, r¢] then
4 ‘ Report bit 1 (resp. 0) with probability p (resp. 1 — p)
5 else
6 ‘ Report bit 0 (resp. 1) with probability p (resp. 1 — p)
7 Collector derives the range count fi(, ) = %
8 fori=1tondo // Phase 2
9 if Vk € {0,1,...,d},t* € [It, r¢] then
0_
10 Normalization: t] = Z(tl—llO) -1
ro—lo
1 Perturbation: y; = A(t],€/2)
12 Denormalization: t? = w +1
13 else
14 Randomly draw a value tlf e [-1,1]
15 Perturbation: y; = A(t],€/2)
16 Denormalization: t? = w +1

17 Calculate 11y, )by Equation 6, where Elfous] = Io;ro

18 return M )

mechanism and the privacy budget. Eventually, we can utilize Var(X) of our chosen implementation
to confine the perturbation space.

7 EXTENSIONS AND DISCUSSIONS

Following the introduction of our framework and strategy, in this section we will delve into the
extension of regular range mean estimation to multidimensional cases. Besides, we will discuss the
relationship between range mean estimation and general range query. Additionally, we also extend
our Framework to multiple range mean estimations.

Multidimensional Range Mean Estimation. When the query involves multiple attributes,
our methods can be naturally extended to handle such multidimensional range mean estimation.
For instance, considering a target attribute Cy and other d condition attributes {Cy, Cs, . .., C4}, user
u; possesses d + 1 numerical values, denoted as T; = {t?, til, el tlfi } We aim to estimate the mean of
values corresponding to attribute Cy within the range [lo, ro], while satisfying conditions that the
other d attributes’ values fall within ranges [l r¢] (1 < k < d) respectively. Algorithms 4 and 5 show
the pseudo-code on how PrivRM! and PrivRM* can handle multidimensional queries respectively.
Upon comparison, the main difference between single-dimensional PrivRM and multidimensional
PrivRM lies in the judgment conditions: In the single-dimensional PrivRM, each user only considers
whether his value falls within the given query range; however, in multidimensional PrivRM, each
user determines whether his record meets the query conditions across all dimensions, and only
processes value corresponding to target attribute Cy in Phase 2.

Relationship with General Range Query. Answering range query under Local Differential
Privacy is a widely studied problem [12, 24, 32]. The main difference between range mean estimation
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Algorithm 5: Workflow of Multidimensional PrivRM*

Input: A set of user values {13, Tz, ..., T, }, query range [lo, ro], conditions [I, ;] (1 < k < d), NVP
mechanism A(-), output domain M # (+), perturbation probability p
Output: The estimated multidimensional range mean iy, )
1 fori=1tondo // Phase 1
if Vk € {0,1,...,d},t* € [It, r¢] then
‘ Report bit 1 or 0 uniformly at random
else // RR Perturbation
‘ Report bit 0 (resp. 1) with probability p (resp. 1 — p)

¢ Aggregator derives the count Ai(j ) = #(Lp2(p=n

(5 N )

2p-1
7 Sete’ = log(lf;p)
s fori=1tondo // Phase 2
9 if Vk € {0,1,...,d},tF € [l r¢] then
10 ‘ Process t? through Normalization, Perturbation, Denormalization with ¢’
1 else
12 Randomly draw a value y; € M #(€’)
13 Denormalization

14 Calculate ;) by Equation 6, where Elfous] = lo;ro

15 return M )

and range query is the query type. Taking the single dimension as an example, given a query range
(I, r), the task of range query is to estimate the frequency of values within this range; however, the
goal of range mean estimation is to estimate the mean of values within this range.

Multiple Range Mean Estimations. When data collector wants to query the mean values for
multiple ranges, as exemplified by a given set of ranges {(l;,r;)} (i = 1,2, ..., N), the objective is to
estimate the mean value for each individual range m(j, ,,)(i = 1,2,..., N). Based on Theorem 1, we
can allocate the privacy budget evenly across each query, and then we can extend our framework to
multiple range queries. Specially, given N range mean queries, we split the privacy budget € among
these queries equally, i.e., each with % Then according to Theorem 2, we can theoretically derive
the variance of the estimated range mean. As for the two baselines, the total budget € will be used
for perturbation. Since the variance heavily relies on the dataset distribution or the post-processing
step, it is not feasible to directly derive their variance theoretically. Nevertheless, we can calculate
their empirical variance. Then we can analyze the number of queries N our approaches could offer
better utility than two baselines. Given the query range (I, r), assuming that the smallest empirical
variance of baselines under the current settings is Varp,s., we can calculate N as follows:

max N, subject to: Var(ri(;,)) < Varpase,

where Var(ri(;,)) is the theoretical variance of PrivRM.

8 Experimental Evaluation

In this section, we evaluate the performance of our proposed framework PrivRM for range mean
estimation.

8.1 Experiment Setup

Datasets. We conduct experiment over three real-world datasets. Table 3 gives the distribution
statistics of the datasets. Note that the original value domains of them are different, and we normalize
all the values into [—1,1].
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Table 3. Dataset Distribution Characteristics

Datasets n Avg. Med. Dense region (99%) Normalized dense region
Kosarak 990002 8.1 3.0 (1,89) (~1.0, —0.9957)
House 2226382 523832.7 325000 (0,3899000) (=1.0,-0.9963)
Fare 7696617  12.5 9.0 (2.5,52) (~0.9988, —0.9986)

e Kosarak [2] is click-stream data , where the categories of clicks are considered representative
values for the users. The value ranges from 1 to 41, 270, with a total of 990, 002 samples.

o House [4] contains real estate listings in the US. The value ranges from 0 to approximately
2.15 x 10, with a total of 2, 226, 382 samples.

e Fare [1] contains fare data for taxi travel in New York City, specifically the Yellow Taxi Trip
Records from January 2019. The value ranges from —362 to 623, 259, with a total of 7, 696, 617
samples.

Competitors. In our experiments, we first implement two baseline methods introduced in Sec-
tion 3.2, namely Direct Estimation and Distribution-based Estimation. As for our methods, we
focus on two versions. The first is Optimal-PrivRM, the best choice from PrivRM and PrivRM?,
according to the black-box guideline described in Section 5.3. The second is Optimal-PrivRM-AA,
the Optimal-PrivRM coupled with AA strategy.

Experiment Design. We evaluate the performance of the four competitors with a fixed query
range or with a fixed privacy budget, evaluate Distribution-based Estimation with different bin
sizes, test the effectiveness and costs of AA strategy, show the results of multiple range mean
queries, verify the correctness of our black-box selection scheme, and compare the performance of
Original SW and Unbiased SW for mean estimation.

Metrics. As for the result evaluation, we employ the metric of Mean Squared Error (MSE)[27],
which quantifies the average squared difference between the estimated values r71(; ) and the actual
values m ;). Formally,

1 .
MSE(I, r) = ﬁ ZN[m(l’r) — m(l’,)]z, (12)

where N represents the number of repetitions for each experiment. In our study, N is set to 50.
We conduct experiments using Python 3.11.5 and the Numpy 1.24.3 library on a desktop equipped
with an Intel Core i5-13400F 1.50 GHz CPU and 64GB of RAM, running Windows 11.

8.2 Impact of Privacy Budgets

In this section, we evaluate the performance of four methods across four datasets and different
NVP mechanisms with varying privacy budgets. As for the query range [/, ], we set it to the first
half, i.e. [-1,0]. It is worth noting that only those NVP mechanisms whose output domains are
continuous can be applied to Direct Estimation. Therefore, Direct Estimation in SR and HM is not
feasible in Figure 4.

Overall, we observe that as the privacy budget increases, the MSE of all methods decreases.
Besides, Optimal-PrivRM-AA performs the best, followed by Optimal-PrivRM, and finally two
baseline methods. It is obvious that the gap between Optimal-PrivRM-AA and Optimal-PrivRM
widens as the privacy budget increases. This is because, when the query range is fixed, the sensitivity
of Optimal-PrivRM remains constant. As the privacy budget increases, the AA strategy’s prior
distribution estimate becomes more accurate, reducing the adjusted perturbation space and resulting
in less noise in Optimal-PrivRM-AA. Additionally, the performance of Direct Estimation does not
significantly differ when using LM, PM, and Unbiased SW, regardless of the privacy budget. This
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Fig. 5. Performance on real-world dataset with varying size of query range. Query range starts from -1.

is because, for a given query range, the query bias is fixed. As the privacy budget increases, the
variance of the estimated result decreases, but this change is negligible compared to the bias.

8.3

Impact of Range Size

This subsection studies the impact of the range size. The results are shown in Figure 5, where the
range size refers to the span length starting from —1, and the privacy budget is fixed at € = 2.5.
Likewise, results of Direct Estimation in SR and HM are not feasible.

We observe that Optimal-PrivRM-AAalways yields the highest accuracy, followed by Optimal-
PrivRM. Notably, with an increasing range size, the MSE of Optimal-PrivRM also increases, whereas
MSE of Optimal-PrivRM-AA remains almost unchanged. This can be attributed to the lower noise
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sensitivity of Optimal-PrivRM-AA than Optimal-PrivRM. The sensitivity of Optimal-PrivRM in-
creases with the query range size, whereas Optimal-PrivRM-AA always tunes the query range to
the densely distributed region, resulting in a relatively constant sensitivity.

8.4 Effectiveness and Costs of AA Strategy

From the above two subsections, it is evident that the AA strategy indeed enhances the accuracy of
queries. In this subsection, we directly validate the effectiveness of AA strategy through adjustments
to the query range facilitated by it. Additionally, we will also assess the extra costs associated with
the AA strategy (i.e., time consumption cost).
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Table 4. The theoretical Ny on Kosarak with varying privacy budgets.

Privacy Budget |[e =1.0 | € =2.0|€=3.0| e =4.0| € =5.0
Nim 6 7 7 7 7

Table 5. The theoretical Ny on Kosarak with varying range size. Query range starts from -1.

Range Size | [r = 1| =0.2||r=1]=0.6||r=1|=1.0||r-1I|=14]||r-1 =138
Nim 32 11 7 6 5

We design experiments on the Kosarak dataset, with Tables 6 and 7 respectively presenting the
adjusted query ranges under different privacy budgets and size of query range as estimated by the
AA strategy. From Table 1, we observe that although the query range is initially set to [—1, 0], the
range adjusted by the AA strategy noticeably shifts closer to the actual dense region provided in
Table 3. Additionally, It is evident that as the privacy budget increases, the adjusted range aligns
more closely with the actual dense region. This phenomenon can be attributed to the fact that
a larger privacy budget allows for a more accurate estimation of prior knowledge. Furthermore,
Table 7 reveals that as the query range varies, the dense distribution ranges estimated by the AA
strategy remain relatively close to the actual dense region.

Regarding the additional costs associated with the AA strategy, Figure 6 illustrates the computa-
tional time costs for implementations with and without it under various privacy budgets and query
range sizes. Through comparison, we observe that implementations incorporating the AA strategy
exhibit longer computational times than those without it. The disparity in computational time is
more pronounced with smaller privacy budgets and appears to be minimally influenced by the size
of query range. This is due to the fact that implementations employing the AA strategy necessitate
the application of SW for estimating the prior distribution. During this estimation, the smaller
the privacy budget, the longer time required for Expectation Maximization post-processing. Over-
all, irrespective of whether the implementation incorporates AA strategy or not, our framework
achieves range mean estimation with little time expenditure.

8.5 Results of Multiple Range Mean Queries

We conduct experiments on Kosarak dataset. Here we take LM as an example and present corresp-
nding theoretical N in Tables 4 and 5. Additionally, we evaluate the results of multiple range mean
queries under various NVP mechanisms, as shown in Figures 7 and 8. We can observe that the
theoretically optimal N and the empirical N are very close. Overall, in most cases, the number of
queries N for Optimal-PrivRM is larger than 10. When the AA strategy is incorporated, the number
of queries also depends on the dense regions estimated by the AA strategy. Although providing
corresponding theoretical analysis is infeasible, experiments reveal that the number of queries N
for Optimal-PrivRM-AA is consistently larger than 20.

As shown in Figures 7 and 8, we also observe that the number of queries in Optimal-PrivRM-AA
does not exhibit a monotonic trend. As the privacy budget increases, the number of queries initially
rises and then stabilizes at a certain level. This phenomenon can be explained as follows: when
the privacy budget is relatively small, the AA strategy is prone to data loss due to inaccuracies in
the prior distribution, leading to an increase in the number of queries as the budget grows. As the
privacy budget continues to increase, the data loss caused by the AA strategy gradually decreases.
At this stage, the impact of privacy budget growth on both the baseline and Optimal-PrivRM-AA
becomes similar, resulting in the number of queries stabilizing at approximately 30. As the query
range size increases, the number of queries in Optimal-PrivRM-AA initially decreases and then rises.
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This pattern can be attributed to the following factors: when both the query range and privacy
budget are small, the AA strategy tends to fail, making the performance of Optimal-PrivRM-AA
and Method Optimal-PrivRM quite similar, as illustrated in Figures 8(b)-(e). As the query range
expands, the data loss caused by the AA strategy diminishes, consequently leading to an increase
in the number of queries. Additional experimental details are provided in the full version [3].

8.6 Correctness of Black-box Guidelines

In this subsection, we validate the correctness of the black-box guidelines proposed in Section 5.3.
Given a privacy budget and an NVP mechanism, it guides us to choose the optimal implementation
of the PrivRM framework from PrivRM' and PrivRM*.

We conduct experiment on Kosarak dataset, and show the results in Figure 9. First, we analyze
the implementations without AA strategy, namely PrivRM! , PrivRM* and Optimal-PrivRM. We
observe that Optimal-PrivRM achieves the lowest MSE in most cases.

In Figure 9(a), the lines for Optimal-PrivRM and PrivRM! overlap. This is because when the NVP
mechanism is LM, PrivRM! is optimal according to the black box. When applying other mechanisms,
black box indicates that PrivRM" is optimal, so the line for Optimal-PrivRM overlaps with that of
PrivRM*. However, when the privacy budget exceeds 3.5, we observe that Optimal-PrivRM may
not always be the best. This is because when € > 3.5, the optimal implementation starts to depend
on the range count according to the prior distribution estimation. However, the prior distribution
estimation involves noise, leading to inaccurate range counts. For a detailed theoretical analysis,
please refer to Section 5.3.

Integrating our black-box guideline into PrivRM-AA leads to a solution Optimal-PrivRM-AA,
which achieves the best performance in most cases. Optimal-PrivRM-AA overlaps with PrivRM!-AA
in Figure 9(a), and overlaps with PrivRM"-AA in Figures 9(b)-(d), which is consistent with the
non-AA versions. This is because, for a given dataset and query range, the range counts of the
adjusted perturbation space derived from the AA strategy are highly consistent with those of the
original ranges.

8.7 Impact of the Number of Bins on Distribution-based Estimation

For baseline method Distribution-based Estimation, more bins ensures more accurate results, but at
the cost of more time consumption. To show some empirical analysis, we set the number of bins to
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Fig. 11. Comparison of Original SW and Unbiased SW
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Table 6. Most frequent dense regions estimated by AA strategy with varying privacy budgets on Kosarak.

Query range is [—1,0].

Privacy Budget €=1.0 €=2.0 €=3.0 €=4.0 €=5.0
PrivRMI-AA | (1, -0.875) | (-1,-0.9375) | (-1,-0.9375) | (-1, -0.96875) | (-1, -0.96875)
PrivRM*-AA | (-1,-0.875) | (-1,-0.9375) | (-1,-0.9375) | (-1, -0.96875) | (-1, -0.96875)

Table 7. Most frequent dense regions estimated by AA strategy with varying size of query range on Kosarak.
Privacy budget is 2.5. Query range starts from -1.

Range Size |r=11=0.2 | |r—1]|=0.6 |r —1]=1.0 |r=1]=14 |r—1]=1.8
PrivRMI-AA | (1,-0.95) | (-1,-0.9625) | (-1,-0.9375) | (-1,-0.95625) | (-1, -0.94375)
PrivRM*-AA | (-1,-095) | (1,-0.925) | (-1,-0.9375) | (-1,-0.95625) | (-1, -0.94375)

256, 512, 1024, 2048, and 4096 in our evaluations, and utilize PM as the NVP mechanism for Optimal-
PrivRM and Optimal-PrivRM-AA. As shown in Figure 10, the MSE of Distribution-based Estimation
decreases as the number of bins increases. This is because more bins allows SW to estimate the
changes in data distribution more accurately, which in turn leads to a performance improvement.
Nevertheless, even when the number of bins is as large as 4096 2, Distribution-based Estimation
still causes significantly higher MSE than that of Optimal-PrivRM and Optimal-PrivRM-AA.

8.8 Comparison between Original SW and Unbiased SW

As previously stated, the original SW mechanism is unbiased only if the data is symmetrically
distributed over its value domain. Therefore, when the data is symmetrical, the mean estimation
performance of the Original SW and the Unbiased SW should be similar. However, when the data
is asymmetrical, the Original SW is expected to perform significantly worse than the Unbiased SW.
To verify this hypothesis, we conduct experiments using both the Original SW and the Unbiased
SW on Gaussian distributions with varying parameters.

In Figure 11(a), we use a Gaussian distribution centered at 100 with a domain of (0, 300), discarding
any data point outside this range. This makes the data distribution asymmetric. We conduct
experiments using both the Original SW and the Unbiased SW with varying privacy budgets. As
demonstrated, the Original SW is less effective than the Unbiased SW for any privacy budget, as
the Original SW introduces bias when estimating the mean.

Next, we fix the privacy budget and change the degree of asymmetry of the Gaussian distribution
in the range by moving the symmetry axis from 100 to 200. As illustrated in Figure 11(b), the
Original SW outperforms the Unbiased SW only when symmetry axis is 150, where the Gaussian
distribution is symmetric over the domain (0, 300). Additionally, in this case, the variance of the
Original SW is lower than that of the Unbiased SW, as shown in full version [3].

%In existing work [26], the number of bins is set to 1024.
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9 Related Work

Differential privacy was initially introduced within a centralized framework [19]. To eliminate
the need for a trusted data collector, the concept of local differential privacy (LDP) emerged,
allowing individuals to independently apply perturbations to their data [16]. Over time, a variety
of LDP solutions have been developed to address different statistical data collection challenges,
including frequency estimation over categorical data [7, 23, 31] and mean estimation over numerical
data [11, 30]. More recently, research in LDP has expanded to tackle more intricate tasks. These
advanced applications include key-value data analysis [21, 40], heavy hitters identification [6, 8],
trajectory data analysis [14, 41], marginal release [10, 42], graph data mining [28, 37], time series data
collection [5, 38, 39] and range query [12, 22, 24, 32, 35]. Additionally, within the LDP framework,
there are existing studies that separately provide strategies for attacking and defending these
systems [13, 25, 34]. Moving forward, we will provide an overview of existing LDP research
pertinent to our work, with a specific emphasis on mechanisms for handling categorical and
numerical data.

LDP Mechanisms for categorical data A variety of LDP mechanisms have been designed
specifically for perturbing categorical data. For binary data, the Randomized Response (RR) [33]
serves as the simplest mechanism, while its extension, the Generalized Randomized Response
(GRR) [23], addresses categories with a domain size greater than 2. To reduce the increasing
perturbation noise associated with larger domain sizes in GRR, Wang et al. introduced the Optimized
Unary Encoding (OUE) [31], which offers improved utility. Additionally, some other perturbation
protocols such as RAPPOR [20], SHist [7], and subset selection [36] have been proposed to improve
either utility or communication issue.

LDP Mechanisms for numerical data Similar to centralized DP, the Laplace Mechanism [19]
can be adapted for local applications. Alternatively, Duchi et al. introduced a method for estimating
mean of numerical values [18]. To overcome the computational and storage complexities associated
with this method, an enhanced technique [17] was later developed to convert numerical inputs
into binary outputs based on specific probabilities. More recently, Wang et al. [30] introduced
the Piecewise Mechanism (PM) to enhance estimation accuracy, while Li et al. [26] developed the
Square Wave (SW) mechanism to facilitate the estimation of numerical distributions. Subsequently,
Duan et al. [15] proposed a unified framework to evaluate these mechanisms.

10 Conclusion

In this work, we study the problem of range mean estimation under Local Differential Privacy. We
design a novel framework PrivRM for enhancing estimation accuracy by enabling mechanisms to
concentrate on the target range. Two implementations are also developed, namely PrivRM! and
PrivRM*, which are adaptable to all the existing LDP mechanisms for numerical value perturbation.
We also provide a black-box guideline to suggest which implementation to use in different settings.
Moreover, we further design a distribution-aware strategy on perturbation space adjustment, which
improves estimation accuracy especially for skewed data distributions. Finally we validate the
effectiveness of our methods through extensive experimental evaluations.

As for future work, we plan to extend our framework to handle more complicated range query,
such as range distribution estimation. We also plan to explore efficient solutions to answer successive
range queries with arbitrary query ranges.
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