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Differential privacy (DP) is a leading standard for protecting individual privacy in data collection and analysis.
This paper explores the shuffle model of DP, which balances privacy and utility by allowing users to send
messages to a trusted shuffler before reaching an untrusted analyzer anonymously. We focus on efficiently
implementing the matrix mechanism in shuffle-DP, where efficiency is defined by the number of messages
each user sends. Our contributions include a baseline shuffle-DP mechanism that naively adapts the matrix
mechanism, followed by an improved mechanism that reduces message complexity while maintaining error
levels comparable to central-DP. We demonstrate the versatility of our approach across common query
workloads, such as range queries and data cubes, achieving significant improvements in message efficiency.
Experimental results confirm that our method outperforms the baseline solution while closely matching the
accuracy of central-DP mechanisms.
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1 Introduction

Differential privacy (DP) [19, 20] has now become the de facto standard for provable, quantifiable
privacy protection in personal data collection and analysis. Depending on the trust assumption,
the following three models of DP have been studied in the literature:

e The central model of differential privacy (central-DP) assumes that there is a trusted data
curator, who collects the data from the users and runs the required queries, before releasing
the privatized results to the (untrusted) analyzer or public. This model offers the highest
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utility (i.e., lowest errors in the privatized query results), but the trust assumption is the
strongest. In real-world scenarios, it is hard to put full trust on any data curator; possibly,
only certain government agencies (such as the US Census Bureau [2, 22]) might come close
to being such a trusted data curator.

e The local model of differential privacy (local-DP), on the other hand, completely removes
all trust assumptions. Under this model, each user privatizes their own data before sending
it to the analyzer. This model is appealing to the end users, as they have complete control
over how their data shall be privatized. As a result, many major companies have adopted
local-DP when collecting sensitive user information [16, 21, 39, 40]. However, compared with
central-DP, mechanisms in local-DP suffer a significant blowup in the error levels, from!
O(1) to at least O(+/n), where n is the number of users, and this blowup is more serious for
complicated query workloads. As a result, only some simple queries, such as bit counting
and frequency estimation, have been actually deployed under local-DP.

o The shuffle model of differential privacy (shuffle-DP) [4, 5, 8, 10, 12, 23, 26, 33] has emerged
in recent years, which for many problems has achieved a sweet spot between the two
models above. This model assumes that messages from the users to the untrusted analyzer
are anonymous, or equivalently, the users send their messages to a trusted shuffler, which
randomly shuffles the messages before handing them to the analyzer. Although there is still
some trust assumption in the shuffle-DP model, a trusted shuffler is much easier to implement
than a trusted data curator who may perform arbitrary computations. A number of possible
implementations of the shuffler exist, such as mix networks [9, 15], onion routing [18, 36],
and trusted hardware [8, 37]. On the other hand, people have been able to design shuffle-DP
mechanisms whose error levels match those of their central-DP counterparts up to constant
factors [4, 5, 23, 26, 33], thus making shuffle-DP a more promising approach to private data
collection and analysis.

A counting query returns the number of tuples in a dataset that satisfy a given predicate, such as
the number of individuals with salary in a certain range. This is one of the most basic analytical
queries that people are interested in answering on a dataset of personal information. Meanwhile,
some errors in the query answers are tolerable, it thus has become a main test bed for DP techniques.
A single counting query can be answered easily using classical DP mechanisms (in all the three DP
models above), so research has focused more on the problem of how to answer a class of counting
queries, often referred to as a query workload, which can be represented by a matrix W (please see
Section 2 for the precise definition of W).

In the DP literature, there are three main approaches to answering a given query workload W:

(1) Use a DP algorithm to learn a privatized statistical model of the dataset, and then use the
learned model to answer the queries in W [11, 27, 43]. However, as these learning algorithms
need to make many iterations over the dataset, it is not clear how to adopt them in the
local-DP or shuffle-DP model without numerous rounds of communication.

(2) Use the privacy composition theorem (Lemma 2.2) to divide the privacy budget to the
queries in W and answer each with a single-query mechanism. The error of this approach is
proportional to O(|IW||1), where ||W||1, the £;-norm of W, is equal to the maximum number
of queries any user’s data is involved in. Thus, it only works when ||W]||; is small.

(3) The matrix mechanism 30, 32] designs another workload A (referred to as the query strategy)
with a small || Al|;, while all queries in W can be answered by combining a small number
of queries in A. When the workload W is well-structured, such as range queries and data

The O notation suppresses polylogarithmic factors.
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cubes, good query strategies have been designed [17, 28, 35, 41], which have led to the
state-of-the-art DP mechanisms for these workloads.

1.1  Our Contributions

In this paper, we study the problem of how to run the matrix mechanism in the shuffle-DP model
efficiently, where efficiency is measured by the number of messages sent by each user to the shuffler.
This is in line with all prior work on shuffle-DP, as it has been identified that the bottleneck of a
shuffle-DP mechanism is the cost of shuffling all the messages. To this end, our contributions are
summarized as follows.

(1) We first present a straw-man solution in Section 3 by directly replacing the components
of the matrix mechanism with their shuffle-DP counterparts. This results in a shuffle-DP
mechanism in which each users sends ||A||; + O(Q/n) messages in expectation, where Q is
the number of queries in the query strategy A.

(2) In Section 4 we present an improved shuffle-DP mechanism RM? that works for any query
strategy A whose queries form a DAG. RM? only sends 1+ O(ones(C%)/n) messages per usetr,
where ones(C®) is equal to the number of nodes and edges in the corresponding DAG. We
also show that RM? can achieve the same error level as that of the matrix mechanism in the
central-DP model up to constant factors.

(3) In Section 5, we demonstrate the versatility of RM? by instantiating it for range queries
(both one- and multi-dimensional) and data cubes, which are the most commonly studied
workloads. For range queries, we show how RM? can use only 1+ o(1) messages per user,
over both small and large domains. The experiments in Section 6 show that RM? significantly
improves over the straw-man solution, while almost matching the errors of the central-DP
matrix mechanism.

1.2 Related Work

The problem of answering a workload of counting queries has received considerable attention
in central-DP, including the matrix mechanism [30, 32], the eigen-design algorithm [31] and
differentially private data cube releasing [17]. For range queries, the hierarchical strategy [28, 35]
and the Haar wavelet strategy [41] have achieved the optimal error. [35] studied how the branching
factor of the tree in hierarchical strategy can improve the accuracy. [14, 42] translated central-DP
algorithms to the local model and answered range queries in local-DP. Most work considers additive
errors, as we do in this paper, but relative errors have also been used [24].

The shuffle model was first introduced in [29] which solves the secure summation problem in
O(log n) messages. Combining this idea with differential privacy [8] has led to the development of
the shuffle-DP model. [5] improved the message efficiency of shuffle-DP summation protocol to
O(1) messages and [26] further improved to 1 + o(1) messages, both achieving central-DP error.
[10] studied the distinct count problem in shuffle-DP.

Some works have answered specific types of counting queries in shuffle-DP: [23, 33] developed
shuffle-DP protocols for the frequency estimation problem that achieves central-DP error: [33]
achieved O(log n) error with 1 + 0(1) messages for small domain setting; and O(log n) error with
constant messages or (1) - O(log n) error with 1+ 0(1) messages for the large domain setting. [23]
achieved O(log n) error with O(log n) messages and further combined the matrix mechanism with
their frequency estimation protocol to tackle range queries. For 1D range queries, their protocol
sends O(log® n) messages and achieves a maximum error of? O(log>® n).

The results are from Table 3 in [23]; we assume £ = ©(1) and logn = ©(log(1/5)) = ©(log B) for simplicity.
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2 Preliminaries
2.1 Notation

We use boldface letters to denote vectors (in lower case) and matrices (in upper case), and subscripts
to indicate the position of an element. Recall that the £;-norm of a vector x is ||x||; = X; |x;| and
that of a matrix M is || M||; = max; }; [M; j|. The f,,-norm of a vector x is ||x||cc = max; |x;].

We consider a distributed setting with n users, where user i holds a value v; € [B] := {1,..., B}
or nothing (then setv; = L). Thus the input dataset can be represented as a vectorv = (v1,...,v,) €
([B] U{L})™ Let x € NB be a column vector that represents the histogram of v, i.e., x; equals to
the number of times that i appears in .

2.2 Differential Privacy

Given privacy parameters ¢ and J, a randomized mechanism M : ([B] U {L})" — Y is (¢ 0)-
differentially private (DP), if for any two neighboring datasets v ~ ¢’ (i.e., v and ¢’ differ in one
position), M(v) and M(v’) are (¢, §)-indistinguishable. That is, for any subset of outputs Y C Y,
PriM(v) € Y] < e -Pr[M(v’) € Y] +6. (1)
Typically, the privacy parameter ¢ is a positive constant and § is an inverse-polynomial of n (i.e.,
0 <8 <n W),
The form of M(v) gives rise to different DP models: In the central-DP model, M () is allowed
to be an arbitrary function of v. In the local-DP model, M(v) = (R(vy),...,R(v,)) where Risa

local randomizer. Since v and o’ differ in one position, only one of the R(v;)’s would differ. So in
the local model, (1) is equivalent to

Pr[R(v;) € Y] < e -Pr[R(v]) € Y] + 6,

for any v; # o].

In the shuffle-DP model, the local randomizer R outputs a multiset of messages, and M(v) is
the union of all the messages. This captures the situation where the analyzer receives all messages
but has no knowledge on who sent which message.

Differential privacy has several nice properties:

LEMMA 2.1 (POST-PROCESSING [20]). If M satisfies (¢, §)-DP and M’ is any randomized mechanism,
then M’ (M (v)) satisfies (&, §)-DP.

LEMMA 2.2 (COMPOSITION [20]). Let My, - - -, My, all be (¢, §)-DP mechanisms. Consider a com-
posed mechanism M(v) = (M1(fi(0)), -+, Mm(fin(v))) with functions f; : ([B] U {L})" —
([B]U{L})". Suppose on any neighboring datasetsv ~ v’, we have f;(v) ~ f;(v") on at most k of the
fi’s, while f;(v) = f;(v") on the rest. Then M satisfies (¢’,8")-DP, where

o (basic composition) ¢’ = ke and 8’ = k&; or
o (advanced composition) ¢ = +/2klog(1/6")e + ke(e® — 1) and &' = & + k&, for any §” > 0.
Below are some basic DP mechanisms:

LEMMA 2.3 (GAUSSIAN MECHANISM [20]). Let f : ([B] U {L})" — R be a function with sensitivity
1, ie, |f(v) — f(¥")| < 1 for all neighbouring inputs v ~ v’. The mechanism M(v) = f(v) + z
satisfies (¢, §)-DP, where z is sampled from the Gaussian distribution N (0, m(tﬁ) The error of

the Gaussian mechanism is O(% log }S) with constant probability.

LEMMA 2.4 (BINOMIAL MECHANISM [19, 23, 33]). Let f : ([B] U {L})" — Z be a function with
sensitivity 1. The mechanism M (v) = f(v)+z—np or M(v) = f(v) — z+np satisfies (¢, O)-differential
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privacy, where z is sampled from the Binomial distribution Bin(n, p) for’ p = —321255/5). The error of
the Binomial mechanism is O(% log %) with constant probability.
2.3 Counting Queries and the Matrix Mechanism
Original Query strategy
range queries Identity ‘ Hierarchy ‘ Haar wavelet
1 1 1 1] 1 0 0 o]
. 1110 1 0 0 O 0 100 1 -1 0 0
Query matrix / 01 1 1 01 0 0 00 1 0 0 0 1 -1
Strategy matrices || W=1|1 1 0 0|| A= A=(0 0 0 1| | A=
(g B=4) N 0010 L 10 o 1 1 -1 -1
00 1 0 0 0 0 1 0 0 1 1 1 1 1 1
0 0 0 1) 1 1 1 1
2 2
Error O(%logB log%) O(@logB,/log(—ls) O(bgTB,/log}S) O(bgTBJlog%)

Table 1. Comparisons of different query strategies in 1D range queries under (¢, §)-DP.

A counting query is defined by a 0-1 row vector w = [wy,wy, - - - ,wg] € {0, 1}8. The answer of
the query is wx = wyx; + wox, + - - - + wpxp, where x is the histogram. The counting query has
sensitivity 1, so we can simply apply the Gaussian mechanism. The more interesting problem is
how to answer a workload of W queries. It is convenient to represent such a workload as a matrix
W € {o, I}WXB, so the answers to all the W queries can be denoted as Wx.

Given a differentially private protocol £ : ([B] U {L})"* — N" that returns an estimate for each
of the W queries, a common measure of utility is the maximum error (a.k.a., the £, error). More
precisely, we say that # has error o with probability 1 — , if

Pr[||P(v) - Wx||& > a] < B.

For simplicity, f is often taken as a constant when stating error bounds. In addition to the maximum
error, other error measures such as the £,-error have also been adopted in the literature.

Most of the state-of-the-art central-DP mechanisms for counting queries can be considered as
various instantiations of the matrix mechanism [32]. Instead of answering the original queries
directly, it finds an alternative set of queries A, known as the query strategy, and computes a
differentially private estimate of Ax, denoted Ax. This is done by running the Gaussian mechanism
for each query in A together with the composition theorem (Lemma 2.2) with k = || A||;, since an
element appears in at most || Al|; queries of A. More precisely, we allocate to each query a privacy
budget of ¢ = ¢/||Al|1,6" = §/||Al|1 with basic composition, or ¢ = ¢/+/2||A|l11og(2/6),6" =
8/(2||All1) with advanced composition (setting 6" = §/2). Comparing the ¢’ values, one should use
basic composition when ||A]|; < 4log®(2/§), and advanced composition otherwise. Finally, Wx
can be estimated as WA?* - X;c, where A" is the pseudoinverse of A.

Remark. The traditional matrix mechanism under central-DP employs the vector form of the
Gaussian mechanism based on #; sensitivity [20]. Its error matches that of our proposed version
when ||A||; is small (i.e., using basic composition), but is improved by a factor of O(+/log(1/6))
when ||A||; is large (i.e., using advanced composition). We present the matrix mechanism using

3For concrete values of ¢, 8, and n, the value of p can be further optimized using numerical methods [33].
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the Gaussian mechanism and composition theorem to facilitate understanding our extension to
the matrix mechanism under shuffle-DP, which will be discussed in Section 3.2. To ensure a fair
comparison, we provide both theoretical and empirical results for the traditional matrix mechanism
in this paper.

The design of A depends on the given query workload W, as illustrated in the following example:

Example 2.1. The one-dimensional range query workload consists of the (123 ) queries in the form
ofw=10,...,0,1,...,1,0,...,0]. If we were to answer these queries directly using the Gaussian
mechanism plus advanced composition (or using the vector form of the Gaussian mechanism),
this would lead to a large error of O(B). Table 1 presents three query strategies that achieve much
smaller errors. In particular, the hierarchical strategy [28, 35] and the Haar wavelet strategy [41]
have been demonstrated to achieve the optimal error for 1D range queries [32]. A

In addition to 1D range queries, good query strategies have also been identified for other
workloads like 2D range queries [28, 31, 41], data cubes [17], k-way marginals [6, 17, 31], etc. In this
paper, we focus on the problem of how to run the matrix mechanism in the shuffle-DP model for a
given workload W. Observe that the first step of identifying a good query strategy A is independent
of the dataset, so we can use any of the previous methods in central-DP to find A, while the third
step of computing WA®* - Axisa simple post-processing step. Thus the main problem is how to
compute Ax fora given query strategy A in the shuffle-DP model. We will assume that all entries
in A are 0’s and 1’s. Although some query strategies use —1 in A, such as the Haar wavelet for 1D
range queries, they do not provide more-than-constant-factor improvements, and these —1’s pose
difficulties in the shuffle-DP model.

3 A Straw-man Shuffle-DP Mechanism

Although the matrix mechanism has not been formally studied in the shuffle-DP model, it is not
hard to find a solution by combining existing techniques. In this section, we describe this straw-man
solution, before improving it in subsequent sections.

3.1 Answering One Counting Query

A single counting query w is equivalent to the bit counting problem: Each user holds a bit b; and
the objective is to count the total number of 1’s. To reduce a counting query w to this problem, we
simply set b; = 1ifw,, = 1 (i.e., v; is counted by w) and 0 otherwise. A standard solution is to run
the binomial mechanism in the shuffle-DP model, as follows [3, 19, 33]:

e Local Randomizer: User i sends a 1 to the shuffler if her b; = 1 (we call this a real message).

Additionally, each user independently and randomly sends a 1 to the shuffler (called a noise
message) with probability p = O(%). Each user thus sends b; + p messages in expectation.
e Analyzer: The analyzer counts the number of 1’s received, which equals }}; b; + Bin(n, p),

and subtracts np.

To prove that a mechanism satisfies shuffle-DP, we may draw an equivalence between the
analyzer’s view (i.e., the multiset of messages received) and the output of a central-DP mechanism,
which in this case is the binomial mechanism (Lemma 2.4). Note that the binomial mechanism
(in the central-DP model) outputs a single number }}; b; + Bin(n, p) — np, while the analyzer (in
the shuffle-DP model) receives }; b; + Bin(n, p) messages of 1. Since all messages are identical
after shuffling, these messages contain no more information than a single number }; b; + Bin(n, p).
Thus, the output distribution of the binomial mechanism is the same as that of the analyzer’s view
shifted by np. This output equivalence means that this shuffle-DP mechanism enjoys the same
privacy guarantee as that of the binomial mechanism, i.e., (¢, §)-DP.
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3.2 Answering Many Counting Queries

All the queries in a query strategy A € {0, 1}9*8 can be answered by running Q instances of the
shuffle-DP protocol above in parallel, one for each query (row) of A, but with two modifications.
First, since the messages from all these instances are shuffled together, there need to be a way for
the analyzer to distinguish them. Thus, instead of sending all messages of 1, users should send
messages (both real and noise) identified by j for the j-th query. Second, as we run many queries,
we need to divide the privacy budget using the composition theorem with k = ||A||;, as done in
Section 2.3.

In order to better analyze the protocol, it is convenient to adopt a matrix representation. Let
S = [A IQ] , where I denotes a Q X Q identity matrix. Let z be a column vector of size Q where
each z; is drawn from Bin(n, p) for j = 1,..., Q. Note that here, the value of p is computed from
¢ and &’. Then the analyzer’s view can be represented by S - [ﬂ The j-th entry of this vector is

exactly the number of times message j is received.

THEOREM 3.1. The straw-man solution above satisfies (&, §)-shuffle-DP. It achieves the same error as
that of the matrix mechanism within constant factors, while each user sends up to || A||1 + pQ messages
in expectation.

Proor. Privacy follows from the composition theorem (Lemma 2.2), the privacy of the binomial
mechanism (Lemma 2.4), and the equivalence argument between the binomial mechanism and the
bit-counting protocol. The error is the same as that of the matrix mechanism because the only
difference is that the Gaussian mechanism has been replaced by the binomial mechanism, while
the errors of the two mechanisms only differ by constant factors.

To bound the message count, observe that each user sends up to ||A||; real messages, one for
each query that includes the user’s value v;. They then also send a noise message with probability
p for each of the Q queries. O

4 Real Messages Reduction Mechanism

We first use a simple example to illustrate the basic idea behind our Real Messages Reduction
Mechanism (RM?).

Example 4.1. Consider a small domain of [B] = {1,2} with three queries q; = x1, g2 = x3,
g3 = x1 + x;. In the straw-man solution, the analyzer receives

q1 = x1 t 2y,
q2 = X2 + 22,

(ngxl + x3 + 23,

and the corresponding matrix S is

1 0 1
S=10 1 0
1 1 0

S = O
_ o O

The (expected) number of messages sent per user is ||A||; + pQ = 2 + 3p.
In RM?, we first change ¢ to

q3 = X1+ X2 — 23,

Proc. ACM Manag. Data, Vol. 3, No. 3 (SIGMOD), Article 210. Publication date: June 2025.
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namely, change the matrix S to

0
0

10 1
=10 1 o
110 -1

S = O

Note that this does not affect the privacy of S¢- [J;] in the central-DP model (hence the superscript ©),

since either adding or subtracting a binomial noise satisfies DP (Lemma 2.4). Another minor change
when using S is that one should add np to g3 to get an unbiased estimate for qs.

However, we cannot compute this g3 in the shuffle-DP model. One may attempt to ask each
user to send a real message identified by “3” if she holds 1 or 2, and with probability p send a
noise message identified by “—3”. Then the analyzer would count these two types of messages and
take their difference as q3. However, this breaks DP since the number of “3” messages is equal to
X1 + x2, which is revealed to the analyzer. So these noise messages did not serve their purpose of
hiding the number of real messages. More fundamentally, this is because the analyzer’s view is not
equivalent to its central-DP counterpart: the former reveals both x; + x; and z3, while the latter
only x; + x3 — z3.

To avoid this problem, we can only use a matrix S with 0-1 entries. We can get such an S through
a linear transformation (which flips the third row, and then adds the first two rows to it):

101 0 0 . 101 0 0
sC=lo 101 ol —5  ,s=]o 1 0 1 of.
110 0 -1 1.0 0 00 1 1 1
=0 1
1 1 -1

We can compute?z ss. [ch] in shuffle-DP, i.e.,

t1 = x1 + 24,
ty = X9 + 2o,

E:zl + 2y + z3.

More precisely, the shuffle-DP mechanism using S° runs 3 instances of the bit counting mechanism,
one for each ;. The first two are the same as before. In the third instance that computes t3, the
users send no real messages but only noise messages. In particular, the noise message counts z; and
z; must be consistent with those in the first two instances. To do so, a user should first generate 3
independent Bernoulli random variables Xj, X5, X3 each equal to 1 with probability p. Then she
sends X; noise message “1”, X, noise message “2”, and X; + X; + X3 noise messages “3”.
Critically, note that as long as T is invertible, there is a one-to-one correspondence between
(g1, G2, q3] and [t1, t3, t3]. This means that S in central-DP and $° in shuffle-DP enjoy the same
privacy and error. Now the interesting observation is that, while $° maintains the same output
distribution as S, it has a smaller message count: Each user sends only 1 real message and 5p noise
messages, which is usually less than before since p = O(1/n) is very close to 0. A

4.1 Mechanism Overview

Generalizing the example above, our RM? consists of the following steps (Figure 1 gives a schematic
illustration):
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(1) For a given workload W, find a good query strategy A using any method from the matrix
mechanism framework.

(2) Find noise coefficients ¢ € {-1,+1}9 (e.g, ¢ = [+1,+1,—1] in Example 4.1); set S¢ =
[A diag(c)].

(3) Find an invertible T such that $° = [AS CS] =T - SC is a 0-1 matrix.

(4) Compute S° - [i] in the shuffle-DP model by running multiple bit counting instances. The

detailed algorithms for the local randomizer and analyzer are shown in Algorithm 1 and 2.
(5) The analyzer applies the inverse transform WA* - T~! to obtain the estimates for Wx.

Noise coefficients &  Communication
Error optimization Matrix representation optimization
w ~_ A ~_ s¢ ~_ $°

T
Wx = (WA") - Ax Ax:sc-m sc-[:]=T—1(ss~

Fig. 1. Workflow of RM?

THEOREM 4.1. For any query strategy A € {0,1}2*B, any noise coefficient ¢ = {-1,+1}2, and any
invertible T such that [AS CS] =T- [A diag(c)] is a 0-1 matrix, RM? satisfies (¢, §)-shuffle-DP.
It achieves the same error as that of the matrix mechanism within constant factors, while each user
sends || A%||; + p - ones(C5) messages in expectation, where ones(C®) denotes the number of 1’s in C°.

PROOF. Privacy and error follow from Theorem 3.1 and the equivalence between S¢ and $°. The
real message count follows from the same argument before, while the noise message count is
because a user sends a noise message with probability p (although not independently) for each 1 in
CS. O

Remark. Although both the matrix mechanism and RM? use a linear transformation, there are
some fundamental differences: (1) The matrix mechanism uses the transformation to reduce the
error while our goal is to reduce the message count in shuffle-DP. In fact, in our transformation,
the output distribution remains equivalent, which means that both the error and the privacy
guarantee do not change. (2) The transformation in the matrix mechanism need not be invertible,
while our transformation must be, in order to ensure the equivalence. (3) The matrix mechanism
only transforms the query matrix from W to A, while we transform the concatenated matrix
SC=[A diag(c)].

4.2 Findingcand T

To instantiate RM? for a given query strategy A, we need a way to find c in step (2) and T in step
(3), so that ||AS||; + p - ones(C®) is minimized. However, this is very complicated optimization
problem. In this section, we present a method for all DAG query strategies, observing that all the
known query strategies in the matrix mechanism fall into this category, or can be converted into.

We say that a query strategy A is a DAG query strategy, if there is a directed acyclic graph (DAG)
such that

(1) there is a one-to-one correspondence between the queries in A and the vertices in the DAG;
(2) A contains all the base queries, i.e., queries that query each single element of [B];
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Algorithm 1: Local Randomizer RRM?

Public Parameters: n, ¢, 5, T, S€
Input: v € [B] held by the user
Output: A multiset 7 of messages to send out
185« T-S%
2 ¢',8" « the privacy budget using either basic or advanced composition with k = || A]|;;

3 Compute the value of p in the binomial mechanism using ¢’, &', n;
// Construct the response vector.
u « [0]B+C;
uy < 1;
fori — B+1toB+Qdo
L u; « Ber(p) ;
// Generate the response messages.
8 T « g
9 fori — 1toQ do
10 L T « T w{(S% - u); number of i};

11 return 7

N G e

Algorithm 2: Analyzer AR

Public Parameters: n, ¢, 8, T, SC
Input: A multiset 7~ of all messages received
Output: Query results Y € N9

1 Compute p as in Algorithm 1;

2 fori— 1toQdo

3 L Zi « the frequency of i in T

// Reconstruct unbiased estimates of queries.
W Y —T1.Z,
5 fori < 1to Q do
6 | YV~ ()i np;

7 return Y

(3) for each non-base query p € A, its children form a disjoint union of p (the children of p are
all the nodes that p has an edge to in the DAG); and

(4) the DAG is bipartite, i.e., the vertices can be two-colored so that no adjacent vertices have
the same color, and all base queries have the same color.

An example of a DAG query strategy consisting of 8 queries on a domain of size B = 4 is shown
in Figure 2. Actually, condition (4) above is not necessary; we will show how to convert any query
strategy to a DAG query strategy in Section 4.2.1. In all the applications that we consider in Section
5, all the queries strategies induce a DAG that immediately fulfills all 4 conditions above.

Since p = O(1/n) is very small, it is more important to minimize || AS||;. Below we show, for any
given DAG query strategy A, how to find ¢ and T such that || AS||; = 1.
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Noise coefficients
’x1+x2+x3+x4‘ — +1

’x1+x2‘ ’x2+x3‘ ’x3+x4‘ — -1

SRS = S

Fig. 2. An example of 8 queries, its underlying DAG and the noise coefficients assignment.

h n I n

s¢ = 11 -1 Trans. SS = 11 1

Fig. 3. The RM? for the 8 queries (empty entries are 0)

(1) Assign ¢; = +1 to all base queries. Then assign —1 and +1 alternatively in a bottom-up fashion.
Condition (4) above ensures that this can always be done consistently. Please see Figure 2 for
an example.

(2) Generalizing Example 4.1, the idea is to eliminate all the non-base queries by performing
row operations on S¢ = [A diag(c)], in a top-down fashion. Specifically, for each non-base
query q;, if ¢; = +1, we subtract the rows of its children from it; if ¢; = —1, we flip it and add
the rows of its children to it.

The linear transformation matrix T and its inverse T~! are thus defined as follow:

C;i lf] =i
Tij=4-c; ifqjisachildofgq;;
0 otherwise
Ci lf] =i

(T™");; =41 ifq;isachildofg;.
0 otherwise

Example 4.2. Consider the 8 queries in Figure 2. The straw-man solution sends 4 + 8p messages
per user. The transformation is shown in Figure 3. After the transformation, the message count is
reduced to 1 + 16p. A

THEOREM 4.2. For any DAG query strategy A € {0,1}9%8, we can design ¢ € {-1,+1}9 and an
invertible T such that [AS CS] =T- [A diag(c)] is a 0-1 matrix. Furthermore, it is guaranteed

that || AS||; = 1 and ones(C5) is at most the total number of nodes (which is equal to Q) and edges in
the DAG.

Proor. We conclude the form of §° = [AS CS] after transformation. WLOG, we assume the
first B queries in A are base queries querying from 1 to B.

e If g; is a base query, no operation is performed, then (S8%);; = (SS),-,HB =1, thus (A%);; = 1
and (Cs)i,i =1.
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o If g; is a non base query, then after the transformation,

1 ifj=i
(Ss)i,j+B =41 ifgq;isachildofg;,

0 otherwise

thus (C%);; = 1, (CS);; = 1 for all children q;.
So || A%|l; = 1 and

ones(C%) = Z (CS)ii + Z (Cs)u

qi qjisa
child of q;

_Z(C )11+Z Z (CS)U

qi qjisa

child of ¢;
The first sum equals the number of nodes in the DAG (i.e., Q) and the second equals the number of
edges in the DAG. O

Remark. As will be seen in the applications in Section 5, the DAG in most cases are sparse, i.e.,
its number of edges is within a constant-factor Q. Thus, compared with the straw-man solution,
RM? reduces the number of real messages (which is the more significant part) by a factor of ||Al|;,
while increasing the number of noise messages by a constant factor.

4.2.1 DAG Query Strategy Conversion. Given a query strategy A, there is a general method to
convert it to a DAG query strategy with a constant increase in terms of error and communication.

First, identify all base queries and add the missing ones into A, denoted as A. A thus satisfies
condition (2) and ||A||; < ||A||; + 1. Since base queries are all present, every non-base query
p € A can at least be represented as the disjoint union of base queries. One can also optimize the
representation by finding an exact cover with minimum cardinality.

Then we make it “bipartite”. For each query p, we answer it twice: p* and p~. The representation
of p* contains all g~’s where q is in the representation of p, and the representation of p~ is simply
p*. The corresponding DAG of the new query strategy A’ « {p*, p~ | p € A} is obviously bipartite
(i.e., all p*’s have one color and all p~’s have the other color). Since [|A’||; < 2||A|l; < 2(]|A[];+1),
the privacy budget allocated to each query in A’ is roughly halved compared to the original privacy
budget of each query in A. This reduction in privacy budget leads to a proportional increase in the
error by a factor of 2, but maintains the same asymptotic bound.

5 Applications

In this section, we show how RM? can be applied to a variety of workloads.

5.1 One-dimensional Range Queries

For 1D range queries, the hierarchical query strategy [28] (also known as the range tree [7]) consists
of the 2B — 1 queries shown in Figure 4 (assuming that B is a power of 2). Any range query can be
answered by adding up O(log B) of these queries. It is already a bipartite DAG strategy (actually, a
tree) with O(B) nodes and edges, so we can apply RM? directly. Figure 5 shows the transformation
for B=4.
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I4 I4 I4 I4

Fig. 5. The RM? for 1D range queries of B = 4 (empty entries are 0)

Meanwhile, the query strategy has ||A||; = log B + 1, so we use basic composition to divide the
2
privacy budget. This results in p = O (M

&2n

). Therefore, the performance of RM? can be
summarized as follows.

COROLLARY 5.1. Foranye > 0,0 < & < 1, and n, B € N, RM? satisfies (e, 0)-shuffle-DP. It answers
1.5 2
all 1D range queries with maximum error O (logTB1 /log Blog %) and sends 1+ O (w : é)

n
messages per user in expectation.

In Table 2, we compare RM? with the previous DP mechanisms for 1D range queries.

Mechanism Error #Messages/user
. log® B 1
Matrix O|—=—,/log 5 central-DP
LWY [33] o(%B log Blog g) 1+o(l°g<€# : g)

GGKPV [23] || O (10{.23 /10g %) i o (logZBh;;g(l/sa))
Straw-man 0 (Iong llog %) log B+ 1+ O(log(l/iz) log’ B _ %)

RM? 0 (—“’ng log l) 1+0 (—1°g“/5/> log’B E)

&2 n

25
"The bound given in [23] is O (w) which is not tight.

Table 2. Comparisons of different DP mechanisms for the one-dimensional range queries

Remark. By default, the hierarchical strategy uses a binary tree. Past research [35] found that

using a b-ary tree for some b > 2 can improve the performance. RM? can be easily applied to trees
with different branching factors.
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5.2 1D Range Queries in Large Domains

When the domain size B < o(n), RM? is a (1 + 0(1))-message shuffle-DP protocol. However, for a
large B, e.g., the domain of all IP addresses, it incurs a prohibitive cost, and so does the straw-man
solution. We observe that for the identity query strategy A = I, which only consists of the B
base queries, computing Ax = x degenerates into the frequency estimation (FE) problem. For the
FE problem over a large domain, there is a (1 + 0(1))-message shuffle-DP protocol [33] that can
estimate all the base queries with error O(1). However, as the identity query strategy is not a good
strategy for range queries, directly using this FE protocol leads to errors as large as O(VB) (see
Table 1).

In this subsection, we design a two-round shuffle-DP protocol that works with the hierarchical
query strategy over a large domain. In the first round, our protocol reduces the domain size, as
well as the number of queries in the query strategy, to less than n, while preserving all the range
counts with at most O(1) error. Then we apply RM? in the second round on this reduced domain.
For simplicity we will assume that log n = ©(log B) = ©(log(1/d)) and ¢ is a constant when stating
the bounds in this subsection.

5.2.1 Domain Reduction. We say that a range is heavy if it contains at least ¢ elements, otherwise
light, for some parameter ¢ to be determined later. The goal of domain reduction is to choose a
small number of disjoint range queries in the hierarchical strategy, called the atomic ranges, such
that their union is [B]. Meanwhile, we will ensure that each atomic range is either a base query or
a light range. Suppose we have a way to decide if any range in the hierarchical query strategy is
heavy or light. Then the domain reduction can be done in a top-down manner, as illustrated in the
following example:

Example 5.1. Assume an initial domain of [1, 32]. The whole range [1,32] must be heavy. Then
we check if its two children [1, 16] and [17, 32] are heavy, and recursively explore them if they are.
As an example, suppose all the heavy ranges are shown in Figure 6. Note that they must form a
connected subtree, since if a range is heavy, so must be its parent. Then we pick all the heavy base
ranges, as well as every light range that has a heavy parent. In this example, this results in the
b = 9 atomic ranges shown in the figure. A

Domain reduction from B=32to b = 9.

T = ‘ 1 ‘ 2 ‘ (3.4] ‘ [5,8] ‘ [9,16] ‘ [17,20] ‘ [21, 22] ‘ [23, 24] ‘ [25, 32] ‘

Fig. 6. An example of domain reduction

We realize that the shuffle-DP protocol for heavy hitter detection [33] can almost serve our
purpose:
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B R (3.4] x [1,4]

/'/ [3,4] x [1,2] [13.41x [3.4]]
Partlal detalls of DAG \

B4l x [L1]] [[3.4]x[22]] [13.41x [3.31] [[3.4] x [4.4]

[1.2]
NI

[1.1]

Fig. 7. First-level tree (left); part of second-level tree (right) and noise coefficients assignment (+1in red / -1
in blue) for 2D range queries of B = 4.

LEMMA 5.1 ([33]). Take any ¢ = Q(log®n). There is an (¢, 8)-shuffle DP protocol that returns
O(nlogn/$) ranges in the hierarchical strategy, which includes all the heavy ranges with high
probability. The protocol sends O(log? n/¢) messages in expectation per user.

Note that this protocol may contain some false positives, i.e., light ranges reported as heavy,
which means that the heavy subtree we find may be larger than it should be. However, this is not
a problem for our domain reduction, as it still satisfies the condition that the atomic ranges are
either light or base queries. Moreover, this protocol only returns O(nlogn/¢) potentially heavy
ranges, which means that the reduced domain consists of at most b = O(nlogn/¢$) atomic ranges.

5.2.2  Running RM? in the Reduced Domain. Next, we run RM? in the reduced domain, i.e., all
elements in an atomic range will be considered as the same element. Given a range query in the
original domain [B], we approximate it by a range over the atomic ranges, where the approxima-
tion error is due to the original range query not aligning perfectly with the atomic ranges. The
approximation error is at most 2¢, since the atomic ranges are either light or base queries (which
must align with the query range).

Finally, we allocate half of the privacy budget to each round. The following corollary summarizes
the performance guarantees of our range query shuffle-DP protocol over a large domain.

COROLLARY 5.2. Take any ¢ = Q(log®® n). Our range query protocol satisfies (¢, §)-shuffle-DP. It
sends O(log? n/¢) messages in expectation per user in the first round, and 1 + O(log* n/¢) messages
in the second round. The maximum error for all range queries is O(¢).

Proor. The message counts follow from Lemma 5.1 and Corollary 5.1 by plugging in b =
O(nlogn/¢). The error is 2¢ plus the error in Corollary 5.1. Since, ¢ = Q(log®® n), the latter is
dominated by O(¢). O

Remark 1. The parameter ¢ can be used to control the error-message trade-off. In particular,
by taking ¢ = log® n, we obtain an (1 + 0(1))-message protocol still with a polylogarithmic error
(although this can be too large in practice).

Remark 2. More precisely, the communication cost in the second round is actually 1+ O(log’ n -
b/n) where b is O(nlogn/@) in the worst case. On a skewed dataset, however, b could be much
smaller than this worst-case upper bound, as shown in the experiments.

5.3 Multi-dimensional Range Queries

A simple way to support d-dimensional range queries, i.e., ranges in the form of [Iy, r1] X [Io, r2] X
x [lg,74], is to use the quad-tree (and its natural extension to higher dimensions). RM? supports
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the quad-tree query strategy in the same way as 1D range trees, as it is just a 2d—ary tree. In this
subsection, we show how RM? can be applied on the d-dimensional range tree [7], whose query
strategy actually induces a DAG. Furthermore, it has a better error guarantee than the quad-tree.

Assume the domain is [B]¢. The d-dimensional range tree [7] partitions the domain using d levels
of range trees. We illustrate how this works in 2D; extension to higher dimensions is straightforward.
The first level uses a binary range tree on the first dimension as shown on the left of Figure 7. Each
node in this first-level tree is then turned into a second-level tree, which is another binary range
tree built on the second dimension (Figure 7 shows how this is done on 3 first-level nodes). Each
node in the second-level tree thus defines a range in this query strategy A, by combining the two
ranges in the two dimensions.

This query strategy induces the following DAG: For a query [}, 71] X [z, r2] X+ - - X [lg, 4], let j be
the last index such that [; # r;. If j does not exist, it is a base query. Otherwise, we define its children
in the DAG as [11, r1] X -+ X [1j, 222 ] 5+ x [Ig, ra] and [l ry] X - X [ 41,7, X+ - X [Lg, ral.
We can show that this DAG is bipartite. More precisely, we assign noise coefficients:

Cllyr X[y 1 x[lgrg] < (=12 B,

To see that this always assigns opposite signs to adjacent nodes in the DAG, observe that for any

non-base query q, its children differ with it only in coordinate j and by a factor of 2. This DAG has
O(B?%) nodes and edges.

COROLLARY 5.3. Foranye > 0,0 < § < 1, and constantd, RM? is an (&, 5) -shuffle-DP d-dimensional

log(1/8)1og?* B pd
o)log 2.

range counting protocol that sends 1 + O ( r 7) messages per user in expectation. The

. . log!? B 1
maximum error is O (T* [log Blog 5).

Proor. For a given range, each dimension is covered by O(log B) nodes in the tree of the i-th-
level. And there are d dimensions, thus k = O(log? B) total counters in the tree to cover the range.
The ¢ sensitivity is h = O(logd B). Similar to 1D error analysis, the error guarantee (i.e., the sum of
k Binomial noises with sensitivity k) is

2k log(2h/8)h? log'%¢ B
2\/3 In(2B%/B) - > og(z /9) = O( o8 logBlog% .
& &

Note that on this query strategy, the straw-man solution sends (1 + log B)? + ON(%) messages
per user.
See Table 3 for detailed comparisons.

]

5.4 Data Cubes

Let R(Ty, T, - - - , T;,) be a fact table with m attributes T;, 1 < i < m. The domain of T; is denoted as
Dom(T;), and the entire domain is thus Dom(T;) X Dom(T3) X - - - X Dom(T},). Each user holds a tuple
r € R; we use r; to denote the value of r on attribute T;. The queries in the data cube workload are
commonly referred to as cells. A cell is specified by (a1, az, - - - , an), where a; € Dom(T;) U {x}. A
cell collects the tuples that match the given attributes, i.e.,

Cell(ay, a2, ,am)={reR|ri=a;Va;=%1<i<m}.

A cell is k-dimensional if exactly k of the a;’s are not *. These cells are organized into cuboids, where
a k-dim cuboid is specified by k attributes [C] = {T;,, T;,, - - - , T;, }. It consists of all the k-dim cells
where these attributes are not *. Note that the cells in any cuboid are disjoint and they cover the
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Mechanism Error #Messages/user
. log!%¢ B 1
Matrix @) (T y/log Blog 3) central-DP
VBd 5 (B¢

1.5d .
GaKPY (23] || 0 2 fiog Blog ¢ o (f—j)

.5d .
Straw-man || O $1 [log Blog % (logB+1)? + O(%)

log"* B ~ [ pd
RM2 | O (OT,/logBlog %) 1+0(2)

Table 3. Comparisons of different DP mechanisms for the multi-dimensional range queries

[{ay]  [1B}]  [1cy] {A) {cy
Cuboids
selection
[an] [ua] [Bo
{A,B,C}
{A,B,C} {A, B, *} {A, *, =}
(ar,bic) | (arbi,co) | (ar,bi,cs) | (@ ben)] (a1 b9 |
[
il B - (@, %)
(a1, bz, c1) ‘ ‘ (a1, b, cz) ‘ ‘ (a1, ba, c3) ‘ ‘ (a1, ba,cq) ‘ (ar, ba, *) 7
(az, by, c1) ‘ ‘ (az, by, c2) ‘ ‘ (ag, by, c3) ‘ ‘ (ay, by, cq) ‘kA (a2, b1, %) |
T
(/\ - (az, % %)
| (as, by, c1) ‘ ‘ (az, by, c2) ‘ ‘ (az, by, c3) ‘ ‘ (az, by, cq) ‘ (az, by, *) 7
‘ (as, by, c1) ‘ ‘ (as, by, cz) ‘ ‘ (as, by, c3) ‘ ‘ (as, by, cq) ‘kA (as, by, *) S
‘ il B (as, *, %)
(as, bz, c1) ‘ 4 (as, b, cz) ‘ (as, ba, c3) ‘ (as, ba, cq) ‘ (as, by, *) ]
[

)
ih 4 4
| | |
(o)

Fig. 8. An example of DP data cube mechanism that finds query strategies (top); the bipartite DAG and noise
coefficients assignment (bottom; +1in red / -1 in blue).

entire domain. There are (',Z') k-dim cuboids. These cuboids form a lattice structure, as shown in

Figure 8. In particular, the 0-dim cuboid consists of one cell that covers the entire domain, and the
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m-dim cuboid consists of all the base queries. The k-way marginals are a special case of data cube
queries, where each Dom(T;) = {0, 1}, and they only query the cells in those cuboids whose dim is
no more than k.

For a data cube workload, [17] has designed a query strategy A with a near-optimal error. Their
query strategy chooses a subset of the cuboids, and takes all the cells in these cuboids into A. The
m-dim cuboid is always chosen, so all base cells are in A. Note that since the cells in each cuboid
completely cover the domain, ||A]|; equals the number of chosen cuboids.

To apply RM?, we need to construct a DAG corresponding to A. We proceed in two steps. We
first construct an inverse tree over the chosen cuboids. It is an inverse tree in the sense that every
node has at most one child but possibly multiple parents, while the only node with no child is
the m-dimensional cuboid. For each chosen cuboid [C] (except the m-dimensional cuboid), we
set its (only) child to be cuboid [C’], such that [C’] is a descendent of [C] in the lattice, and each
cell in [C] can be decomposed into the minimum number of cells in [C’]. Please see the middle
figure in Figure 8 as an example, where the colored cuboids are the chosen ones and the solid
lines indicate the inverse tree. For example, for the cuboid {A}, {A, B} is always a better choice
than {A, B, C} as its child. If {A, C} were also chosen, then we would pick it as the child of {A} if
|Dom(C)| < |Dom(B)|, and {A, B} otherwise.

In the second step, we convert the inverse tree into a DAG. We first expand each chosen cuboid
into the collection of cells it represents. Then between each parent-child cuboids in the inverse
tree, we add edges to the DAG such that each cell is equal to the union of its children. Part
of this DAG is shown in Figure 8, where we assume Dom(A) = {a1, az, as}, Dom(B) = {by, by},
Dom(C) = {cy, ¢2, ¢3,cq}. For example, the cell (ay, *, *) in the cuboid (A, %, *) has two children
(a1, by, %) and (ay, bs, *) in the cuboid (A, B, *).

We argue that this DAG must be bipartite. First, the inverse tree on the chosen cuboids is bipartite:
We can color the bottom node red, and then alternatively color the rest of the nodes. Then the DAG
can inherit the colors, which would not create any conflicts, since we only add edges in the DAG
between cells in adjacent cuboids in the inverse tree.

By Theorem 4.1 and 4.2, RM? preserves the error of the query strategy for the data cube workload
[17]. The number of real messages per user is reduced from ||Al|; to 1. The number of noise
messages increases from pQ to p(Q + E), where Q denotes the number of cells in the query strategy
and E the number of edges in the DAG. This is why we construct the inverse tree in a way that
minimizes E. As verified by our experiments, E is not much larger than Q, and the increase in the
noise messages is insignificant compared with the reduction in real messages.

6 Experiments

In this section, we compare our protocol RM? with some baseline protocols on four different
counting query workloads, using both real and synthetic data. We also include the error of vector
form Gaussian mechanism under central-DP for comparison. The codes and data are available at
https://github.com/hkustDB/RM2.

All experiments are conducted on a Linux server with an Intel Xeon CPU @ 2.20GHz and 256
GB memory. We use the following metrics for the counting queries in each workload: (1) the 95%-
percentile of the (additive) errors of all queries, and (2) the average number of messages sent per
user. For each workload, we repeat the experiment 30 times and report the average after removing
the 10% largest and 10% smallest values.

6.1 1D Range Queries in Small Domains

In the small domain setting, we used three synthetic datasets of size n with different distributions
over domain [B]:
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o Zipfian distribution (Zipf.): f(x) oc x™* with @ = 1.5;
e Gaussian distribution (Gaus.): u = B/3, 0 = 20;
e Uniform distribution (Unif.).
We also evaluated two real datasets, using their date attribute:

e AOL-user-ct-collection (AOL) [34]: a collection of real-world website accesses with userID
and clicking time;

o Netflix-Prize (Netf.) [1]: contains a set of rating scores with rating time given by users to
movies.

We tried different ¢, n and B and the results are shown in Table 4, 5 and 6 respectively. The
experiments show that RM? is the only protocol that achieves “almost-a-single-message” communi-
cation; the other protocols require at least log B messages. The message count in RM? minus 1 is
equal to the number of noise messages sent per user, which is proportional to O( %) This becomes
negligible when ¢ or n increases, or B decreases. On the other hand, the straw-man solution sends
Q(log B) messages regardless of the other parameters. For GGKPV [23], we can only calculate its
message number—this protocol could not finish in 1 day.

In terms of the error, the straw-man solution and RM? are similar, which is as expected since they
have been shown to have the same output distribution. Both of them have errors 5~6 times larger
than that of the central-DP Gaussian mechanism, due to (1) the constant-factor difference between
the Gaussian distribution and the binomial distribution; (2) and the optimality of the vector form
of Gaussian mechanism. As with prior work [35], we also observe that choosing a query strategy
using a b-ary tree for b > 2 lead to better errors and communication costs.

Finally, we see that RM? is a data-independent protocol: It performs consistently across different
datasets under different distributions, in both error and communication cost.

Synthetic data (n = 107, B = 1024, § = 1071%)

#Messages per user 95% Error
Datasets All Umf Gaus lef
€ | 4 | 8 2| | 8
Gaussian || - || 6431 | 31.30 \15.46 || 62.72 \ 31.81 \15.61 || 62.58 \ 31.14 | 1556

GGKPV || 31372 | 7695 | 1893 || - I - [ j
Straw-man || 10.65 | 10.16 | 10.04 || 312.82 | 162.25 | 85.24 || 309.53 | 159.11 | 82.47 || 313.41 | 159.46 | 81.28

RM? (b=2) || 230 | 133 | 1.09 || 306.24 | 158.86 | 80.87 || 316.99 | 156.78 | 84.65 || 309.21 | 163.41 | 83.44

RM? (b=4) || 1.23 | 1.05 | 1.02 || 20221 | 98.64 | 5854 || 196.10 | 99.38 | 56.84 || 196.38 | 98.08 | 57.92

Real data
Datasets AOL (n = 1230096, B = 720, § = n™2) Netf. (n = 99553886, B = 1798, § = n™2)
#Messages per user 95% Error #Messages per user 95% Error
€ | 4| H | | H | 4 | 8
Gaussian || - || 5530 | 27.49 \1422 I || 7245 | 36.84 | 18.10
GGKPV || 27600 | 6752 | 1657 || - || 43067 | 10587 | 2608 || -

Straw-man || 14.59 | 11.18 | 10.32 || 278.54 | 142.13 | 74.47 || 11.19 | 11.04 | 11.01 || 414.98 | 199.75 | 100.93

RM? (b=2) || 747 | 2.66 | 145 || 281.94 | 141.18 | 75.04 || 1.34 | 1.08 | 1.02 || 400.38 | 201.01 | 101.08

RM? (b=4) | 208 | 1.29 | 1.09 || 173.71 | 8556 | 5342 || 1.06 | 1.02 | 1.01 || 259.08 | 131.76 | 75.03

Table 4. Comparisons among small domain 1D range counting protocols varying privacy parameter ¢
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#Messages per user 95% Error
Datasets All Unif. Gaus. Zipf.
n 106 | 107 | 10 || 10° | 107 | 10° 10 | 10" | 10® 100 | 10" | 108
Gaussian || - || 2897 | 31.30 | 3276 || 29.22 | 31.81 | 33.82 || 29.01 | 31.14 | 33.27

GGKPV || 6659 | 7695 | 8731 || - | - |
Straw-man || 11.43 | 10.16 | 10.02 || 144.57 | 162.25 | 176.07 || 152.25 | 159.11 | 178.85 || 147.67 | 159.46 | 174.14

RM?Z || 3.86 | 1.33 | 1.04 || 143.57 | 158.86 | 173.65 || 147.81 | 156.78 | 175.49 || 147.05 | 163.41 | 179.36

Table 5. Comparisons among small domain 1D range counting protocols varying number of users n (B = 1024,
e=4,8=n"2)

#Messages per user 95% Error
Datasets All Unif. Gaus. Zipf.
B 512 | 1024 | 2048 512 | 1024 | 2048 512 | 1024 | 2048 512 | 1024 | 2048
Gaussian || - || 28.02 | 31.30 | 3534 || 27.95 | 31.81 | 3559 || 27.99 | 31.14 | 3531

GGKPV || 6215 | 7695 | 9335 || - I - |
Straw-man || 9.06 | 10.16 | 11.40 || 133.43 | 162.25 | 184.31 || 133.51 | 159.11 | 185.92 || 134.02 | 159.46 | 180.96

RM? || 1.13 | 1.33 | 1.80 || 13456 | 158.86 | 183.83 || 130.92 | 156.78 | 185.32 || 133.11 | 163.41 | 186.35

Table 6. Comparisons among small domain 1D range counting protocols varying domain size B (n = 107,
£=4,6=10"1%

1016 | J
1004 ] i
1082 | J

10 - M M b
1008 | J
1096 |- J
1004 | i

100.2, |
| B 0 e

10° 1 1 1 1 1
Unif. Unif. Unif. AOL Netf.

n=10° n=10’ n=10% n =~ 10° n=~ 108

B =1024 B =1024 B =1024 B =720 B =1798

‘ loGGKPV I 0Straw-man 1 IRM? (b = 2) BARM? (b = 4) ‘

Fig. 9. Comparisons of average #messages/user among different datasets (¢ = 4,8 = n™?2)
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#Messages per user 95% Error Datasets || Unif. | Zipf. | SZipf. | IPNet.

Datasets H Unif. | Zipf. | SZipf. | TPNet. H Unif. | Zipf. | SZipf. | IPNet.

#Msgs/user in DR || 1.72 | 197
Gaussian | - | 4781 | 4779 | 4755 | 511 #Msgs/user inRM? || 433 | 114 | 224 | 442
GGKPV || 11921 | 13710 || - Reduced domain b || 11300 | 950 | 4856 | 14390
Straw-man || 32.13 | 34.54 | 1053.39 | 1053.74 | 105459 | 1129.67 Domain reduction error || 1126 | 0 | 1136 | 940
DR+RM? || 6.05 | 2.86 | 3.96 | 639 | 115414 | 33.67 | 1146.46 | 95239 Estimation error || 178.70 | 35.18 | 153.51 | 183.86

Table 7. Comparisons among large domain 1D range counting protocols and the details of our protocol
(e=10,6=n"2)

2D range queries data cube queries
Datasets (n=10% B =32) Unif. (n = 107, X = [8,8,4,4]) Census (n ~ 2.5 % 10%, X = [10,7,4,3])
#Messages / user 95% Error #Messages / user 95% Error #Messages / user 95% Error
B 2 | 4 | 8 2 | 4 | 8 2| 4| 8 2 | 4 | 8 2| 4| 8 2 | 4 | 8
Gaussian || - || 179.73 | 91.53 | 45.02 || - || 2675 | 13.48 | 6.88 || - || 24.86 | 12.48 | 6.20
GGKPV || 475131 | 116789 | 28719 || - I Not supported
Straw-man || 38.11 | 3652 | 36.13 || 1563.54 | 788.20 | 394.83 || 4.06 | 4.02 | 4.01 || 73.55 | 39.26 | 24.18 || 4.20 | 4.05 | 4.02 || 68.49 | 36.85 | 2233
RM? || 625 | 231 | 1.32 || 1572.62 | 790.79 | 387.83 || 1.17 | 1.05 | 1.01 || 74.11 | 39.53 | 24.53 || 1.54 | 1.15 | 1.05 || 69.89 | 36.84 | 22.74

Table 8. Comparisons among data cube releasing protocols varying privacy parameter & (§ = n~%)

6.2 1D Range Queries in Large Domains

In the large domain, our protocol contains two sub-protocols: domain reduction protocol (DR),
where we set the truncation threshold ¢ = 6000, and 1D range counting protocol (RM?). We set their
privacy budgets to &; = 4 and ¢, = 6 respectively. Straw-man consists of (1 + log B) FE protocols
[33] which sends 1 + 0(1) messages per user and gets O(log® n) error in each level. We evaluated
three synthetic dataset and one real dataset:

e Unif.: n = 10’ numbers sampled from B = 2*° uniformly;

e Zipf.: n = 10’ numbers sampled from B = 23° following Zipfian distribution with & = 1.5,
which is a skewed dataset;

o Shuffled Zipfian (SZipf.): apply a bijection mapping on the Zipf. dataset, which is a sparse
dataset;

o IP-Network-Traffic-Flows (IPNet.) [38]: a collection of IP flows generated by network devices,
including source and destination IP addresses. We collect all IP addresses and gets n =
12564270, B = 232, This is also a sparse dataset.

The experimental results are shown in Table 7. The theoretical protocol GGKPV takes more than
10000 messages per user and the straw-man solution takes roughly log B messages. Our protocol
reduces the messages to no more than 7 in total, where DR is data-independent and RM? relies on
the reduced domain size b. The reduced domain size is roughly nlog B/¢ for uniform and sparse
datasets, but is much smaller for a skewed dataset.

Since straw-man chooses a 1 + 0(1) protocol in each level, resulting in a w (1) error gap with
the optimal central-DP, its error is roughly 22 times as large as Gaussian mechanism. The error
of our protocol consists of two parts: domain reduction, which has error O(¢), and that of RM?,
which is roughly 3 times as that of the Gaussian mechanism. In Table 7 we show them separately.
We see that most of the error comes from the domain reduction, which is necessary to reduce the
communication cost.
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6.3 2D Range Queries and Data Cube Queries

We also evaluate 2D range queries and data cube queries in Table 8. In 2D range queries, we try
a uniformly generated synthetic dataset of size n = 10® and input domain X = [32]? In data
cube queries, we use a uniformly generated synthetic dataset of size n = 107 and input domain
X =[8,8,4,4]. We also try a real U.S. Census dataset [13] (Census). It contain n = 2458285 records
with 4 categorical dimensions: Class of Worker (domain size 10), Place of Birth (7), School Enrollment
(4) and Years of Military Service (3), X = [10,7,4, 3].

The results in 2D range queries and data cube queries are similar to the 1D small domain range
queries: Our protocol improves the communication costs such that each user only sends 1+ 0(1)
messages for all queries, while other protocols necessitate sending at least (1 + log B)? messages
in 2D range queries and ||Al||; messages in data cube queries. Our error is the same as that in
straw-man solution and 3~9 times as large as the Gaussian mechanism’s error, which matches our
expectation.

7 Conclusions

In this paper, we studied the problem of answering counting queries accurately and efficiently in
the shuffle-DP model. We have designed RM? to reduce the communication cost while preserving
the accuracy of the mechanism, and have demonstrated its versatility through a number of common
query workload

There are some interesting open questions for future research:

(1) IsRM? applicable to other mechanisms in shuffle-DP, such as the (discrete) Laplace mechanism
[24, 25] which has a better accuracy in the bit counting problem?

(2) For large domain 1D range queries, our two-round protocol is not ideal. Improving to a
one-round protocol in constant or 1+ o(1) messages and O(1) error could be interesting.

(3) Currently RM? only supports 0-1 entries in the query strategy. Supporting both positive and
negative entries would make it more widely applicable.
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