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Audit logs serve as a fundamental data source for system security. However, extracting high-value threat
information from massive log data poses significant data management challenges: traditional unsupervised
models produce high false positive rates due to their inherent assumption of equating statistical anomalies
with malicious activities; Emerging Large Language Model (LLM) based solutions, despite their powerful
semantic understanding capabilities, are constrained by high computational costs and context window lengths,
making it difficult to detect attacks within massive logs. Furthermore, the outputs of existing methods differ
significantly from the practical attack reports required by security analysts.

To overcome these limitations, this paper proposes ANTEATER, an innovative end-to-end attack investiga-
tion framework based on raw logs that features a cascading "filter-then-scrutinize" architecture. The "Filter"
stage is a lightweight, flow-based anomaly detection model that efficiently filters massive logs and reduces
the data scale for investigation. Subsequently, the "Scrutinize" stage is an attack investigation model with a
three-agent LLM collaboration. It operates on a provenance graph constructed from the filtered anomalous
logs. The agents collaboratively and autonomously explore and reconstruct the attack subgraph, then generate
a structured natural-language report. ANTEATER not only effectively mitigates the LLM bottleneck from cost
and context window, enabling it to tackle long-term, stealthy attacks, but also bridges the critical gap between
raw data detection and the generation of readable attack reports.
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1 Introduction
System logs serve as a fundamental data asset in modern large-scale software infrastructures. Given
the rich runtime information they record, automated log analysis techniques, particularly anomaly
detection, have become a significant research area in data management [35, 47]. Beyond this, attack
investigation represents a more challenging task, as it requires systems to comprehend the deep
semantics of log data rather than simply detecting anomalies. It must trace causal dependencies
across massive, fragmented records and reveal malicious behaviors hidden among normal system
operations [3, 43]. This imposes demanding requirements on both the throughput capacity and the
reasoning capability of the data processing pipeline.

When processing evolving patterns shifts and unknown threats in massive log data, supervised
learning methods that rely on prior labels have proven inadequate [45, 68]. Consequently, research
trends have shifted toward unsupervised anomaly detection frameworks that aim to detect unknown
threats by learning the distribution of benign system behaviors [34]. Existing work typically adopts
two data representation forms: one directly processes log text sequences and detects outliers
through feature encoding [15, 18, 32, 78]; the other transforms logs into structured provenance
graphs and captures causal dependencies among entities through topological analysis [36, 53, 72].
However, both traditional approaches face a common bottleneck in handling unstructured data:
statistical anomalies do not equate to semantic malice. Whether based on sequence statistics or
graph topology, these methods can only reflect deviations in data distribution and lack a deep
semantic understanding of log content, resulting in persistently high false positive rates [48, 49].

To address the semantic limitations of traditional methods, recent research has begun exploring
the integration of LLMs [31, 46, 63]. With their powerful pre-trained knowledge and reasoning
capabilities, LLMs are regarded as ideal tools for bridging the semantic gap and interpreting
complex log intentions [58, 59]. However, directly integrating LLMs into high-throughput log
analysis pipelines presents significant challenges: their high inference costs and limited context
windows result in prohibitive computational overhead and latency bottlenecks, making real-world
applications for processing massive raw log streams highly impractical.
Limitations. Existing research presents three key limitations:
L1: Ineffectiveness in utilizing LLMs.Although LLMs can be applied to log anomaly detection without
additional training, directly using them for detection faces dual constraints in both capability and
efficiency. First, cyberattack behaviors are often scattered across massive volumes of normal logs
spanning extended time windows [19, 57, 70]. To detect such attacks, the model must process and
comprehend an extremely long log sequence within a single context window, which exceeds the
capability boundaries of current LLMs. Second, directly inputting large volumes of raw logs into
LLMs for analysis also entails prohibitive time overhead and token costs, which are unsustainable
in real-world deployment.
L2: Difficulty in distinguishing malicious behavior from anomalies. Anomalous behavior merely
represents statistical deviations from the system’s normal baseline, whereas malicious behavior
refers to attack activities intended to compromise the system. Because of the lack of deep semantic
understanding of unstructured log content, traditional methods rely on a fragile assumption: that
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statistical rarity equates to behavioral malice. However, recent studies on alert measurement have
shown that up to 76% of statistical anomalies in real-world environments are benign triggers
with no malicious intent [73]. This deficiency in semantic understanding capability leads existing
systems to generate numerous false positives in complex detection scenarios, failing to achieve
high-precision threat discovery.
L3: Gap between detection results and attack investigation. Existing methods suffer from a severe
usability gap in their outputs. Although many approaches claim to achieve attack investigation,
their outputs are often tens of thousands of fragmented logs that are neither independent nor free
of substantial noise, or provenance graphs that have undergone aggressive simplification (e.g., node
merging, graph partitioning). However, such simplification inevitably loses critical behavioral and
temporal information, making it impossible to reconstruct the attack process on the distorted graph
directly, even when anomalous nodes are detected. If one attempts to trace back to the original
logs using these coarse-grained nodes, the one-to-many mapping between nodes and log entries
dramatically amplifies false positives, rendering the results equally unusable. Empirical data shows
that analysts face massive volumes of alerts daily, of which only approximately 0.01% are related to
actual attacks [73]. This fragmented, unintegrated output format fails to bridge the gap between
detection results and readable reports.
To address the aforementioned limitations, this paper proposes ANTEATER, an end-to-end

attack investigation framework based on the "Filter-then-Scrutinize" design philosophy. The core
idea behind this architecture is to decouple the attack investigation task and match the optimal
processing paradigm according to the requirements and data characteristics of different stages.
Specifically, the front-end anomaly detection module ("Filter") employs a streaming generative
model-based detector to perform rapid and efficient preliminary filtering of log texts, thereby
circumventing the computational costs and context bottlenecks associated with directly applying
LLMs (addressing L1). The backend is designed as a tri-agent collaborative attack investigation
module ("Scrutinize"), which leverages LLMs to conduct in-depth causal inference and semantic
scrutiny on the provenance graph constructed from the filtered logs. By introducing graph structural
constraints andmulti-agent collaboration, thismodule can precisely distinguish statistical deviations
from genuine malicious intent (addressing L2). The attack chain provenance graph constructed
during this process of confirming attack intent, along with the natural language report generated
from this graph, serves as a direct output that successfully bridge the gap between raw detection
data and readable security results (addressing L3).

We conducted extensive experiments on six datasets. The results demonstrate that ANTEATER
can reconstruct attack processes from raw log data and generate readable reports. Specifically,
its anomaly detection module achieves an average TPR of 99.8% and FPR of 7.66% across 16
subsets, outperforming existing state-of-the-art (SOTA) methods. Benefiting from a hierarchical
architecture, ANTEATER reduces the scale of provenance graphs requiring manual inspection by
92.8%. Compared with directly using LLMs for investigation, token overhead is reduced by 600×,
and request interactions are reduced by 40×. Finally, the experiments validate the architecture’s
scalability and the system’s robustness against suboptimal training data and evasion attacks.
Contribution.We summarize our contributions as follows:
• New paradigm: An end-to-end detection paradigm for attack investigation. To address the limitations
of existing unsupervised methods conflating statistical anomalies with malicious behaviors (L2) and
the disconnect between output results and expert requirements (L3), we propose a new paradigm
for attack investigation: not only detecting anomalies but also distinguishing malicious intent and
generating readable reports. This paradigm bridges the gap between raw log detection and attack
investigation requirements.
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• Novel architecture: A cascaded framework based on "Filter-then-Scrutinize." To mitigate the com-
putational costs and context bottlenecks (L1) faced when directly applying LLMs to massive logs,
we designed the ANTEATER architecture. By synergizing efficient filtering from a lightweight
front-end model with deep reasoning from a backend LLM, this architecture constitutes the first
end-to-end log analysis framework that balances large-scale data-processing efficiency with deep
semantic understanding.
• New techniques: Task-oriented efficient detection and reasoning models. We designed two key
techniques to support this architecture: 1) An unsupervised detection model combining BERT
with a flow-based generative model, achieving efficient log filtering without pre-training; 2) A
multi-agent collaborative attack investigation engine that, through the division of labor among
exploration, reconstruction, and management agents, overcomes the challenge of long-range causal
reasoning on provenance graphs and achieves automated attack event reconstruction.

2 Preliminary and Related Work
2.1 Anomaly Detection and Attack Investigation
Log data has become essential in modern computing infrastructure, and extracting high-value
information from massive volumes of logs has drawn significant attention from both data manage-
ment [10, 35, 42, 47] and cybersecurity communities [4, 39, 60, 74]. Among various analytical tasks,
anomaly detection represents a key technique [28] and aims to identify events that deviate from
the system’s benign baseline [41]. However, these anomalous events comprise not only malicious
attacks but also system failures or rare benign operations. Furthermore, attack investigation [20]
focuses on the in-depth analysis of these suspicious events to reconstruct the complete attack
path [21, 76], clarify its intent and impact, ultimately producing attack reports [5, 26]. Based on
anomaly detection, attack investigation [8, 27, 33, 68] represents a more advanced and challenging
requirement for security analysis.

2.2 Log Text and Provenance Graph
Logs serve as the fundamental data carrier for system operational states and user activity trails,
primarily generated by operating systems and applications, providing core evidence for attack
forensics [18]. Specifically, raw audit logs contain not only timestamps as temporal information
but also detailed records of subject entities (e.g., process IDs), object entities (e.g., file paths and
IP addresses), and specific operation primitives. To enable cross-domain attack investigation, the
heterogeneity of multi-source logs in data schemas must be eliminated [40]. Therefore, we adopt
the provenance graph as a unified canonical data model [14]. Formally, we model the provenance
graph as a directed graph 𝐺 = (𝑉 , 𝐸). In this structure, the node set 𝑉 corresponds to various
entities in the system (encompassing categories such as Process, File, and Socket), while the edge set
𝐸 captures the information flow and causal dependencies between entities (specifically manifested
as system calls such as Read, Write, Execute, and Connect). Through this explicit causal encoding,
the provenance graph reconstructs discrete log entries into a cohesive graph structure, thereby
providing robust support for complex attack provenance.

2.3 Research Status
Supervised Methods. Supervised detection methods learn attack patterns by training models on
known attack logs and use these patterns to identify malicious behavior in new logs. HOLMES [49]
employs prerequisite-consequence patterns to detect an attack chain by correlating suspicious
activities based on the information flow between them. For known attack events, POIROT [48]
abstracted their behavior into a provenance graph; for test data, it discovered behaviors similar to
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known attacks through inexact graph pattern matching. ATLAS [2] proposed that different attacks
might share similar abstract strategies. Based on this, it constructed a set of candidate sequences
related to anomalous entities. It used a sequence-based model to identify entities similar to those in
known attack sequences, thereby reconstructing the attack process. These studies commonly relied
on a labeled training set covering known attacks. However, this assumption is often untenable.
Because attacks continuously evolve, models that depend on predefined attack patterns struggle to
detect novel or highly customized threats. [62].
UnsupervisedMethods.Unsupervisedmethodsmodel behavioral patterns and identify anomalous
behaviors that deviate from those patterns. UNICORN [25] explores provenance graphs using multi-
hop exploration and evolutionary modeling, discovering attack behaviors in the system through
graph analysis. ThreaTrace [69] uses an inductive graph neural network to learn the connectivity
structure of each benign entity in the provenance graph. During detection, the model predicts the
types of all nodes and flags those with incorrect predictions as anomalous. PROGRAPHER [72] splits
provenance graphs by time and combines graph embedding (graph2vec) with sequence learning
(TextRCNN) to detect anomalies in the provenance graphs. MAGIC [36] applies graph masking
techniques to the detection task [29]; it models the system environment with a GAT-based model
and ultimately detects anomalous entities by analyzing node embedding differences.

NeuralLog [78] directly constructs a Transformer-based classifier without first parsing the logs.
RT-Log [35] dynamically captures feature interactions between log fields through adaptive relational
modeling and learns environment-invariant representations to achieve cross-environment anomaly
detection. AIRTAG [15] takes log text as input and combines BERT with a one-class support vector
machine to achieve fine-grained log detection. PreLog [41] captures log semantics by designing
log-specific, entry-level and sequence-level pre-training objectives and transfers knowledge to
downstream tasks using prompt-tuning.
Although unsupervised methods alleviate dependence on attack samples, their core flaw is

equating statistical anomalies with semantic maliciousness. This paradigm labels any behavior
that deviates from the benign baseline as a threat, unable to distinguish between normal system
operations and true attack behaviors.
LLM-based Methods. With the rise of LLMs, some researchers have begun to apply these models
to log detection tasks. [30, 67]. LogGPT [56] is a ChatGPT-based framework for log-based anomaly
detection. It parses log text to extract structured information and leverages ChatGPT’s language
interpretation capabilities to transfer knowledge from large corpora to log-based anomaly de-
tection [9]. LogPrompt [44] used LLMs to perform zero-shot log analysis tasks through a set of
high-level prompting strategies tailored for logs. ITDLM [61] is an LLM fine-tuning-based solution
for precise anomaly detection in behavioral logs. However, these LLM-based detection methods
directly submit massive logs to the LLM for evaluation, resulting in prohibitive computational
overhead and inference latency.

2.4 Knowledge Graph-Augmented LLM
Although LLMs have achieved success, they still face two core limitations in complex knowledge
reasoning tasks [64, 65]. First, their high training costs cause knowledge updates to lag, making
it difficult to meet timeliness requirements [54, 66]. Second, their reasoning process is opaque
and lacks explainability, leading to unreliable results, such as hallucinations [71, 75]. These issues
can be partially addressed by introducing external knowledge into the LLM reasoning process.
Knowledge Graphs (KGs) provide structured, explicit, and editable knowledge representations that
effectively mitigate the limitations of LLMs [50]. RoG [46] generated relation paths based on a
KG as faithful plans. It then used these plans to retrieve effective reasoning paths for the LLM to
perform inference. TKG [31] is an extension of conventional KGs that adds a temporal dimension,
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Fig. 1. Overview of the ANTEATER Workflow: An Automated Process from Raw Logs to Attack Reports.

significantly enhancing an LLM’s ability to handle complex temporal questions. Subsequently,
ToG [63] proposed a new paradigm of iterative interaction between the LLM and KG. In this
paradigm, KGs and LLMs work in tandem, complementing each other’s capabilities at every step of
graph reasoning, thereby enhancing the LLM’s ability to solve complex problems. However, these
methods typically rely on explicit query entities and static, trustworthy knowledge bases, making
them difficult to directly apply to attack investigation tasks that require autonomous exploration of
unknown attack entry points within noisy, dynamic provenance graphs.

2.5 Threat Model
Our work is based on the complete trust in the content of audit logs. Ensuring the integrity
and authenticity of log data is beyond the scope of this work. Therefore, consistent with prior
work [2, 15, 25, 36, 48, 72], we assume that attackers have no means to interfere with or manipulate
the generation of audit logs.

2.6 Problem Definition
Based on our threat model, this research focuses on solving the end-to-end attack investigation
problem. We expect the solution to be as follows: design an automated framework, ANTEATER,
that inputs a massive volume of raw audit logs collected from end-hosts. The framework filters
anomalous logs that deviate from normal distributions in large-scale log data and identifies attack
intents by inferring causal correlations from them. Ultimately, it outputs structured provenance
graphs that document attack events and readable attack reports, without relying on prior attack
features or signatures, or requiring human intervention.

3 Overview of System Design
To address the new paradigm outlined above, we propose a revised understanding of the attack
investigation task: an attack is a combination of anomalous system behavior and malicious intent.
Based on this, we proposeANTEATER, a two-stage framework for attack investigation. As illustrated
in Fig. 1, this framework includes an anomaly detection module and an attack investigation module.
The core task of the anomaly detection module is to serve as a high-throughput filter, rapidly

selecting high-value candidate logs from massive raw logs. Given the enormous volume and lack of
structure in raw log data, we avoid expensive graph construction and instead design a lightweight
unsupervised detector based on flow-based models. This model leverages BERT to transform logs
into high-dimensional semantic vectors and performs density estimation by learning invertible
transformations of benign states, identifying anomalies directly in the vector space through low-
probability tail regions. This design achieves extreme computational efficiency while preserving
semantic representation capability, reducing millions of logs to a small-scale anomaly candidate set
and mitigating the computational cost and context bottlenecks of directly applying LLMs (L1).
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The core task of the attack investigation module is to perform deep causal analysis and semantic
reasoning within a controlled data scope to confirm attack intent. Benefiting from the filtering
stage, we can construct provenance graphs that capture rich details of system entity interactions
without concerning for scale explosion. Based on this structured data, we design a collaborative
framework consisting of three agents: explorer (𝐴𝑒𝑥𝑝𝑙𝑜𝑟𝑒𝑟 ), reconstructor (𝐴𝑟𝑒𝑐𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝑜𝑟 ), and man-
ager (𝐴𝑚𝑎𝑛𝑎𝑔𝑒𝑟 ). This system performs autonomous breadth exploration and depth reasoning on
the graph, distinguishing statistical anomalies from malicious behaviors (L2) by verifying whether
anomalous events can form complete attack chains that satisfy logical and temporal constraints.
Furthermore, it connects fragmented attack nodes into logically coherent attack provenance graphs
and generates natural language attack reports, filling the gap in result usability (L3).

4 Details of ANTEATER
4.1 Anomaly Log Detection Model
This section details the ANTEATER anomaly detection module, designed to meet the requirements
of the "filter-then-scrutinize" architecture while maintaining efficiency and low overhead. Although
anomaly detection has been extensively studied, existing text-based methods typically rely on
expensive domain-adaptive pre-training , which violates our lightweight design principle. To
directly leverage pre-trained BERT’s semantic capabilities without additional training, we propose
an unsupervised detection model based on Normalizing Flows.

Our model selection is based on an analysis of the characteristics of the BERT embedding space.
BERT embeddings exhibit a highly structured anisotropic distribution rather than an isotropic
one [16, 17, 37]. Traditional generative models (e.g., VAE) assume that latent variables follow
isotropic Gaussian priors, which forces lossy compression when processing non-Gaussian BERT
embeddings and destroys rich semantic information [38]. In contrast, Normalizing Flows learn
invertible and differentiable transformations for precise probability density estimation on log
embeddings, avoiding information loss from approximate inference and enabling direct use of
frozen BERT parameters for feature extraction.

We introduce this module in two stages: training and detection. During training, we use BERT as
the log text encoder and design a flow-based model to learn the system’s benign operational state
(Sec. 4.1.1). During detection, we evaluate the anomaly degree of logs using the learned normal
behavior distribution and forward anomalous logs to the attack investigation module (Sec. 4.1.2).

4.1.1 Training. We first preprocessed heterogeneous logs by consolidating multi-line entries into
a single-line format. We then used a pre-trained BERT model as a frozen feature extractor. Each
entry was tokenized with BERT’s WordPiece vocabulary, and the [CLS] token’s encoding served as
its vector representation. Since the encoder’s parameters were frozen across all stages, no further
pre-training on log data was required, thereby substantially reducing ANTEATER’s computational
requirements.
Unlike approaches that rely on approximate inference and latent space regularization, our

proposed model employs Normalizing Flows to directly learn the distribution of logs representing
normal system behavior. We formalize this task as the estimation of a probability density over
the log embedding vectors. Given a log sequence embedding vector x ∈ R𝐷 , we aim to learn its
probability distribution 𝑝𝑍 (z). The core of this learning process is to construct an invertible and
differentiable deep neural network, 𝑓𝜃 : R𝐷 → R𝐷 , which is defined by parameters 𝜃 . This function,
𝑓𝜃 , is capable of creating a mapping from a data vector x with a complex, unknown distribution to
a vector z in a latent space, where z follows a simple and tractable base distribution 𝑝𝑍 (z). This
base distribution is set to the standard multivariate normal distribution, i.e., z ∼ N(0, I), and its
probability density function is:
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According to the Change of Variables Theorem from probability theory, we can calculate the
probability density of the original data point x using the function 𝑓𝜃 and the base distribution 𝑝𝑍 (z):

𝑝𝑋 (x;𝜃 ) = 𝑝𝑍 (𝑓𝜃 (x))
����det ( 𝜕𝑓𝜃 (x)𝜕x

)���� (2)

where 𝜕𝑓𝜃 (x)
𝜕x is the Jacobian matrix of the transformation function 𝑓𝜃 with respect to the input

x, and |det (·) | denotes the absolute value of its determinant. This determinant term quantifies
the local change in spatial volume caused by the transformation 𝑓𝜃 near the point x. For ease of
optimization, we operate in the log domain. The Log-Likelihood of x can be expressed as:

log 𝑝𝑋 (x;𝜃 ) = log𝑝𝑍 (𝑓𝜃 (x)) + log
����det ( 𝜕𝑓𝜃 (x)𝜕x

)���� (3)

The model’s training objective is to optimize the parameters 𝜃 via Maximum Likelihood Esti-
mation (MLE). This is equivalent to minimizing the average Negative Log-Likelihood (NLL) loss
function L(𝜃 ) over the entire training dataset D:

L(𝜃 ) = − 1
|D|

∑︁
x∈D

log 𝑝𝑋 (x;𝜃 ) (4)

The model 𝑓𝜃 is trained to learn an optimal transformation. This transformation maps the
embedding vectors of the training data to the central, high-probability region of the standard
normal distribution, while maximizing the volume expansion of the region where benign log
embeddings reside. Ultimately, the model constructs a precise probabilistic description of normal
system behavior.
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As shown in Fig. 2, the model 𝑓𝜃 is composed of three core invertible transformation com-
ponents that form the foundation of the Normalizing Flow architecture: Activation Normaliza-
tion (ActNorm), Invertible 1x1 Convolution (Invertible1x1Conv), and the Affine Coupling Layer
(AffineCouplingLayer).

To stabilize the training of our deep flow model, we use ActNorm, a normalization operation
that performs an affine transformation, y = s ⊙ x + b, independently for each feature channel. Its
key feature is data-dependent initialization, where the scale s and bias b parameters are initialized
based on the mean and standard deviation of the first mini-batch. After initialization, they are
treated as standard trainable parameters.

The invertible 1x1 convolution enables effective information flow across feature dimensions by
applying a learnable permutation. This permutation is a linear transformation, y =Wx, using an
invertible weight matrix W ∈ R𝐷×𝐷 . To ensure initial stability and invertibility, W is initialized as
a random orthogonal matrix via QR decomposition of a random Gaussian matrix.

The Affine Coupling Layer is the primary source of the model’s nonlinear capabilities. It operates
by splitting the D-dimensional feature vector x along the feature dimension into two D/2-dimensio-
nal sub-vectors, x𝑎 and x𝑏 . The transformation rule is defined as follows:

y𝑎 = x𝑎 (5)

y𝑏 = x𝑏 ⊙ exp(tanh(𝑠 (x𝑎))) + 𝑡 (x𝑎) (6)
where an independent neural network (a multi-layer perceptron in our implementation) takes x𝑎

as input to generate a scale vector s and a translation vector t. The symbol ⊙ denotes element-wise
multiplication. To enhance training stability, we apply a tanh activation function to the scale factor
s. Furthermore, a zero-initialization strategy is employed, where the weights and biases of the
final layer of the neural network used to compute s and t are initialized to zero. This makes each
coupling layer behave as an identity transformation at the beginning of training, which facilitates
gradient propagation in deep models.

The three components—ActNorm, Invertible1x1Conv, and Affine-CouplingLayer—are combined
in sequence to form a reusable, invertible computational unit termed a "Flow-Block". Our model is
constructed by stacking K of these Flow-Blocks. As an input vector x passes through this stack, the
logarithmic change in its probability density is cumulatively recorded after each block.

4.1.2 Detection. After the model training is complete, the objective of the detection stage is
to use the function 𝑓𝜃 , which has learned the distribution of normal behavior, to evaluate the
anomaly level of a log entry. For a new input log sequence and its embedding vector x𝑡𝑒𝑠𝑡 , we
define its anomaly score 𝑆 (x𝑡𝑒𝑠𝑡 ) as its exact log-likelihood under the trained model. This score can
be efficiently computed with a single forward pass:

𝑆 (x𝑡𝑒𝑠𝑡 ) = log𝑝𝑋 (x𝑡𝑒𝑠𝑡 ; _trained)

= log𝑝𝑍 (𝑓𝜃 (x𝑡𝑒𝑠𝑡 )) + log
����det ( 𝜕𝑓𝜃 (x𝑡𝑒𝑠𝑡 )𝜕x𝑡𝑒𝑠𝑡

)���� (7)

This score intuitively quantifies the degree to which the test log entry x𝑡𝑒𝑠𝑡 conforms to the
learned normal pattern. The final anomaly decision is made by comparing this score to a threshold
𝜏 , which is empirically determined on a validation set:

Label(x𝑡𝑒𝑠𝑡 ) =
{
Normal if 𝑆 (x𝑡𝑒𝑠𝑡 ) ≥ 𝜏

Abnormal if 𝑆 (x𝑡𝑒𝑠𝑡 ) < 𝜏
(8)
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A normal log embedding, which conforms to the patterns seen during training, is mapped by the
function 𝑓𝜃 to the central, high-probability region of the latent space Z. Its corresponding Jacobian
log-determinant also tends to be positive or a small negative value. Consequently, it yields a high
overall log-likelihood score.
Conversely, an anomalous log embedding represents a pattern unseen by the model. When

processed by the transformation function 𝑓𝜃 , which is optimized for normal data, two effects typically
occur: 1) The mapped vector, Z, falls into the low-probability tail regions of the base distribution,
making log 𝑝𝑍 (𝑍 ) a large negative number. 2) The transformation undergoes a drastic local spatial
compression to maintain bijection, which causes the Jacobian log-determinant, log |det (𝐽 ) |, to
also become a large negative number. The combination of these two effects results in a final log-
likelihood score, 𝑆 (x𝑎𝑏𝑛𝑜𝑟𝑚𝑎𝑙 ), that is significantly lower than that of a normal log, thus enabling
efficient and reliable anomaly detection.

4.2 Attack Investigation Module
This section presents the design of our attack investigation module, an LLM-based multi-agent
framework for recovering attack events from anomalous logs produced by the detection model.
We first identify the challenges of using LLMs for attack investigation, then detail ANTEATER’s
workflow, showing how its components collaborate to overcome these challenges. Finally, we
describe the design of the three agents.
Challenges.We detail several technical challenges below.
𝐶1 Unknown Entry Point. Unlike in KG-augmented LLM tasks introduced in Sec. 2.4, where the
entry point for reasoning can be identified from the question, attack investigation lacks such prior
knowledge. In a noisy provenance graph, it is difficult to determine a proper entry point for the
LLM to initiate its investigation.
𝐶2 Context Window Bottleneck. Although the filter stage reduces log volume, the resulting
provenance graph still exceeds the context window limits of current LLMs. We observed that even
the one-hop neighborhood of a single high-degree node can exhaust the context capacity. This
leads to forgetting of core task instructions, known as failure in long-range dependency modeling,
and prevents the LLM from forming a global understanding of the attack scenario.
𝐶3 Fallacies of Local Reasoning and Cascading Errors. Constrained by input length, the LLM
can only perform local reasoning on provenance subgraphs, lacking a global perspective. This
makes it prone to local hallucinations, misinterpreting benign behavior as attacks. In multi-turn
reasoning, these false positives are treated as facts for subsequent judgments, leading to cascading
errors that severely contaminate the final investigation results.
𝐶4 Catastrophic Forgetting in the Iterative Process. In iterative reasoning, while using prior
conclusions as context can aid current judgments, the LLM’s limited context window can lead to
catastrophic forgetting. As the investigation deepens, new information crowds out and overwrites
early core clues, such as attack nodes and critical paths. This ultimately causes the model to lose its
macro-level memory of the main attack trajectory, hindering its ability to reconstruct a complete
and coherent attack chain.
Workflow. The aforementioned challenges show that using an LLM as a black-box classifier for
attack investigation is impractical, requiring a new mechanism for interaction and collaboration.
Our investigation module addresses this by deeply analyzing temporal and causal correlations in
anomalous logs to reconstruct potential attacks. Designed to operate directly on raw log texts, this
module is fully decoupled from the anomaly detection phase. This enables it to integrate with any
detection tool, including third-party systems, thereby significantly improving the framework’s
versatility and adaptability.
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Fig. 3. Workflow of the Attack Investigation Module.

Fig. 3 illustrates the workflow of the attack investigation module, which begins by constructing
a provenance graph from the anomalous logs. To address the challenge of entry point selection
(𝐶1), we first identify the M nodes with the highest in- and out-degrees as initial candidates. This
strategy is based on two key rationales. First, high-degree nodes occupy critical structural positions
and aggregate rich anomalous behavior information. Second, this approach effectively mitigates the
cold-start problem arising from an empty investigation knowledge base at the initial stage, thereby
providing necessary contextual support for subsequent reasoning. To further optimize efficiency,
we abstract the attributes, topological features, and associated edge information of these nodes
into preliminary behavioral profiles. We then leverage the LLM’s semantic reasoning capability to
rank their suspicion levels. The resulting priority list serves as a scheduling guide, directing the
system to prioritize high-risk nodes. This approach quickly establishes the backbone of potential
attack behaviors and lays the foundation for subsequent depth-first investigation.

Subsequently, for each entry node, we initiate an iterative three-agent investigation cycle. First,
A_manager retrieves prior knowledge related to the current node under investigation from the
investigation knowledge base it maintains. A_explorer then receives this knowledge, analyzes
the node’s neighborhood, and uses the LLM to form a preliminary list of suspected behaviors
and nodes. This list is then submitted to A_reconstructor for reconstruction and summarization.
It determines whether the related behaviors in the list provided by A_explorer and the relevant
information given by A_manager can form attack fragments with causal relationships. It also
verifies whether the timestamp order of events is logically consistent. Subgraphs that meet these
conditions are transformed into structured, time-stamped attack event fragments, and the role each
node plays in the attack is inferred. Critically, A_reconstructor also identifies the next key node that
is most worthy of in-depth investigation. Finally, the analysis results from A_reconstructor (newly
confirmed attack nodes, roles, and story fragments) are sent to the A_manager for decision-making
and integration. A_manager again calls the LLM to non-redundantly merge these new findings
into the investigation knowledge base. If A_reconstructor proposes a new investigation target, the
system recursively repeats this cycle in a depth-first manner on that node, continuing until a preset
investigation depth is reached or no new leads are found. The information flow during the cycle is
shown in Fig. 4. The attack investigation concludes once all entry nodes have been processed.
Finally, the LLM is invoked again to generate a natural language report based on the attack

events stored in the investigation knowledge base. Below, we will elaborate on the three core agents
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Fig. 4. Information Flow in the Three-Agent Investigation Loop. Specifically, the "attack event" and "attack
nodes" within the response from A_reconstructor serve as the fundamental data structures that constitute
the investigation knowledge base.

that constitute this investigation module, focusing on how their collaborative design addresses the
challenges we have proposed.
Details of A_explorer. A_explorer acts as a tactical-level investigator. To address𝐶2, we designed
it to be responsible only for local exploration and preliminary node labeling. For a node under
investigation, Tool_1 is first used to acquire the node’s one-hop neighborhood information. Con-
currently, to mitigate 𝐶3 and 𝐶4 by incorporating broader context, A_explorer queries A_manager
for prior knowledge related to the target node, including known attack nodes and events. This
combined information is used to construct a structured prompt that directs the LLM to perform a
preliminary security assessment of all nodes within the one-hop neighborhood.

The function of Tool_1 (see Appendix C1) is to collect a node’s adjacent nodes, their attributes, and
the properties of connecting edges (direction, type, timestamp). All edges are sorted chronologically
by their start timestamps to provide a clear temporal event flow for the LLM. To address 𝐶2, our
tool triggers semantic compression when the number of neighbor nodes is large. Tool_1 examines
the one-hop neighborhood edge property distribution of first-order neighbor nodes. Nodes with
identical property distributions are merged, thereby compressing the context. To preserve fine-
grained detection, Tool_1 maintains a local mapping table during this compression, ensuring that
labels from A_explorer can be accurately resolved back to the original nodes.
Details of A_reconstructor. To address 𝐶3 and mitigate false positives caused by LLM hallu-
cinations, we designed a series of explainability tasks to constrain the LLM. For the suspected
attack nodes identified by A_explorer, A_reconstructor shifts the process from ambiguous pattern
matching to evidence-based reasoning by providing descriptions of attack events and assigning
identities to the nodes involved. It then plans the next node to investigate.

A_reconstructor receives the list of suspicious nodes from A_exp-lorer and uses Tool_2 to extract
the relevant subgraph from the provenance graph. Concurrently, to mitigate 𝐶4, it incorporates
existing clues from A_manager into the data to construct its prompt.

The prompt for A_reconstructor decomposes the task into multiple logically sequential sub-steps,
guiding the LLM’s reasoning with instructions. First, it determines if the current information

1Appendix files can be obtained from our open-source website [6].
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constitutes a meaningful attack fragment. If an attack is identified, it directs the LLM to generate
a structured, time-stamped narrative designed for easy storage and management by A_manager.
Next, it infers the roles of the nodes involved in the attack events (e.g., C2 Server IP, Dropper; see
Appendix A for the role list), prompting a deep semantic analysis. Finally, it requires the LLM to
propose the next node to investigate. The preceding, progressively detailed tasks help the LLM
make a reasonable investigation plan based on the existing attack events.
Tool_2 (see Appendix C), used by A_reconstructor, takes the list of suspicious nodes from

A_explorer and extracts the associated provenance subgraph. It retains only the edges whose
source and destination nodes are both within the suspicious set. The resulting edges are sorted
chronologically and returned to A_reconstructor.
Details of A_manager. A_manager serves as the administrator of the investigation knowledge
base, responsible for integrating, maintaining, and retrieving global information. It plays a critical
role in 𝐶3 and 𝐶4. At the initial stage of each node’s investigation, A_manager retrieves relevant
attack nodes and event descriptions from the knowledge base that are associated with the node
under investigation. This intelligence serves as prior knowledge for A_explorer and A_reconstructor,
thereby mitigating local hallucinations during the LLM’s reasoning process. Furthermore, after
A_reconstructor completes its analysis of attack events and node roles, A_manager is responsible
for updating the knowledge base. In this phase, it compares A_reconstructor’s findings with existing
information and re-validates whether the new data can further confirm or expand the attack chain,
ultimately completing the knowledge base update.

5 Evaluation
In this section, we describe our model implementation, the evaluation datasets, and the baseline
models. We introduce the evaluation metrics within their respective experimental sections. In
Sec. 5.2, we evaluated the anomaly detection module of ANTEATER. In Sec. 5.3, we demonstrated
the prevalence of L3 through quantitative analysis and visualization, andwe proved that ANTEATER
effectively bridges this gap and addresses L2. In Sec. 5.4 and 5.5, we experimentally demonstrated
that the new architecture and techniques in ANTEATER effectively address L1. In Sec. 5.6, by
analyzing the attack events in the datasets, we investigated whether the mechanisms designed for
ANTEATER’s attack investigation module are reasonable and effective in addressing the practical
challenges (𝐶1, 𝐶2, 𝐶3, and 𝐶4). Finally, we conducted robustness and hyper-parameter analyses.

5.1 Experiment Setup
5.1.1 Implementation. ANTEATER is implemented using Python 3.10.3 and CUDA 12.2. The
anomaly detection model uses a learning rate of 0.001, with 10 flow blocks and a hidden dimension
of 256. The pre-trained BERT model used is bert-base-uncased [22]. The number of entry nodes for
the attack investigation module is set to 10. Experiments were conducted on a server equipped with
an NVIDIA A100 GPU, 64 CPUs at 2.10GHz, and 251 GB of memory. The method for constructing
provenance graphs is consistent with prior research, directly utilizing the open-source code from
ATLAS [55]. We did not perform any compression or pruning operations on the provenance graphs.
Our focus is on the effectiveness of the method under this general provenance graph structure, in
order to broaden the applicability of our approach.

5.1.2 Datasets and Labels. Our experimental evaluation utilized three open-source datasets for
network attack detection and three for log anomaly detection. The DEPIMPACT [13] and ATLAS
data-sets [55], which provide detailed attack descriptions, were used to evaluate ANTEATER’s
attack investigation capabilities. The DARPA E3 datasets [12], due to a lack of fine-grained event
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labels, were used alongside the HDFS, BGL [77], and Spirit [52] datasets to assess the anomaly
detection module.
The DEPIMPACT dataset is a publicly available dataset provided by the DEPIMPACT study. It

primarily consists of three sub-datasets: Shellshock, Data Leakage, and VPN Filter. The Shellshock
scenario simulated an attack that uses a covert C2 channel for lateral movement and credential
theft. The Data Leakage scenario demonstrated a data theft process involving multi-host staging.
The VPN Filter scenario simulated the multi-stage deployment of VPNFilter malware to establish a
persistent C2 channel.

The ATLAS dataset contains 10 sub-datasets, where S1-S4 simulated attacks on a single host, and
M1-M6 simulated cross-host attacks. The dataset included three types of logs: system, DNS, and
firefox. Detailed information of the datasets is provided in Sec. 6.1 of the original ATLAS paper [2].

The DARPA Transparent Computing program dataset is one of the most widely used benchmark
datasets for provenance-based intrusion detection and attack investigation. We used its three core
sub-datasets: CADETS, THEIA, and TRACE. These datasets were captured during professional red-
team vs. blue-team exercises and contain real attack scenarios embedded within benign background
activities. The THEIA and TRACE datasets were collected from Ubuntu Linux systems, while the
CADETS dataset was collected from a FreeBSD system.

The other three log anomaly detection datasets comprise real-world system logs. The BGL and
Spirit datasets were collected from supercomputers at Lawrence Livermore and Sandia National
Laboratories, respectively, and their logs contain explicit alert labels. The HDFS dataset originated
from a Hadoop-based cloud environment, in which log sequences were labeled as normal or
abnormal by experts based on their associated block IDs.

When evaluating the anomaly detection module on datasets with only entity-level annotations,
we followed AIRTAG’s labeling methodology, using the provided entity-level labels to label the log
data. All log entries related to malicious entities were marked as malicious, and the rest as benign.
For the attack investigation evaluation, we manually labeled the edges of the provenance graphs
by combining the attack process descriptions from the dataset papers with the entity-level labels.
For the ATLAS dataset, we performed cross-validation by splitting the data into S and M groups2.
For all other datasets, we used an 80% training data split. Our experimental results and code are
available on our anonymous website [6].

5.1.3 Baseline models. We compare our work against seven related works introduced in Sec. 2.3.
Three of these are models that take provenance graphs as input—ThreaTrace [69], PROGRA-
PHER [72], and MAGIC [36]—and four process log texts: NeuralLog [78], RT-Log [35], PreLog [41],
and AIRTAG [15]. It should be noted that the graph-based methods can only be evaluated on
datasets that provide graph-type input. On the three log anomaly detection datasets, we compare
our work only against the log anomaly detection models.

5.2 Effectiveness of Anomaly Detection Module
To evaluate the effectiveness of ANTEATER’s anomaly detectionmodule, we conducted experiments
on both network attack datasets and generic log anomaly datasets. We evaluated our model using
the TPR and FPR metrics from prior work. TPR represents the ratio of malicious entries correctly
identified as malicious to the total number of malicious entries. FPR is the ratio of benign entries
incorrectly classified asmalicious to the total number of benign entries. For the selection of threshold
𝜏 , we follow the common practice in unsupervised detection by relying solely on the distributional
characteristics of benign data. We compute the log-likelihood scores for all samples in the validation

2For example, the model for testing S1 is trained on the benign logs of S2, S3, and S4.
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Table 1. Performance comparison of the ANTEATER anomaly detection module and other detection methods
on attack detection datasets. We use ANTEATER-A to denote the anomaly detection module of ANTEATER.

Method Metric S1 S2 S3 S4 M1 M2 M3 M4 M5 M6 Trace Theia Cadets Shellshock Data Leakage VPN Filter

ThreaTrace
TPR 0.673 0.774 0.805 0.693 0.703 0.782 0.883 0.695 0.733 0.698 0.693 0.765 0.865 0.642 0.752 0.782
FPR 0.305 0.265 0.312 0.221 0.459 0.423 0.377 0.348 0.449 0.411 0.305 0.362 0.225 0.339 0.301 0.241

PROGRAPHER
TPR 0.821 0.804 0.795 0.835 0.809 0.839 0.811 0.805 0.753 0.838 0.909 0.895 0.892 0.855 0.810 0.880
FPR 0.257 0.300 0.255 0.155 0.234 0.321 0.233 0.322 0.355 0.349 0.253 0.201 0.350 0.260 0.410 0.322

MAGIC
TPR 0.850 0.895 0.875 0.840 0.810 0.869 0.805 0.705 0.802 0.875 0.898 0.915 0.902 0.880 0.769 0.753
FPR 0.305 0.311 0.330 0.295 0.295 0.350 0.380 0.204 0.344 0.369 0.355 0.243 0.642 0.321 0.399 0.491

NeuralLog
TPR 0.903 0.898 0.922 0.860 0.869 0.899 0.921 0.890 0.877 0.932 0.911 0.881 0.834 0.849 0.871 0.881
FPR 0.112 0.124 0.151 0.104 0.091 0.210 0.099 0.109 0.111 0.098 0.115 0.134 0.148 0.232 0.105 0.280

AIRTAG
TPR 0.982 0.989 0.980 0.990 0.987 0.993 0.982 0.992 0.988 0.979 0.903 0.855 0.769 0.901 0.912 0.876
FPR 0.052 0.025 0.072 0.135 0.089 0.101 0.085 0.079 0.054 0.052 0.128 0.189 0.203 0.201 0.057 0.252

ANTEATER-A
TPR 0.982 0.990 0.989 0.991 0.990 0.986 0.992 0.990 0.993 0.990 0.952 0.921 0.899 0.900 0.892 0.917
FPR 0.055 0.057 0.060 0.065 0.065 0.088 0.081 0.088 0.067 0.042 0.089 0.101 0.097 0.098 0.049 0.124

Table 2. Performance on the anomaly detection datasets.

Dataset Metric NeuralLog RT-Log PreLog ANTEATER-A

HDFS TPR 1 0.982 1 0.995
FPR 0.132 0.085 0.062 0.053

BGL TPR 0.988 0.968 0.982 0.990
FPR 0.019 0.122 0.010 0.081

Spirt TPR 0.991 0.954 0.996 0.982
FPR 0.014 0.017 0.009 0.049

Table 3. Performance comparison of the ANTEATER attack investigation module driven by different LLMs.

S1 S2 S3 S4 M1 M2 M3 M4 M5 M6 Shellshock Data Leakage VPN Filter

qwen-max-latest[7]
Recall 0.910 0.921 0.911 0.952 0.910 0.936 0.902 0.890 0.906 0.920 0.840 0.852 0.822

Precision 0.979 0.990 0.982 0.977 0.985 0.972 0.989 0.952 0.990 0.990 0.882 0.866 0.849

gpt-o1[1]
Recall 0.905 0.906 0.901 0.912 0.897 0.901 0.922 0.903 0.923 0.904 0.810 0.862 0.832

Precision 0.942 0.978 0.960 0.945 0.956 0.934 0.909 0.902 0.911 0.918 0.932 0.791 0.777

DeepSeek-R1-0528[24]
Recall 0.915 0.895 0.899 0.941 0.921 0.886 0.872 0.860 0.912 0.860 0.708 0.792 0.805

Precision 0.924 0.911 0.888 0.895 0.905 0.948 0.929 0.887 0.943 0.891 0.782 0.689 0.676

set and treat the lowest 1% of scores as statistical tail outliers. This value is then used as the cutoff
threshold for determining anomalies in the test set.
For the evaluation on the attack detection datasets, we compared ANTEATER against the

SOTA log text based model AIRTAG, the anomaly detection model NeuralLog, and the SOTA
provenance graph based models ThreaTrace, PROGRAPHER, and MAGIC. As shown in Tab. 1,
in the log-entry-level evaluation, ANTEATER’s performance surpassed that of NeuralLog and
all graph-based models, and it outperformed AIRTAG on most sub-datasets. Notably, AIRTAG’s
superior performance relies on a secondary pre-training phase on the target log data, whereas
ANTEATER directly uses a pre-trained BERT model from Hugging Face [22].

An analysis of the evaluation results for the provenance graph methods reveals that although
these methods performed exceptionally well in the entity-level evaluations within their respective
papers (e.g., MAGIC achieved an entity-level TPR of 99% and an FPR of only 0.13% on the DARPA
dataset), they performed poorly in our log-entry-level evaluation. The root cause lies in a mismatch
of evaluation granularity. The entities misreported by these methods are often core nodes in the
provenance graph with high degrees. According to the labeling method in Sec. 5.1.2 (an edge is
considered malicious if either of its nodes is malicious), a single misreported core benign entity
causes all its associated edges (i.e., log entries) to be incorrectly labeled, thereby sharply amplifying
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the FPR. In contrast, since most neighbors of a malicious entity are also malicious, the TPR is less
affected by this issue.

To further validate its generalization ability, we also evaluated ANTEATER on generic anomaly
detection datasets against several anomaly log detection models. As shown in Tab. 2, ANTEATER
also demonstrated performance comparable to the SOTAmodel PreLog. However, the PreLog model
requires an additional pre-training process, whereas ANTEATER does not. In summary, the ex-
perimental results strongly support our design in Sec. 4.1. The anomaly detection module
of ANTEATER, with its extremely low deployment cost and generalization capability
without pre-training, perfectly meets the requirements of the "filter-then-scrutinize"
architecture for a lightweight and efficient first-stage filter.

5.3 Effectiveness of Attack Investigation
The Necessity of Attack Investigation. Traditional anomaly detection models, even with ex-
cellent performance metrics, often yield outputs unsuitable for direct security analysis due to low
precision. Using the S4 dataset with 3.5 million logs as an example, despite ANTEATER achieving
SOTA TPR and FPR, the extreme class imbalance between normal and attack logs (18,540 entries)
results in a massive number of false positives even with a very low FPR. Specifically, the module de-
tected 18,373 true attack logs, which were overwhelmed by 227,546 benign false positives, resulting
in an extremely low signal-to-noise ratio. This discrepancy between excellent metrics and unusable
results reflects the Limitation L3 we proposed. As shown in Fig. 5 3, the significant difference in the
scale of the provenance graph before and after being processed by the attack investigation module
visually illustrates this point. Therefore, deep noise reduction and refinement of anomaly detection
outputs are necessary prerequisites for effective attack investigation.
Evaluation Design. Another objective of our evaluation is to validate ANTEATER’s ability to
distinguish between statistical anomalies and semantic malice (L2). However, the lack of explicit
labels for "benign anomalies" in all current public datasets makes direct quantitative evaluation
challenging. Nevertheless, our experimental design provides an indirect yet effective evaluation
method. As described in Sec. 5.2, the output of the anomaly detection module is a highly mixed
dataset, composed of a small fraction of genuinely malicious logs (true positives) and a large volume
of benign anomaly logs (false positives). This dataset simulates a challenging real-world scenario
where the investigation module must accurately identify and isolate true attack activities from a
vast number of events that appear anomalous but harmless. Therefore, the success of the attack
investigation module on this task directly reflects its ability to distinguish benign anomalies from
malicious ones.
We constructed a provenance graph from the logs output by the anomaly detection module to

serve as input for the attack investigation module. We used the graph’s edges (i.e., log entries) as
the basic unit for evaluation, employing precision and recall as the core metrics. Notably, our recall
calculation is end-to-end: any attack log missed during the Filter stage is counted as a false negative
in the final evaluation to assess the performance of the entire framework4. As shown in Tab. 3, we
evaluated the performance of three different LLMs on the attack investigation task. The results
show that most LLMs are capable of this task, with the qwen-max-latest model demonstrating more
rigorous performance in most cases. Overall, the attack investigation module helps analysts reduce
the analysis scale of the provenance graph by an average of 92.8%, while retaining over 89.7% of

3This figure illustrates scale differences only, as the large number of nodes limits clarity in the paper. Detailed visualizations
and plotting code are available on our website [6].
4The attack report consists of text with a non-fixed structure, making its quality difficult to evaluate directly. Nevertheless,
given that the report is derived from the output provenance graph by an LLM, its quality can be quantified by the quality of
the underlying graph.
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(a) Before Investigation (b) After Investigation

Fig. 5. Comparison of Provenance Graph Scale Before and After the Attack Investigation Module.

Table 4. Comparison of Time and Memory Consumption.

Method Time consumption (s) Peak Memory consumption (GB)
Training Detection Training Detection

MAGIC 528 704 1.7 1.9
AIRTAG 20 hours+ 295 40 10
ANTEATER 139 202 1.4 1.4

attack-related information. This result strongly demonstrates that ANTEATER effectively
bridges the gap between detection and investigation (L3) and successfully addresses the
challenge of distinguishing anomalies from malice (L2).

5.4 Overhead Analysis
For L1 in Sec. 1, some prior work chose to delegate the entire task of log detection to an LLM by
submitting all log for judgment, a method we believe would face enormous cost and time overhead
in practice. In this section, on the ATLAS S4 dataset, we first compare the overhead of ANTEATER’s
anomaly detection module with SOTA methods. As shown in Tab. 4, our model achieves the lowest
time and memory overhead. This efficiency advantage stems from our use of normalizing flows
to directly perform density estimation on frozen BERT , avoiding the costs of complex graph
construction and pre-training. The low computational load brought by this design enables it to
comfortably handle high-throughput logs.

Subsequently, we compare the overhead of ANTEATER’s attack investigation module with the
following two schemes. Scheme 1: Following prior work, all logs are sent directly to the LLM for
processing. Scheme 2: The ANTEATER framework is employed, in which its anomaly detection
module first performs preliminary filtering, and the detection results are then sent to the LLM for
processing. Scheme 3: Using the framework provided by ANTEATER, the anomaly detection module
first performs preliminary detection, then the detection results are used to construct a provenance
graph, after which the LLM traverses and judges all nodes using one-hop neighborhoods as the
minimum unit.
We use the number of requests to represent time overhead. For both comparison schemes, we

truncate the log text using the maximum input length of deepseek-r1. For ANTEATER, its attack
investigation module can generate requests without manual intervention. When comparing the
cost advantage of ANTEATER with previous LLM-based methods, we selected tokens to evaluate
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Table 5. Comparison of the advantages of the ANTEATER architecture and the ANTEATER attack investigation
module in terms of token consumption and number of requests.

Tokens Requests Recall Precision
Scheme 1 193871284 3815 0.630 0.003
Scheme 2 6245494 123 0.968 0.447
Scheme 3 953723 225 0.905 0.677
ANTEATER 312963 96 0.941 0.895

the scheme’s costs. We did not select the methods mentioned in Sec. 2.4 as baselines due to the
following three reasons: 1) these methods rely on explicit query entities as entry points (the entry
point is unknown in this task, 𝐶1); 2) they assume that knowledge graph is static and trustworthy
(this task contains substantial noise and false positives); 3) they focus on single-path reasoning
rather than breadth-first search. Forcibly adapting them would require fundamental modifications
to their core logic, causing them to lose their representativeness as baselines.

The results are shown in Tab. 5. Compared with Scheme 1, adopting the "filter-then-scrutinize"
architecture (Scheme 2) reduced both cost and time overhead by approximately 31 times. This
demonstrates the significant effectiveness of the front-end anomaly detection module in data
reduction. Building on this, the ANTEATER multi-agent investigation module further reduces
cost and time by approximately 20 and 1.3 times, respectively, compared with the ANTEATER
framework without this module. Compared to Scheme 3, which uses the LLM to traverse all nodes
on the graph, ANTEATER’s attack investigation module achieves 3× cost savings and 2.3× time
savings. We finally calculated the proportion of nodes reviewed by ANTEATER during the entire
attack investigation process relative to the input provenance graph. 67% of the nodes were examined
by ANTEATER, while 33% of the nodes were pruned due to ANTEATER’s heuristic depth-first
search strategy based on entry nodes, which implements early termination for irrelevant branches
determined not to involve attack behaviors, thereby effectively avoiding unnecessary traversal of
non-attack regions.

Overall, the complete ANTEATER framework, compared with directly calling the LLM, reduced
token overhead and request rounds by more than 600 and 40 times, respectively. This result not
only validates the feasibility of the "filter-then-scrutinize" architecture for handling mas-
sive data but also highlights the core value of our multi-agent investigation mechanism
in improving task efficiency and reducing costs (L1).

5.5 Decoupling Test
In the overhead analysis, we noted that even without using the full ANTEATER system, adopting
our proposed "filter-then-scrutinize" architecture can effectively reduce time and cost. In fact,
there are many different logging systems in real-world environments. We designed ANTEATER as
a decoupled attack investigation framework, thereby greatly enhancing its applicability. In this
section, we will conduct a decoupling test on the ANTEATER framework. Specifically, we selected
MAGIC and AIRTAG as anomaly detection models to evaluate ANTEATER’s effectiveness. Because
different anomaly detection models exhibit varying performance, we can use this to evaluate the
impact of the upstream detection model’s data quality on ANTEATER’s attack investigation model
performance.
As shown in Fig. 6, the performance of the ANTEATER framework is influenced by the perfor-

mance of the upstream model and the distribution of its output results. In comparison, we found
that the TPR results are relatively consistent with the anomaly detection model’s performance.
This is because the upstream model’s recall rate for attack-related behaviors directly affects the
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Fig. 6. Impact of Different Anomaly Detection Methods on the Performance of the Attack Investigation
Module. Note: We use the absolute count of FP for evaluation instead of the FPR, as varying input data scales
across models make FPR an unreliable measure of the final output noise.

completeness of the provenance graph produced by the attack investigation module. However,
the approach using MAGIC as the anomaly detection model failed, producing a large number of
false positives. In the evaluation in Sec. 5.2, the over-smoothing problem encountered by GNN
encoders leads to classification failure for high-degree nodes. ANTEATER’s attack investigation
module uses high-degree core nodes as entry points for its investigation. While our designed attack
investigation module can stop at nodes with no attack behavior when faced with typical upstream
model noise and remains largely unaffected, false positives from MAGIC on high-frequency nodes
make our attack investigation entry points incorrect, thereby triggering a large number of false
positives. This result not only shows that our model has a certain degree of robustness
to upstream model noise but also, together with the overhead analysis in Sec. 5.4, con-
firms the advantages of our scheme of performing anomaly detection on text and attack
investigation on provenance graphs.

5.6 Case study and mechanism analysis
In this section, we conduct a qualitative analysis using the ATLAS S4 attack scenario. To concretely
demonstrate the model’s capability to identify complex attack patterns, behavioral chains, and
causal dependencies, we perform a fine-grained deconstruction of the reasoning process and its
underlying design mechanisms in multi-agent collaboration. We revisit the four challenges (𝐶1,
𝐶2, 𝐶3, and 𝐶4) proposed in Section 4.2, and use them as benchmarks to retrospectively analyze
investigation effectiveness under different configurations through comparative experiments, fo-
cusing on analyzing the underlying reasons why introducing specific architectural features yields
improvements. We present cases of reasoning interruption and failure that occur in the absence of
complete multi-agent collaboration mechanisms, and contrast how the full architecture corrects
local fallacies through inter-agent interaction and checks-and-balances, thereby achieving precise
reconstruction of the complete attack chain. This process-oriented analysis empirically evaluates
the applicability and reliability of LLMs for this specific task, demonstrating how our architecture
enables LLMs to produce trustworthy security investigation conclusions through system-level task
decoupling and state constraints.
The left side of Fig. 7 shows the attack provenance graph from the S4 dataset, while the right

side presents the attack report generated based on ANTEATER’s investigation knowledge base.
Output directly without any manual processing, this report summarizes the core attack flow. We
also display the identity information of the involved nodes, derived from the knowledge base, to
demonstrate the extent of ANTEATER’s understanding of the attack.
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REPORT：The attack commenced with an initial compromise where the attacker's domain, 0xalsaheel.com, which resolves to the
C2 server IP 192.168.223.3, was used to deliver a malicious dropper. A user, operating firefox.exe, downloaded a malicious
document named msf.doc. Upon opening this document with winword.exe, a malicious payload, pypayload.exe, was executed. This
payload then established persistence by creating and manipulating LNK shortcut files in the user's Office and Windows
"Recent" directories. Following execution, pypayload.exe spawned subprocesses that created a temporary directory
(.../_mei26642) to drop dependency files, including python27.dll, indicating the payload was likely a compiled Python script. The
malware performed system reconnaissance by reading local files like sysmain.sdb and apphelp.dll. To facilitate lateral movement,
the payload leveraged the command prompt (cmd.exe). Ultimately, the malware established a command-and-control channel,
initiating a connection from the compromised machine (192.168.223.128) back to the C2 server (192.168.223.3) on port 8080.
Through this malicious connection, the attacker maintained control over the system, sending commands and potentially
exfiltrating data before attempting to clean up their tracks by deleting temporary files.
ATTACK NODES："0xalsaheel.com", "Malicious Domain Name" "0xalsaheel.com/msf.doc", "Dropper" "192.168.223.3", "C2
Server IP" "pypayload.exe_2664", "Malicious Subprocess""firefox.exe_3788", "Dropper" "winword.exe_3312", "Malicious
Process" "msf.doc", "Malicious Document" "cmd.exe", "Compromised Tool" "0xalsaheel.com/msf.doc",
 "Dropper" "powershell.exe_3456", "Dynamic Payload Loader" "svchost.exe_1012", "Compromised System Process" 
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Fig. 7. Provenance graph of the S4 dataset with the attack report and node roles automatically generated by
ANTEATER.

To investigate the necessity of different agent collaboration mechanisms in the attack inves-
tigation, we establish a baseline using only A_explorer equipped with the entry node selection
strategy and Tool_1 (Tool_1 ensures the model’s basic operation without errors caused by 𝐶2).
Experiments show that using A_explorer alone triggers substantial false positives regarding Win-
dows host and system services (e.g., svchost.exe, spoolsv.exe), which is due to the LLM’s limited
contextual understanding of the processes within a single query. Second, it fails to detect malicious
nodes at the periphery of the attack provenance graph (e.g., 0xalsaheel.com/msf.doc). If a node
is not confirmed as malicious in the previous round, topological exploration along that direction
terminates. The failure of this single-query mode occurs because combining multiple tasks, such as
topological exploration and anomaly discrimination, within a limited context severely impairs the
LLM’s reasoning capabilities, thereby triggering 𝐶3. This demonstrates the necessity of decoupling
topological exploration from complex logical reasoning.

Next, we attempted to introduce a simple memory mechanism for A_explorer, incorporating the
attack nodes identified in the previous round as prior knowledge into the prompt for the subsequent
round. However, experiments demonstrate that, because of A_explorer’s inherently high false-
positive rate, introducing a memory mechanism not only failed to reduce false negatives but also
caused𝐶3 to accumulate and amplify, ultimately resulting in investigation performance worse than
the baseline. This reveals that, in the absence of accurate local reasoning, the memory mechanism
treats local fallacies from the previous round as prior facts. This auto-regressive characteristic
causes subsequent reasoning to completely detach from the actual causal relationships of the graph
topology, further exacerbating noise propagation.

Therefore, we suspended the memory mechanism affected by𝐶3 and introduced A_reconstructor
to conduct a deep analysis of suspicious subgraphs, requiring it to detail attack behaviors, infer
node roles, and select the direction for the next step of the investigation. In the experiment, we
compared introducing A_reconstructor with and without requiring it to predict the roles of attack
nodes. We found that without this mechanism, A_reconstructor had a limited effect on reducing
false positives, whereas incorporating the role prediction mechanism effectively reduced false
positives related to system services. This demonstrates that requiring the LLM to describe attack
behaviors and infer node roles is essentially forcing the model to perform externalized reasoning.
This mechanism breaks the LLM’s inertia of relying solely on internal parameters for fuzzy pattern
matching, forcing it to seek explicit causal events within the complex provenance graph as logical
support. Consequently, it effectively curbs 𝐶3 through graph structure constraints, significantly
improving the reliability of local reasoning.

However, we further discovered that relying solely on the collaboration between A_explorer and
A_reconstructor still presents issues. If A_explorer cannot determine whether a node is suspicious,
the model’s false negative rate does not improve. Moreover, since both rely on local views, they tend
to direct the investigation toward areas where judgments were ambiguous in the previous round.
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Table 6. Robustness evaluation of ANTEATER in different scenarios. In the table, we use ANTEATER+ to
denote direct feedback retrieval and ANTEATER+L to denote LLM-guided feedback retrieval.

Scenario
Variant ANTEATER-A ANTEATER ANTEATER+ ANTEATER+L

TPR FPR Recall Prec. Recall Prec. Recall Prec.
0.5% 0.701 0.021 0.612 0.897 0.873 0.911 0.853 0.909
1% 0.991 0.065 0.952 0.977 0.980 0.971 0.973 0.981
2% 0.996 0.117 0.952 0.949 0.983 0.939 0.980 0.952
4% 0.996 0.179 0.951 0.945 0.979 0.910 0.975 0.931
100% 0.991 0.065 0.952 0.977 0.980 0.971 0.973 0.981
75% 0.950 0.094 0.903 0.892 0.971 0.899 0.964 0.883
50% 0.857 0.153 0.843 0.867 0.926 0.869 0.919 0.872
25% 0.744 0.301 0.653 0.849 0.920 0.783 0.894 0.774
Dirty Data 0.990 0.067 0.949 0.977 0.984 0.964 0.979 0.973
Miss Top Nodes — 0.321 0.503 0.898 0.706 0.884 0.905

For instance, although a malicious process is indeed associated with svchost.exe, the lack of global
historical context causes subsequent investigations to overlook its background as a controlled
process, leading to incorrect judgments about its neighboring nodes. We therefore reintroduced the
memory mechanism, using the attack behavior descriptions generated by A_reconstructor as prior
knowledge and requiring incremental updates in each round. Analysis revealed that, although the
model acquired long-chain reasoning capability, attack descriptions propagated across multiple
rounds were influenced by 𝐶4. After more than 10 rounds, the attack narrative began to deviate
from the main path, leading to increased false positives. This is because, constrained by 𝐶2, as new
reasoning results continuously flood in, the core attack clues accumulated early on are gradually
overwritten. This indicates that unidirectional dynamic memory propagation lacks a management
and filtering mechanism, making it highly susceptible to 𝐶4 due to drift in core reasoning.
Finally, to address 𝐶4, we introduced A_manager to centrally manage the investigation results.

At the beginning of each investigation round, A_manager retrieves intelligence related to the
target node from the investigation knowledge base, serving as prior knowledge for A_explorer
and A_reconstructor. Furthermore, it summarizes the main attack events based on existing data to
prevent the investigation process from deviating. Introducing A_manager essentially achieves the
decoupling of state management and logical reasoning at the system architecture level. Acting as
an external knowledge base independent of the LLM context window, it organizes fragmented rea-
soning into structured facts, endowing the main attack path with immutability. This fundamentally
overcomes the bottleneck of relying solely on the LLM to maintain long-term memory, successfully
addressing the 𝐶3 and 𝐶4 challenges encountered when components are incomplete. Ultimately,
the complete ANTEATER model successfully completed the investigation task.

5.7 Robustness Analysis
In this section, we aimed to evaluate the robustness of the ANTEAT-ER framework against three
key challenging scenarios: log distribution shift, imperfect training data and targeted detection-
evasion attacks. First, for the log distribution shift scenario, we simulate the real-world challenge
where validation and test data distributions are inconsistent. In practical applications, obtaining
a validation set that accurately reflects the deployment environment is difficult, often resulting
in a suboptimal threshold 𝜏 . Since ANTEATER’s threshold 𝜏 is determined by the tail percentile
of the validation set distribution, we introduce perturbations to 𝜏 by varying the percentile. By
observing performance fluctuations under threshold deviations, we evaluate the model’s robustness
and parameter sensitivity. Furthermore, to simulate imperfect training data, we conducted two sets
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Fig. 8. Effect of Different Hyperparameters on ANTEATER’s Performance and Efficiency.

of experiments: 1) a data sparsity test, where we gradually reduced the training data volume to
simulate scenarios of insufficient labeling or concept drift; and 2) a data contamination test, where
we directly used uncleaned data for training to evaluate the model’s tolerance to noise. Finally, to
simulate targeted detection evasion attacks, we manually removed the top five attack nodes with
the highest in- and out-degrees and their associated edges from the provenance graph before it was
input to the attack investigation module 5. This simulated a scenario in which a skilled attacker
successfully evaded detection, resulting in the loss of critical node information.

To address these challenges, we designed and evaluated two feedback enhancement mechanisms.
The first, direct feedback retrieval, uses attack entities confirmed by the investigation module as
keywords to retrieve matching logs from the original input, which are then fed back to the module
for secondary analysis. The second, LLM-guided feedback retrieval, builds on the first approach
by introducing an LLM to perform a secondary screening of the confirmed attack entities. The
LLM selects the nodes with the highest investigative value as retrieval keywords to improve the
precision of the supplementary analysis.

As shown in Table 6, the detection results indicate that, in the log distribution shift experiment, we
find that varying the threshold can cause false positives or false negatives in the anomaly detection
module. However, increasing the provenance graph size through false positives has minimal impact
on ANTEATER’s performance. Although false negatives reduce recall, both feedback enhancement
mechanisms effectively mitigate this negative effect. In the data sparsity test, the performance of
ANTEATER’s anomaly detection module gradually declined as the training data were reduced.
However, both feedback mechanisms effectively restored the investigation’s integrity, stabilizing
the recall rate at around 90%. Regarding the data contamination issue, the results showed high
robustness: the model trained on noisy data exhibited almost no negative impact on performance,
indicating that it is insensitive to a small amount of training noise. In the targeted detection
evasion attack experiment, the performance of the basic ANTEATER was significantly degraded
when key node information was missing. However, both of our designed feedback enhancement
mechanisms showed significant effects: direct feedback retrieval successfully restored the recall
to 89.8%, while LLM-guided feedback retrieval substantially improved precision with a minimal
sacrifice in recall. Together, these results validate that ANTEATER, when combined with
feedback mechanisms, is a robust and reliable end-to-end attack investigation framework.

5.8 Hyperparameter Analysis
This section examines the impact of several hyperparameters on ANTEATER’s performance. The
anomaly detection module comprises three key parameters: the number of flow blocks (K), the
hidden-layer embedding dimension (Z), and the BERT encoding method. For the attack investiga-
tion module, we analyze the number of entry nodes (M). The K and Z are critical determinants of
5Inspired by recent research on evasion attacks against intrusion detection models [23, 51], we simulate a successful evasion
attack by removing the attack nodes and their associated information before the investigation begins.
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model capacity. Generally, increasing these values enhances the model’s expressive power but also
prolongs training time. As shown in Fig. 8(a) and 8(b), excessively large values lead to overfitting.
Through grid search, we identified their optimal configurations.

We also compared different log text embedding methods. Fig. 8(c) demonstrates that using the
[CLS] token outperforms average pooling of all output embeddings. This is because average pooling
indiscriminately dilutes the information carried by critical anomaly-indicating words, whereas the
[CLS] embedding preserves a more accurate representation in BERT’s latent space, enabling our
flow-based model to better assess anomaly probabilities.
Fig. 8(d) shows the impact of the M on the attack investigation module. When M is too small,

the TPR drops significantly because reconstructing complete attack chains from limited entry
nodes demands more consecutive correct judgments from ANTEATER, reducing fault tolerance.
Conversely, an oversized M raises the FPR, as lower-ranked entry nodes lack sufficient contextual
support for independent judgments—and A_manager sometimes fails to provide effective prior
knowledge, leading to increased false alarms.

6 Discussion and Limitations
6.1 Application and Integration of LLMs
Integrating LLMs into high-throughput data management systems faces a fundamental tension
between semantic depth and processing efficiency. ANTEATER demonstrates that a hierarchical
pipeline architecture effectively addresses this challenge. We argue that LLMs should not function
as isolated black boxes, but rather adopt a task-aware data-model coupling strategy: lightweight
operators optimized for specific tasks handle high-throughput pruning of massive data, while
expensive LLM reasoning is concentrated on semantically dense, controlled data subsets. This
design overcomes the scalability bottlenecks of LLM cost and latency at the architectural level,
while maximizing data privacy through localized pre-filtering. This architecture provides a practical
blueprint for the data management community to handle hierarchical tasks that require both
massive unstructured data filtering and deep semantic mining.

6.2 Dependency on Logging System
Similar to previous log based detection methods [15, 36], the effectiveness of this framework highly
depends on the integrity and visibility of the logs. If attackers can modify or delete logs, or if their
activities fall outside the monitored scope, the system is at risk of failure. Additionally, because the
framework relies on logs to infer behavior, it struggles to detect attacks that don’t leave unique
traces in the logs. Examples include completely in memory Fileless Attacks or "Living-off-the-Land"
attacks [11], whose behaviors are indistinguishable from normal administrative operations.

7 Conclusion
This paper presents ANTEATER, an end-to-end attack investigation framework based on raw logs.
The framework introduced amulti-agent system to collaboratively perform autonomous exploration,
causal reasoning, and attack chain reconstruction on a provenance graph. This design aimed to
mitigate the limitations of traditional methods for processing long term massive logs, distinguishing
benign anomalies from malicious, and meeting practical operational needs. Evaluation results
showed that ANTEATER outperformed existing SOTA methods in reducing false positive rates and
generated structured and readable attack reports.
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