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Answering Select-Join-Aggregate (SJA) queries with differential privacy (DP) is a fundamental problem with
important applications in various domains. The current state-of-the-art methods ensure user-level DP (i.e.,
the adversary cannot infer the presence or absence of any given individual user with high confidence) and
achieve instance-optimal accuracy on the query results. However, these solutions involve solving expensive
optimization programs, which may incur prohibitive computational overhead for large databases.

One promising direction to achieve scalability is through sampling, which provides a tunable trade-off
between result utility and computational costs. However, applying sampling to differentially private SJA
processing is a challenge for two reasons. First, it is unclear what to sample, in order to achieve the best
accuracy within a given computational budget. Second, prior solutions were not designed with sampling
in mind, and their mathematical tool chains are not sampling-friendly. To our knowledge, the only known
solution that applies sampling to private SJA processing is S&E, a recent proposal that (i) samples users and (ii)
combines sampling directly with existing solutions to enforce DP. We show that both are suboptimal designs;
consequently, even with a relatively high sample rate, the error incurred by S&E can be 10x higher than the
underlying DP mechanism without sampling.

Motivated by this, we propose Differentially Private Sampling for Scale (DP-54S), a novel mechanism
that addresses the above challenges by (i) sampling aggregation units instead of users, and (ii) laying the
mathematical foundation for SJA processing under Rényi-DP, which composes more easily with sampling.
Further, DP-S4S can answer both scalar (e.g., COUNT, SUM, etc.) and vector (with GROUP BY predicts) SJA
queries. Extensive experiments on real data demonstrate that DP-54S enables scalable SJA processing on large
datasets under user-level DP, while maintaining high result utility.
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1 Introduction

Differential privacy (DP) [13] provides a rigorous framework for releasing query results while
protecting individuals’ privacy, by requiring outputs to remain statistically similar on any two
neighboring datasets, so that the adversary cannot infer with high confidence which dataset was
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used to produce the outputs. The precise privacy guarantee depends on the definition of neighboring
datasets. In a relational database, record-level DP considers two datasets as neighbors if they differ in
exactly one record [11, 16, 19, 31, 34]. User-level DP, in contrast, treats two datasets as neighbors if
they differ in the set of all the records contributed by one user [15, 22]. The latter, stronger notion is
necessary when each user may contribute multiple, potentially correlated records, e.g., connections
in a social network, purchase histories in an e-commerce platform, etc.

This paper focuses on enforcing user-level DP when answering Select-Join-Aggregate (SJA)
queries, which combine selection predicates, joins, and aggregation operators to capture a broad
spectrum of reporting workloads, making them a central target for private query processing
systems [10, 23]. A major challenge in processing SJA queries under user-level DP is that such a
query often has a high sensitivity, meaning that adding or removing a user (which may lead to
the addition or removal of many records) can significantly alter the query output. As we review
in Section 2.1, a high sensitivity necessitates large amounts of noise to be injected into the query
result to satisfy DP, leading to poor result utility.

To address this issue, state-of-the-art approaches to SJA processing under user-level DP (e.g.,
[9, 10]) commonly employ a technique called truncation. The main idea is to impose a limit on the
influence that any single user can have on the SJA query result. For instance, consider a simple
query: edge counting in a social network, in which a user can have a large number of connections
(e.g., up to 5,000 on Facebook [32]). With truncation, the query engine can impose an upper bound,
e.g., up to 10 edges are counted for each user, which reduces the query sensitivity dramatically,
leading to a lower noise requirement to satisfy DP, as we explain in Section 2.1.

Truncation, however, also has a negative impact on query result accuracy, since it introduces
a bias by capping the influence of every user. Thus, to design an effective truncation scheme
that maximizes result utility, one must carefully balance the error due to truncation bias and
the noise injected to satisfy DP, which is a non-trivial problem. Prior work R2T [9] addresses
this by considering all possible truncation thresholds that are a power of two, which guarantees
asymptotically optimal result accuracy, as we elaborate further in Section 2.3. The downside of
R2T, however, is that for each truncation threshold, it needs to solve a linear program to choose
aggregation units to retain [22]. Since it is computationally expensive to solve so many linear
programs, R2T does not scale well to large datasets [15], as shown in our experiments in Section 5.
Further, R2T is limited to SJA queries with scalar outputs, i.e., each query returns a single numeric
result. For SJA queries with vector outputs, e.g., those involving a GROUP BY clause, the best known
solution to our knowledge is PMSJA [10], which involves solving even more expensive quadratically
constrained quadratic programs (QCQPs) [27, 29], which exacerbates the scalability issue.

A natural approach to improving efficiency is sampling, which enables the user to reach a desirable
trade-off between query result accuracy and computational costs by choosing an appropriate sample
size. Unfortunately, incorporating sampling into user-level private SJA processing is challenging,
since (i) it is unclear what objects should be sampled to stay within a computational budget, and
(ii) existing truncation-based pipelines are calibrated in the (¢, §)-DP model, which is not easy
to compose with sampling. To our knowledge, the only user-level DP solution with sampling is
S&E [15], which (i) samples users and then extends the sample by exploring their neighboring
records, and (ii) applies an existing solution such as R2T or PMSJA on the extended sample set.
Since the sampled users may remain highly correlated, the privacy analysis demands injecting
far more noise, yielding errors that can exceed those of R2T or PMSJA by more than an order of
magnitude.

This paper presents Differentially Private Sampling for Scale (DP-S4S), a mechanism that delivers
user-level DP accuracy comparable to R2T and PMSJA while scaling to much larger databases. DP-
S4S samples aggregation units (e.g., join tuples) instead of users, which keeps samples compact and
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avoids the worst cross-user correlations as in S&E. We show that the error introduced by sampling
can be partially compensated for by its privacy amplification effect, which reduces the noise level to
satisfy DP. Meanwhile, for vector SJA queries, we build new mathematical infrastructure to adapt
the idea of PMSJA to satisfy Rényi DP (which composes well with sampling), before converting the
privacy guarantee to the standard DP notion. In particular, we design the first smooth sensitivity
mechanism under Rényi DP, which can be of independent interest.

Extensive experiments with real data demonstrate that for scalar queries, DP-S4S sustains the
accuracy of R2T while dramatically improving efficiency. For vector queries, the extended version
of DP-54S matches PMSJA at a fraction of the runtime. Both versions of DP-S4S consistently
outperform S&E, achieving more than 10X lower error at smaller sample rates under the same
privacy budget.

2 Background

Section 2.1 provides preliminaries on the definitions and properties of differential privacy. Section 2.2
clarifies the problem setting, and Section 2.3 reviews notable existing solutions.

2.1 Differential Privacy

In this paper, we follow the standard centralized differential privacy setting, in which a trusted data
curator has access to the raw data, and releases only query results that under differential privacy
constraints. The adversary aims to infer private information from the DP-compliant query outputs.
Since DP offers information-theoretic privacy guarantees, we do not rely on any assumption on the
computational power of the adversary. Let 7 be the domain of all instances of a given relational
database schema, differential privacy (DP) is defined as follows:

Definition 2.1 (Differential Privacy [13]). For e > 0 and § > 0, a randomized mechanism M : 7 —
O is (¢,6)-DP, if for any pair of neighboring database instances I ~ I and any subset of outputs
O C O, it holds that

Pr[M(I) € O] < e -PriM(I’) € O] +6.

When § = 0, we say the mechanism satisfies pure DP. Otherwise (i.e., when § > 0), we say the
mechanism satisifes approximate DP. Note that in the above definition, the concept of “neighboring”
database instances I ~ I’ is left abstract, which we will clarify with concrete definitions in Section 2.2.

A common approach to answering numerical queries under differential privacy is to inject
random noise into the query results, whose scale is calibrated to the sensitivity of the query. The
widely used notion of global sensitivity (GS) considers all possible neighboring instances in the
domain 7, as follows.

Definition 2.2 (Global Sensitivity [14]). Given F : T — R, the global sensitivity of F is defined as
GSr = max |IF(1) = F(1)].
GS can be defined over L; or L, norms. The Laplace mechanism calibrates noise to the L;-GS of
the query to achieve pure DP:
LEMMA 2.3 (LAPLACE MECHANISM). Given F : T — R,
Muap(D) = F(I) +b - Lap?(0, 1)
satisfies (&,0)-DP when b > GSp, /«.
An important property of DP mechanisms is composability, meaning that multiple DP mechanisms

can be combined to form a composite mechanism that still satisfies DP, as follows.
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LEmMMA 2.4 (ComPOSITION THEOREMS [13, 14]). Let M be the adaptive composition of DP algorithms
My, ... My, then
(1) (Basic Composition) If each M; is (&;, 8;)-DP, then M is (3; €, >,; 6i)-DP.
(2) (Advanced Composition) If each M is (&, 8)-DP, then for any 8’ > 0, M is (eq/2kIn(1/5") +
ke€=L1 k& + 8')-DP.

ef+1’

The composability properly enables DP mechanism designers to split the problem into subtasks,
each with a portion of the privacy parameters ¢ and § called its privacy budget.

Rényi DP. In Lemma 2.4, the basic composition is clean but loose for approximate DP, whereas
the advanced composition is tighter but with a messy formula. Next, we introduce an alternative
definition of differential privacy: Rényi DP, which has tight and clean composition, and can be
easily converted to standard DP, as follows.

Definition 2.5 (Rényi Differential Privacy (RDP) [26]). For ¢« > 1 and p > 0, a randomized
mechanism M : 7 — O is (a, p)-RDP, if for any pair of neighboring datasets I ~ I, it holds that

Da(MDIM(T)) < p,

where Dy (P||Q) :== 5 In P(2)*Q(z)!7% dz is the Rényi divergence of order a.

zesupp(Q)
LEMMA 2.6 (RDP ComPOSITION [26]). Let M be the adaptive composition of DP algorithms
My, ... My, where each M; is (a, p;)-RDP, then M is (a, 3; p;)-RDP.
LEMMA 2.7 (CONVERSION BETWEEN DP aAnD RDP [5, 26]). If M is (¢,0)-DP, then M is also
(a, ”‘ng)-RDPfor any a > 1. If M is (a, p)-RDP, then M is also (p + %, 5) -DP for any § > 0.

A common mechanism for enforcing Rényi DP is the Gaussian mechanism, which is based on
the concept of Gaussian Rényi divergence, as follows.

LEMMA 2.8 (GAUSSIAN RENYI DIVERGENCE [18]). Let N (u, 0214) denote a multivariate Gaussian
distribution, then

Do (N (3, 6214) IN (15 6214))

_a luy - w3 d 0'12(1_0’)0'%“

- . n
2 (1-a)o?+aoc; 2(a-1) (1-a)o?+ao;

if (1 — a)o? + aos > 0, otherwise infinite.
LEMMA 2.9 (GAUSSIAN MECHANISM). Given F : I — R,
Maauss(I) = F(I) + o - N(0,14)
satisfies (a, p)-RDP when o > GSp, 'W-

Local sensitivity and smooth sensitivity. Lastly, we define local sensitivity of a function F with
respect to a given instance I as:

LSr(I) .= max ||F(I) - F(I')]|.
Veld~l
Sometimes, a function F’s local sensitivity is far smaller than its global sensitivity, which is a
situation we encounter later in Section 4. However, it is known that injecting noise directly based

on local sensitivities cannot guarantee DP [33]. The following definition provides a middle ground
between global and local sensitivities.
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LEMMA 2.10 (SMOOTH-SENSITIVITY [28]). Given F : I — R? and an upper bound function
B(I) > LSg(I), the y-smooth-sensitivity of F is defined as

SSp(Ly) = ma}({B(I') LT ydistly
Te

where dist(-,-) is defined over the neighboring relationship. It satisfies SSp(Ly) > LSp(I) and
SSr(Ly) < e -SSg(I',y) foranyl ~T.

2.2 SJA Queries with User-Level DP

SJA queries. Consider a database schema R = {Ry, ..., Ry} where each R; is a logical relation. A
multi-way join is defined as

J =Ri(x1) > Ra(x3) b - -+ >t Ry(Xs),

where each x; is a set of attributes. The set of variables in the full join is denoted var(J) = x;U- - -Uxs.

A database instance I defined over R consists of tables I(R;), .. ., I(R;). Correspondingly, the join
result J(I) is a flat table T where each tuple takes value in dom(var(J)). A Select-Join-Aggregate
(SJA) query is defined by both the join J and an aggregation function f : dom(var(J)) — Ry that
assigns a weight f(¢) = w; to each join result ¢ € J(I). Evaluating query f on J(I) gives the query
result

Q) = f(T) = )" wi,
teT

where T = J(I). Our target is to answer scalar or vector SJA queries. We refer to each join result
t € T in the flat table as a join tuple or an aggregation unit interchangeably. We also assume
the range of f is w; € [0, 1] for simplicity. This can always be done through normalization: if
w; € [0, W], then we can consider an f’ = f/W and rescale the query result by W to answer f.

User-level DP for SJA queries. Next, we define user-level DP in the context of SJA query
processing. Recall from Section 2.1 that in the DP definition, the concept of neighboring databases
instances I ~ I is left abstract. In this paper, we adopt “user-level DP with foreign-key constraints” [9,
15, 23]. Specifically, we assume that there is a primary private relation R, € R where each record
u € I(R,) is a private user. The set of all users is denoted as U := I(R,).

We say arecord r € I(R) is contributed by user u, denoted u ~» r, following a recursive definition:
1) u ~ u; 2) if there is an r* € I(R") such that u ~» r’, and there is a foreign key in r that references
the primary key in r’, then we have r is also contributed by u, i.e., u ~> r. Two instances I and I’
are neighbors (i.e., I ~ I'), if there exists a user u such that for each record r that I and I’ differ, we
have u ~» r. We call such a user u a witness.

Let n = |J(I)| be the number of join results, and m = |U| be the number of users. Note that by
our definition, a user may contribute to multiple tuples, and a tuple may be contributed by multiple
users. We assume that each user can have at most A tuples, and that each tuple is contributed by I
users. Note that this model generalizes DP definitions in the literature: when [ = 1, it degenerates
to “user-DP without self-joins” [17, 25]; when A = [ = 1, it reduces to tuple-level DP; without a
constraint on A or [, it is user-level DP.

2.3 Existing Solutions

Although there are generic mechanisms to enforce differential privacy, e.g., Laplace and Gaussian
mechanisms reviewed in Section 2.1, they cannot be directly applied to the problem of SJA query
processing under user-level DP as described in Section 2.2, in which the problem setting incurs a
prohibitively high global sensitivity (Definition 2.2). In particular, assume that a record can have
up to D matching partners in one join operation, and that the aggregate is COUNT. With ¢t joins, in
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the worst case, one user’s record u can contribute O(D") join results, leading to a global sensitivity
of O(D"), and, thus, overwhelming noise required to satisfy DP.

Trucation [22]. To reduce the global sensitivity of the SJA query, a common technique is truncation,
which imposes a constraint on the maximum influence of a user on the query result. Formally, given
a truncation threshold T, we compute the result of a truncated SJA query where the contribution of
any user is capped to 7, meaning that the global sensitivity of the truncated query is bounded by
7 [22]. This step involves solving a linear program [22], which minimizes the error after injecting
noise to satisfy DP.

Clearly, the result of the truncated SJA query can differ from the original query, which we call
the truncation bias. Hence, the truncation threshold 7 is a critical system parameter that balances
truncation bias with DP noise: a larger 7 reduces the truncation error, but at the same leads to a
larger global sensitivity, and, thus, higher noise needed to satisfy DP, and vice versa. The optimal
value for 7 depends upon the maximum contribution of a user in the dataset, called the downward
sensitivity, defined as

DSfp(I) := max ||F(I) — F(I')]|.
rcL~r

Note that choosing the truncation threshold 7 using the exact downward sensitivity DSg(I)
would violate differential privacy [9, 22], since DSf(I) itself may depend upon private information.

R2T [9]. The R2T algorithm chooses an appropriate trucation threshold 7 by considering all the
candidate 7’s that are powers of 2, each of which is allocated with a portion of the privacy budget.
For every r, the algorithm solves the linear program in [22], whose target value gives the truncated
query result. Then, R2T injects random noise according to the corresponding 7’s to satisfy DP. After
subtracting the error bound, all of them become under-estimates with high probability, and the
maximum among them provides a balance between the truncation error and the DP noise. Since
the candidate 7’s are powers of 2, the number of candidates is logarithmic; accordingly, the authors
of [9] prove that the utility guarantee of R2T matches the instance-optimal lower bound Q(DS(I))
up to polylogarithmic factors.

PMSJA [10]. R2T is designed for scalar queries that return a single value. For SJA queries that
return vectors (e.g., GROUP BY aggregates), a natural idea is to exploit the composition property
in Lemma 2.4 to split the privacy budget among the vector entries. In particular, using advanced

composition in Lemma 2.4, the L, error of the noisy result is then 0 (\/3 . ;1:1 DS?(I)), where

DS;(I) is the maximum contribution of an user to the i-th entry. This is optimal if the user with
maximum contribution is the same across all entries. However, if each user contributes to a different
entry, this error becomes O(d), whereas the optimal bound is O(Vd) as DSg(I) = 1. To address this
issue, the PMSJA algorithm [10] resorts to using a quadratically constrained quadratic program
(QCQP) combined with local-sensitivity based mechanisms to achieve instance-optimal error
O(Vd - DS (1)), which we revisit in Section 4.

S&E [15]. The user-level DP solutions presented so far for SJA queries all involve solving expensive
optimization programs, which are inherently difficult to scale. To reduce the computational costs,
sample-and-explore (S&E) applies sampling to the set of users.

Specifically, S&E takes as input the number of iterations; in each iteration, it samples a user uni-
formly at random. The algorithm then builds an “explored” instance containing all the aggregation
units where the sampled user appears first. After that, a DP mechanism (e.g. R2T or PMSJA) is
applied on the explored instance. To obtain the estimator for an iteration, the output is scaled back
by the number of users m, which is also the inverse of the probability that each aggregation unit is
sampled. S&E then takes the average over multiple iterations to reduce the sample variance.
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User Triangle Count Triangle | Weight
before trunc. | after trunc. AABC, AEFG 1
A G 1 1 ABCDs ADEF 1
B,F 2 2 ACDE 0
. . C,D,E 3 2
Fig. 1. A social network G. Table 2. A truncation with 7 = 2.

Table 1. Users’ triangle counts in G.

The privacy guarantee of S&E relies on a given upper bound C on the number of collaborators of
each user. Two users collaborate if they contribute to the same aggregation unit. The intuition is
that on a neighboring dataset with an extra user, the explored instance will be the same unless the
sampled user happens to be the witness or one of their collaborators, which occurs with probability
approximately C/m.

A major issue for S&E is that its privacy cost is linear to C. which leads to large errors as we
show in Section 3.3. The proposed approach DP-S4S, presented in the next section, overcomes
this problem. In particular, our amplification bound has no assumption on C, and achieves a strict
amplification in the privacy budget. As a result, the result utility of DP-S4S may even surpass that
of the R2T mechanism without sampling in some cases, as shown in our experiments in Section 5.

3 DP-S4S for Scalar Queries

This section presents DP-S4S for scalar SJA queries that return a single aggregate value. The
extension to vector SJA queries is deferred to Section 4. The main idea is that instead of sampling
users as in S&E, DP-S4S samples aggregate units, i.e., the join tuples upon which the scalar query is
aggregating.

For example, consider a triangle count query with pure DP in a social network G, illustrated
in Figure 1, where each vertex is a user. Table 1 lists the number of triangles contributed by each
user, before and after applying a truncation threshold of 2. The 5 triangles shown in Table 2 are the
aggregate units. DP-S4S first constructs a sample set S of such aggregate units, and then applies
truncations on S to reduce the L; sensitivity of the aggregation on S; after that, it generates the
aggregation result on the truncated S, injects Laplace noise, and then returns the noisy result scaled
up by a factor decided by the sampling rate. The truncation threshold 7 used on S is decided using
a differentially private algorithm, which ensures that the choice of 7 does not lead to a privacy
breach.

In the following, we first focus on pure DP (i.e., (¢, 0)-DP) in Sections 3.1-3.3, and extend the result
to approximate DP in Section 3.4. In particular, Section 3.1 explains the truncation of a sample set S
given a threshold 7. Section 3.2 focuses on the DP algorithm for choosing 7. Section 3.3 analyzes
the theoretical guarantee of DP-54S and compares against existing solutions.

3.1 Sample and Truncate

Recall from Section 2.2 that for a query f over the join tuples T, our target is to compute f(T) :=
DteT W Similar to Dong et al. [9], the proposed mechanism DP-5S4S applies after computing all
the joins and before the final aggregation. Specifically, DP-54S samples each join tuple t € T with
probability q to form S, and rescales the aggregation result f(S) by 1/q as an estimator for f(T).
Thus, the problem reduces to how to release f(S) accurately with user-level DP. Given a truncation
threshold 7, we can simply apply the steps in [9, 22] reviewed in Section 2.2, i.e., solving a linear
program to compute the optimal truncation for each user, and then applying the Laplace mechanism
to achieve pure DP.
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Algorithm 1 Sample-and-Truncate for pure DP

Input: Join tuples T, query f, truncation threshold 7, sample rate g, privacy parameter ¢
Output: Private query result f (T,7)

S

2: for eacht € T do

3 Sample t into S with probability g

4: f(S,1) « Optimal target value to problem (1) on S,

5. Release f(S, T) — f(S,7) + Lap(%)

6: Report f(T, T) « é -f(S, T)

Formally, Algorithm 1 presents the above algorithm for releasing f(T, r) for a given threshold ¢
under (¢, 0)-DP. The linear program for computing optimal truncation [9, 22] is as follows.

maximize Z Xt (1)
e res
subject to Z x; <1, YueU
tiu~>t
0<x; <w VtesS

where each variable x; € [0, w;] is the fractional contribution of join tuple ¢ in the sample set S
to the truncated query, subject to the constraint that the total contribution of u does not exceed
the truncation threshold 7. For a given query, minimizing the truncation bias is equivalent to
maximizing the remaining weights; thus, the optimal target value f(S,7) := 3,5 X} is used as
the truncated query result. Note that for any 7 > DS(I) (see Section 2.3), the optimal solution is
x; = w, and we have f(S,7) = 3,5 W = f(S).

After obtaining the result of the truncated query, the algorithm proceeds to add Laplace noise
with scale 7/¢ (Line 5), and then scale the result back by 1/q to correct for sampling (Line 6).

Although Algorithm 1 is simple, its privacy analysis is highly non-trivial. A major contribution
of this work is to show that sampling join tuples (rather than users), followed by an e-user-level DP
mechanism on the sample, preserves a stronger ¢ -user-level DP guarantee, for ¢’ < ¢. Note that
prior work has only considered either sampling users for user-level DP [15] or tuples for tuple-level
DP [3], but not a combination of both. In addition, when the subsequent pure DP mechanism is
truncation-based, we can further achieve an amplified privacy guarantee due to randomness in
subsampling. Formally, we have the following result 3.1.

LEMMA 3.1 (SAMPLE-AND-TRUNCATE AMPLIFICATION). Algorithm 1 satisfies ¢’ -user-level DP for

Lz)

(e, A q) = ln( max{ E Dk €Xp (Es) +Pr[Bin(A, g) > 7] exp(e),
T
k=0

1
Z]L;JO Dk €xXp (—és) +Pr[Bin(A, q) > 7] exp(—¢) }) ’
where py. = Pr[Bin(A, q) = k] = (3)g*(1 — ¢)*7%.

Proor. We will show that M(T) = f (S, 7) is private, as the final step is a post-processing,.
Denote the independent Bernoulli (a.k.a. Poisson) subsampling process by A, then the probability
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of observing output z can be expressed as!

Pr[M(T) =z] = Z Pr[A(T) = S] - Pr[f(S,7) = 2] .

SCT

Consider a user-level neighbor T” = T UT, where the witness is u and T, are the records contributed
by u. WLOG, we assume |T,| = A, which brings the maximum divergence. Due to independent
sampling,

Pr[M(T') = 2] = Z Pr[A(T) = S] - Z Pr[A(T,) = Su] - Pr[f(S U Su, 1) = 2] .

ScT SuCT,

We will use the fact that for p;, A;, B; > 0,

ZiPiAiSm Aj
2. PiBi i B;

which can be verified by A; < B; - max; % for any i. Borrowing ideas from [20], we consider

PrIM(T) =2] _ Yscr PrIA(T) = ] - Pr[f(S,7) = 7]
PrIM(T") = 2] 3 1 Pr[A(T) = S] - X, 1, PrA(T) = Sul Pr[f(SU Sy 1) = 2]
Pr[f(S,7) = 2]

< max =

SET ¥, cr, PrlA(T,) = Syl Pr[f(SUS,, 1) = 2]
_ 1

ZSuQTu Pr[A(Tu) = Su] B/ (38w m)=z]

Pr[f(S*,1)=2]

Pr(f(S,r)=z]
Ysucty PrIA(T) =S4 Pr[ f(SUS,.7)=2]
achieves S*, it is also feasible for S* U S,,, thus £(S*,7) < f(S* US,, 7). On the other hand, given an
optimal solution to $* U S,, we can obtain a feasible solution for S* by setting x; = 0 fort € S,,. In
doing so, the weight reduced is },c5, x; < min{z, |S,|}, since w; € [0, 1] (see Section 2.2). Thus,
we also have f(S* US,,7) < f(S*) + min{z, |S,|}. In summary, we have |f(S* US,, 1) — f(§*)| <
min{z, |S,|} for any S,,.
Based on the above fact, we have

where S$* = arg maxscr . Consider the optimal solution {x;} that

Prf(S*USy 1) =2]
Pr[f(S*,T) =z]|

2 exp (_2 If(s*US, 1) —f(S*,T)|) > exp (_—min{r, |Su|}£) ,

T
thus,

PIM(T) =2] _ .

PI'[M(T’) = z] - Z/%;()pk . exp(_min{rr,k} E) >

1We abuse the notation of Pr[-] for probability density as with convention.

Proc. ACM Manag. Data, Vol. 4, No. 3 (SIGMOD), Article 165. Publication date: June 2026.



165:10 Yuan Qju, Xiaokui Xiao, and Yin Yang

where pr = Pr[Bin(A, q) = k] = (%)qk(l - @)k, Similarly,
PrIM(T) =2] _  s,cr, PrIAT) = Sul PrLf(SU Sy ) = 2]

Pr[M(T) =z] ~ ser PG
= 3 PelA(Ty) = 5, P U8 D = 2]
SuCTy Pr(f(s°,7) = 2]

< gpk - exp (; min{r, k}) ,

Ssucty PrIAT) =8, Pr[f (SUS,,7)= 2l

Pr[f(S 7)=z]
Putting it together, we get Lemma 3.1. O

where S° = arg maxscr

Optlmlzatlon with a PGF trick. Lemma 3.1 requires computing Zk o Pk exp( ) and

Z koo Pk €XP (——5) which takes O(r) = O(A) time, which can be expensive when 7 is large. We

show that with the help of probability-generating function (PGF), we can obtain a numerically
stable result in O(1) time, assuming the CDF function of a binomial distribution can be evaluated
in O(1).

Let K ~ Bin(A, q), consider the PGF of K, defined as

G(2) =E[z ZPk z —Z(A)(l—q)A‘k(qZ)k=(1—q+q2)A.

k=0

WLOG, we assume an integer 7. Then the target is to compute the sum of the first 7 + 1 terms in
G(z) for z = exp(+%). Let A = 1 — q + gz. We divide each summand by A2, Then, the k-th term

becomes
[ (575 = ()05 5 e =],

which is exactly the probability of another binomial distribution. Taking the sum is equivalent to
querying its CDF. Accordingly, we present in Lemma 3.2 a faster computation of the amplification.

LEmMA 3.2 (SIMPLIFIED COMPUTATION). Algorithm 1 satisfies ¢’ -user-level DP for

£ (&1, A\, q) = max {(logcdf(r, A, q1) + A -log Ay) & (logsf(z, A, q) +¢),

- ((logcdf(r, A, q2) + A -log Ay) & (logsf(z, A, q) — e))}

where @ denotes the LogSumExp function, logedf andlogst are the cumulative distribution function
and survival function for the binomial distribution respectively, Ay = 1 — q + q - exp(e/7), q1 =
q-exp(e/t)[A1; A2 =1—q+q-exp(—¢/1), q2 = q - exp(—¢/7)/As.

3.2 Truncation Threshold Selection

The Sample-and-Truncate mechanism presented in Algorithm 1 requires the knowledge of the
truncation threshold z. As explained in Section 2.3, choosing an appropriate 7 under user-level
DP is highly non-trivial, and it is a major contribution of R2T [9]. In this subsection, we carefully
combine the doubling research solution in [9] to Sample-and-Truncate, leading to the complete
DP-54S for scalar SJA query with pure DP in Algorithm 2.
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Algorithm 2 DP-S4S for scalar SJA and pure DP

Input: Join tuples T, query f, sample rate g, privacy parameter ¢, tuple bound A, probability
Output: Private query result f (T)
1: Compute sample set S with Lines 1-3 of Algorithm 1.
2t &y — €
32 L« |logA]+1
4: for i < L downto 1 do
5 T 270 g gy )i
6 f(S, ;) « Optimal target value to problem (1) on S, 7;
7 f(Sm) « f(S, ) +Lap()
8: £(S, ) &f(S,Ti)—z—iln%
9: g < € (&, 1;, A, q) by Lemma 3.2
10: g« & — ¢
1: Report f(T) — é - max; f(S, ;)

—_

Recall from Lemma 3.1 that ¢ < ¢, and that a mechanism on the sampled join tuples preserves
user-level pure DP. Therefore, a naive solution is to allocate ¢; = ¢/L to each iteration. However,
this approach fails to exploit the amplification from combining a truncation mechanism with
subsampling. Ideally, one wish to adopt some ¢* > ¢ such that the amplified ¢'(¢*, 7, A, q) < e.
While the amplified ¢’ (¢, 7, A, q) is easily computable for a given ¢, finding the optimal £* involves
a binary search. Observe from Lemma 3.1 that the amplification effect is more significant for large
7’s. Accordingly, we adopt an adaptive budget allocation strategy in DP-S4S. In particular, we run
the L subroutines in descending order of 7; (Line 4 of Algorithm 2). For each 7;, we allocate a
target privacy consumption ¢; inversely proportional to the number of remaining subproblems,
i.e. applying basic composition in Lemma 2.4. After obtaining the private result, we only charge its
actual consumption from the remaining budgets (Lines 9-10). Note that the algorithm also takes as
input a probability f (used in Line 8), which is important for its utility analysis, presented in the
next subsection.

Remark. In [15], the authors also propose a faster variant of S&E for scalar queries that explicitly
requires that a good truncation threshold 7 be given in advance; in their experiments, 7 is tuned
from data, which might leak private information according to [9]. In this paper, we follow [9] to
properly select 7 with differential privacy, and do not consider this variant of S&E.

3.3 Utility Analysis

The following lemma establishes the correctness of DP-54S for scalar SJA queries under user-level
pure DP, as well as its result utility guarantee. The error bound covers both sampling error and
noise injected to satisfy DP.

LEMMA 3.3. Algorithm 2 satisfies (¢,0)-DP. Let n be the number of records, m be the number of
users and q be the sample rate. With probability 1 — p, its error is

\/?+l+i(r*(T)+ @))
q9 9 & q
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Algorithm 3 Sample-and-Truncate for Rényi DP

Input: Join tuples T, query f, truncation threshold 7, sample rate g, privacy parameters @ and p
Output: Private query result f (T,7)

1: Compute f(S, 7) with Lines 1-4 in Algorithm 1

2: Release f(S,7) — f(S,7) + N(0,0?) for o = 7 - \Ja/2p

3: Report f(T, T) é -f(S, 7) as in Algorithm 1

where O(-) omits constants and polylogarithmic factors in m and 1/; 7*(T) = maxycy Xer 1[u ~>
t] is the maximum number of tuples a user contribute to in T; and ¢+ > ¢/L is the allocated
noise-calibration budget where L = |log A] + 1.

The proof of Lemma 3.3 can be found in Appendix B.1 of the full version [30]. As a sketch, main
ideas of the proof include (i) we apply standard Bernstein bounds for the sampling error and (ii) for
DP noise, conditioned on the high probability event that f ’s are all underestimates, we show that
the output error depends on 7*(S), i.e., the maximum contribution of a user in the sample. A key
observation in the proof is that besides the amplification effect that reduces the DP noise scale (see
Lemma 3.1), another benefit of sampling in DP-S4S is that it reduces the maximum contribution
among the users. Roughly speaking, if the maximum contribution of a user is 7*(T) for the raw join
results, then we expect the maximum contribution to be 7*(S) = q - z*(T) in the sample, subject to
some lower-order terms. After scaling the results by é, we obtain 7*(T), so that the DP error does
not increase. Appendix C in [30] evaluates the contribution of both error sources.

Comparison with R2T. The utility guarantee of R2T is as follows.

LEmMA 3.4 (Resurt Utinity of R2T [9]). With probability 1 — B, the output of the R2T mechanism
satisfies

Mar(T) - £(1)1 =0 (£ D500

Compared to R2T, DP-S4S introduces an additional error term \/% for g = Q((¢*(T))71), due
to sampling error. For counting queries, 7*(T) = DS(I) is the downward sensitivity of query f
(see Section 2.3). Thus, the sampling-based mechanism achieves the same asymptotic error for
a sufficiently large sample rate. In addition, we improve the % term in the DP error to SL < %
which benefits from the privacy amplification. To see why, note that the first iteration allocates
exactly g = ¢/L. Meanwhile, its amplified privacy guarantee ¢; < ¢, meaning the remaining
budget ¢g > ¢ — ¢/L = ¢- (1 — 1/L). By induction, we have in each iteration the allocated ¢; is at

least as large as ¢/L.

Comparison with S&E. Fang and Yi [15] do not include a closed-form error bound for S&E under
pure DP. In the following, we show that its error can be large even when the exact (i.e., non-private)
best truncation threshold is used.

Specifically, the error analysis in [15] for running S&E with R2T focuses on approximate DP. It is
not hard to see that when each of the k iterations is allocated with a privacy budget of &; = O(¢/k),
the mechanism satisfies pure DP, according to basic composition (Lemma 2.4). When ¢; is small,
the amplified ] for each iteration can be approximated as

& =ln(1+%(e“ —1)) =O(%) ,
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where m is the inverse of the sample rate. The final estimator scales the sample average by m. Thus,
its variance from DP noise is
k

m? 2T 72
zh (Z G ’)2) ofiet ).

Thus, the injected error to satisfy pure DP grows with Vk, which becomes high when we set a large
k, which is important for reducing sampling error. More importantly, its DP error is also linear to
C, the maximum number of collaborators for each user (see Section 2.3), which is data-dependent
and can be large, as our experiments show in Section 5. The proposed approach DP-S4S does not
suffer from either of these issues, according to Lemma 3.3.

Finally, as discussed in Appendix D of the full version [30], the sampling error of S&E is also a
factor of I larger compared to our DP-5S4S, since the former takes all tuples associated with the
sampled user, whereas the latter performs sampling on aggregation units, which automatically
takes into account the correlation between users.

3.4 DP-S4S for Approximate DP

So far, our description of DP-5S4S aims at enforcing pure DP, i.e., § = 0. For approximate DP, i.e.,
§ > 0, we adapt DP-S4S to employ the Gaussian mechanism (Lemma 2.9) to satisfy Rényi-DP, and
subsequently convert Rényi DP to (¢, §)-DP using Lemma 2.7. Algorithm 3 adapts Algorithm 1 to
enforce Rényi DP.

Under Rényi-DP, we derive privacy amplification as follows.

LEmMA 3.5 (RDP AMPLIFICATION). Algorithm 3 satisfies (a, p”)-user-level RDP for

7]
p’(a,p,T,A,q)= ln(Zpk eXp((a—l) p)+Pr[Bm(A q) > ] -exp((@—1)p)],

where pr = Pr[Bin(A, q) = k] = (k)qk(l - q)A‘k-

The proof can be found in Appendix B.2 of the full version [30], which is similar to that for
Lemma 3.1. The difference is that we apply properties of Rényi divergence instead of analyzing the
ratio between probabilities. We also have p’ < ﬁ 1n(2£:0 Pk -exp((a—1)p)) = p.2

Using Lemma 3.5 as a building block, we can arrive at a variant of Algorithm 2 that achieves
(@, p)-RDP, which implies (¢, §)-DP: we only need to change the noise and noise bound to Gaussian,
and allocate p; instead of ¢; during each iteration. For the utility analysis, note that the sampling
error is independent of the noise, and we also have the same bound for the user contribution in the
sample. Thus, its utility is given as follows.

COROLLARY 3.6 (RDP-54S FOR SCALAR SJA). There is an («, p)-RDP version of Algorithm 2. Let n
be the number of records, m be the number ofusers q be the sample rate and " (T) be the maximum
contribution of a user. With probability 1 — p, its error is

o)

where p > p/(|log A| + 1) is the amplified privacy budget.

(1) = F(T)] =

2While we show that sampling join tuples amplifies user-level DP under both pure and Rényi DP, the same proof does not
easily extend to (¢, §)-DP mechanisms outside the Rényi-DP class. It is left open whether an arbitrary approximate-DP
mechanism on such a sample preserves the same level of user-level privacy.
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. o . . _ In(1/5)
In particular, this indicates an (¢, §)-DP variant by taking p = ¢ — =.=5~. Now, the DP error

scales with ./ %, and the order « can be optimized for given ¢ and §.

4 DP-S4S for Vector Queries

This section focuses on DP-54S for vector queries that return d > 1 scalars (e.g., a group-by count
query). Observe that a vector query F can be viewed as d scalar queries F = {fi, ..., f}.

As discussed in Section 2.3, a naive idea for answering a vector SJA queries with user-level
DP is to process each component scalar query separately, each with an allocated privacy budget
according to Lemma 2.4. The problem of this approach, however, is that its error depends on the
sensitivity of each scalar, rather than the sensitivity of the whole vector, which can be significantly
smaller. In particular, the L, sensivitity for a d-dimensional vector query is smaller than that of its
component scalar queries by a factor of Vd [10]. PMSJA [10] address this issue by considering the
following quadratically constrained quadratic program (QCQP):

maximize Z Yu ()
Yu 2ot uelU
2

subject to Z Z wrezpe| <75 YuelU

feF \teTpu~t

> -1 <z -1, VfeFteTs

uu~1t

0<y, <1, VueU

0<zp <1, VfeFtelyf

For given 7, let y}, z; , be the optimal solution to Program (2) (with ties broken arbitrarily). The
truncated query for f € F is then

f(Tp) = Zier, wre - 25, ®3)

Unlike in R2T, the global sensitivity of the truncated queries F is still large. To address this issue,
PMSJA considers the local sensitivity of F (explained in Section 2.1). Analysis shows that the L,
local sensitivity satisfies:

LSz(I) < 27- (E(I) + 1), 4)
where E(I) := ),y (1 —yj,) is the number of truncated users. Intuitively, E(I) has global sensitivity
1, since the optimal solution on I can be transferred into a feasible solution on I’ which contains one
more user, by additionally truncating the extra user and all his/her tuples. The formal proof can be
found in [10]. PMSJA then invokes an (¢, §)-DP algorithm to release F. For choosing the threshold
7, it runs the sparse-vector-technique (SVT) mechanism [13] to privately find the smallest power
of 2 such that only E(I) = O(1) users are truncated.

To achieve scalability, the main idea of DP-54S is to combine join-tuple sampling described in
Section 3 with PMSJA. Note that PMSJA enforces approximate DP; hence, we adopt the approach
in Section 3.4 that processes the query under Rényi-DP, and subsequently converts the privacy
guarantee to the standard (e, §)-DP.

Challenges. There are two major challenges in realizing this idea. First, as mentioned above,
PMS]JA involves the use of local sensitivity, which cannot be directly used to calibrate DP noise
as described in Section 2.1. For (¢, §)-DP, we can inject noise according to the smooth sensitivity
(Lemma 2.10), which provides a viable middle ground that satisfies differential privacy while
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reducing the noise scale compared to global sensitivity. To our knowledge, however, there is no
existing fundamental mechanism that utilizes smooth sensitivities to achieve Rényi DP, which is
more strict than (g, §)-DP. Second, even with the necessary tools in place to enforce Rényi DP with
smooth sensitivity, it is still highly non-trivial to derive a similar sample-and-truncate algorithm
with privacy amplification for PMSJA, which involves solving a far more complex QCQP than the
linear program in Section 3.1.

In the following, Sections 4.1 and 4.2 address these two challenges, respectively.

4.1 Smooth Sensitivity Mechanism for Rényi DP

In this subsection, we build a new fundamental Rényi DP mechanism for the scenario that the local
sensitivity is far smaller than the global sensitivity, i.e., LS, << GSp,. This is common in practical
applications [9, 10, 13, 15, 33]. Utilizing Lemma 2.8, we have the following result.

LEMMA 4.1 (RDP SMOOTH SENSITIVITY MECHANISM). Given F : T — RY and its smooth-sensitivity
function SSp : 7 X R — R as in Lemma 2.10, the RDP-SS mechanism defined as

Mgpp-ss(I) := F(I) + o(I) - N(0,14)

satisfies (o, p)-RDP for

SSe(Ly) a

o) = 1—_2 PN
—a+ae Y p

where y = %ln min{t; ', ,}, and 0 < t; < 1 < t, are solutions to

(a-1)p (a-1p
h(t) =t*—ae @ t+(a—1)e @ =0.

The proof can be found in Appendix B.3 of the full version [30]. The intuition is that to bound
the Rényi-divergence between two Gaussian distributions, there are two constraints in Lemma 2.8:
the noise scales must be large enough to bound the first term, which depends on the difference
between their means. In addition, the scales must also be multiplicatively close to ensure the second
term is bounded: when o; = oy, the second term takes the minimum value of 0; when the variances
differ, we must bound their ratio, which can be achieved by properly setting the smoothness factor
y. After deciding y (see the proof for details), we calibrate the noise scale according to both y and
the y-smooth sensitivity SSg.

Implementation. A major challenge in implementing smooth-sensitivity mechanisms is that the
SSr function is hard to compute in general [28]. In the following, we make an assumption that there
exists an upper bound B on the L; local sensitivity LSp such that B(I) > LSp(I) and |[B(I)-B(I')| < 1
for neighboring datasets. Under this assumption, we can compute SSr in constant time. We first
argue that this is a feasible assumption, which was also made by existing work [21, 22, 33]. A
trivial bound that satisfies this constraint is a constant function B(-) = GS. But it does not utilize
the fact that LS < GS. To reduce noise, the goal is to set B as close to LS as possible. Note that
due to normalization, requiring |B(I) — B(I’)| < 1 is equivalent to the more general form of
|B(I) — B(I')| < . This is exactly how we will apply this lemma in our mechanism for vector
queries in Section 4.2, following Equation (4).

Algorithm 4 implements the Mgpp-ss mechanism. Here, the equation h(t) = 0 is solved using
Brent’s method [4] (Line 1). Under the assumption for B, for any I € 7,

LS(I') < B(I') < B(I) +dist(LT).

Therefore, G(I) := maxgen,,(k + B(I)) - e "k is the y-smooth sensitivity of F by Lemma 2.10.
In addition, to compute G(I), we only need to evaluate two values of k, as follows. Consider
g(k) = (k+b) - eV, we have its derivative ¢’ (k) = (1 — yk — yb)e ¥, thus the maximum is taken
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Algorithm 4 RDP Smooth Sensitivity Mechanism Mgpp_ss

Input: Instance I, vector query F : 7 — R?, upper bound B on LSy, (F) with |B(I) — B(I')| < 1,
privacy parameters «, p
Output: Private estimate F(I)
1: ty,t; < brentq(t* — ae'®VP/4 .t 4 (o — 1)e(@"DP/d = )
2.y — 3 Inmin{t; !, 1}
3k — |3 =B, G() « (k+B(D) - e vk
4 k — k+1,G(I) « max{G(I), (k + B(I)) - e ¥}
5 GO a

: — ———= - =
o 1-a+ae™?Y p

6: return F(I) + o - N(0,1y)

at the closest integers to k* =  — b. Therefore, each G(I) can be obtained by computing two values
at most (Lines 4 and 6) and is bounded by

G() < )l/ eV BMO-1

We compare RDP-SS with the smooth sensitivity mechanism in Appendix E of the full version [30].

4.2 DP-S4S for Vector Queries

Equipped with the smooth sensitivity mechanism Mgpp-ss in Lemma 4.1, we are now ready to
construct our DP-S4S mechanism for answering vector SJA queries under user-level DP, presented
in Algorithm 5. Similar to Algorithm 2 for scalar queries, Algorithm 5 consists of three stages,
for computing the sample set S (Lines 2-7), choosing the truncation threshold 7 (Lines 9-16), and
releasing the result of the truncated query (Lines 18-22), respectively.

Specifically, in the first stage, for each scalar query f € F, DP-S4S samples every join tuple with
probability g, obtaining the sample set Sy for f. The combined sample set S is then the union of the
samples Sy for all f (Line 7). The second stage then follows the PMSJA framework, which applies
the SVT mechanism to choose 7, solving QCQPs on the sample set S in each iteration with a 7 that
is a power of 2, as mentioned at the beginning of Section 4.

It remains to clarify Stage 3, which receives from Stage 2 the chosen truncation threshold 7,
as well as the truncated vector query F (defined in Eq. (3)). The goal is to release F under Rényi
DP so that the overall mechanism attains (¢, §)-DP via Lemma 2.7. Stage 3 first selects the Rényi
order « (discussed below), and then the divergence parameter p such that the resulting (a, p)-RDP
guarantee can be converted to (&, §)-DP. It then defines the L local-sensitivity bound B for function
F/(27) according to Inequality (4), and invokes mechanism Mgpp-ss (Algorithm 4) to compute a
noisy version of F(S) under DP, before reporting the scaled version of F(S) as the final result (Line
21).

Finally, we clarify the choice of the order « in Rényi divergence (Line 17). While our mechanism
is private for any a > 1 + %, the error depends on the choice of a. To choose an appropriate «,
we perform a doubling search: from the lower bound of & (which leads to an infinite error), we
repeatedly double it until we find some « that the data-independent error term \/W /(1—a+ae™?)
is smaller compared to choosing a/2 or 2a. Then we iterate through possible choices within the
interval («/2, 2a) to locate an « that minimizes the term, and set p = &, — % accordingly.

The following lemma formalizes the privacy guarantee of Algorithm 5, whose proof appears in
Appendix B.4 of the full version [30]. For this lemma, amplification only accounts for the probability
that no record is sampled from the witness user. Note that since ¢’ < 1, we have ¢’ < £ + 4?5 =e.
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Algorithm 5 DP-S4S for vector SJA and approximate DP

Input: Join tuples Ty,..., Ty, queries F = {fi,..., fa}, privacy parameters ¢, §, sample rate q,
probability

Output: Private query results F(I)

. // Stage 1: compute the sample set S

:Se— @

: for each f € F do

Sf — 0

for each t € Ty do
Sample t into Sy with probability q

S«—Su {Sf}

8: // Stage 2: choose truncation threshold t with SVT [10, 13]

9: &1 « /5, & < 4¢/5,0 «— &%‘1 ln% +Lap(§)

10: foreach 7« 1,2,4,8,... do

11: Yy, z;‘,, , < Optimal solution to problem (2) on S,

2. E(S) « 2,(1-yp)

13 if E(S) +Lap(+) < 6 then

" F(S) — {f(S) = Tyes, Wra - 270 | f € F)

15: break

16: // Stage 3: release query result via Algorithm 4

17: @ « find_alpha(e;, 6, d)

18: p «— &3 — @

19: Define LS upper bound B(S) := E(S) + 1

20: F(S) «— 27 - Mropss(S, F, B, a, p)

21: Report F(I) := : -F(S)

N

LEMMA 4.2. For any chosen a, algorithm 5 satisfies (¢’, 8)-DP for

1 1
¢ =In(1+q'(e° - 1)) + (ln (1 +q (64(0(71)8/5 -5 - 1)) +In —) ,
a-1 )

whereq’ =1—- (1-q)".

Discussion. Unlike the case for scalar queries, where we derive a strong result for sampling
amplification in Lemma 3.1, here the amplification effect is limited for a large A, i.e., when each
user may contribute to many join tuples. The reason is that it is unclear how the optimal solution
to Program (2) changes even when only 1 tuple is sampled from the witness user. Note that this
is the first mechanism that achieves user-level RDP with sampling of join tuples. In particular,
it remains unclear whether the original PMSJA mechanism under (¢, §)-DP achieves the same
privacy guarantee when run on sample join tuples. We further evaluate the error of Algorithm 5 in
Appendix F of the full version [30].

5 Experiments

This section presents extensive experiment evaluations comparing DP-54S with the state-of-the-art
algorithms on real benchmark datasets, for both relational queries and graphlet counting ones.
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5.1 Setup

Mechanisms. We consider the following mechanisms: DP-54S, R2T [9], PMSJA [10], and S&E [15].
As mentioned in Section 3.2, we do not consider the variant of S&E that requires a pre-known good
truncation threshold 7 (used in the experiments in [15]), which might leak private information and,
thus, would be unfair to other mechanisms. However, we also observe that if we simply allocate a
privacy budget in each of the k independent iterations of S&E for truncation threshold computation
(e.g., by invoking R2T), its overall noise becomes overwhelming that S&E’s error reaches almost
100% error for scalar queries across multiple datasets. To make S&E competitive, we improve the
mechanism so that it samples multiple users at the same time, which avoids allocating a privacy
budget in each iteration, leading to empirical performance compared to the implementation based
on their original description. This is formally described in Corollary D.2 in Appendix D [30]. In
addition, we adopt an assumption favorable for S&E that the number of users m is public.

Since all the mechanisms work on precomputed join results, we separate the time for computing
the join using PostgreSQL from the time consumed by the DP mechanisms. We implement all
algorithms in a single-threaded setting to enable a fair evaluation of CPU time. Each mechanism is
run 100 times independently, and we report the average error and running time, dropping the 20
largest and 20 smallest ones.

Datasets. We use the same datasets as existing work [9, 10, 15] for evaluation. For graph pattern
counting queries, we use 4 real datasets: Deezer is a friendship network. Amazon is a co-purchasing
graph. Answer-to-question (A2Q) and comment-to-answer (C2A) are the interactions between
users in the Stack Overflow network®, with edges labeled by date. All of them can be obtained from
SNAP [24]. Their statistics are summarized in Table 4 in [30].

For relational database SQL queries, we use the TPC-H benchmark dataset. There are 8 relations:
Region(RK), Nation(NK,RK), Customer (CK,NK), Orders (0K, CK), Supplier (SK,NK), Part(PK),
PartSupp(PSID,PK, SK), Lineitem(LID,OK,PSID). By default, we use data scale factor 4, where
the largest table (Lineitem) contains roughly 24 million records.

For the definition of user-level DP, we regard each vertex as a user for the graph datasets. In
TPC-H, depending on the query, we may treat each customer (CK), supplier (SK), part-supp (PID),
or order (OK) as a user, where a join result is contributed by a user if it is related to these primary
keys through foreign-key references.

Queries. For graph datasets, we consider common graphlet counting queries, including edges Q;_,
line-2 paths Q,-, line-3 paths Qs_, triangles Q. and rectangles Qg. For directed graphs, we also
consider the fanout-2 pattern Q., which differs from Q,_. For all these queries, an aggregation unit
is contributed by I > 2 users.

We evaluate the vector query mechanisms on the TPC-H benchmark using the same queries as
in [10]. All the queries are derived from the original Q5 or Q7 in TPC-H, with different aggregation
functions {count (1), sum(l_extendedprice*(1-1_discount))}, different group by attributes
{n_name, 1_shipdate, extract(year from l_shipdate)}, and different definitions of private
users {(SK,CK), (PSID,CK), (PSID,0K)}.

Parameters and environment. Unless otherwise specified, we consider pure DP with ¢ = 1 for a
scalar query, and approximate DP with ¢ = 4 and § = 1077 for vector queries. The default failure
probability f is set to 0.1. For S&E, the number of sampled users is chosen as k = | g - m], so that
the expected number of records is the same as our mechanism.

Following prior works, we use data-independent degree upper bounds D for graph datasets as
shown in Table 4 in [30]. The global sensitivity is computed accordingly. For example, GS;_ = D,

3We perform a similar preprocessing as in [10].
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GS,_ = GS, = D?, GSg = D3, etc. The upper bound on the number of collaborators C for S&E can
also be computed from D. To be more precise, for edge counting and triangle counting, we have
C = D since two collaborators must share an edge. For line-2 paths and rectangles, C = D + D?
since a collaborator is either a neighbor or a distance-2 neighbor. In the experiments, we always
use C = D = 1024 for S&E for simplicity, which is favorable to S&E.

For TPC-H, none of the mechanisms requires the global sensitivity GS as input. S&E still requires
setting C. Following their paper [15], we still set C = 1024 (again in its favor), though this can be
insufficient, especially for vector queries.

All experiments were conducted on a Linux server equipped with an Intel(R) Xeon(R) Gold 6252N
2.30GHz CPU with 96 cores and 1.5TB of memory. Each experiment was run in a separate Docker
container. For scalar queries, we allocated 32GB of memory; for vector queries, we allocated 256GB
of memory. The experiment code can be found at https://github.com/QiuTedYuan/DP-S4S/.

5.2 Comparison on Scalar Queries

Figures 2 and 3 compare the empirical performance of R2T, S&E, the proposed DP-S4S over graphlet
counting queries, with varying sample rate from 1/64 to 1/4 for the latter two. Horizontal axes
correspond to execution times, while vertical axes correspond to error (in percentage) relative to
the actual query result, both in log scale. Each data point in the plot corresponds to the result for a
given sample rate; a high sample rate leads to longer execution time. In the figure captions, base
query time refers to the join computation time measured by PostgreSQL.

Comparing DP-54S with R2T, we observe that DP-54S achieves a similar error on almost every
dataset at moderate sample rates. As analyzed in Section 3.3, there are two sources of error in
DP-S4S: sampling error and DP noise. While it is typical for sampling error to increase when
lowering the sample rate, the amplification through Lemma 1 also becomes more effective, leading
to a larger £} and, correspondingly, lower noise to satisfy DP. The overall error depends on which
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is dominating. Recall that a lower sample rate also reduces the maximum contribution of a user
to the sample, which offsets the increase in the scaling-back factor. Therefore, despite having an
additional sampling error, it is still possible for DP-S4S to be slightly more accurate than R2T
under certain sample rates thanks to the privacy amplification. The optimal sample rate, however,
depends on both the data size (which affects the sampling error) and the downward sensitivity
of the original query (which impacts the DP error). Under differential privacy, we cannot use the
exact best value for q that balances both. On the other hand, the experimental results show that
the accuracy of DP-S4S is stable across various datasets and a range of sample rates, suggesting
that g can be chosen in a data-inpdenent manner. Notably, on the largest set of join tuples (Deezer
Q;-), DP-S4S reduces the running time of R2T from 1855 seconds (or 30 minutes) to 36.7 seconds
at sample rate g = 1/64, with only a mild error increase from 6.30% to 6.72%.

Compared with S&E, DP-54S is consistently more accurate given the same execution time. Their
accuracy gap is larger for small g, and is more than 10x for ¢ = 1/64. This is because DP-S4S benefits
from having a better sample amplification when q is small, whereas S&E has no amplification effect
unless ¢ < 1/(C+1) ~ 1073 as per Corollary D.2 in [30]. Also, as shown in Section 3.3, the error of
S&E grows with the sample rate (and, thus, the number of iterations k) under pure DP. Even when
relaxed to approximate DP, the overhead due to DP noise, C+/log(1/0), causes its error to be more
than 6000x larger than in the non-sampling setting.

We also observe that S&E has a slightly higher running time than our mechanism when given the
same sample rate. This is mainly because of the variance in its sample size. While both mechanisms
have the same expected sample size, DS-S4S uses Poisson sampling, whose size is stable. For S&E,
the sampled tuples are correlated since all the records from the sampled users are taken. When
high-degree nodes are sampled, more join tuples are produced, leading to a higher running time.

5.3 Comparison on Vector Queries

Relational SJA queries. We adopt the same query set as [10]: Q5 aggregates the revenue grouped
by nation names, where each customer or supplier is a private user. In the three variants of Q7,
both 7a and 7b compute group record counts where each customer or partsupp is a private user: 7a
groups the join results by nation names, while 7b uses the year of the shipdate as an additional
group-by attribute. 7c computes the revenue grouped by shipdate, where each user is a partsupp or
an order.

Figure 4 presents the results on a TPC-H benchmark. Clearly PMSJA consumes a lot of memory
and CPU time on such datasets. In particular, PMSJA took more than 10, 000 seconds (about 2.7
hours) to produce an output for Q5. We have also experimented with Q7 by considering customers
and suppliers as private users, and PMSJA ran out of memory even after we increased its RAM limit
to 512GB. Note that the CPU time and memory consumption of a QCQP solver are super-linear: a
typical solver such as MOSEK [1] requires over O(n?) time and O(n?) space. Accordingly, doubling
the data size may cause the mechanism to be slower by more than 8x, and may increase the memory
usage by 4x.

Following the same logic, sampling provides a significant efficiency boost for large datasets. For
Q5, even with a relatively high sample rate of 1/4, we can reduce the running time to 38.11s, which
speeds up PMSJA by more than 260x. The error, on the other hand, increases from 13.9% to 23.5%.
This is mainly due to the fact that the amplification effect in Lemma 4.2 is small, meaning that
the theoretical result of DP-S4S only guarantees the sampled instance is at least as private with
respect to the original instance, but it does not allow using a significantly larger p (in Rényi DP)
or ¢ (in (&, 5)-DP) when running the mechanism on sub-sampled data, and reducing the sample
rate will increase the scale-up factor 1/q. It is an interesting future direction to investigate better
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amplification bounds for combining sampling with the PMSJA mechanism. Nevertheless, DP-S4S
helps reduce the noise level to achieve consistently and significantly improved efficiency-utility
trade-offs compared to S&E, whose error exceeds 100% even at a sample rate of 1/4 on Q5.

Graph queries. In addition to the queries in [10], we include another query that counts the fanout-2
pattern a — b A a — ¢, which is different from a length-2 path on a directed graph. The results are
presented in Figure 5. Similar to the performance on TPC-H, we observe that DP-54S is consistently
more accurate than S&E by an order of magnitude. The actual improvement depends on both the
sample rate and the characteristics of the data.

For the fanout-2 query on C2A, we have to allocate PMSJA with 512GB memory since under
the default setup, the QCQP solver MOSEK runs out of memory. In addition to high memory
consumption, PMSJA is also slow: it took more than 4 hours to finish a single iteration. Our
sampling mechanism reduces the running time to within a minute at a sample rate around 10%,
without severely affecting the error, whereas S&E offers the same level of efficiency improvement
at the cost of rather low result utility.

5.4 Parameter Study

Varying privacy parameter ¢. Figure 6 presents the effect of varying the privacy parameter ¢ on
all the mechanisms over scalar queries. Observe that even under a relatively small sample rate of
1%, DP-S4S still matches the error of R2T, whereas S&E has an overhead that can reach 14x. In all
the scenarios other than DP-S4S on Q;_, DP noise dominates sampling error; thus, the accuracy
of all mechanisms improves with increasing ¢. DP-54S clearly achieves a better privacy-utility
trade-off compared to S&E in all settings. The privacy amplification effect may also help DP-54S
to outperform R2T when DP noise dominates (as for Q,_ and Qp), in addition to the benefit of
reducing the query time by over 100x.
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Figure 7 shows the results for scalar queries. Since the amplification from Lemma 4.2 is limited,
we run the sampling mechanisms with ¢ = 10% to avoid large scale-back factors. We observe a 2x-3x
error increase for DP-54S, compared to a more than 15x increase in error for S&E. Nevertheless,
since QCQPs are far more expensive to solve than LPs, even with a sample rate of 10%, we achieve
2-3 orders of magnitude improvement in running time, according to Figure 5. This leads to a
favorable privacy-accuracy trade-off, and DP-S4S consistently outperforms S&E.

Degree upper bound D (equivalently C and A). All the mechanisms considered above achieve
instance-specific error, which is practical for queries with a large global sensitivity. For graph
queries, there are two reasons that account for a large GS: on the one hand, the degree upper
bound D should be a data-independent worst-case upper bound. Under-estimating D can lead to
DP violations. In practice, this can be obtained from domain knowledge, e.g., Facebook limits each
user to have up to 5,000 friends. On the other hand, for queries involving joins, we need to adopt
worst-case join size bounds [2], whereas in practice the join size can be much smaller. The same
logic applies to the number of collaborators bound C in S&E, and the number of tuples bound A in
our mechanism. This has been studied in existing work [9, 10].
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Figure 8 shows the results with varying D and correspondingly C and A. For all queries, we vary
the degree bound D from 512 to 4096. Note that the maximum degree in the dataset is 549 > 512;
therefore, setting D = 512 actually violates the privacy constraint. As expected, GS mechanism
scales linearly with A, which is D for Q;— and Q(D?) for the other queries. Instance-specific
mechanisms like R2T is better when GS is large, as the dependency is only O(log D). For sampling
mechanisms, besides the overhead introduced by R2T, a larger D also leads to a larger C for S&E
and a larger A for DP-54S, weakening the privacy amplification effects in both. Accordingly, the
result utility of DP-S4S is slightly worse than R2T, and consistently better than S&E.

For vector queries, both PMSJA and DP-S4S show performance independent of the choice of D.
Note that D (or A) is not an input to Algorithm 5, as do not apply privacy amplification in this case.

6 Conclusion

We have designed and implemented a novel sampling-based mechanism DP-S4S for efficiently and
accurately answering both scalar and vector SJA queries under user-level differential privacy. The
main ideas are to (i) sample join tuples and (ii) employ Rényi DP as an intermediate step to reach
the required (¢, §)-DP. For scalar queries, we have derived a strong sampling amplification result,
leading to DP-S4S matching (and sometimes even exceeding) the accuracy of the non-sampling
solution R2T, at a fraction of the latter’s cost. For vector queries, we have additionally built the
necessary infrastructure: the first RDP smooth sensitivity mechanism, which can be of independent
interest in tasks such as releasing graph statistics or computing gradient vectors in machine learning.
Extensive experiments confirm the consistent and significant (often 10x) accuracy improvement
over the previous state of the art S&E.

For future work, we plan to investigate whether the amplification from sampling aggregation
units extends to arbitrary (¢, §)-DP mechanisms beyond Rényi DP. In addition, enforcing DP on
streaming data [6-8, 12] via dynamic sampling is another exciting future topic.
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