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Differential privacy (DP) has become the gold standard for preserving individual privacy in data analysis.
However, an implicit yet fundamental assumption underlying these rigorous privacy guarantees is the correct
implementation and execution of DP mechanisms. Several incidents of unintended privacy loss have occurred
due to numerical issues and inappropriate configurations of DP software, which have been successfully
exploited in privacy attacks. To better understand the seriousness of defective DP software, we ask the
following question: is it possible to elevate these passive defects into active privacy attacks while maintaining
covertness?

To address this question, we present the Gaussian pancake mechanism (GPM), a novel mechanism that is
computationally indistinguishable from the widely used Gaussian mechanism (GM), yet exhibits arbitrarily
weaker statistical DP guarantees. This unprecedented separation enables a new class of backdoor attacks:
by indistinguishably passing off as the authentic GM, GPM can covertly degrade statistical privacy. Unlike
the unintentional privacy loss caused by GM’s numerical issues, GPM is an adversarial yet undetectable
backdoor attack against data privacy. We formally prove GPM’s covertness, characterize its statistical leakage,
and demonstrate a concrete distinguishing attack that can achieve near-perfect success rates under suitable
parameter choices, both theoretically and empirically.

Our results underscore the importance of using transparent, open-source DP libraries and highlight the
need for rigorous scrutiny and formal verification of DP implementations to prevent subtle, undetectable
privacy compromises in real-world systems.
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1 Introduction

In the modern digital landscape, an unprecedented volume of data is continuously collected,
aggregated, and analyzed across diverse domains, including healthcare, finance, social networks, and
cloud-based services. As data-driven technologies proliferate, ensuring the privacy of individuals
represented in these datasets has become a critical and widely acknowledged challenge. Differential
privacy (DP) [15, 16] has emerged as the de facto gold standard for formal privacy guarantees. It
offers strong theoretical protection by ensuring that the presence or absence of a single individual’s
data has a provably bounded influence on the output of a computation, thereby statistically limiting
the risk of privacy breaches against any adversary.
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However, realizing the strong theoretical guarantees offered by differential privacy in practice
depends on a crucial yet often overlooked assumption: that the mechanisms are correctly imple-
mented and faithfully executed. In other words, the software systems delivering differential privacy
must precisely adhere to the formal design of the mechanisms. Any deviation, whether due to
programming errors, numerical instability, or misinterpretation of the specification, can undermine
the intended protections and leave users vulnerable to privacy breaches.

Indeed, several incidents have demonstrated the risks posed by compromised or improperly
implemented differential privacy mechanisms. In particular, Laplace, Exponential, and Gaussian
mechanisms have all been found vulnerable to numerical issues [28, 29, 39]. This is because the
original definitions and guarantees of differential privacy are formulated in the real number space
but must ultimately be realized using finite-precision floating-point arithmetic. Such discrepancies
have opened the door to distinguishing attacks that exploit these vulnerabilities. In particular, by
checking only the mechanism output, the attacker identifies the correct input database from a pair
of neighbouring databases with a success rate of over 92% on widely used algorithms such as DP-
SGD [29]. These findings have prompted the release of security patches in major differential privacy
libraries [26]. Beyond numerical issues, practical misconfigurations have also raised concerns. For
example, in 2017, it was revealed that earlier versions of macOS employed local differential privacy
for data collection but used excessively large privacy budgets, rendering the guarantees effectively
meaningless [56].

The existence of compromised DP software raises two natural and urgent questions. First, given
that distinguishing attacks can exploit passive implementation issues, can such compromised
implementations be intentionally elevated into active privacy attacks that an adversary engineers
and uses? Second, how covert can these deviations be? In particular, intellectual-property concerns
may keep deployed DP implementations closed-source. However, the aforementioned vulnerabilities
resulting from numerical issues and excessive privacy budgets are still detectable by examining
only the output distribution. But do such deviations exist, whether introduced deliberately or
accidentally, that make the outputs computationally indistinguishable from the genuine outputs
while leaving no obvious forensic traces (e.g., unexpected system calls and extra network traffic)?

If such deviations exist, they can be weaponized as backdoors, which substantially and silently
undermine the formal privacy guarantees, either theoretically or empirically. A backdoor attacker
could embed a compromised implementation into a closed-source DP library or service so that, to
all ordinary examinations and black-box tests, or to the server executing the mechanisms itself,
the mechanism appears correct and privacy-preserving. Unless a full white-box inspection of the
implementation is performed (which is infeasible for many proprietary systems), neither servers
that rely on the library nor downstream users can detect the backdoor or realize that the stated DP
guarantees have been violated. The backdoor would therefore elevate from accidental and passive
leakage (e.g., rounding or floating-point artifacts) to intentional, adversarial insertion of covert
vulnerabilities that remain hidden to standard testing and auditing practices.

To investigate this threat, we introduce the Gaussian pancake mechanism (GPM), an indis-
tinguishable backdoor attack against data privacy, parameterized by a secret backdoor key. To any
party not knowing the backdoor key, GPM is computationally indistinguishable from the widely
used Gaussian mechanism (GM). That is, no polynomial-time adversary (including the server and
the downstream users) can efficiently tell their outputs apart and thus discover the existence of the
backdoor. Critically, however, under certain parameter regimes, GPM exhibits substantially weaker
privacy guarantees: to the backdoor attacker knowing the secret backdoor key, arbitrarily large
privacy leakage could be induced. Given that GM is ubiquitous in deployed systems, the existence
of constructions like GPM leads to a troubling conclusion: any non-open-source DP software
is not safe for production use, even with auditing in place. In particular, passing black-box
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audits does not rule out the existence of undetectable backdoors in the software that violate the

claimed privacy guarantees.

The existence of GPM has significant implications for the design and deployment of privacy-
preserving systems. Most importantly, it highlights the necessity of using transparent, open-source
implementations such as OpenDP [54], Opacus [61], and Diffprivlib [25]. Without access to and
scrutiny of implementation details, backdoors like GPM could be seamlessly integrated and remain
undetected, while appearing indistinguishable from authentic mechanisms. Moreover, further
verification measures may be adopted to mitigate this risk. These include programming-language-
based formal verification of DP libraries [35, 41, 50, 59], which can ensure semantic correctness from
specification to implementation. Additionally, cryptographic techniques such as zero-knowledge
proofs and verifiable computation [5, 31, 32, 40, 53, 55] can be used to verify that a mechanism was
executed correctly without requiring trust in the server, which is particularly relevant in modern
contexts as DP is increasingly adopted in security-critical applications.

Our contributions can be summarized as follows:

e We formally define the Gaussian pancake mechanism (GPM) and describe an indistinguishable
backdoor attack based on this construction. (Section 3)

e We analyze the statistical privacy guarantees of GPM and show that, despite satisfying the
same computational DP guarantees as the Gaussian mechanism (GM), GPM may require an
arbitrarily large lower bound on ¢ to satisfy (¢, § = 0.5)-DP?, rendering it unsuitable for practical
deployment. (Section 4)

e We study the distinguishing attack, a concrete attack that exploits the additional privacy leakage
introduced by the GPM backdoor, prove that its success rate can be arbitrarily close to 1, and
discuss the potential mitigations against it. (Sections 5 and 6)

o We provide experimental evaluations of the GPM backdoor’s effectiveness, demonstrating that
distinguishing attacks exploiting GPM can achieve near-perfect success rates under suitable
parameter choices. (Section 7)

2 Preliminaries
2.1 Assumptions and Notations

In this study, we assume that all involved parties, including servers, downstream users, supply-chain
backdoor planters, backdoor privacy attackers, regular privacy attackers, and generic adversaries,
are probabilistic polynomial-time (PPT). We also assume that all mechanisms discussed in this
study are computable in polynomial time. The notations used throughout the paper are summarized
in Table 1.

2.2 Privacy Notions

We first recall differential privacy (DP) (Definition 2.1), which is based on the statistical difference
of mechanism outputs on neighbouring input databases.

DEFINITION 2.1 (DIFFERENTIAL PRIVACY [15, 16]). Givene > 0 and 0 < § < 1, a mechanism
M : D — Y is (¢ 6)-differentially private (DP) if, for any pair of neighbouring databases D ~ D’

that differ in a single row, and any measurable subset S C Y,

Pr[M (D) € S] <e*Pr[M (D) € S| +6. (1)

le increases as & decreases.
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Table 1. Notations

Notation Definition

D=~D’ D and D’ are neighbouring databases

Il the £2 norm in Euclidean space

y«sS y is independently sampled from the uniform distribution over a set S

y P y is independently sampled from probability distribution P

y < F(x) y is independently sampled from the output distribution of a randomized

function F (x)
Y ~S/P/F(x) arandom variable Y follows the probability distribution as defined above

P =P, two probability distributions #; and P, are equivalent

negl(x) the class of functions that are asymptotically smaller than any inverse polyno-
mial, ie., {f:0 < f(x) <k OW}

n sample size

d dimensionality of mechanism output

2.3 Gaussian Mechanism

The Gaussian mechanism (GM) [16] is one of the most prevalent DP mechanisms. We state its
definition and provide its DP guarantee in Definition 2.2 and Theorem 2.3, respectively.

DEFINITION 2.2 (GAUSSIAN MECHANISM). Given a query q : O — R?, the Gaussian mecha-
nism (GM) is defined as the d-dimensional multivariate Gaussian distribution with mean q(D) and
covariance o*1y, i.e.,

M (D) = N (q(D), o%I4), @)
where o > 0 and I is the d-dimensional identity matrix. We denote the probability density function

(p.d.f) of M5 (D) as f5 (D).
THEOREM 2.3. Forany0 < § < 0.5 suchthate = A—Zz—éfb_l(é), where A := supp,.p|[q(D) — q(D’)||

20

is the sensitivity of query q, and ® is the cumulative distribution function (c.d.f.) of the standard Gauss-
ian distribution, M.(-) is (¢,0)-DP [16].

Note that, compared with Theorem 2.3, a more commonly used yet looser closed-form upper

bound for ¢ is %1 [2In 1'725 for 0 < ¢,6 < 1. However, due to the extreme values of ¢ involved in our
analysis, we do not restrict ourselves to ¢ < 1 in this study.

2.3.1  Numerical Issues and Distinguishing Attacks. Despite the theoretical guarantees, actual
floating-point implementations of GM have been found to result in enlarged query sensitivi-
ties [9, 39], and distinguishing attacks have been shown effective in exploiting this numerical
issue. In particular, given a pair of neighbouring databases D ~ D’ (with a randomly chosen
record replaced) and a query result perturbed by Gaussian noise, the attacker’s goal is to determine
whether the result was computed on D or D’ [29]. The existence of such attacks has necessitated
security patches in DP libraries by further obfuscating the least significant bits [26].

2.3.2 Discrete Gaussian Mechanism (DGM). For queries with discrete outputs, one possible mitiga-
tion against the numerical issues of GM is the discrete Gaussian mechanism.

DEFINITION 2.4 (DISCRETE GAUSSIAN MECHANISM [8]). Given a query q : D — Z, the discrete
Gaussian mechanism (DGM) is defined as the discrete Gaussian distribution

MEZ (D) := Nz (¢ (D), 0?) 3)
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with probability mass function (p.m.f)

2
(z=q(D)) ) W

:q (D), o -
¢z (29 ( )U)OCeXp( >o?
for any z € Z, with location q(D) and scale parameter .

DGM has various applications, especially in distributed data analytics [30]. Nevertheless, the use
of floating-point GM remains ubiquitous, particularly for queries with non-discrete outputs such
as in DP-SGD [1].

2.4 Gaussian Pancake Distribution

The Gaussian pancake distribution, also known as the continuous learning-with-error (CLWE) dis-
tribution [7, 21], is the continuous analogue of the learning-with-error (LWE) distribution [36, 48].
While the LWE distribution has been widely used for encryption algorithms [18, 42, 43, 49], CLWE
has primarily been applied in learning theory [11-13], especially in state-of-the-art diffusion mod-
els [10, 52]. Notably, in 2022, it was discovered that indistinguishable backdoors exist for certain
deep neural network structures, and one of the constructions relies on the CLWE distribution [19].
In this study;, it suffices to focus on a special case of the CLWE distribution, namely the homogeneous
CLWE (hCLWE) distribution, introduced in Definition 2.5.

DEFINITION 2.5 (HCLWE DISTRIBUTION [7]). For any shape parameter s > 0 and d-dimensional

real vector x € R, let ps (x) = exp (—7{“%”2) so that ’% is the p.d.f. of the d-dimensional

multivariate Gaussian distribution with covariance %Id. The homogeneous CLWE distribution
Hy.py is parameterized by w € s .= {y eRe: |yl = 1} and B,y > 0, such that the p.d.f.
Vw.py RY — R, is defined for anyy € R? as

Yy (¥) < pr(y) - > pplz=—yy'w). 5)
zZ€Z
It is also worth noting that Hy, g, is equivalent to a mixture of Gaussians with equally spaced
means and identical variance, as stated in Lemma 2.6 and illustrated in Figure 1. In particular,
its Gaussian components are equally spaced along the direction of w, with the distance between
2

w, which is significantly smaller than the ©(1) width in the orthogonal directions. Consequently,
the probability density of hCLWE resembles pancakes stacked along the direction of w, giving rise

to the alias Gaussian pancake distribution.

LEMMA 2.6. For anyw € S%~' and B,y > 0, the p.d.f. of the hCLWE distribution Hy.p,y (as defined
in Definition 2.5) can be expressed as

z
Iﬁw,/)’,y(Y) o Z agy,z * ¢ (Y§ ﬁ“@ z:w,[;’,y) (6)

z€Z

neighbouring components given by @(%). Each Gaussian component has a width of @(ﬁ ) along

where agy,z ‘= exp (—/;zTTZ;z) and Ywpy = ﬁ (I - ﬁzy—:yzww-r), such that ¢ (-; /#Zyzw, Zw’ﬁ,y) is the
p.d.f. of the multivariate Gaussian distribution N (ﬁw, Zw,ﬁ,y) [7].

The hCLWE distribution and the multivariate Gaussian distribution are considered computa-
tionally indistinguishable by polynomial-time sampling, under the hardness assumption
that at least one of the Shortest Independent Vector Problem (SIVP) or the Gap Shortest Vector
Problem (GapSVP) is not solvable in bounded-error quantum polynomial time (BQP). Specifically,
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Fig. 1. Probability densities of the Gaussian distribution and the hCLWE distribution in d = 2. Note that
distinguishing between the two distributions is assumed to be a hard problem for higher d, where d can be
viewed as an instantiation of the security parameter .

given dimensionality d, an adversary is tasked with distinguishing between the d-dimensional
hCLWE distribution and the d-dimensional multivariate Gaussian distribution, with a sample
s = (r1,T2,. .., Tn(g)) of sample size n(d) polynomially large in d, and without knowing the value of
w. Theorem 2.7 states that, under the aforementioned hardness assumptions, no such PPT adversary
exists.

THEOREM 2.7. Under the assumption that SIVP ¢ BQP or GapSVP ¢ BQP, for 2Vd < y(d) <
d°W, B(d) = d°W, and n(d) € d°V, and any family of PPT adversaries {Ay} o, there exists
u (d) € negl(d) such that

Ag(sq) =1:
Aq (sq) =1: d-1
—Pr Wq «$ S < p(d) (7)
®n(d) H s
sqa s N (0,1y) s /—27[7_{®n(d)

wa.f(d).y(d)
where ®n (d) represents the Cartesian product of n (d) identical distributions. Equivalently, each obser-

vationrt; (1 <i < n(d)) is independently sampled from the identical distribution of either N (0, 1)
or V2 Hu, pay.yay [7].

3 Problem Setup

With the hCLWE distribution (Definition 2.5), which is computationally indistinguishable from the
multivariate Gaussian distribution, we construct the Gaussian pancake mechanism (GPM) as an
analogy to GM. In particular, GPM perturbs the query result q (D) by sampling the additive noise
from the hCLWE distribution instead of the multivariate Gaussian distribution, as formalized in
Definition 3.1.

DEFINITION 3.1 (GAUSSIAN PANCAKE MECHANISM). Given a query q : D — R? and hyperparame-
terso > 0, w € S?7!, and B,y > 0, the Gaussian pancake mechanism is given by

Mo w.py(D) =q(D) + V270 - Hy - (8)
We denote the p.d.f. of My, (D) as fowpy (D).
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Fig. 2. lllustration of the Backdoor Attack Model: the supply-chain backdoor planter (SCBP) plants the
backdoor by replacing GM with GPM. Consequently, the backdoor privacy attacker (BPA) gains information
on D using GPM’s output y and knowledge of the secret backdoor key w. However, against a regular privacy
attacker (RPA) without knowledge of w, the GPM output is computationally indistinguishable from GM,
thus preserving the same privacy guarantees. For the same reason, neither the server nor other parties (e.g.,
downstream users) can detect the existence of the backdoor.

Note that the multiplicative factor of V2 in the hCLWE noise ensures that the scale remains
consistent with GM. In the rest of this section, we formalize a backdoor attack based on GPM, while
formalizing its undetectability by any party other than the backdoor key.

3.1 Threat Model

We consider the threat model presented in Figure 2, where a supply-chain backdoor planter
(SCBP) installs the backdoor in the compromised software, alongside two types of PPT privacy
attackers: the backdoor privacy attacker (BPA) and the regular privacy attacker (RPA).
Additionally, we assume that the server and third parties (e.g., downstream users) monitor
anomalies in the server’s outputs. Specifically, the SCBP, the BPA and the RPA follow the attack
vector below:

o Given online software that utilizes differential privacy (e.g., Apple macOS, Amazon AWS, and
Microsoft Azure), the SCBP targets the implementation of the authentic GM M : D — R?. 1t
computes f = f (d) and y = y (d) that satisfy the conditions in Theorem 2.7, samples w «s S¢~*
(acting as the secret backdoor key), plants the backdoor by replacing the authentic M}, with
GPM M w gy Then, it shares the backdoor key w, as well as the other configuration parameters
f and y, with the BPA.

o The server, in possession of a sensitive database D, downloads the compromised software.
However, the compromised software is not open-source or the server fails to fully inspect
the source code. It executes GPM as y «$ Mg w,p, (D), and releases y. Given the privacy
requirements, we do not assume that the compromised software has access to the sensitive
database D and the unperturbed query results g (D).

ExAMPLE 3.2. If the server stores D and computes q (D) in a protected environment while sampling
the additive Gaussian noise from a randomness library, then compromising the randomness library
by replacing the multivariate Gaussian distribution with hCLWE is sufficient to implant the backdoor,
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as the output will be equivalent to GPM. However, in this scenario, the randomness library need not
(and should not) have access to D and q (D).

e The BPA, with knowledge of the backdoor key w, computes additional information about D from
y. Meanwhile, the RPA also attempts to compute additional information about D but without the
knowledge of the backdoor key w.

Note that the SCBP could be the software developer itself or other malicious attackers. Specifically,
in addition to the prevalent numerical issues in DP libraries [9, 22, 28, 29, 39], the following real-
world incidents showcase the prevalence and severity of the risk that DP and other privacy-sensitive
software could be compromised, either via official channels or through software piracy and DNS
hijacking:

e Early versions of MacOS, despite the deployment of DP mechanisms for user privacy protection,
were found to have ¢ > 16, which offers only limited protection [56].

e The Lazarus Group committed multiple cryptocurrency thefts by utilizing compromised soft-
ware loaded with incorrect keys and malicious smart contracts [51].

¢ A backdoor was suspected to have been inserted into a published pseudorandom number
generator standard, allowing adversaries to readily decrypt materials encrypted using it [6].
Additionally, unlike the scenarios in Example 3.3, the compromised software has the same

behaviour as the authentic one, except for the different yet indistinguishable noise distribution.

Therefore, the server does not observe abnormalities in the execution trace that could lead to the

detection of the backdoor.

ExampLE 3.3. Consider the following alternative methods of compromising the software and breaking
the privacy guarantees:

o If the compromised software employs steganography [27] to embed additional information about D
or q (D) into the outputy, then additional reading authorization for these protected entities shall be
requested. This causes an abnormal access pattern in the scenario of Example 3.2.

o Ifthe BPA exploits the random seed to recover the additive noise, then either 1) the random seed is
embedded in the software, which produces consistent noise and is therefore detectable, or 2) the BPA
needs to monitor the internal state of the server (e.g., timestamps and/or all calls to the pseudorandom
generator) in real time to compute the random seed, which is unrealistic in general and defendable
by a trivial reset on the server’s side.

3.2 Undetectability of Backdoor

In this section, we characterize the covertness of the GPM under the threat model introduced in
Section 3.1. In particular, Theorem 3.4 captures the case where the server downloads compromised
software containing GPM M, 5., after the SCBP samples w. The server then executes the mecha-
nism polynomially many (rather than a single) times with input databases Dy, D, ..., D, (where
n = n(d) is a polynomial in d), respectively, and releases the results y1, yz, .. ., yn. We formalize
that, by only examining these results, no party other than the SCBP and the BPA (i.e., one not
knowing w, including the server itself, downstream users, or any third party) can distinguish them
from the authentic output of GM on the same sequence of input databases.

THEOREM 3.4 (COVERTNESS OF GPM BACKDOOR). For any family of PPT adversaries { A4} gen
anyn(d) € d°Y, any 2Vd < y(d) < d°W, any f(d) = d=OW, there exists i (d) € negl(d) such
that for any D1, Ds, ..., Dp(ay € Da,

Ag(og) =1: Ag(og) =1:
Pr [od «—$ GMSeq(d) Pr 04 <5 GPMSeq(d) <p(d), ©)
where GMSeq(d) and GPMSeq(d) are defined as Figure 3.
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GMSeq(d) GPMSeq(d) '
1: for1<i<n(d) 11 wg «$S%"
2: yies M (D) 22 forl<i<n(d)
3: endfor 31 yi S Moa)wapd)yd (Di)
4: returnyy,yg, ..., Vn@ 4: endfor
5: returnyy,ya, ..., ¥Yn(d)

Fig. 3. Definitions of GMSeq(d) and GPMSeq(d).

In Theorem 3.4, A, represents any party (e.g., the server and downstream users) trying to
distinguish between the outputs of GM and GPM, without knowledge of the backdoor key w. Mean-
while, GMSeq(d) corresponds to the execution of the authentic GM, where the server applies GM
multiple times on a sequence of input databases Dy, Dy, . .., Dy(q), yielding outputs y1,y2, ..., ¥n(d)>
respectively. Meanwhile, GPMSeq(d) corresponds to the planting and execution of GPM, where
in Line 1, the SCBP samples its secret backdoor key w upon compromising the DP library. Subse-
quently, in Lines 2 to 4, the server executes GPM to output yi, ¥z, ..., Yn(4) on the same sequence
of input databases. As long as GPM is executed polynomially many times (i.e., n(d) is polynomially
bounded), no party can efficiently distinguish its outputs from those of the authentic GM.

PROOF SKETCH OF THEOREM 3.4. Assume the opposite. Then an efficient distinguishing adversary
could distinguish between samples from the multivariate Gaussian distribution and the hCLWE
distribution, thereby breaking the hardness assumption. O

Similar to Theorem 3.4, for the RPA without knowledge of the backdoor key w, GPM maintains
the same level of privacy guarantee, which is formalized in the appendix.

4 Analysis on the Statistical Privacy Leakage to the BPA

By Theorem 3.4, GPM is computationally indistinguishable from GM and achieves the same level
of privacy computationally, i.e., against a PPT adversary without knowledge of the backdoor
key w. However, as shown in Figure 4, in the direction of w, the probability density of GPM
on neighbouring databases could be well separated, which creates an opportunity for the BPA
who knows w. Therefore, in this section, we proceed to show the actual statistical privacy loss,
which is arbitrarily larger than that of GM. In particular, as shown in Figure 4, for neighbouring
databases D =~ D’, due to the differences between the centres g(D) and q (D’), the peaks of the
GPM probability densities may be misaligned, which therefore voids the DP guarantee provided
by GM, despite the computational indistinguishability. Nevertheless, as GPM is still composed of
multiple Gaussian components, it can be expected that, although significantly degraded compared
with GM, some statistical DP guarantees can still be offered.

4.1 Lower Bound

To exactly analyze the additional privacy leakage arising from the misalignments of the peaks of
probability densities, we first note that, by Lemma 2.6, the marginal distributions of the Gaussian
components have the narrowest peaks when projected onto the secret direction w. Therefore, as
depicted in Figure 4, when executing the queries on different databases, the peaks of probability
density functions could be significantly misaligned. This misalignment of the peaks causes additional
privacy leakage compared to GM, where the privacy cost originates from the shift of the means in
the Gaussian distributions [14, 16], and can thus be exploited by the BPA with knowledge of w. To

Proc. ACM Manag. Data, Vol. 4, No. 3 (SIGMOD), Article 191. Publication date: June 2026.



191:10 Haochen Sun and Xi He

GPM Density on the Secret Direction w
T lX —— Moy /(D)
: Ma,wﬁ, y(D )

\
\ 2

wlgD)

Fig. 4. When projected onto the secret direction w, the probability densities of M v g, (D) and Mg v, (D)
for neighbouring databases D =~ D’ are concentrated in disjoint sets of intervals and are therefore well
separated, breaking the original DP guarantee. In this example, g (D) and q (D’) differ by 2.4 peak widths,
suchthat T =2 and t = 0.4.

3 8 é
(6=0.25) (c=1) (c=4) (6=16) (c=64)
—— GM Upper Bound === GPM Lower Bound ==+ GPM Upper Bound

Fig. 5. Comparison between GM and GPM’s privacy costs at t = 0.25, as in Theorem 4.2. Although computa-
tionally indistinguishable from GM, GPM’s actual privacy costs exceed ¢ = 10* even when § = 0.1, which
is infeasible for practical applications. Note that the lower and upper bounds of GPM’s privacy costs still
change with respect to &, although at smaller relative scales.

simplify the analysis, we first project Hy, g, onto the direction of w, which is equivalent to H; 4,
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with p.d.f.

vz 1 P
: - , 10
Yipy (W)« D apyz0 (y By By (10)

z€Z
and state the key technical Lemma 4.1 for analyzing the behaviour of GPM in the direction of
w. As exemplified in Figure 4, T and t correspond to the integer and decimal parts of the ratio
between the projected difference of the query result w' (q (D) — g (D’)) and CLWE peak separation
V2o ﬁ. Note that the decomposition into T and ¢ is unique. The proof of Lemma 4.1 is provided

in the appendix.
LEMMA 4.1. ForanyT € Z andt € [-0.5,0.5), letY ~ H; 5, andY' ~ Hy g, + (T + 1) ﬂz—:yz be
/) et

two random variables. There exists a set A(t) := U,cz I, (t), where L,(t) := ( T Ay ) such

Pr|Y € A(t)] >1-2® (—% /m), (11)
Pr [Y' € A(t)] <20 (—% \ ’2(ﬂ2ﬂ-—+}/z)) s (12)

where ® is the c.d.f. of the standard Gaussian distribution.

that

Lemma 4.1 can be applied to the marginal distributions of GPM’s outputs on D and D’ when
projected onto w, which gives rise to the lower bound of the actual statistical privacy leakage of
GPM as stated in Theorem 4.2. The full proof of Theorem 4.2 is provided in the appendix.

THEOREM 4.2. Foranyo > 0,w € S, 0 < f < 1,y > 1, and any pair T € Z and t €
[-0.5,0.5), if there exists a pair of neighbouring databases D ~ D’ such that V2no - (T + t)ﬁ =
w' (q(D’) - q(D)), then My p,, is not (e, 8)-DP for any

0<e<e:=log -1 (13)

and0 < § <0.5.

PRrRoOF sKETCH OF THEOREM 4.2. For neighbouring databases D ~ D’, when q(D) and g (D’)
differ by T + ¢ in the direction of w, the projected distributions of Mg w,g,, (D) and M. ., (D’)

are Hy g, and Hy g, + (T + 1) ﬁ, respectively. Therefore, by Lemma 2.6, to achieve (¢, §)-DP, it
must hold that Pr [Y € A(t)] < efPr [Y’ € A(t)] + 8, where Inequality (13) does not hold. O

Furthermore, note that the indistinguishability between GM and GPM hinges on the uniform
randomness of the parameter w < S¢~'. When the separation V2o - ﬁz—:yz between the Gaussian
components is sufficiently small, the range of T + t is significantly larger than 1. Therefore, the
distribution of the decimal part ¢ is close to the uniform distribution, such that in the average case,
|t| becomes a constant in Inequality (13). We formalize this in Proposition 4.3 and provide the
detailed analysis in the appendix.

PROPOSITION 4.3. Foranyo > 0,0 < f < 1, andy > 1 such thaty > Vd - X» with constant

probability over sampling w «s S%~1, Mo,y is not (& 6)-DP where € € 8(%) forany0 < § <0.5.
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However, it is also noteworthy to consider the marginal case where ¢q (D) and q (D’) are very
close in the direction of w, such that their separation is significantly smaller than one peak. This
results in T = 0 and t < 1, which decreases the lower bound of privacy cost by Theorem 4.2, and
is therefore a situation deemed “unfavourable” from the perspective of the BPA.

4.2 Upper Bound

Despite the broken original privacy guarantee against the BPA with knowledge of w shown in
Section 4.1, GPM still achieves (statistical) DP theoretically, albeit at a significantly higher privacy
cost. The intuition behind developing this upper bound is that, due to its nature as a mixture of
Gaussian components with the same variance, GPM can still be viewed as first adding Gaussian
noise and then post-processing by choosing the mean (i.e., deciding which component it falls into).
However, the Gaussian noise is significantly narrower in the direction of w than in the authentic
GM, thereby incurring a significantly larger privacy cost.

THEOREM 4.4. My () is (& 8)-DP for any 0 < § < 0.5 such that ¢ € @(EZCA; + [y;—fﬂllog %)

PrOOF SKETCH OF THEOREM 4.4. Note that M,y g, (D) is equivalent to

27

B +y? ’

yw - NZ (0 ﬁ2+)/2)

q(D) + V2ro | N (0,2 5,) + (14)

where the discrete Gaussian noise can be viewed as post-processing. On the other hand, V27o -
2

N (0, Zw,ﬁ,y) has variance at least %02 in any direction (the lower bound is achieved in the

direction of w). Therefore, by Theorem 2.3, Mg g, (D) is (¢, §)-DP for any

(B +y*) A VB +y*A
2p202 fo

and 0 < § < 0.5. O

E>F:= ) (15)

We present the full proof of Theorem 4.4 in the appendix. As a sanity check, note that since
Proposition 4.3 requires y > Vd - % 2 %, it follows that }/;—(A; > # That is, the upper bound
is higher than the lower bound. Moreover, we plot in Figure 5 the privacy costs under several
configurations of hyperparameters at sensitivity A = 1. In particular, it can be observed that the
value of f is the determinant factor of the lower bound of GPM’s privacy cost, while y has little
impact on it. On the other hand, the upper bound depends on both y and . These observations
align with Proposition 4.3 and Theorem 4.4. For all choices of hyperparameters listed, the actual
value of ¢ is at least 10%, which indicates that no meaningful privacy protection can be achieved
with GPM against an adversary that has knowledge of w.

5 Distinguishing Attacks

Section 4 shows that the actual privacy cost of GPM is asymptotically larger than that of the genuine
GM, despite their computational indistinguishability. In this section, we further demonstrate that
this privacy leakage translates to additional power for the BPA with knowledge of the backdoor key
w. In particular, we construct a concrete attack to distinguish between neighbouring databases D,
and Dy, from which the “privatized” query results are computed. The intuition behind this attack is
that, as depicted in Figure 4, since the GPM densities are concentrated around several peaks in the
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ﬂo‘,w,ﬁ,y (DO, Dl; y)
1: fori« {0,1}
) y-aD)'w
Vzro -y

2 Zi

3: endfor

4: returni® « argmin|z; — |z;]|
ie{0,1}

Fig. 6. Definition of Ay w,g,,-

direction of w, the correct input database can be determined by checking whether the output is
close to one of the peaks with very high probability.

Following the same setting for distinguishing attacks introduced in Section 2.3.1, we consider
the probability that the BPA A, .4, (equipped with knowledge of w) successfully identifies the
index of the input database i € {0,1}, i.e.,

i"=1i:
i «${0,1}
y <$ Mo‘,w,ﬁ,y(Di)
i« ﬂo’,w,ﬂ,y (D(), Dl, y)

Pr , (16)

where i € {0,1} is the real index of the database, and i* is the guess of i by the attacker after
observing the output of the mechanism.
By Lemma 2.6, the probability mass of M.y, (D;) is concentrated around the hyperplanes

(y—q(D))'w yz
Hi::g{yewz V2ro :ﬂ2+y2}’ )

for i € {0,1}, such that A w g, (Do, D1,y) (Figure 6) can be constructed by determining whether
the closest hyperplane to y belongs to Hy or H;.

THEOREM 5.1. For any pair of neighbouring databases Dy ~ D1, and the unique pair of T € Z and
t € [-0.5,0.5) such that V2rxo - (T + t)ﬁ =w' (q(D1) — q(Dy)), the probability that Ay g

correctly identifies the input database (i.e., Equation (16)) is at least 1 — 2 (—% /W)

Proor oF THEOREM 5.1. Without loss of generality, condition on i = 0. Observe that, when y
is closer to Hy than H;, Ay w g, outputs 0. Following the same argument as in Theorem 4.2, this

event occurs with probability at least 1 — 2@ (—% /W) O

By Theorem 5.1, the success rate of the distinguishing attack is very close to 1 given y > 1 > f,
which we further verify empirically in Section 7.1. Here, the failure probability corresponds to the
case where the output shifts away from the peaks of the GPM density, and instead falls closer to
the peaks corresponding to the other database, which happens with infinitesimal probability under
proper choices of parameters.

6 Mitigations

In this section, we discuss possible mitigations against the privacy attack enabled by GPM as one
major possible direction for future work. In particular, in Section 6.1, we discuss a possible mitigation
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method under the same threat model as considered in Section 3.1, which is fully compatible with the
scenario discussed in Example 3.2, where the randomness library is compromised. Meanwhile, in
Section 6.2, we discuss viable methods of enforcing the correct implementations and executions of
the DP mechanisms. We present in the appendix an additional mitigation method under the setting
of distributed DP with multiple servers, where a subset of the servers executes the compromised
software with GPM.

6.1 Random Rotation

Given that the privacy attack hinges on the BPA’s knowledge of w, and that the output is computa-
tionally indistinguishable from GM otherwise, one mitigation against GPM is to apply a random
rotation to the sampled noise. Specifically, as described in Algorithm 1, upon sampling the noise
value r from the possibly backdoored multivariate Gaussian distribution R, the server does not
directly add the noise to the unperturbed query result g (D). Instead, it rotates r to a direction u
sampled uniformly at random, only preserving its length ||r||. Equivalently, the noise added to the
query resultis o - ||r|| - w.

Algorithm 1 Noise-Rotated Gaussian Mechanism (NRGM)

Require: Database D; query g; variance o; d-dimensional Gaussian distribution R (possibly re-
placed with hCLWE).
1 T<s$R > Sample the noise
2 u s §971 > Sample a random direction
3: returny « gq(D)+ o |r] - u.

Algorithm 1 does not affect the output distribution if the mechanism has not been backdoored,
and can be executed in O(d) time and space complexity. However, if the mechanism is indeed
backdoored as GPM, the equivalent distribution of the output y is M, g, for another uniformly
random w’ that is not known to the BPA. Therefore, the noise-rotated GPM maintains the same level
of privacy guarantee as GM, as formalized in the appendix. Nevertheless, recall that the backdoor
planted in the randomness of GPM can also be transformed into a backdoor in the randomness of
sampling the random direction u. Therefore, r and u should be sampled using different libraries. To
prevent this cat-and-mouse game, we also consider adding further verification to fundamentally
mitigate the existence of the backdoor.

6.2 Verifiable DP

The integrity of GM may also be enforced by adding further verification to identify deviations from
the authentic GM and unintended privacy leakages.

6.2.1  Cryptographic Proofs. The execution of GM can be verified by zero-knowledge proofs (ZKPs),
cryptographic primitives that certify the correct execution of prescribed computations [57]. With
ZKPs applied, an external verifier can be convinced that the authentic GM, rather than GPM, is
genuinely executed by the server, such that no backdoor is planted in the server’s output [5, 31, 32,
40, 53, 55]. However, the application of ZKPs incurs fundamental overhead, which poses significant
challenges to their practical implementation.

6.2.2  Formal Verifications. Formal verification techniques can identify bugs in the DP mechanisms
implemented as computer programs, with the purpose of detecting unintended privacy leakages [41,
50, 59]. Such techniques can automatically identify the GPM backdoor as a breach of the intended
privacy guarantee. However, this requires the open-sourcing of the DP libraries and the faithful
execution of the verified programs.
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7 Experiments

In this section, we conduct experimental evaluations on GPM, with a focus on examining the
power of distinguishing attacks gained by the BPA with knowledge of the backdoor key w, as
described in Section 5. All experiments were conducted on a computing node equipped with an
NVIDIA A40 with 48GB VRAM, which shares 2 AMD EPYC 7272 12-Core CPUs and 512 GB RAM
with 7 other computing nodes of the same hardware configuration. Unless specified otherwise, all
experiments were repeated 100 times. The open-source code and raw experiment logs are available
at https://github.com/jvhs0706/GPM.

7.1 Experiments on Distinguishing Attacks

Since the covertness guarantees in Section 3.2 hinge on high dimensionality, it is only meaningful

to consider additional privacy leakage under sufficiently large d (e.g., d > 256) such that the original

DP guarantees continue to hold against the RPA. Therefore, in this section, we report the success

rates of distinguishing attacks; that is, the percentage of distinguishing attacks in which the index of

the selected database is correctly identified by the BPA (i = i*), which approximates the frequency
in Equation (16). We conducted experiments for distinguishing attacks on two classes of queries
that are ubiquitously studied in the DP literature where GM applies and that have a large output
dimension: namely, DP histogram (DP-hist) queries [3, 23, 34, 60] and the gradient computation in

DP stochastic gradient descent (DP-SGD) [1, 17, 24].

e For DP-hist queries, we experiment with artificial datasets D € {1,2,...,d}". That is, each of the
n records is assigned one of the d classes. We set d € {256, 4096, 65536}, such that the non-private
query returns a d-dimensional vector h with the i-th element being h; := |{D ;i :Dj = l}| i.e., the
count of the i-th class in the database. Two databases D and D’ are defined as neighbouring if D
is equivalent to D’ after adding or removing one record. Therefore, the histogram query has a
sensitivity of 1 under the £2 norm.

e For the gradient computation in DP-SGD, we follow the algorithm of the original paper [1] and
the same setting as the distinguishing attacks in previous studies on DP numerical issues [29]. In
particular, we experiment with the MNIST dataset using the LeNet-5 structure, and the CIFAR-10
dataset using VGG19, ResNet50, and MobileNet V2 structures, which have 2 x 10° < d < 4 x 107
parameters, respectively. Given a batch of n = 128 data points D = {(x;, y;) }|-,, we compute the
partial gradient of the loss function with respect to each data point g;, clip each g; to an £ norm
of C € {4, 8} (denoting the clipped gradient as g?), and define the non-private query result as
g:= % i—1 8;- The neighbouring relation is defined by replacing one data point in the batch. For
fairness, we fix the random seeds for the training process to keep the non-replaced g’s consistent
for queries on the neighbouring databases. Therefore, the sensitivity of the query is % under the
£% norm. We also consider two phases during training: before the model has converged (training
from a randomly initialized set of parameters), and after the model has converged (loading a set
of pretrained parameters with sufficiently high accuracy).

For both classes of queries, we fix §* = 107! and vary *, where (¢*, §*) are the privacy parameters
of the authentic GM as defined in Theorem 2.3, such that the scale of the noise ¢ can be computed
accordingly. Note that, by Theorems 2.7 and 3.4, the computational indistinguishability result
holds for any (d) € d~°) and 2Vd < y < d°). Meanwhile, by Theorems 4.2 and 5.1, § is
the decisive factor for the actual lower bound on privacy leakage and the success rates of the
distinguishing attacks. Therefore, % can be as large as any polynomial. Consequently, we choose

B in our experiments to range between 107> and 10! while varying 256 < d < 4 x 10, ensuring
that % is at most on the order of d2, which satisfies the conditions. Similarly, we constrain y to
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65536
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— y=2v/d 7=20V/d y=2d - y=20d

Fig. 7. Distinguishing attack success rates on DP-hist. Success rates approach 1 when f < 1073, and degrade
significantly for § € {10’1, 10’2}, especially for y = 2Vd. For larger B, increasing ¢* slightly improves
performance.

a reasonable range between 2Vd (the default value unless otherwise specified) and 20d in all
experiments reported in this section.

It is also important to note that the purpose of the experiments on distinguishing attacks presented
in this section is to showcase the seriousness of the GPM backdoor, and the evaluated attacks are
independent of GM’s numerical issues despite the similar experimental settings. In particular, the
design and analysis of the distinguishing attack, as presented in Section 5, are fully principled in
the real domain and therefore do not exploit vulnerabilities in floating-point arithmetic to increase
the success rates.

7.1.1  DP-hist. As shown in Figure 7, for DP-hist queries, we observe that when f < 1073, distin-
guishing attacks succeed with a probability close to 1. On the other hand, for g = 0.1, the success
rates are not significantly higher than those of random guessing, especially for the smallest value
ofy = 2Vd. This phenomenon is in accordance with Theorem 5.1 and is further visually explained
in Figure 4, showing that the peaks, which are of width approximately \/ﬁ% are wider due to the
larger values of §, resulting in greater overlaps in the probability masses. Therefore, the SCBP is
motivated to select smaller values of f, as long as f(d) is polynomially bounded as required by
Theorem 3.4.

Furthermore, it can also be observed that, for larger values of 5, larger ¢* values generally result
in better success rates. This phenomenon is in accordance with the (&*, 6*)-DP in authentic GM,
and can also be explained by the fact that larger ¢* values result in smaller o values. Consequently,
for neighbouring databases D and D’ and the unique pair of T € Z and t € [-0.5,0.5) such that
V2o - (T + t)ﬂz—i:y2 =w' (q(D) - q (D)), the probability that T = 0 and t < 1 becomes lower
over the randomness of sampling w. By Theorem 5.1, this results in a higher success rate for
distinguishing attacks. Similarly, note that for fixed o, D, D’ and w, the product of (T + ¢) and
# is constant. Consequently, the value of (T + t) is approximately proportional to y. Thus, for
larger values of y, (T + t) generally takes on larger values; hence, the event where T = 0 and ¢ < 1
becomes less likely. This explains why larger values of y compensate for the drop in success rates
for larger values of .
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Fig. 8. Distinguishing attack success rates on DP-SGD with MNIST. Success rates drop significantly after
model convergence.

7.1.2  DP-SGD. We report the experimental results of distinguishing attacks on DP-SGD with
the MNIST dataset and LeNet-5 in Figure 8. A trend similar to that in Figure 7 can be observed
if the model is trained from random initialization. That is, the success rate of the distinguishing
attacks approaches 1 in all experiments when f is at the level of 1075 to 1074, while at # ~ 1073, a
slight drop in the success rate of 5% to 10% can be observed, and larger ¢* values, and therefore
smaller ¢ values, tend to compensate for this drop. However, one unexpected phenomenon can be
observed on the SGD steps after the model has converged: the success rates are consistently below
1 even if smaller values of f are chosen. This can be explained by the fact that, as the model has
converged, the computed gradients afterwards are significantly smaller in magnitude [58]. That is,
llg (D) — q (D")|| < A, such that in Theorem 5.1, T = 0 and ¢t < 1 with sufficiently high probability,
which impacts the overall success rate of the distinguishing attacks. Meanwhile, similar to the
DP-hist case, increasing the value of y counteracts the increase in this probability, thereby restoring
the success rates after convergence to more than 90% for larger ¢* values and smaller f§ values.

We further report the experimental results on CIFAR-10 in Table 2. It can be observed that 100%
success rates are achieved for all instances when f = 107>, and for most instances when f = 107,
A slight drop in success rate is observed when f# = 1073, although it still remains at or above 97% in
most cases. Moreover, no drop in success rate is observed after convergence. This phenomenon can
be explained by the fact that the gradients and their differences remain of considerable magnitude,
as illustrated in Table 3. This is attributed to the relatively lower accuracies on CIFAR-10, which
result in loss functions that are not very close to 0, as well as the larger model sizes, which increase
the magnitudes of the gradients. Consequently, the edge case in Theorem 5.1, where T = 0 and
t < 1, no longer occurs with significant probability.

7.2 Additional Experiments

By Theorem 3.4, the GPM backdoor cannot be discovered by any PPT adversary without knowledge
of the backdoor key, except with negligible probability. That is, it is impossible to distinguish the
outputs of GM and GPM using any metric independent of w, provided the metric can be computed
efficiently. To further verify this property, we measure the actual £? error, averaging over all instances
of the experiments considered in Figure 7, and present the results in Table 4. It can be observed
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Table 2. Distinguishing attack success rates on DP-SGD with CIFAR-10. Most instances achieve 100% success
rates. Unlike Figure 8, no drop in success rate is observed after convergence compared with before convergence.
Note that, as detailed in the appendix, repeating the experiments with larger values of y = 20Vd and Y= 200Vd
(in contrast to the default value of y = 2Vd in this table) results in 99-100% success rates in all experimental
instances.

. 3 B(C=4) B(C=28)
Model d  Converged ¢ y(x10°) 10-5 104 103 10-5 10-* 10-%
0.125 100 100 99 100 99 96
X 0.25 100 100 97 100 100 97
0.5 100 100 100 100 100 100
1 100 100 100 100 100 99
VGG19 39M 0125 12 100 100 97 100 99 97
0.25 100 100 98 100 100 97
v (040%) o 100 100 100 100 100 97
1 100 100 99 100 100 98
0.125 100 100 97 100 100 97
X 0.25 100 100 97 100 100 97
05 100 100 100 100 100 100
1 100 100 100 100 100 100
ResNet50 23M 0125 7 100 100 99 100 100 98
0.25 100 100 98 100 100 99
v (93.7%) s 100 100 100 100 100 99
1 100 100 100 100 100 100
0.125 100 98 97 100 100 98
X 0.25 100 100 98 100 100 100
0.5 100 100 100 100 99 100
. 1 100 100 97 100 100 100
MobileNetV2  2.2M 0125 >0 100 100 98 100 99 93
0.25 100 100 100 100 100 100
v (93.9%) o 100 100 99 100 100 98
1 100 100 100 100 100 100

Table 3. Median magnitude of gradients and the difference between gradients computed on neighbouring
databases, both of which are significantly larger in CIFAR-10 tasks regardless of the convergence status.

o Model gD llg(D)- g (D)
Converged X 4 X v

MNIST LeNet5 0.32 0.025 032 3.3x10°°
CIFAR-10 VGG19 12 1.4 13 0.81

CIFAR-10 ResNet50 980 2.9 110 0.31
CIFAR-10 MobileNetV2 11 6.2 135 0.59

that the actual £2 error and the theoretically computed £2 error are not significantly different. This
closeness in error magnitude serves as empirical evidence of the backdoor’s undiscoverability.
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Table 4. Comparison between GM’s and GPM’s actual £2 errors and the theoretical expectation computed
from GM. No significant differences are observed.

e 0.125 0.25 0.5 1

Expect  815.5 4084  204.8 103.2

d =256 GM 811.8 4049 2039 102.6

GPM 819.1 407.8  206.1  102.2

Expect 3262.0 1633.5 8193 4121

d = 4096 GM 3263.3 1636.1 819.9 4114
GPM 32603 16329 8193 4125

Expect 13048.1 6534.1 3277.0 16484

d = 65536 GM 13043.7 6536.5 3277.2 1648.7
GPM  13044.2 6526.8 3276.3 1648.3

5 d=1256 d=4096 d=65536
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Fig. 9. Comparison of noise sampling times between GM and GPM (in milliseconds), measured on CPU and
CUDA devices; GPM incurs a 0.5-1.5x slowdown. Note that GPM’s implementation is not fully optimized. The
running times of the other components (e.g., the unperturbed query processing time) are identical between
GM and GPM, yet not included.

While we acknowledge the challenge of exactly matching the execution times of GM and GPM,
we argue that the differences in running times are unlikely to expose the backdoor. In particular,
Figure 9 compares the noise sampling times of GM and GPM under various DP-hist configurations;
the results show that Gaussian pancake noise is sampled only 0.5-1.5x slower than standard
Gaussian noise. We further note that this difference is a pessimistic estimate of GPM’s covertness
regarding this side channel. Specifically:
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o Under the threat model described in Section 3.1, where the closed-source benign implementation
is replaced by a malicious backdoored version in the software supply chain, the server lacks
access to the benign software as a reference. Similarly, the server cannot obtain the exact
implementation details of either the benign or the compromised software to derive an accurate
estimate of execution time. Therefore, the 0.5-1.5x slowdown, which remains within the same
order of magnitude, could be plausibly attributed to implementation variances or uncontrollable
factors such as hardware load and cooling.

o The reported running time corresponds only to noise sampling, which is the sole source of the
execution-time difference between GM and GPM. All running times other than noise sampling
(e.g., the unperturbed query processing time) are excluded from Figure 9 and are identical for GM
and GPM. In particular, differences in execution times would be diluted by the unperturbed query
execution and any applicable post-processing. Consequently, we anticipate that the differences
in end-to-end execution times between the two mechanisms will be less significant.

Also, unlike the implementation of GM, which enjoys low-level hardware accelerations, our
implementation of GPM is not fully optimized at an industrial level. Specifically, GM was imple-
mented using industrial-level APIs such as torch.randn, which have undergone hardware-level
optimizations (e.g., compression into a single CUDA kernel and instruction set optimizations),
whereas GPM relies on higher-level tensor operations (typically involving multiple CUDA kernel
calls). Therefore, it is foreseeable that dedicated SCBPs could optimize GPM to achieve an even
greater level of covertness with a smaller difference in running times.

8 Related Work

Numerical issues have historically been among the most common and exploitable software defects
undermining the rigorous theoretical guarantees provided by differential privacy. In particular,
though DP mechanisms are mathematically sound when formulated in the real-number domain,
their floating-point implementations can subtly yet damagingly deviate from their original design,
typically due to imprecisions in the least significant digits. Mironov [39] was the first to identify
that floating-point imprecision in the Laplace mechanism led to unintended leakage, as the actual
distribution of the least significant bits highly depends on the unperturbed query result and therefore
leaks significantly more information about it than intended. As a result, privacy attacks were found
to be successful against all four publicly available libraries evaluated. As a countermeasure, it was
proposed to post-process the least significant bits to restore the intended DP guarantees. Similarly,
Ilvento [28] demonstrated related risks in the Exponential mechanism, where rounding errors can
result in some outputs being assigned zero probability, effectively setting the privacy cost to ¢ = +oo.
To address this, a base-2 variant was proposed to better align with hardware-level arithmetic in
binary computers. More generally, Casacuberta et al. [9] showed that such vulnerabilities are
more widespread than previously believed, particularly in basic operations like summation, where
arithmetic discrepancies can cause the true sensitivity to be underestimated and insufficient noise
to be added. These results underscore the importance of secure and precise implementations, even
for theoretically well-understood DP mechanisms.

Most relevant to our work, Jin et al. [29] found similar vulnerabilities in the Gaussian mechanism
across multiple standard sampling algorithms used in the implementations of the Gaussian mecha-
nism [33, 37, 38], in addition to previously studied timing attacks [2, 22, 46]. In particular, similar
to the Laplace mechanism, the least significant bits are also a source of unintended privacy leakage.
Leveraging this vulnerability, they proposed distinguishing attacks that successfully exploited this
software defect, which caused only a minor deviation from the theoretical design under which
the originally sound DP guarantee holds. In response, patches have been introduced in IBM’s
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differential privacy library [25, 26] to obfuscate the least significant bits, which were shown to be
especially vulnerable.

Goldwasser et al. [19] presented the first application of the CLWE problem [7] for constructing
undetectable backdoors in deep learning models. Their work introduced several cryptographically
motivated backdoor mechanisms, including those based on digital signatures [20], sparse PCA [4],
and CLWE. In the CLWE-based construction, the authors considered Gaussian features extracted
from a randomly initialized fully connected layer that approximates the Gaussian kernel [45]. These
features are then used to train a binary linear classifier. The backdoor is planted by replacing the
Gaussian distribution with a CLWE distribution during initialization, such that modifying the input
along a secret vector w flips the classifier’s prediction. This construction highlights the potential
for CLWE to be applied beyond learning theory [10-13, 52].

Formal methods for verifying differential privacy have evolved significantly from foundational
work on type systems for sensitivity analysis [47]. These systems introduced a functional language
in which types track function sensitivity, enabling automatic proofs of differential privacy. Building
on this foundation, Duet [41] proposed an expressive higher-order language and linear type system
for verifying the privacy of general-purpose higher-order programs. CheckDP [59] advanced
automated verification by introducing a unified framework that can both prove and disprove
differential privacy claims. It is capable of finding subtle bugs and generating counterexamples that
elude prior techniques. More recently, Reshef et al. [50] introduced local differential classification
privacy (LDCP), a new privacy notion designed for black-box classifiers, extending the idea of local
robustness into the DP domain. These efforts have inspired ongoing work in the formal auditing of
modern DP systems [35, 44] in practical deployments.

Beyond formal verification of DP programs, a growing body of work has focused on making the
execution of DP mechanisms themselves verifiable. This includes proof-carrying implementations
of DP mechanisms in the Fuzz programming language [40], as well as verifiable instantiations of
randomized response [31] and the floating-point Gaussian mechanism used in DP-SGD [53]. With
the increasing reliance on distributed data analysis and secure multiparty computation, verifiability
has also been explored in collaborative settings. Notable examples include verifiable DP protocols
for Prio [32], the Binomial mechanism [5], and the discrete Laplace mechanism [55].

9 Conclusion

This study introduces the Gaussian pancake mechanism (GPM), a novel and practical construction of
a backdoor attack against the Gaussian mechanism (GM), one of the most prevalent DP mechanisms
in industrial applications. We have shown that, for a backdoor attacker with knowledge of the
backdoor key, the privacy guarantee degrades arbitrarily from both theoretical and empirical
perspectives, while the attack remains undetectable by the server and third parties. In light of
these findings, we advocate for the use of open-source DP libraries, formal verification techniques,
and cryptographic safeguards to mitigate such risks. Future research may further explore stronger
yet more elusive adversarial manipulations of DP mechanisms that 1) could result in exacerbated
privacy loss (e.g., full recovery of the unperturbed query result g (D), the input database D, or
an end-to-end privacy attack against DP-SGD), and 2) are strictly computationally undetectable,
not only via checking the mechanism’s outputs but also through side channels such as execution
times. The purpose of developing such attacks should not be to weaken privacy, but to advance
the robustness, verifiability, and trustworthiness of privacy-preserving technologies. To this end,
we also encourage future work on more robust countermeasures that extend the noise rotation
technique to reduce reliance on trusted external randomness, as well as the design of more efficient
verification protocols to certify the absence of backdoors in practical, large-scale deployments.
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Code and Extended Version Availability

To support reproducibility, the complete source code, raw experimental logs, and step-by-step
reproduction instructions are publicly available at https://github.com/jvhs0706/GPM. The full,
extended version of this paper, which includes the complete appendix, is available at https://arxiv.
org/abs/2509.23834.
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