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Learned indexes are a class of index data structures that enable fast search by approximating the cumulative
distribution function (CDF) using machine learning models (Kraska et al., SIGMOD’18). However, recent
studies have shown that learned indexes are vulnerable to poisoning attacks, where injecting a small number
of poison keys into the training data can significantly degrade model accuracy and reduce index performance
(Kornaropoulos et al., SIGMOD’22). In this work, we provide a rigorous theoretical analysis of poisoning attacks
targeting linear regression models over CDFs, one of the most basic regression models and a core component
in many advanced learned indexes. Our main contributions are as follows: (i) We present a theoretical proof
characterizing the optimal single-point poisoning attack and show that the existing method yields the optimal
attack. (ii) We show that in multi-point attacks, the existing greedy approach is not always optimal, and
we rigorously derive the key properties that an optimal attack should satisfy. (iii) We propose a method to
compute an upper bound of the multi-point poisoning attack’s impact and empirically demonstrate that the
loss under the greedy approach is often close to this bound. Our study deepens the theoretical understanding
of attack strategies against linear regression models on CDFs and provides a foundation for the theoretical
evaluation of attacks and defenses on learned indexes.
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1 Introduction

In recent years, learned indexes have attracted significant attention as a promising alternative to
traditional index structures [17, 22, 29, 36, 54, 61]. One representative example of a learned index is
the learned B-tree [17, 29, 52], which approximates the cumulative distribution function (CDF) using
regression models. It achieves superior memory efficiency and faster query performance compared
to conventional methods. During query processing, the learned B-tree first uses a regression model
to predict the position of the query key, and then corrects the prediction error using local search
algorithms such as exponential search. Smaller prediction errors lead to narrower search ranges
and faster query execution, whereas larger errors increase the cost of local search.
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Table 1. Overview over time complexity and empirical performance of poisoning attacks and upper-bounding
methods under the original setting [28] (duplicate keys disallowed; Definition 2) and the relaxed setting
(duplicate keys allowed; Definition 3). Here, n is the number of legitimate keys, A is the poisoning budget,
and T is the number of iterations in our upper-bounding methods. Empirical Perf. Ratio is the achieved MSE
(attacks) or the bound (upper bounds) normalized by the optimal-attack MSE over 3,000 cases in Section 6.6
(values closer to 1 indicate a better attack or a tighter upper bound).

Original Setting (Definition 2) Relaxed Setting (Definition 3)
Algorithm Time Complexity Empirical Perf. Ratio Time Complexity Empirical Perf. Ratio
Greedy [28] O(nld) >0.933 - -
Exact Seg+E (Ours) 0(nA3) 1 O(nA) 1
Heuristic Seg+E (Ours) O(nk) >0.998 - -
Optimal (Ours) O((n +2) (2";2”)) 1 O((n +2) (”*j—l)) 1
Upper Bound (Ours) o« (On(-lj-‘% ;c—);()r)z -(i)-r/l)) <1.092 O((On(ZE{; it)gg:[ -(i)-r/l)) <1.087

While learned indexes achieve outstanding performance on typical datasets, recent studies have
revealed that they are vulnerable to poisoning attacks [14, 28]. Specifically, by inserting just a small
number of malicious data keys (poisons) into the legitimate training data used to build the index, an
attacker can deliberately degrade the model’s prediction accuracy. The increase in prediction error
leads to higher costs for subsequent local searches, thereby degrading the overall performance of
the learned index.

However, existing attack methods proposed in the literature are largely heuristic [48, 62]. Even
in the most basic poisoning setting—where a linear regression model is trained to minimize the
mean squared error (MSE) and the attacker aims to maximize it—the optimality of the existing
attack method [28] remains unclear. This leaves several fundamental questions open:

e Which structures characterize an optimal attack?

o Is the existing algorithm from [28] an optimal attack?

e If not, can we derive a provable and tight upper bound on the maximum impact caused by any
attack?

We resolve these questions and establish a theoretical foundation for attack strategies in the same
MSE-based linear-regression poisoning setting studied in prior work [28]. Our contributions are as
follows:

e In single-point attack scenarios (i.e., where only one poison point is injected), we provide the
first formal proof that placing the poison adjacent to a legitimate key is optimal, as conjectured
in [28]. Thereby, we show that the existing single-point attack method yields an optimal attack.

e In multi-point attack scenarios, we show that the iterative greedy method of [28] does not in
general exactly match the optimal solution; we provide instances where it is strictly suboptimal,
thereby refuting the implicit assumption in prior work [28] that the greedy method is always
optimal.

o In multi-point attack scenarios, we derive the key properties of an optimal attack; we prove
that every poison included in an optimal attack is adjacent to a legitimate key, either directly or
indirectly through other poison points. This makes it possible to compute the exact optimal
solution in realistic time for small-scale settings.

e In multi-point attack scenarios, we propose a computationally efficient method that establishes
a rigorous upper bound on the achievable attack impact, i.e., a provable ceiling that no attack
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can exceed. This upper bound quantifies how close the greedy algorithm is to optimal, and also
offers worst-case guarantees for the linear regression model under adversarial settings.

e In multi-point attack scenarios, we experimentally show that the greedy solution is often close
to our upper bound: over 3,000 cases in Section 6.2, the bound is at most 1.25X the greedy
MSE and 1.03x on average. This suggests that the bound is tight and that greedy attacks are
near-optimal.

e In the multi-point attack setting, we identified a simple structural property that frequently
appears in optimal solutions, which we call Segment + Endpoint (Seg+E), and we provide efficient
algorithms to find the Seg+E solution. We experimentally demonstrate that Seg+E consistently
yields a larger loss than the greedy approach.

All six contributions are original to our paper (i.e., they do not appear in prior work, including [28]),
and require nontrivial new technical or experimental insights. These results provide the first
theoretical framework for understanding attack strategies against linear regression models trained
on CDFs, offering a foundation for analyzing attacks and defenses on learned indexes.

Summary of Algorithms. Table 1 summarizes the algorithms studied in this work. Here, n is the
number of legitimate keys, A is the poisoning budget, and T is the number of iterations used by
our upper-bound search procedures. The column Empirical Perf. Ratio reports the achieved MSE
or upper bound, divided by the optimal-attack MSE, over 3,000 cases in Section 6.6 (values closer
to 1 indicate better attack or tighter upper bound). In addition to the original setting [28], which
does not allow duplicate keys (Definition 2), we also define a relaxed setting that allows duplicate
keys (Definition 3). We design, for both settings, methods to compute the optimum, upper bounds,
and Seg+E attacks. Empirically, we show that Greedy [28] is occasionally suboptimal, whereas our
heuristic Seg+E is closer to optimal, and Exact Seg+E matches the optimum in all 3,000 instances
under both settings. Moreover, our upper-bound computation is fast and yields tight bounds (at
most 1.092X the optimal-attack MSE).

This paper is organized as follows. Section 2 provides an overview of related work, and Section 3
formally introduces the problem setting and known attacks. Section 4 and Section 5 present
our theoretical results for single- and multi-point attacks, respectively. Section 6 reports our
experimental validation. Section 7 provides further discussion, Section 8 outlines limitations and
directions for future research, and Section 9 concludes the paper.

2 Related Work

In this section, we first provide a comprehensive overview of learned indexes, followed by a review
of attacks on them.

2.1 Learned Indexes

Indexing is a fundamental technology for enabling efficient data access and has been applied across
a wide range of scenarios, including databases [44], search engines [49], file systems [20], and
similarity search systems [3, 4]. Classic examples include B-trees [5], hash maps [27], and Bloom
filters [6]. These data structures have been extensively studied for decades as critical components
that determine the overall performance of systems where efficient data access is essential.

Recently, learned indexes, which leverage machine learning to improve index performance,
have been proposed and have attracted considerable attention [29]. Learned indexes replace or
augment traditional data structures with machine learning models, aiming to improve memory
efficiency and query speed. Various learned index architectures have been proposed, extending
classical data structures such as Bloom filters [10, 38, 47, 54], count-min sketches [13, 22, 41, 67],
and LSM-trees [9, 35, 39, 61] using machine learning techniques.
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Among these, learned B-trees, which enhance B-trees using machine learning, are the most
actively studied type of learned index and are often referred to simply as “learned indexes” [2, 11,
17, 19, 52, 58, 60]. The core idea of learned indexes is to approximate the cumulative distribution
function (CDF) of the data using machine learning-based regression. During query processing, the
model is used to infer an approximate position of the query key. This prediction is then refined
using local search techniques such as exponential search to identify the exact position. Beyond the
original one-dimensional, static setting [2, 26, 29, 37, 60], subsequent work has extended learned
indexes to multidimensional data [1, 12, 21, 32, 40, 43, 55] and string data [25, 51, 58, 63, 70], as
well as to dynamic settings that support updates [11, 17, 19, 30, 31, 34, 53, 57, 59]. In addition,
there has been increasing interest in theoretical analyses of worst-case/expected complexities in
construction/query [8, 16, 33, 64, 65].

A common structural characteristic shared by many learned indexes is their hierarchical, Mixture-
of-Experts-style design [52]. That is, a root model routes queries to localized leaf models, each
approximating the CDF of a contiguous subset of sorted keys. Linear regression models are often
used as leaf models [11, 30, 52, 58] because they provide sufficient accuracy for small subdatasets,
avoiding the computational overhead of complex models.

2.2 Attacks on a Learned Index

While learned indexes often offer excellent performance on typical datasets, recent research has
revealed that they also exhibit vulnerabilities to various attacks. Attacks on learned Bloom filters
include poisoning attacks [14], side-channel attacks [15], and mutation attacks [45]. Additional
studies demonstrate attacks on learning-based sketches [24], learned cardinality estimators [66],
and learned index advisors [68, 69]. The root of these vulnerabilities lies in two key factors: (i)
the increased information flow introduced by fitting models to past data distributions, and (ii)
the degradation of worst-case performance caused by optimizing machine learning models for
average-case scenarios [48].

Among these, attacks on learned indexes (in the narrow sense) have been particularly actively
studied in recent years [28, 48, 62]. Kornaropoulos et al. [28] proposed poisoning attacks against
linear regression models trained on CDFs, and further demonstrated attacks on RMI architectures
using such poisoning methods. However, the theoretical foundations of these attacks remained
unresolved, and addressing this gap is the focus of our study.

Finally, we briefly review other types of attacks on learned B-trees. For ALEX [11], one of the most
prominent dynamic learned indexes, algorithmic complexity attacks (ACAs) have been proposed
in [48, 62]. These attacks force the system into exponential time worst-case behavior. Additionally,
even the learned indexes with guaranteed worst-case complexity (e.g., the PGM-index [17]) are
shown to be vulnerable to timing-channel-based attacks [48]. By measuring and analyzing query
latency, an attacker may infer information about the underlying data distribution that should be
inaccessible. Such attacks are not the focus of this work.

3 Problem Statement and Existing Attacks

In this section, we first define the problem setting of poisoning attacks against linear regres-
sion models trained on CDFs (Section 3.1), followed by an overview of existing attack methods
(Section 3.2).

3.1 Problem Statement

Throughout this paper, we let K denote the set of legitimate keys, i.e., the keys originally present in
the training data before any attack, and n := |K|. We use X to denote a general key set, which may
include both legitimate and poison keys, and m = |X]|.
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Fig. 1. Single-point poisoning attack on K = {2, 11, 13, 19, 32, 36, 39}. By inserting a poison point, the rank of
every key greater than the poison increases by one. The linear regression model is fitted on the poisoned key
set, leading to a change in MSE.

We begin by defining linear regression on CDFs similarly to [28].

DErFINITION 1 (LINEAR REGRESSION ON CDFs [28, DEF. 1]). Let X = {x1,x2,...,Xm} bea
multiset of natural numbers representing the keys stored in the index, wherex; < x, < -+ < xp,
and at least two distinct values appear in X (i.e., x; # xp,). Define the rank associated with x;
asr; = i. The MSE of fitting a linear regression model with parameters w,b € R is defined as
1 m
LX5w,b) = — > (wxs +b—ry)?. )
m i3
The problem of linear regression on CDFs is to find the model parameters that minimize the
MSE, that is, to determine
E(X) = milfll(X;w, b). (2)
w,

For convenience, define Covxg, Vary, Varg, X, and 7 as follows:

1< _ _ 1< _
Covxr = - Z(xi —%)(ri =), Varx = - Z(xi - %)%,
i=1 i=1
m m m
Varg = lZ(r,-—f)z, X = in,-, F= eri. (3)
= = =

Then, this problem has the following closed-form solution [28]:

C C 2
= SR e F o w'k, E(X) = Varg — —2% )
Vary Varx

*

Following prior work [28], we focus on integer keys for simplicity; extensions to other key types
are discussed in Section 7.
We address the following poisoning attack problem, which is the same as the one studied in [28]:

DEFINITION 2 (POISONING LINEAR REGRESSION ON CDFs [28, DEF. 2]). Let K =
{k1, ks, ..., kn} C N ben distinct legitimate keys (i.e., the keys in the original training data
before any attack), sorted so that ky < kz < --- < k. Let A € N be the maximum number
of poison points. The problem of poisoning linear regression on CDFs is to find a set P* C N
satisfying |P*| < A and P* C {ky + L,ky + 2,...,k, — 1} \ K that maximizes E(K U P*).
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Algorithm 1 Single-point Poisoning Attack [28]

Require: Legitimate Keys: K
1: function SINGLE-POINTPOISONINGATTACK(K)
2: kmin < min(K), kpax <« max(K)
Peands < {k+ 1|k € K\ {kmax}} U{k = 1]k € K\ {kmin}}
PCands — PCands \(}(
if Pcandgs = @ then return None
p « SELECTMAXL0SSCANDIDATE(K,, Pcands)
if E(K U {p}) < E(K) then return None

8: return p

N e w

Formally,

P = argmax E(KU®P). (5)
P s.t. |PI<A, Pcl{ki+Lki+2,.. .k, —1}\K

Threat Model. We adopt the same threat model as in [28]. The attacker has full knowledge of the
legitimate key set K and can inject arbitrarily chosen poison keys into the training data, subject
only to the constraint in Equation (5). Among common threat models, this setting gives the attacker
the strongest information and capabilities, and thus represents the most impactful attack scenario.

As in [28], we restrict poisons to lie strictly between the minimum and maximum legitimate
keys to avoid trivial outlier detection and removal. If there are no unused integer values between k;
and k,, (e, K = {ky,k; + 1,...,k,}), then no poisons can be injected. When A = 1, the problem is
referred to as a single-point poisoning attack; when A > 2, it is called a multi-point poisoning attack.

Figure 1 illustrates an example of a single-point attack. Figure 1a shows the legitimate keys and
the linear regression model fitted to their CDF. Figure 1b shows how the regression line is distorted
when a poison point £ = {8} is inserted. A key characteristic of poisoning attacks against linear
regression on CDFs is that the insertion of poison points alters the ranks of all keys following the
poisons. For example, in Figures 1a and 1b, inserting the poison point 8 does not affect the ranks of
keys smaller than 8, but increases the rank of each key larger than 8 by one. This rank-shifting
effect is one of the main factors that makes the mathematical analysis of such attacks challenging.

3.2 Existing Attacks

Single-point poisoning attack. We first recap the single-point poisoning attack strategy proposed
by [28]. Importantly, the following statement is an empirical observation reported in prior work
and is not one of our contributions:

OBSERVATION 1 (EMPIRICAL OBSERVATION IN [28]). The optimal single-point attack P* is
either the empty set or a singleton containing an integer adjacent to a legitimate key;

P c{k+1|keKtU{k—1|keXK}. (6)

Figure 1 presents an example illustrating this observation. Figure 1c shows a plot of E(K U {p})
for all possible poison points p. Note that integers already occupied by legitimate keys are excluded
from the plot, as they cannot serve as poison keys. In this example, E(K U {p}) forms a convex
shape within each interval between two consecutive legitimate keys. Therefore, the poison point

Proc. ACM Manag. Data, Vol. 4, No. 3 (SIGMOD), Article 208. Publication date: June 2026.



Mathematical Foundations of Poisoning Attacks on Linear Regression over Cumulative Distribution Functions 208:7

Algorithm 2 Greedy Multi-point Poisoning Attack [28]

Require: Legitimate Keys: K, Maximum Number of Poisons: 1
1: function MULTI-POINTPOISONINGATTACK(K, 1)
2: Pe—@

3: while |P| < A do

4: p < SINGLE-POINTPOISONINGATTACK(K U P)
5 if p = None then break

6: P — P U{p}

7: return P

—EX Uu{p'})

ke
- P 4 . > @ legitimate key
i1 P L @ poison key
—EXu{p'-1) O unused integer
_>key
kig v —1 ki Lemma 1 implies either one
—E@Xu{p +1}) is greater than E(% U {p*}).
. »Key
ki—l p* +1 ki

Fig. 2. Proof of Theorem 1. Lemma 1 implies that either E(K U {p* — 1}) or E(K U {p* + 1}) is greater than
E(KU{p}).

p that maximizes the loss in each interval lies at either endpoint of the interval. Specifically, the
optimal single-point attack in this case is $ = {12}, which aligns with Observation 1.

Based on this observation, [28] proposed the following single-point attack algorithm: exhaustively
evaluating E(K U {p}) for every candidate poison point p (i.e., integers adjacent to legitimate keys).
The algorithm is summarized in Algorithm 1. By employing differential calculation, this evaluation
can be performed in time O(n). However, [28] did not prove the optimality of this algorithm.

Multi-point poisoning attack. For multi-point attacks, [28] iteratively applies the above single-
point attack A times, see Algorithm 2. The time complexity of this multi-point poisoning algorithm
is O((n + A)A). Empirically, they report that this greedy approach results in an optimal attack,
again missing a formal proof.

4 Optimality of Single-Point Poisoning Attack

We theoretically guarantee the optimality of the single-point attack proposed in [28] by proving
the following theorem.

THEOREM 1. Observation 1 always holds. In other words, the optimal single-point attack P*
satisfies:

P clk+1|keKtU{k-1]|keXK}. (7)

To prove Theorem 1, we first establish the following key lemma.
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LEMMA 1. Let X be the set of keys stored in the index, with m = |X| > 3, and let x; < x; <
- < xy, denote the elements of X in increasing order. Then, for eachi € {2,3,...,m — 1},
sign (&x/\’)) is non-decreasing over the interval x; € (x;j_1, Xi+1), and there exists at most one

d
dE(X)

value of x; in this interval for which dii = 0. Here, the function sign(x) is defined as —1 if

x <0,0ifx=0,and1ifx > 0.

ProoF skETCH OF LEMMA 1. Computing sign (dE(X)/dx;) shows that it equals the sign of the
covariance between x” and ’, where x” and r’ denote the vectors obtained from x and r, respectively,
by removing their i-th elements (i.e., x; and i). Since both x” and r’ are monotonically increasing,
the sign of covariance is positive. O

We defer the full, formal proof to Appendix A of the full version of this paper [46]. Using Lemma 1,
we can prove Theorem 1 as follows.

Proor oF THEOREM 1. To facilitate comprehension of the proof structure, an illustrative figure is
presented in Figure 2. Assume, for the sake of contradiction, that there exists an optimal single-point
attack P* = {p*} such thatp* ¢ {k+1 | ke K} U{k—-1]| k € K}.

Leti € {2,3,...,n} be the unique index satisfying k;_; < p* < k;. Under our assumption, the
integers adjacent to p* are not legitimate keys, meaning k;_; < p* —1and p* +1 < k; (see Figure 2).
Since p* is assumed to be an optimal single poison point, we have:

E(KU{p'=1}) <E(KU{p"}) A E(KU{p"}) = E(KU {p"+1}). ®)

%:{P})) is non-decreasing over the interval p €

dE(KU{p})
d

According to Lemma 1, the function sign (

(ki—1, ki), and there exists at most one point p in this interval where = 0. Therefore,
the behavior of E(K U {p}) over p € (ki_1, k;) must fall into one of the following three cases: (i)
strictly increasing, (ii) strictly decreasing, or (iii) strictly decreasing over (k;_1,p’) and strictly
increasing over (p’, k;) for some p’ € (k;_1, k;). In all cases, either E(K U {p* —1}) > E(K U {p*})
or E(KU{p*}) < E(X U {p* + 1}). This contradicts the assumption that p* is optimal. O

By Theorem 1, we have established that the single-point attack proposed in [28] is guaranteed to
find the optimal solution. In other words, by exhaustively searching only the integers adjacent to
legitimate keys, one can identify the optimal single-point attack.

5 Multi-Point Poisoning Attack

In this section, we first demonstrate that the iterative greedy algorithm (Algorithm 2) proposed
in [28] is not optimal, and we then describe the key properties that can be rigorously asserted
about the structure of the optimal solution (Section 5.1). Next, leveraging these properties, we
propose a method to upper-bound the loss incurred by multi-point attacks (Section 5.2). Finally,
motivated by the structural insights described above, we introduce the Segment + Endpoint (Seg+E)
class of poison sets and provide efficient exact and heuristic algorithms to find Seg+E solutions
(Section 5.3).

Proc. ACM Manag. Data, Vol. 4, No. 3 (SIGMOD), Article 208. Publication date: June 2026.



Mathematical Foundations of Poisoning Attacks on Linear Regression over Cumulative Distribution Functions 208:9

10 104 10
94|--+* Original Regression 94|--++ Original Regression .. 94|-++* Original Regression
8-+ Poisoned Regression T 8-+ Poisoned Regression ‘.--i 8-+ Poisoned Regression .TT.
71 R ) 74 71 - .
B e R T LY 6. X g4 et ¢ 64 l
5 s . c 2l ' b R s
< 4 AR £ 44 ol e < 4 L
3 Lo 3 LO 34 SIS
24 ,,-;.:‘-'-"" 29 il 29 e ®
é*“' MSE: 0.298 B . MSE: 0.560 s MSE: 0.602
0 10 20 30 40 0 10 20 30 40 0 10 20 30 40
Keys Keys Keys

(a) Optimal 1-point Poisoning. (b) Greedy 2-point Poisoning. (c) Optimal 2-point Poisoning.

Fig. 3. Multi-point poisoning attack. The greedy two-point attack [28] injects the poison point 12 first
(Figure 3a), followed by the injection of the poison point 10 (Figure 3b). In contrast, the optimal attack is
{37, 38}, resulting in a higher MSE (Figure 3c).

prasesene, ke
--9-0-0000000> @ legitimate key

@ poison key
QO unused integer

Lemma 2 implies either one
is greater than E (X U P¥).

Fig. 4. Proof of Theorem 2. Lemma 2 implies that E(K U P_) or E(K U P.) is greater than E(K U £*).

5.1 Structure of Optimal Multi-Point Attacks

OBSERVATION 2. The iterative greedy approach (Algorithm 2) does not guarantee an optimal
multi-point poisoning attack.

Figure 3 provides an illustrative example where the greedy approach does not lead to the optimal
solution. As shown in the previous section, for the single-point attack case, the optimal solution
can be found by exhaustively evaluating all integers adjacent to the legitimate keys (Figure 3a). The
greedy poisoning method of [28] performs a two-point attack by adding one additional optimal
poison key on top of this (Figure 3b). However, the true optimal two-point attack involves adding
poison keys as shown in Figure 3c. Thus, the greedy poisoning method does not always yield the
optimal solution. This finding is valuable for preventing confusion among future researchers, as [28]
reports the following: “Even though we do not provide a proof of optimality for the multiple-point
poisoning, we experimentally observed that our approach matched the performance of the brute-force
attack in every tested dataset.”

Next, we establish the following theorem, which characterizes the structure of the optimal
solution for multi-point attacks. This result can be seen as an extension of Theorem 1.

THEOREM 2. The optimal multi-point attack consists only of poison keys that are either adjacent
to legitimate keys directly or connected transitively to legitimate keys via chains of neighboring
poison keys. Formally, the optimal multi-point attack P* satisfies:

Vp € P*, Tk € K, {min(p, k) + 1,...,max(p, k) — 1} C P*. 9)
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Proor SKETCH OF THEOREM 2. To facilitate comprehension of the proof structure, an illustrative
figure is presented in Figure 4. First, we prove an extension of Lemma 1, denoted Lemma 2 (in
Appendix B of the full version [46]), which implies that if there exists an isolated block of consecutive
poison keys (an Isolated Poison Block), then moving that block either left or right can strictly increase
the loss. Applying the same argument as in Theorem 1, but with an Isolated Poison Block instead
of a single poison key, yields Theorem 2. O

We defer the full, formal proof to Appendix B of the full version [46]. An immediate consequence
of this theorem is that we can find an optimal solution by examining at most (2"_/12”) candidate
multi-point attacks. This follows because the number of candidate optimal multi-point attacks
is bounded by the number of ways to distribute the A units of poison among 2n — 1 groups
(corresponding to poison placed to the right of ki, to the left of kj, to the right of k5, .. ., to the left
of k,, and the unused portion of the budget). Since the MSE for each poisoning configuration can

be computed in O(n + 1) time, the overall running time to find the optimum is O ((n + 1) (Z"_AZM) ,

as summarized in the Optimal entry of Table 1. Without our structural result, one would have
to examine all combinations of integers in the domain that are not occupied by legitimate keys.

The number of such combinations is O ((k"ikl)), which is computationally infeasible in practice

because k, — k; is typically at least 10° and can easily exceed 10°. Our theorem drastically shrinks
the search space, making it realistic to compute the optimal multi-point attack for moderately small
values of n and 1.

Next, we highlight two potential misconceptions around the structure of optimal multi-point
attacks. The first potential misconception is that Theorem 1 trivially implies Theorem 2. For the
sake of an example, let the legitimate key set be K = {1, 5}. While Theorem 2 allows us to rigorously
conclude that P = {3,4} is not an optimal solution, the statement of Theorem 1 alone does not
allow us to rule out the possibility that = {3,4} could be the optimal two-point attack. Although
P = {3} or P = {4} are not optimal in the single-point case, Theorem 1 does not provide any
guarantee about whether £ = {3, 4} could become optimal in the multi-point case. Only with
Theorem 2 can we rigorously conclude that = {3, 4} is not the optimal solution.

The second potential misconception is that Theorem 2 serves as a proof of the optimality of
the greedy approach. This is also a misconception, which we demonstrated in Figure 3, where the
greedy poisoning method is not optimal. Theorem 2 merely shows that the solution obtained by the
greedy poisoning method can be an optimal solution in the sense that all poison keys are directly
or indirectly adjacent to some legitimate key. It does not claim that the greedy poisoning method
is guaranteed to be optimal.

5.2 Upper Bound on Impact of Optimal Multi-Point Poisoning Attacks

Here, we propose methods to upper-bound the impact of multi-point attacks. The resulting upper
bound can be computed efficiently: either in O(T (n+ 1)) time using an iterative method, where T is
the number of iterations, or in O((n + A) log(n + 1)) time using an exact method. This upper bound
is important for both attackers and defenders: it quantifies the maximum possible improvement
over existing attacks and provides a worst-case performance guarantee for linear regression (see
Section 7 for further discussion). We begin by relaxing the poisoning problem, and then describe
an efficient method for solving it.

Deriving the Upper-Bounding Problem. To upper-bound the loss of multi-point attacks, we relax
Definition 2 by allowing duplicate poisons and permitting poisons to lie in K. Formally, we arrive
at the following problem:

Proc. ACM Manag. Data, Vol. 4, No. 3 (SIGMOD), Article 208. Publication date: June 2026.



Mathematical Foundations of Poisoning Attacks on Linear Regression over Cumulative Distribution Functions ~ 208:11

DEFINITION 3 (RELAXED Po1soNING PROBLEM). Let K = {ki, ks, ...,k,} € N ben
distinct legitimate keys arranged in increasing order, i.e., k1 < ky < --- <k,. Let A € N be the
maximum number of poison points. The Relaxed Poisoning Problem is to determine the multiset
P* of integers satisfying |P*| < A and P* C {ki, k1 + 1,...,k,} that maximizes E(K & P*),
where & denotes multiset addition. Formally,

P = argmax E(K & P), (10)
P st |P|<APc{kiki+1,...kn}

The solution to Definition 3 provides an upper bound on the loss of the original poisoning
problem (Definition 2), because Definition 3 relaxes the constraints on the poison set . Note that
unlike Definition 2, this relaxed formulation remains feasible even when K = {ky,k; + 1,...,k,},
because it allows # to be a multiset and to include values from %K.

By applying an argument similar to that in Theorem 2, we can establish the following theorem
regarding the structure of the optimal solution #* to the Relaxed Poisoning Problem.

THEOREM 3. The optimal solution P* to the Relaxed Poisoning Problem is a multiset over K,
i.e., Supp(P*) c K, where Supp denotes the support of the multiset.

Proor oF THEOREM 3. The proof is analogous to that of Theorem 2: if there exists poison points
outside of K, we can increase the loss by shifting them to the keys within K. O

Thus, letting Qg (d) be the multiset containing d; copies of k; for each i (with d € Z), the
relaxed problem reduces to finding

d* = argmax E(KW Qx(d)). (11)
dst Y, di<A

The following theorem states that in the Relaxed Poisoning Problem, it is always optimal to fully
exhaust the given budget A:

THEOREM 4. The optimal solution d* to the Relaxed Poisoning Problem satisfies 3\i_, d; = A.

ProOF SKETCH OF THEOREM 4. We first prove Lemma 3 (in Appendix C of the full version [46]),
which states that in the relaxed setting, there exists some i € {1, 2, ..., n} such that adding a poison
at x; increases the loss. This implies that using the full poisoning budget is optimal. O

The full proof is provided in Appendix C of the full version [46]. Next, we derive the following
inequality to further upper-bound the solution of the Relaxed Poisoning Problem:

max  E(K W Qx(d)) (12)
dst. Y di=2
= max  min L(KW Qx(d); w,b) (13)
dst. YL di=A wb
< mi i K d);w,b). 14
min | max mme( Qx(d); w, b) (14)

The equality follows from the definition of E(K @ Qg (d)) in Definition 1. The inequality follows
from the standard max-min inequality: max, min, f(x,y) < min, max, f(x,y), for any function
f: X XY — R. By computing the value of Equation (14), we obtain an upper bound on the loss
achievable by multi-point attacks.
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Computing the Upper Bound. To determine the value of Equation (14), we make use of the
following two theorems.

THEOREM 5. For fixed d, min, L(K W Qg (d); w, b) is a convex quadratic function of w.

Proor SKETCH OoF THEOREM 5. For fixed w, the optimal b* can be solved in closed form, and
substituting it shows the loss is a quadratic function in w with positive quadratic coefficient. O

THEOREM 6. For fixed w > 0, the choice of d (subject to Y7 d; = A) that maximizes
ming L(K W Qx(d); w, b) is characterized as follows:
o Ifw(k, — k1) < n+ A, all poison points are concentrated on a single key; that is, 3i €
{1,2,...,n} such thatd; = A.

o Otherwise, all poison points are concentrated at the endpoints ky and ky; that is, dy +d,, = A.

Proor SKETCH OF THEOREM 6. When w(k, — ki) <n+ A, forany 1 <i < j < nwithd;,d; > 1,
moving a poison from i to j, or from j to i, always increases the loss. When w(k, — k1) > n+ A, for
any 2 < i < n—1withd; > 1, moving a poison from i to 1, or from i to n, always increases the
loss. m]

The full proofs are provided in Appendix C of the full version [46]. By Theorem 6, the number of
possible d configurations that maximize miny L(K & Qg (d); w, b) is at most O(n + A). For each
such d, Theorem 5 implies that miny L(K & Qg (d); w, b) is a convex quadratic function of w. By
properly implementing differential computation, we can compute the coefficients of these quadratic
functions in time O(n + 1), as detailed in Appendix D of the full version [46]. Thus, evaluating
Equation (14) reduces to the following problem: given convex quadratic functions f;(w) : R - R
forie {1,2,...,0(n+ A)}, determine the value of min,, max; f;(w). There exist several methods
to efficiently solve this problem. Three representative approaches are as follows:

(1) Golden section search over w: Minimize the convex function max; f;(w) via golden section
search [42]. With T iterations, the time complexity is O(T(n + 1)).

(2) Binary search over y (function values): Given y € R, we can test in O(n + 1) time whether
y > min,, max; fj(w). Thus, binary search [7] with T iterations can solve the problem in
O(T(n+ A)) time.

(3) Exact structural analysis: Since max; f;(w) is piecewise quadratic with O(n + 1) pieces
by Davenport-Schinzel sequence theory [50], we can construct its exact representation in
O((n+ A)log(n + 1)) time and then compute the exact minimum directly (unlike the previous
two iterative methods).

Detailed algorithms are given in Appendix D of the full version [46]. By employing one of these
methods, we can evaluate Equation (14) with a time complexity of either O(T(n + 1)) or O((n +
A)log(n + 1)), thereby obtaining an upper bound on the impact of multi-point poisoning attacks
(see Table 1).

5.3 Segment + Endpoint Attack

Motivated by Theorem 6—which implies that under the relaxed setting with a fixed w, the optimal
poison mass concentrates either at the two extremes or at a single interior point—we propose
a simple structured attack strategy called Segment + Endpoint (Seg+E). A Seg+E attack uses as
poisons at most three consecutive blocks: two on the extreme blocks adjacent to k; and k,, and a
single consecutive segment not adjacent to these extremes. We define Seg+E in the relaxed setting
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kl kn
0000000000 00®®> | @ citimate key

(a) Seg+E in original setting ]
@ poison key
kl kn

O unused integer

(b) Seg+E in relaxed setting

Fig. 5. Examples of the Segment + Endpoint (Seg+E) attack in original and relaxed settings.

(Definition 3) analogously: a Seg+E multiset in the relaxed setting consists of at most three integers,
namely those corresponding to ki, k,,, and a single interior integer. Figure 5 illustrates Seg+E attacks
in the original and relaxed settings. The formal mathematical definition is given in Appendix E of
the full version [46].

We propose three algorithms for finding the Seg+E solution. As summarized in Table 1, we refer
to the exact algorithms as Exact Seg+E and to the fast approximation for the original setting as
Heuristic Seg+E. First, we present an O(nA*)-time Exact Seg+E algorithm for the original setting,
followed by an O(nA)-time Exact Seg+E algorithm for the relaxed setting. Finally, by using the
relaxed-setting solution as guidance, we design an O(nd)-time Heuristic Seg+E algorithm for the
original setting, which empirically finds a solution very close to the optimal one.

O(nA%)-time Exact Seg+E algorithm for the original setting. In the original setting, we can find
an exact Seg+E solution in O(nA%) time. The number of ways to allocate the A poison budget to
the left endpoint, the middle segment, and the right endpoint is O(A%). For each such allocation,
an argument analogous to the proof of Theorem 2 shows that the middle segment admits only
O(n) candidate locations that need to be considered; see Theorem 7 in Appendix E.2 of the full
version [46] for a formal proof. Therefore the total number of Seg+E candidates to evaluate is
O(nA%), and by computing the MSE for each candidate efficiently via differential updates we obtain
the exact Seg+E solution in O (nA®) time.

O(nA)-time Exact Seg+E algorithm for the relaxed setting. In the relaxed setting, we can find an
exact Seg+E solution in O(nA) time. Using an argument similar to the proof of Theorem 4, we
first show that any exact Seg+E solution in the relaxed problem exhausts the budget A. As in the
original setting, the location of the middle segment admits only O(n) candidate positions. Crucially,
when the number of poisons placed at the left endpoint and the middle-segment location are fixed,
the optimal number of poisons assigned to the middle segment can be determined in O(1) time,
by extending the loss to a continuous function in the middle-segment multiplicity and using its
derivative to identify the optimum. Hence, iterating over all choices of left-endpoint count and
middle-segment location (there are O(nA) such combinations) and evaluating the corresponding
MSEs yields an O(nA)-time algorithm for finding the exact Seg+E solution in the relaxed setting.

O(nA)-time Heuristic Seg+E algorithm for the original setting. We also design an O(ni)-time
Heuristic Seg+E algorithm that yields a Seg+E solution that is not guaranteed to be exact but is
empirically very close to the exact one. The heuristic algorithm leverages the Seg+E solution in
the relaxed setting as a guide: we fix the numbers of poisons at the left endpoint, middle segment,
and right endpoint to match those in the relaxed-setting solution. Then, we try the O(n) candidate
middle-segment positions and select the best placement. Because the Seg+E solution in the relaxed
setting can be found in O(nA) time and we can evaluate the MSE for each candidate position in
O(1) time, the overall time complexity of the heuristic algorithm is O(nAl).
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6 Experimental Evaluation

In this section, we experimentally evaluate our upper-bounding methods and Seg+E algorithms. We
first assess how tightly the proposed bounds match the attack impact achieved by the greedy method
(Section 6.2), then compare the loss achieved by Seg+E and the greedy attack (Section 6.3). We also
measure running time (Section 6.4), conduct ablation studies on key parameters (Section 6.5), and
present a detailed analysis in the small-scale setting, where the optimum is computable (Section 6.6).
Finally, we evaluate the impact of poisoning on lookup time, i.e., the time to retrieve values from a
sorted array using the linear regression model (Section 6.7).

Key take-aways. The main findings are as follows:

(1) For both real-world and synthetic datasets, there is only a small gap between the upper bound
and the iterative greedy approach. This indicates that the bound is tight and that the greedy
approach achieves near-optimal solutions.

(2) The Exact Seg+E attack is never worse than the greedy attack, and the Heuristic Seg+E attack
always attains a loss very close to that of the Exact Seg+E attack.

(3) The upper bound can be determined in time faster than running the greedy algorithm, allowing
one to effectively judge the quality of the computed solution.

(4) The tightness of the bound remains stable across both key density and dataset size, with only
moderate degradation observed under extremely dense distributions.

(5) The gap decomposition analysis identifies the main source of looseness in the upper bounds:
the max-min step dominates when key density is low, while the duplicate-allowing relaxation
dominates when key density is extremely high.

(6) Poisoning substantially increases lookup time: at a 20% poisoning ratio, it slows down lookups
by up to 1.6X.

6.1 Experimental Setup

We implemented all upper-bounding, Seg+E, and greedy poisoning algorithms, in C++. All ex-
periments were conducted on a Linux machine equipped with an Intel® Core™ i9-11900H CPU
@ 2.50GHz and 64GB of memory. We compiled the code using GCC version 9.4.0 with the -03
optimization flag enabled and ran all experiments in a single-threaded setting. To verify that our
claims hold across typical key-distribution patterns, we evaluate on several synthetic and real-world
datasets used in a standard learned-index benchmark.

Synthetic Datasets. Each synthetic legitimate key set is generated based on a specified distribution
(Uniform, Normal, or Exponential), random seed, range R € N, and value of n € N, using the
following procedure: We sampled n real values, scaled them to [0, R], rounded to integers, and
removed duplicates. When R is small, a larger fraction of the integer domain is occupied by legitimate
keys, leaving fewer integer values available for the attacker to use.

Real-World Datasets. Each real-world legitimate key set is constructed by extracting n consecutive
keys from a real sorted dataset, where the starting position is selected randomly. We use Amzn,
Face, and Osmc datasets from SOSD [36], a benchmark for learned indexes. This setup reflects
the practical use case where linear regression models are often deployed as leaf models handling
consecutive keys in learned indexes [11, 30, 52, 58].

Upper Bound Algorithms. We evaluate the three upper bound computation algorithms described
in Section 5.2. For the first (golden section search) and second (binary search) approaches, we fix
the number of iterations T to 50. Since the difference among their results is always very small (less
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Fig. 6. MSEug (our upper bound), MSE (greedy attack), and MSEy, (legitimate) for seed = 0. We set n = 1,000
and R = 100,000. We observe that MSEyg > MSEg in all cases and the gap is small, which indicates that our
upper bound is tight and greedy attack is close to the optimal attack.
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Fig. 7. Boxplots of MSEG/MSEup over 100 seeds for each dataset and poisoning percentage. We set n = 1,000
and R = 100,000. The ratio never exceeds 1 and is always greater than 0.8. In particular, for Exponential, Amzn,
Face, and Osmc, the median ratio is > 0.99, which indicates that our upper bound is tight and greedy attack
is close to the optimal attack.

than 10~%), we report results from the first algorithm unless otherwise noted (e.g., for running time
evaluation in Section 6.4).

6.2 Upper Bound vs Greedy Poisoning

Here, we show that the gap between the upper bound computed by our proposed method (MSEyg)
and the loss from the greedy poisoning method (MSEg) is consistently small. This demonstrates
that our upper bound method provides an efficient approach to measuring the impact of multi-point
attacks, and that the greedy attack approximates the optimal attack reasonably well.

First, Figure 6 shows the comparison among MSEg, MSEyg, and the MSE of legitimate keys
(MSEL) for seed = 0. We set n = 1,000 for all datasets, and set R = 100,000 for synthetic data. The
poisoning percentage is defined as A/n.

We observe that MSEg increases with larger poisoning percentages. The MSE of legitimate keys
varies significantly depending on the distribution and n, and so does the increase in MSE caused by
poisoning. In all cases, MSEyp is greater than MSE¢ and tight in the sense that MSEG/MSEyp is
always at least 0.81.

We further observe differences across datasets: settings that are locally closer to uniform (e.g.,
Uniform and Amzn) tend to yield smaller MSE on legitimate keys, yet can exhibit larger increases
in MSE after the attack. For such near-uniform datasets, we also find that the discrepancy between
MSEyp and MSEg tends to be larger.

Next, Figure 7 presents the distribution of the ratio MSEg /MSEug over 100 seeds. Values of this
ratio close to 1 indicate a tight upper bound and near-optimal performance of the greedy attack,
whereas values close to 0 indicate a loose bound or weak greedy performance. Each boxplot repre-
sents the distribution across 100 seeds for a given configuration of (n, dataset, poisoning percentage).
Note that the randomness comes only from data generation; all algorithms are deterministic. We
set n = 1,000 for all datasets, and set R = 100,000 for synthetic data.

We observe that, in every configuration, MSEg/MSEyp never exceeds 1, and the median over
100 trials is always above 0.85. In particular, for Exponential, Amzn, Face, and Osmc, the median is
consistently above 0.99, showing that our upper bound and the greedy results are very close. For
Uniform and Normal, the gap between upper bound and greedy results tends to grow, especially

Proc. ACM Manag. Data, Vol. 4, No. 3 (SIGMOD), Article 208. Publication date: June 2026.



208:16 Atsuki Sato, Martin Aumiiller, and Yusuke Matsui

Uniform Normal EXf ial Amzn Face Osmc

T 7 ]? 10— S 1.0fF—————=— 1.0 TTT T T Lo+ 3| Lo[+——»
PTT b

0.9 0.9 0.9 3109 0.9

o

[

o
©

MSEq
MSEseG+e

°
@
o
@
)
®

. 0.8 0.8 0.8
2 4 6 8 10 2 4 6 8 10 2 4 6 8 10 2 4 6 8 10 2 42 6 8 10 2 4 6 8 10
Poisoning Percentage Poisoning Percentage Poisoning Percentage Poisoning Percentage Poisoning Percentage Poisoning Percentage

Fig. 8. Boxplots of MSEG/MSEsegE over 100 seeds for each dataset and poisoning percentage. We set n = 1,000
and R = 100,000. The ratio never exceeds 1, that is, the Seg+E attack is never worse than the greedy attack.
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Fig. 9. Boxplots of MSEsegx (1) /MSEseg+£ — 1 over 100 seeds for each dataset and poisoning percentage (for
better visibility, we plot the value obtained by subtracting 1 from the ratio). We set n = 1,000 and R = 100,000.
The ratio consistently remains very close to 1, indicating that Heuristic Seg+E achieves losses nearly identical
to those of Exact Seg+E.

when the poisoning percentage is large. That said, across all 6,000 trials, the ratio never falls below
0.8, and the overall average remains as high as 0.97. This demonstrates that (i) the greedy multi-point
poisoning attack leaves at most about 25% room for improvement (and only around 3% on average),
and (ii) our proposed upper bound is consistently tight across datasets and settings.

6.3 Greedy Poisoning vs Seg+E

Here, we compare MSEG, MSEseg.g (the MSE obtained by Exact Seg+E), and MSEgeg,x (1) (the MSE
obtained by Heuristic Seg+E).

Figure 8 shows the distribution of MSEG/MSEs.g.g over 100 seeds. A ratio below 1 means that
Exact Seg+E yields a larger MSE than Greedy. Across all 3,000 cases (6 datasets X 5 poisoning
percentages X 100 seeds), the ratio never exceeds 1, i.e., Exact Seg+E is never worse than the
Greedy. For the Uniform and Amzn datasets, the two methods sometimes differ noticeably; the
ratio MSEg /MSEseg+£ can drop to below 0.86, which means that Seg+E yields up to about 1.16
times larger MSE than Greedy.

Figure 9 shows the distribution of MSEgeg+ () /MSEseg.E over 100 seeds. Over the entire set of
3,000 measurements, we observed that this ratio is always greater than 0.99996. This indicates that
the Heuristic Seg+E attack is very close to the Exact Seg+E attack. Although MSEseg ) is rarely
worse than MSEg, the maximum observed value of the ratio MSEG/MSEseg1k (1) is only 1.00004. In
other words, Heuristic Seg+E provides an excellent trade-off between computational efficiency and
attack effectiveness.

6.4 Running time Evaluation

We measure the running time of our three upper-bounding methods, whose time complexities are
O(T(n+4)),0(T(n+2)),and O((n+A) log(n+ 1)), respectively. We also report the running time
of our Seg+E algorithms (Exact: O (nA3), Heuristic: O(nA), and Exact in the relaxed setting: O(nA)),
as well as the running time of the greedy poisoning attack [28], which runs in O((n + A)A) time.
Figure 10 shows the relationship between poisoning percentage and their running time for
each algorithm. Since A is the product of n and the poisoning percentage, A is proportional to the
poisoning percentage. We set n = 1,000 and R = 100,000. We see that the running time of the greedy
poisoning increases linearly with poisoning percentage, aligning with the complexity O ((n + A)4)
(note that A < n in our setting). In contrast, the proposed upper-bound algorithms (Golden, Binary,
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Fig. 10. Running time vs poisoning percentage. We set n = 1,000 and R = 100,000. The running time of
the greedy poisoning method grows linearly with the poisoning percentage (consistent with O((n + A)1)
time complexity), whereas our upper-bound methods (Golden, Binary, Strict) are nearly flat (consistent with
O(T(n+A)) or O((n + A) log(n + 1)) time complexity).
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Fig. 11. Running time vs n. We set the poisoning percentage to 10% and R = 100,000. The running time of
the greedy poisoning method grows quadratically with n (consistent with O((n + 1)A) time complexity),
whereas our upper-bound methods (Golden, Binary, Strict) grow linearly with n (consistent with O(T (n + 1))
or O((n+ A)log(n + 1)) time complexity).

Strict) show minimal change in running time. This is because, when A < n, the time complexity of
the proposed upper-bound algorithms is O(n) or O(nlogn).

As expected, the O(nA3)-time Exact Seg+E algorithm is significantly slower than the other
algorithms, taking more than 10,000 times longer than the greedy algorithm. In contrast, the Exact
Seg+E algorithm in the relaxed setting and the Heuristic Seg+E algorithm, both of which run in
O(nA) time, are much faster. However, they are still about 20 times slower than the greedy algorithm
despite having the same asymptotic time complexity. This is because the Seg+E algorithms involve
heavier constant-time operations, such as solving cubic equations, resulting in a larger constant
factor.

Figure 11 shows the relationship between n and the running time of each algorithm. We set the
poisoning percentage to 10% and R = 100,000. The running time of the greedy poisoning method
increases quadratically with n, consistent with the time complexity O((n + A)A). In contrast, the
proposed upper-bound algorithms (Golden, Binary, Strict) scale as O(n) or O(nlog n) and are much
faster than the greedy algorithm. In particular, the two approximation methods (Golden and Binary)
are extremely fast, with running times no greater than 0.003 seconds.

These results show that our methods compute upper bounds in practical time even for large n
and A. This efficiency enables downstream uses, such as lightweight attack-quality assessment and
as a surrogate objective for higher-level attack-generation procedures; we discuss these use cases
in Section 7.
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Fig. 12. MSEG/MSEyp vs n. We set the poisoning percentage to 10% and R = 100,000. As n increases,
MSEG/MSEup shows a slight tendency to decrease.
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Fig. 13. MSEG/MSEuyg vs R for synthetic data. We set the poisoning percentage to 10% and n = 1,000 for all
datasets. When R is quite small, the ratio tends to decrease.
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Fig. 14. Boxplots of the ratios pg, pr, and pys, defined in Equation (15), over 100 seeds for each dataset
and poisoning percentage. We set n = 50 and R = 1,000. All ratios remain close to 1 (minimum 0.92), with
MSEopt/MSERept particularly tight.

6.5 Ablation Study of n and R

Here, we investigate how MSEg/MSEyp changes with respect to n and R. Figure 12 shows the
relationship between n and the ratio MSEg/MSEyg for synthetic data. We set the poisoning per-
centage to 10% and R = 100,000 for synthetic data. As n increases, we observe a slight decreasing
trend in the ratio. That is, the ratio remains consistently tight: the minimum value is 0.64 (or 0.73
if excluding a single outlier seed from Amzn), while the average value is always above 0.91. This
indicates that, regardless of n, our proposed upper bound tightly bounds the attack impact.
Figure 13 shows the relationship between R and MSEg/MSEyp. We set the poisoning percentage
to 10% and n = 1,000 for all datasets. We observe that the smaller the value of R, the smaller the
ratio tends to be. This is expected because our upper bound is obtained by relaxing the constraint
to allow duplicate keys, and the effect of this relaxation becomes more pronounced when R is small.
In particular, the ratio worsens when R < 10%. However, note that R = 10* already corresponds to
a fairly narrow key range (i.e., a dense distribution), where 10% of the integers contained in the
range are legitimate. In the real datasets we used, the range spanned by n = 1,000 consecutive keys
is at least 1.8 x 10'* (Amzn), 2.8 x 10* (Face), and 2.3 x 10!° (Osmc). Thus, the degradation observed
for small R is negligible in practice, and our upper bound remains tight under realistic settings.
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Fig. 15. The ratios (pg, pr, and pug) vs R for synthetic data. We set the poisoning percentage to 10% and
n = 50. pyg and pg remain stable as R varies, whereas pg stays close to 1 for large R but drops when R is
small.
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Fig. 16. A counter example where the Exact Seg+E solution is not globally optimal. The legitimate key set
is K ={0,1,...,16,48,49,...,64} \ {1,8,56,63}. The optimal solution is P = {8,56}, but the Exact Seg+E
solution is P = {1, 8}.

6.6 Detailed Analysis in Small-Scale Settings

Here, we present a detailed analysis in the small-scale setting, where our theory makes it possible
to obtain the optimal solution within practical time. As explained in Section 5, Theorem 2 implies

that the number of candidates for the optimal solution to the original problem is at most (2"_/12”),

allowing us to compute MSEgpt in O ((n +1) (2”_/12”)) time. Similarly, Theorem 2 and Theorem 4

imply that there are at most ("+j_1) candidates in the relaxed setting, allowing us to compute

MSEgopt in O ((n + 1) (”+j_1)) time. Hence, we can compute the global optimum for moderately

small n and ; in our experiments, we set n = 50 and A < 5.

First, we examine the gap between the greedy solution and the upper bound. Since our algorithm
produces upper bounds by further upper-bounding the optimal solution of the relaxed problem,
letting MSEropt as the MSE under the optimal solution of the relaxed problem, the inequalities
MSEG < MSEopr < MSEropt < MSEup hold. Accordingly, we evaluate the following three ratios:

MSEG MSEOPT MSEROPT
Po = o, ppim o L TOZROPT (15)

~ MSEopr’ ~ MSEgopr’ MSEus
All of these ratios are less than or equal to 1. Values of pg near 1 indicate that the greedy attack is
close to optimal, values of pg near 1 indicate that the gap introduced by the relaxation is small, and
values of pyp near 1 indicate that the max-min upper-bounding step (Equation (14)) is tight. Note
that the product of these ratios equals the ratio examined in the previous sections, MSEg/MSEy3.
By decomposing it in this manner, we can analyze in detail which component contributes to the
observed deviation from 1.
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Fig. 17. Lookup time. The lookup time includes both regression inference and exponential search. We measure
it 10 times for each key and report the average. We set n = 1,000 and R = 100,000. Poisoning increases the
lookup time by up to 1.6 times.

Figure 14 reports the distributions of pg, pr, and pyg over 100 seeds; we zoom the y-axis to
a narrow neighborhood of 1 for readability. Across datasets and settings, all three ratios are
consistently close to 1 (all exceed 0.92) and exhibit a mild decreasing trend as A increases. We
observe that pg tends to be smaller (i.e., the gap between the greedy and the optimal solutions is
larger) on Uniform, Amzn, and Osmc. We also observe that pg is generally closer to 1 than pyg,
suggesting that the main source of looseness comes from the max-min inequality rather than from
permitting duplicate poisons. We also note that pyp is most frequently smaller on the Normal
dataset, whereas pg tends to be smaller on the Face dataset.

Figure 15 studies how the ratios vary with R on synthetic data (with n = 50 and a 10% poisoning
percentage). We find that both pyp and pg are largely insensitive to R. In contrast, pg is close to
1 for moderately large R (e.g., R > 1,000) but can be somewhat smaller when R is small. Taken
together with the ablation in Section 6.5, these findings reinforce that the dominant contributor to
the overall gap at small R is the duplicate-allowing relaxation, whereas for larger R the relaxation
is tight and the remaining looseness mainly stems from the max-min upper-bounding step.

Next, we compare Seg+E with the optimal solution. We set n = 50 and R = 1,000. The summary
statistics of MSEgeg.+r /MSEopt for both the original and relaxed settings are reported in Table 1
as Empirical Perf. Ratio. We observed that, under both the original and relaxed settings, the Exact
Seg+E solution always matched the global optimal solution in all 3,000 cases (6 datasets, 5 poisoning
percentages, 100 seeds). However, in the original setting, we have already found corner cases where
the Exact Seg+E solution is not globally optimal. Figure 16 (along with additional corner cases
in Appendix F of the full version [46]) shows one such example. Here, the optimal solution is
P = {8,56}, consisting of two isolated points, which is not Seg+E and has larger MSE than the
Exact Seg+E solution. Thus, while there exist rare corner cases where Seg+E is suboptimal, it almost
always coincides with the global optimum in practice.

6.7 Impact of Poisoning on Lookup Time

To quantify the practical slowdown caused by poisoning in linear models of learned indexes, we
measure its impact on the lookup time. We define lookup time as the time from receiving a query
key to obtaining its position in the sorted array, i.e., the total time for linear-regression inference
and an exponential search around the predicted position. We query all legitimate keys, repeat the
measurement 10 times per key, and report the average. We set n = 1,000 and R = 100,000. As a
reference, we include a random-poisoning baseline, where poisons are sampled uniformly from the
key domain, and we also report the time of std: : Llower_bound.

Figure 17 reports lookup time before and after poisoning. We find that poisoning increases
lookup time by up to 1.6X at 20% poisoning. By contrast, randomly chosen poisons barely affect
lookup time, indicating that poisons generated by Greedy [28] or our Seg+E algorithm increase the
lookup time effectively. These results quantify how poisoning can slow down the leaf-model lookup
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routine by degrading the model accuracy, suggesting that poisoning can measurably increase the
end-to-end lookup time in learned indexes.

7 Discussion

On Defending Against Poisoning Attacks. Defending linear regression over the CDF against
poisoning attacks is challenging, as also discussed in [28]. In our experiments, adding only 4%
poison points increased the MSE by up to 10X, suggesting that simply tracking the cardinality of
the key set is unlikely to be sufficient for reliable poisoning detection. Furthermore, poisons are not
outliers in this setting: they lie within the domain and are placed adjacent to legitimate keys, making
them hard to detect or mitigate with robust regression methods such as Huber regression [23]
and RANSAC [18]. Developing defenses tailored to regression over the CDF remains an important
direction for future work.

On Using the Upper Bound for Defense. Our upper bound provides a worst-case guarantee that
the poisoning impact never exceeds the bound. For example, if an index must operate within a
tolerance of at most a 10X increase in MSE, a defender can estimate how many additional keys can
be inserted while ensuring that the MSE provably remains within this range.

On Using the Upper Bound for Attack. Computing the upper bound is substantially faster than the
greedy attack (Section 6.4), enabling several downstream uses. First, an attacker can use the bound
to cheaply assess candidate solutions: one can run the upper-bound method in parallel with the
greedy attack and stop early when the gap is small; otherwise, switch to a more sophisticated (and
potentially more expensive) attack algorithm to approach the optimum. Second, the bound can
serve as a proxy for the post-attack MSE in higher-level attack-generation procedures. For example,
the RMI attack of Kornaropoulos et al. [28] performs hill climbing by repeatedly evaluating the
post-attack MSE of each linear model; replacing these evaluations with our bound can substantially
reduce the computational cost.

On Empirical Observations and Conjectures. Based on extensive experiments and analyses, we
report several empirical observations and formulate key conjectures (see Appendix F of the full
version [46] for details). First, we observe that optimal poisons tend to concentrate near the
endpoints or near locations where the regression line intersects the point sequence induced by
the legitimate keys (Observation 3); Appendix F of the full version [46] also provides an intuitive
mathematical explanation for this phenomenon. As observed in Section 6.6, Seg+E matches the
optimum in many cases, while Figure 16 shows intentionally constructed corner cases where Seg+E
is not optimal (Observation 4). Moreover, in every instance we tested, Seg+E is optimal in the
relaxed setting; we leave as a conjecture that this holds in general (Conjecture 1). We also propose
an auxiliary conjecture (Conjecture 2) which, if proven, would imply Conjecture 1.

On Non-Integer Keys. Although we state the problem for integer keys, the same analyses can
be extended to non-integer keys. For ordered non-integer keys (e.g., strings), we can apply an
order-preserving bijection to map them to a contiguous integer range. For multi-dimensional keys,
as in prior spatial learned indexes [55, 56], we can map them to one-dimensional integer keys via
space-filling curves. Training and poisoning are performed on the resulting integers, and all of our
analyses apply directly.

On the Implications for Learned Indexes. Directly applying our analysis to learned indexes (e.g.,
RMI [29]) is not feasible because they are hierarchical and nonlinear. However, typical learned
indexes rely on a large number of linear regression models. In such cases, our analysis can be
applied to obtain (near-)optimal attacks or upper bounds for each linear regression model. Moreover,
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motivated by the performance of our Seg+E technique, we conjecture that for some models, a global
worst-case attack influences only a small part of the model.

On Dynamic Settings. Our contributions may also offer insights into dynamic settings, where the
key set evolves through updates and an attacker injects poisons sequentially to maximize cumulative
loss. A key challenge is to quantify the gap between online attacks (which choose poisons without
knowing future updates) and offline attacks (which plan poisons with full knowledge of the update
sequence), and to understand how defenses should adapt. Our upper bound enables lightweight
evaluation of the worst-case impact at each update step. Moreover, the structure of our Seg+E
approach may inspire simple heuristics for online poison selection, and it may help defenders
design triggers for poisoning detection and retraining.

8 Limitations and Future Work

One limitation of our theoretical guarantees is that we were unable to prove the convexity of the
loss function in single-point poisoning attacks. While experimental results consistently suggest
that this convexity holds, we could not provide a formal proof. Although our current findings
are sufficient to ensure that the single-point poisoning attack can efficiently lead to the optimal
solution, proving this convexity would be a valuable theoretical insight.

Additionally, developing methods to compute tighter bounds remains an important direction for
future research. We observed that the gap between our upper bound and the greedy solution can
sometimes be relatively large. Part of this gap reflects the difference between the greedy method
and the true optimum, but some of it stems from the looseness of our bound itself (as discussed in
Section 6.6). This looseness stems from two approximations made in the derivation of the bound:
(i) allowing duplicate poison keys, and (ii) swapping the order of min,, and max4 in Equation (14).
Avoiding these approximations and designing methods to obtain tighter bounds remain important
topics for future work.

Another important future direction is to extend our analysis beyond linear regression. We
deliberately focused on linear regression, as it is the simplest and most widely used leaf model
in learned indexes. This restriction enabled a clean theoretical foundation and clear insights into
adversarial robustness, but it also limits generality. A natural next step is to broaden the framework
to nonlinear regression models (e.g., higher-order polynomials or neural networks) and to multi-
stage learned indexes.

9 Conclusion

In this work, we provided the first theoretical advancements on single-point and multi-point
poisoning attacks against linear regression models trained on CDFs. For single-point attacks, we
proved that a previously proposed heuristic—whose optimality had remained unclear—is indeed
guaranteed to yield the optimal solution. For multi-point attacks, we derived the key structural
properties of the optimal attack, proposed methods to guarantee an upper bound on the achievable
loss, and proposed algorithms to find exact and heuristic Seg+E solutions efficiently. Through
experiments, we confirmed that the greedy poisoning method achieves near-optimal attacks, and at
the same time, our methods tightly upper-bound the actual attack impact. Overall, our contributions
advance the theoretical understanding of linear regression models on CDFs, providing a foundation
for analyzing both the vulnerabilities and robustness of learned indexes under adversarial conditions.
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