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Prescriptive analytics seeks to identify optimal interventions for achieving desired outcomes, with causal
inference playing a pivotal role in assessing intervention impacts on complex systems. However, existing
approaches frequently neglect critical data privacy considerations and provide no means to verify the integrity
of their recommendations. These limitations hinder its adoption in high-stakes domains such as healthcare
and finance.

In this paper, we introduce, zKCLEAR, a zero-knowledge proof (ZKP)-based Causal Inference (LEArning and
Reasoning) framework for privacy-preserving and verifiable prescriptive analytics. Our solution allows data
owners or service providers to cryptographically prove the validity of prescriptive conclusions derived from
causal analysis without disclosing sensitive source data or proprietary causal models. We develop a suite of ZKP-
friendly causal operators to build efficient causal modules, including structure learning, parameter learning,
probabilistic inference, and counterfactual reasoning. To optimize performance, we also introduce a workflow
decomposition strategy to facilitate efficient proof generation for complex workloads. We demonstrate the
utility of zKCLEAR through three real-world applications. The framework faithfully follows the behavior of
non-ZKP counterparts, with moderate overheads for privacy and verifiability. Additionally, we evaluate its
efficiency and scalability using real-world datasets. It shows up to a 35.1x speedup in proof generation time
and a 214.5X reduction in proof size compared to current general-purpose ZKP systems.
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1 Introduction

Prescriptive analytics aims to empower decision-makers with actionable insights derived from
data [21]. A promising approach to achieving this goal involves leveraging causal inference, which
moves beyond mere correlation to effectively answer critical questions such as “what-if” (pre-
dicting outcomes under hypothetical scenarios) and “how-to” (determining necessary actions to
achieve specific goals). Recently, the database community has increasingly adopted causal in-
ference techniques to enhance transparency, interpretability, and accountability in data-driven
decision-making [17, 18, 38, 48].

However, for causal inference to become widely trusted—especially in sensitive domains—two
key challenges must be addressed: ensuring the privacy of underlying data and the verifiability of
computed results. Although the database community has extensively explored privacy-preserving
solutions for machine learning [22, 33, 53], query processing [20, 34, 46], and secure data sharing [57],
these approaches have yet to be adapted to causal inference. To illustrate this critical gap, consider
the following scenario:

ExAMPLE 1.1. A healthcare authority observes significant regional differences in patient recovery
rates following a medical treatment. Analysts and stakeholders naturally seek explanations: Why do
patients in Region A recover faster than those in Region B? By using a causal analysis tool such as
HypER [17], a plausible explanation might attribute this disparity to superior healthcare infrastructure,
yet a biased provider could instead claim it results from the use of an expensive new drug they are
promoting. Without proper verification, users must blindly trust explanations that could be intentionally
misleading or inaccurate.

Example 1.1 illustrates a important socio-technical challenge regarding the verifiability gap
imposed by opaque data. In Example 1.1, privacy regulations prevent the disclosure of sensitive
patient data, which in turn prevents external stakeholders from verifying the claim made by
the healthcare provider. Addressing this gap requires technical solutions that enable verifiability
without compromising privacy, which is currently lacking in toolchains.

In response, we introduce a novel framework zkCLEAR for Privacy-preserving and Verifiable
Causal Prescriptive Analytics. ZKCLEAR enables the healthcare provider to perform certified causal
analysis and then generate an attestation to its causal conclusion. The attestation, in the form of a
zero-knowledge proof (ZKP), validates that the provided explanation is computed accurately based
on the cryptographically committed causal model and original data, without exposing confidential
patient records. Users can independently verify this proof and thereby build justified confidence
in the resulting decisions. To understand the role of zKCLEAR in real-life scenarios, we continue
from Example 1.1.

ExaMPLE 1.2. Continuing from Example 1.1, the healthcare provider uses zkCLEAR to generate a
zero-knowledge proof attesting that its causal explanation for regional disparities in patient recovery is
computed faithfully from committed data and models. The healthcare authority, as an external verifier,
verifies this proof locally. If the explanation is inconsistent with the committed data, the proof fails to
verify and the verifier is alerted to potential misreporting.

Technical Challenges. Despite advances in ZKP systems for privacy and integrity, adapting such
cryptographic guarantees to causal inference scenarios like Example 1.1 presents several core
challenges. First, many causal operations, such as ancestor identification, acyclicity checks, and
d-separation tests, require expressive graph-theoretic computation that is difficult to encode
efficiently in standard ZKP frameworks. These algorithms often involve data-dependent recursion
and control flow, which can balloon circuit sizes when naively unrolled (§ 4.1). Second, modern
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causal inference fundamentally relies on real-valued computation, yet most ZKP systems na-
tively support only finite-field operations (§ 4.2). This gap becomes even more pronounced in
machine learning tasks that underpin many causal models: both ML training and inference
require intensive numerical computation (e.g., matrix operations) that are costly or impractical in
conventional ZKPs (§ 4.3). Third, prescriptive analytics pipelines typically span multiple, interde-
pendent steps, demanding not only end-to-end verifiability but also modular proof generation
(§ 5.3). Attempting to generate a single monolithic proof for a complex workflow is often infeasible
both in terms of scalability and flexibility.

Table 1. List of desired features in causal inference and their support in existing ZKP frameworks. X: not
supported; o: partial/impractical; v: supported.

Constr. Sys.  ZKVM  ZKML zxCLEAR

Real-valued Arithmetic X v v
Graph-theoretic Op. X X X v/
ML Training X X 4
ML Inference X X v v
Modular Proof Gen. X v X v

Existing Solutions. Table 1 summarizes the extent to which leading ZKP solutions, including
constraint systems [6, 10], ZK virtual machines [29, 56], and ZKML frameworks [8, 14, 24, 51],
address these essential requirements. Traditional constraint systems perform admirably at generic
arithmetic but do not natively support real-valued computation, graph-theoretic primitives, or
machine learning. ZKVMs offer gains in programmability and expressiveness, but remain inefficient
for computation-intensive tasks. ZKML frameworks are specialized for neural network inference,
while they cannot represent general graph operations or full-pipeline workflow decomposition.
As noted in Table 1, none of these approaches comprehensively meet the combined demands of
zero-knowledge prescriptive analytics (see § 7 for detailed discussion).

Our Solution. To overcome these challenges, we introduce zKkCLEAR, the first specialized frame-
work integrating ZKP with causal inference, specifically tailored for privacy-preserving and veri-
fiable causal prescriptive analytics. ZKCLEAR is built on two core technical contributions: First,
we develop a novel suite of ZKP primitives optimized for core causal inference operations. We
efficiently encode complex graph-theoretic computations—including ancestor identification, acyclic-
ity checks, d-separation tests, and interventional graph transformations—by leveraging algebraic
characterizations and randomized verification techniques. We also employ a fixed-point arithmetic
scheme to robustly handle real-valued computations and integrate ZKP-friendly ML training and
inference procedures. Second, we systematically integrate these operators into a modular, extensible
framework that supports complex causal reasoning workflows. We construct a comprehensive set
of causal analysis modules, including structure learning, parameter learning, probabilistic infer-
ence, and counterfactual reasoning, that compose the low-level operators into high-level causal
reasoning capabilities. To enhance scalability, we design an innovative workflow decomposition
strategy that breaks down complex causal inference workloads for efficient proof generation. We
implement three representative prescriptive analytics applications and, through extensive empirical
evaluation, demonstrate that zkCLEAR can faithfully and efficiently generate zero-knowledge
proofs for a variety of real-world tasks. We also evaluate zkCLEAR under different configurations,
including varying number of inputs and attributes to demonstrate its flexibility and adaptability
to different use cases. Against leading ZKVM frameworks, zZKCLEAR achieves up to 35.1X faster
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proof generation and yields proofs up to 214.5x smaller across both operator- and module-level
computation tasks. We summarize our contributions as follows:

o We introduce zKCLEAR, the first framework to integrate zero-knowledge proofs with causal
inference for privacy-preserving and verifiable prescriptive analytics.

e We design a novel suite of ZKP primitives for causal operations and integrate them into a modular
framework. Our decomposition strategies enable scalable and composable proof generation for
complex analytics pipelines.

e We implement three representative prescriptive analytics applications under zkCLEAR and
demonstrate their flexibility, correctness and efficiency. We conduct extensive experiments to
evaluate the performance of zKCLEAR on various configurations and workloads.

The rest of the paper is organized as follows. § 2 reviews ZKPs and causal prescriptive analytics.
§ 3 outlines the system architecture, threat model, and application scope. § 4 introduces our ZKP
operators. § 5 describes their composition into modules and workflows. We present evaluation in
§ 6, discuss related work in § 7, limitations in § 8, and conclude in § 9.
Availability. zkCLEAR is publicly available at [2].

2 Background

This section reviews the technical background: zero-knowledge proofs for privacy-preserving,
verifiable computation, and prescriptive causal analytics, which zkCLEAR is designed to support.

2.1 Zero-Knowledge Proofs (ZKPs)

Let R be an efficiently computable binary relation consisting of pairs (s, w), where s is a statement
and w is a witness. Let £ be the language associated with R, i.e., £ = {s | w s.t. R(s, w) = 1}.
A ZKP for L is a cryptographic protocol that allows a prover P to convince a verifier V that a
public statement s € L (that is, s is satisfiable with some valid witness) without revealing the
private witness w. A ZKP captures not only the truth of a statement s € £, but also that the prover
possesses a witness w to this fact.

ZKP protocols are generally categorized into two types: interactive ZKPs [19] and non-interactive
ZKPs [7]. In this paper, we focus on non-interactive ZKPs, which consolidate the entire proof
into a single message. This single-message approach eliminates the need for simultaneous online
interaction, allowing the verifier to check the proof at any time, even if the prover is offline. This
feature makes them suitable for scenarios where both parties cannot be online at the same time
(e.g., in blockchain applications). Formally, a non-interactive ZKP for an NP relation R consists of
a triple of polynomial time algorithms (Setup, Prove, Verify):

(1) Setup(1*) — pp: Setup public parameters pp for a security parameter A.
(2) Prove(pp,s,w) — m: If R(s, w) = 1, output a proof .
(3) Verify(pp,s, m) — {0, 1}: Verify a proof = for the statement s.

The algorithms above should satisfy the following properties.

(1) Completeness: An honest prover can always convince an honest verifier when the statement is
true;

(2) Soundness: A dishonest prover cannot convince an honest verifier of a false statement except
with negligible probability;

(3) Zero-Knowledge: The verifier learns nothing about the secret witness beyond the validity of the
statement.

Next, we further narrow down our focus to non-interactive ZKPs that are based on succinct
arguments of knowledge, a.k.a. ZK-SNARKSs [7]. ZK-SNARKs offer succinct proof size and sublinear
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verification times relative to the complexity of the relation R, which makes them practical for
real-world applications. In ZK-SNARKSs, the computation is typically represented as a circuit C,
which consists of two parts: computation function f and constraint relations R. Given some public
input x and secret input w, the circuit C computes the output y = f(x, w). The constraint relations
R are satisfied if and only if the output y is correctly computed by f(x, w). The formal definition
of a circuit is as follows.

DEFINITION 2.1 (CIRcUIT). A circuit C is a formal representation of a computational process defined
as the tuple

C= (f R),
where:

o f: X XW — VY is the computation function that maps a public input x € X and a secret input
w € W to an outputy € Y;

o R is a set of constraint relations, typically expressed as a system of polynomial equations defined
over a large prime field.

Typically, R is defined over a large prime field supporting only addition and multiplication. To
ease the development of ZKP circuits, many ZKP frameworks have been developed, which abstracts
these low-level cryptographic constructs [6, 10].

2.2 Prescriptive Analytics and Causal Inference

Data analysis techniques are commonly categorized into three types [15]: descriptive, predictive, and
prescriptive analytics—each addressing a distinct decision-making questions. Descriptive analytics
answers the “what happened" question by summarizing historical data to reveal past patterns.
Predictive analytics forecasts “what will happen?” using historical trends and probabilistic models.
Prescriptive analytics makes one step further to answer “what-if” and “how-to” questions. Typically,
this capability is achieved by a combination of techniques from causal inference.

Causal inference offers a structured approach to understanding cause-effect relationships within
complex systems [12]. As shown in Fig. 1, it typically unfolds in four fundamental steps: structure
learning, parameter learning, probabilistic inference, and counterfactual inference. Given a dataset
as input, structure learning identifies the causal graph that represents the qualitative cause-effect
relationships among the variables. With the causal graph and the dataset, parameter learning
estimates the parameters of the causal model which quantitatively describes the relationships
between the variables. Then, with the quantitative causal model, probabilistic inference computes
the conditional probabilities of the variables in the system, similar to traditional machine learning
tasks, though with a more principled causality-based approach. Finally, with these as a foundation,
counterfactual inference estimates the potential outcomes under hypothetical interventions or
alternative past events, which direct answers the “what-if” and “how-to” questions. In practice,
users may manually specify the causal graph or quantitative causal model based on their domain
knowledge. In that sense, some steps may be skipped.

3 Approach

This section presents the design of zKCLEAR, which uses a layered architecture to build complex
causal workflows from low-level, ZKP-friendly primitives. It enables efficient encoding of core
causal operations via specialized ZKP operators and supports scalable composition into end-to-end
analytics.
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Fig. 1. Framework overview.

3.1 Technical Pipeline

Fig. 1 illustrates the technical pipeline of zKCLEAR. Overall, our framework features a bottom-up
design that integrates ZKP with causal inference. At the lowest level, we design a suite of elementary
operators using ZKP systems, which are the building blocks of our framework. These operators
form important primitives for handling graph-theoretic operations, arithmetic computations, and
machine learning tasks. We then build a set of causal modules on top of these primitives to enable
the key tasks we have identified in § 2.2. Finally, we build advanced causal applications through a
combination of these modules to support real-world prescriptive analytics tasks. Given a specific
causal analysis task, we further provide a workflow decomposition strategy to break down the
task into smaller sub-tasks, which can be executed in parallel to improve the efficiency of proof
generation. Below, we provide a brief overview of our ZKP backend as well as these components.
ZKP Backend. Our system is built within the halo2 ecosystem [10] (blue box in Fig. 1), which
provides a general-purpose ZKP circuit construction framework based on PLONKish arithmetiza-
tion [16]. Compared to R1CS-based systems (e.g., Circom [6]), the PLONKish approach supports
custom gates and lookup arguments which enable the efficient and flexible implementation of
complex arithmetic operations, including non-linear functions. Our toolchain integrates halo2-
lib [3], a Rust library with a high-level interface for circuit construction, and ezkl [24], an optimized
library tailored for deep neural network (DNN) inference within halo2. halo2-1ib is primarily used
to implement graph and numerical operators, while ezkl is leveraged to enable DNN inference.

Operators (§ 4). As the most fundamental basis of our framework, the causal operator layer
supplies three families of primitives: graph operators (for ancestor identification, acyclicity checks,
d-separation tests, and interventional graph construction; yellow box in Fig. 1), numerical operators
(for basic arithmetic operations in prime fields; omitted in Fig. 1 since they are used internally by
ML operators), and ML operators (for machine learning model training and inference; purple box
in Fig. 1). Together, these operators form the low-level building blocks needed for causal inference.

Proc. ACM Manag. Data, Vol. 3, No. 6 (SIGMOD), Article 350. Publication date: December 2025.



Privacy-preserving and Verifiable Causal Prescriptive Analytics 350:7

Modules (§ 5.1). Building on the foundation of the causal primitives, the causal module layer
provides a suite of core functionalities that span the fundamental phases of causal inference,
including structure learning and parameter learning at the offline learning stage (red box in Fig. 1),
as well as probabilistic and counterfactual inference at the online inference stage (green box in
Fig. 1).

Applications (§ 5.2). The final layer of our framework, the causal applications layer (gray box in
Fig. 1), demonstrates the practical utility of zkCLEAR in addressing real-world challenges. This
layer showcases three concrete implementations of advanced causal inference workflows built
upon the modules above.

To illustrate how end users interact with zKCLEAR in practice, we provide a visual walkthrough
in Fig. 2, based on Example 1.2. The prover (e.g., a healthcare provider) prepares private inputs
(e.g., patient health records, causal model) and commits to them using cryptographic hashing.
The prover then executes the causal inference workflow using zkCLEAR, producing both a causal
conclusion (e.g., “better healthcare infrastructure improves recovery”) and a ZK proof attesting to
its correctness. The verifier (e.g., a healthcare authority) locally verifies the result and proof against
the public commitments and is convinced of the causal conclusion.

Healthcare Provider Healthcare Authority

' Private Input
E] Patent Records —|

Result
% Causal Model —{ ZKCLEAR

) Prover
Public Input

I
:
Explanation !
WL o
1 I
1 I
! |
I
-
E‘@ Commitment — :
I

ZKCLEAR +@
Verifier |

Fig. 2. Visual walkthrough of zkCLEAR.

3.2 Threat Model and Application Scope

zkCLEAR mitigates data privacy breaches in causal analysis by employing ZKP. Below, we analyze
the threat model (i.e., potential privacy threats) and the application scope of zKCLEAR.

Threat Model. The assets of interest are versatile in our framework. On one hand, it can be the raw
data used to learn the causal model, or the data passed to the causal model for causal reasoning. For
example, in Example 1.1, the patients’ health records remain confidential to meet regulations and
ethical concerns. On the other hand, it can also be the causal model itself, which is often proprietary
and confidential. In Example 1.1, the causal model represents the learned relationships between
treatments and outcomes, which may require confidentiality to protect intellectual property. It is
also possible that none of these assets are of interest, but the integrity of the computation process
is the main concern. In this case, the prover may not even have any private data, but the prover
still needs to ensure that the computation process (e.g., the computation of generating causal
explanations) is correct, which is a common setting for blockchain applications.

In all these cases, the integrity of data/model is guaranteed by cryptographic commitments (e.g.,
hash functions) encoded in the ZKP circuit, and the integrity of computation is guaranteed by ZKP
itself. The security of the ZKP and the cryptographic commitments depends on the underlying ZKP
system. In zKCLEAR, we inherit the security guarantees (completeness, knowledge soundness, and
zero-knowledge) of the halo2 proof system using KZG scheme [27], which relies on the assumption
that the trusted setup is performed honestly. It is worth noting that the trusted setup is a one-time
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universal setup, which means that once established, it can be reused for any circuits. Users can
rely on a publicly coordinated and audited trusted setup, such as the one conducted by the Privacy
Scaling Explorations project, to eliminate the need for application-specific setups or additional
trust assumptions. Besides, in the construction of some operators, we rely on a trusted source of
randomness to generate the random numbers used in the ZKP circuit or an additional round of
interaction between the prover and the verifier.

Application Scope. zKCLEAR is designed as a general-purpose framework for ZKP-based prescrip-
tive analytics, with a modular architecture that supports extensibility to a broad range of causal
analysis tasks and algorithms. Specifically, zKCLEAR can be adapted to express statistical estimands
used in leading probabilistic causal inference systems, such as CaRL [48], CauSumX [54], and
Causal Prescription Rule [32], in addition to the three concrete applications demonstrated in § 5.2.
Currently, zkCLEAR operates on single-table inputs. For relational data settings, we anticipate that
integrating zkCLEAR with ZK-SQL [34] could enable scalable ZK causal analysis across relational
schemas. That said, certain causality paradigms fall outside the current design scope of zkCLEAR.
In particular, frameworks grounded in database causality [38, 40, 41] or intervention-based for-
mal models [47] are not directly supported, as they differ from the probabilistic foundations that
zKCLEAR builds upon.

4 Building Block
In this section, we present the key building blocks in zk CLEAR.

4.1 Graph Operator

A major distinction of causal inference from traditional machine learning is its dependency on causal
graphs, which inherently involves complex manipulations, such as traversals, pathfinding, and
structural transformations. These manipulations are trivial in traditional programming paradigms
but become very challenging in ZKP systems.

Challenges. Directly implementing graph algorithms within ZKP systems poses significant tech-
nical challenges due to presence of complex control flow and data-dependent operations [26].
Specifically, conditional logic (e.g., branches) and dynamic traversal patterns (e.g., breadth-first
search) cannot directly map to fixed arithmetic circuits, as execution paths must remain input-
independent to preserve zero-knowledge guarantees. While standard techniques for handling
conditional logic in ZKPs exist, such as boolean selectors that compute all branches concurrently
and then select the appropriate outcome, they introduce significant computational overhead. This
issue becomes even more pronounced in the case of graph traversal algorithms, as each potential
traversal path must be encoded in the circuit regardless of whether it’s actually taken during
execution. This requirement leads to exponential growth in circuit size and verification complexity,
making naive implementations impractical for real-world ZKP applications. To address these issues,
we investigate the common workflow in causal inference and propose to optimize the following
graph operations.

4.1.1  Ancestor Identification. Given a graph, ancestor identification aims to determine all nodes that
are the ancestors of a specified node. In causal inference, this operation provides key information in
identifying the backdoor paths and determining the necessary variables to control for cause-effect
estimation.

Basic Idea. To effectively express the ancestor identification operation in ZKP, we first need an
abstract, structure-agnostic representation of reachability in the graph. Graph theory provides such
a representation through the adjacency matrix power series. Let A represent the adjacency matrix
of the causal graph, where n the number of nodes. The reachability matrix, denoted as M, is then
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calculated as: 1

n—

M=) Ak,

k=0
This formulation can express the reachability between any two nodes in the graph as it includes
paths of all lengths from 1 up to n — 1, the maximum length of a simple path in a graph with n
nodes. Consequently, when M;; > 0, it signifies that node j is reachable from node i, indicating
that i is an ancestor of j.

Building upon this concept, once the reachability matrix M is computed, identifying the ancestors
of any node i becomes efficient: it is sufficient to examine the non-zero entries in the i-th column of
M. This method is particularly advantageous when multiple ancestry queries need to be answered
on the same causal graph, as it allows for fast lookups after a single computation of M.
Improved Solution. While the approach above provides a solid theoretical foundation, its practical
implementation within ZKP systems imposes substantial overheads with O(n*) operations in the
constraints. To address this challenge, we turn to linear algebra for a more elegant formulation.

A key insight emerges when we examine the properties of adjacency matrices in causal DAGs.
For the adjacency matrix A of a causal DAG, we can prove that A¥ = 0 for k > n. This property holds
because Afj represents the number of paths of length k from node i to j. In a directed acyclic graph
with n nodes, any simple path can visit each node at most once, meaning the longest possible simple
path contains at most n—1 edges. Any path of length k > n would necessarily contain a cycle, which
contradicts the acyclic property of a DAG. Therefore, we have AF = 0 for k > n, and consequently,
the reachability matrix can also be expressed as an infinite sum: M = 70 Ak = 3°  AF.

Drawing from the theory of matrix geometric series, we know that for any matrix A where
limy_,o AX = 0, the infinite sum Yo AF converges to (I — A)~'. Thus, we can express the reacha-
bility matrix in a more compact form:

M= HZ_IA" = iAk =(I-A)"
k=0 k=0

While this mathematical transformation significantly reduces theoretical complexity of repre-
senting the reachability matrix, it simultaneously introduces a practical challenge: how to efficiently
perform matrix inversion within the constraints of ZKP systems. Rather than directly encoding the
entire matrix inversion computation, which would likely be prohibitively expensive in terms of
constraint generation, we adopt a verification-centric approach. In this strategy, the reachability
matrix M is first computed outside the ZKP system. Then, within the ZKP framework, we focus
on verifying the correctness of this computed matrix M as the inverse of (I — A). This verification
relies on the fundamental property of matrix inversion: for a matrix M to be the inverse of (I — A),
their product must equal the identity matrix, i.e., M - (I — A) = I. The elegance of this approach lies
in shifting the computational burden from complex matrix inversion within ZKP to the simpler task
of verifying matrix multiplication, which significantly reduces the overall constraint complexity.

To further optimize the verification, we integrate Freivalds’ algorithm, a probabilistic method
designed for efficient verification of matrix multiplication. Given matrices A, B, and their claimed
product C, Freivalds’ algorithm operates by randomly selecting a vector r, and then checking if the
equality Cr = A-Br holds. If the equality holds, then A- B = C with a high probability. This approach
reduces the verification complexity of verifying matrix multiplication from O(n®) to O(n?); we
use this to verify matrix multiplication M - (I — A) = I. Furthermore, we also employ Freivalds’
algorithm as a standard technique throughout our primitive implementations whenever matrix
multiplication verification is required. Finally, we consolidate the circuit as Cancestor-dentification in
Fig. 3.
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Fig. 3. Circuit for ancestor identification.

4.1.2  Acyclicity Check. An acyclicity check determines whether a given graph is acyclic, i.e.,
whether it qualifies as a valid causal graph. This check is a prerequisite for many causal inference
tasks. In non-ZKP systems, acyclicity is typically verified using depth-first or breadth-first search
to detect cycles. However, as with ancestor identification, these methods involve substantial data-
dependent control flow that is challenging to work efficiently in ZKP systems.

To circumvent these difficulties, our methodology (Cacyciicity-Check in Fig. 4) adopts a two-phase
process. First, we perform the acyclicity check outside the ZKP framework, denoting the result as
@ pcyclicity Which we currently treat as untrusted. In the second phase, we verify within the ZKP
framework whether the input graph is indeed acyclic (or cyclic), based on the provided ®acyclicity
claim.

Validate Acyclic Claims. When ®acyclicity is true, we aim to verify that the input graph is indeed
acyclic. This is achieved by a useful mathematical property of acyclic graphs: any acyclic graph
can be permuted into a strictly upper triangular matrix. Since the proposition is well-known,
we omit the proof here. With this property, the key idea is to find such a permutation matrix P
that transforms the adjacency matrix A into a strictly upper triangular matrix B via the equation
B = PTAP. Again, this step can be performed outside the ZKP framework. The permutation matrix
P is a square binary matrix where each row and each column has exactly one entry of 1 and all
other entries are 0. Within the ZKP constraint, we only need to verify that the matrix multiplication
PT AP yields a strictly upper triangular matrix. In summary, the constraint includes three checks:
(1) Permutation Validity: Verify that P is a valid permutation matrix by enforcing the constraints

“1P;j=1and Z?zl P;; = 1 for all i, j; (2) Matrix Multiplication: Confirm that B = PT AP using
Freivalds’ algorithm; (3) Upper Triangular Structure: Enforce that B;; = 0 for i > j. All these checks
involve data-independent arithmetic operations and are efficient in ZKP systems.

Validate Cyclic Claims. When ®acyclicity is false, we need to verify that the input graph is indeed
cyclic. For this case, we can leverage the fact that a cyclic graph must contain at least one cycle
path. A cycle path (v, 0y, .., 0k, 01) by definition is a sequence of nodes (k < #node) where the
first and last nodes are the same. Therefore, similar to the acyclic case, we can identify a cycle
path outside the ZKP framework and validate it in the input graph under ZKP. Since the length
of the cycle path is bounded, we take a fixed length k for the edges (i.e., a pair of adjacent nodes)
(i, Vi+1)s - - -5 (U, Vk41), (€ €), . . ., where € is a dummy node for padding. The constraint validates
that (1) all edges in the cycle path exist in the graph, i.e., Ay,q,,, = 1; (2) the tail of one edge matches
the head of the next, i.e., v;1; = v;42; and (3) the tail and head of the cycle path are the same, i.e.,
Uk+1 = 01.

4.1.3 D-Separation Test. In addition to standard graph-theoretic properties, causal inference often
requires checking d-separation between two sets of nodes. D-separation is a key graphical criterion
that allows us to infer conditional independence relationships from a causal graph. Specifically,
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'_[ Circuit Cacyciicity-Check ]

Private Witness: DAG adjacency matrix A € {0, 1}"*".
Public Input: Randomness seed r.
Output: Boolean indicating whether the graph is acyclic or not.
Computation function #: Check whether the graph is acyclic.
Witness generation:
(1) Generate the random vector r.
(2) If the graph is acyclic, compute the permutation matrix P and the transformed strictly upper
triangular matrix B = PT AP.
(3) If the graph is cyclic, compute the cycle path (v1, 02, ..., vk, v1).
Constraint relation R:
(1) If the graph is acyclic:
(a) Verify P is a permutation matrix by enforcing the constraints: 3.1, P;; = 1 and Z;‘Il Pij=1.
(b) Verify B = PT AP using the random vector r and Freivalds’ method.
(c) Verify B is strictly upper triangular by enforcing the constraints: B;; = 0 fori > j.
(2) If the graph is cyclic, check the validity of the cycle path by enforcing the constraints: Ay,q,,, = 1
fori=1,...,k—1and Ay, = 1.

Fig. 4. Circuit for acyclicity checks.

given two sets of nodes X and Y and a conditioning set Z, we say that X and Y are d-separated by
Z if all paths between them are “blocked” by nodes in Z. This condition implies that X and Y are
conditionally independent given Z.

In traditional (non-ZKP) systems, d-separation is typically verified through recursive graph
traversal algorithms, which enumerate all paths between X and Y and check for blockage by Z.
However, these methods involve data-dependent control flow and recursion, which are costly in ZKP
systems. To make d-separation checking efficient with ZKP constraints, we aim to avoid recursion
and non-uniform branching, and instead, rely on algebraic operations that can be efficiently verified.
However, a direct algebraic formulation of d-separation is nontrivial, since the notion of “path
blockage” in causal graphs deviates from standard graph-theoretic definitions and introduces
structural subtleties.

To address this, we adopt a well-established graph-theoretic reduction based on moral graphs
and ancestral subgraphs [31]. The key insight is captured by the following theorem.

THEOREM 4.1. Variables X and Y are d-separated by Z if and only if no path exists in the undirected
ancestral moral graph with Z removed.

As detailed in Cy_separation (see Fig. 5), the ZKP implementation of this theorem involves four key
steps:

(1) Compute the ancestral graph. We begin by identifying all ancestors of nodes in XUYUZ. This
is done by computing the reachability matrix M of the DAG G using our ancestor identification
circuit. Using M, we extract the ancestral subgraph Ggpcestor(xuyuz) by masking out all non-
ancestor nodes in G.

(2) Construct the moral graph. We convert the ancestral DAG into an undirected graph by
adding edges between all pairs of nodes that are parents of a common child. This “moralization”
process can be efficiently achieved by computing G’ = Gancestor - Gznceswr, and binarizing the
result to obtain an adjacency matrix for the moral graph using Freivalds’ method.
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'_[ Circuit Cy-separation ]

Private Witness: DAG adjacency matrix G € {0, 1}""*".

Public Input: Node sets A, B, and S for d-separation tests.

Output: Boolean indicating whether the two sets of nodes A and B are d-separated by Z or not.

Computation function 7:

(1) Identify all ancestors of nodes in X U'Y U Z, and compute the ancestral graph Gupcestor(xuyuz)
by masking out all non-ancestor nodes in G.

(2) Construct the moral graph G’ of Gguestor(xuyuz) by computing G’ = Gpeestor(xuyuz) °
G;—nces 1or(XUYUZ) and binarizing it.

(3) Remove all nodes in the set Z from the moral graph G’ by masking them from the moral graph’s
adjacency matrix

(4) Compute the reachability matrix of the moral graph using Floyd-Warshall algorithm and check
whether there is a path between X and Y.

Constraint relation R:

(1) Verify Gancestor(XUYUZ) =Go Mancestor(XUYUZ) where Mancestor(XUYUZ) is non-ancestor mask.
(2) Verify G" = Gapeestor(xuyuz) X G;nces tor(XUYUZ) using the random vector r and Freivalds’ method.
(3) Verify G”” = G’ o Mg where Mg is S-node mask.

(4) Verify the Floyd-Warshall algorithm.

Fig. 5. Circuit for D-Separation tests.

(3) Remove conditioning nodes. Nodes in the conditioning set Z are removed from the moral
graph by masking them from the moral graph’s adjacency matrix G’.

(4) Check for connectivity. Finally, we test whether any paths exist between nodes in X and Y
within the modified moral graph. Since the graph is now undirected and may contain cycles,
we cannot apply the matrix inversion trick used earlier. Instead, we use the Floyd-Warshall
algorithm (Algorithm 1) to compute the transitive closure of the moral graph in O(n?) time
using only fixed and ZKP-friendly operations.

Algorithm 1: Floyd-Warshall Algorithm
Input: Adjacency matrix G € {0, 1}"*" of the causal graph.
Output: Transitive closure matrix T, where T[i][j] = 1 if there exists a path from i to j.
1 fork «— 1tondo
2 fori «— 1tondo
3 ‘ for j « 1tondo T[i][j] « T[i][j] Vv (T[i][k] A T[K][J]) ;

4 end

5 end
¢ return T

4.1.4 Interventional Graph Generation. Besides checking graphical properties, causal inference
often involves manipulating the graph structure to simulate hypothetical scenarios. For example,
when estimating the causal effect of a treatment on an outcome using do-calculus, it is necessary
to derive the interventional graph. Informally, given a causal graph G and a target node v to
intervene on, the interventional graph G™ is constructed by removing all incoming edges to o.
This modification reflects that the value of v is now determined exogenously by the intervention,

Proc. ACM Manag. Data, Vol. 3, No. 6 (SIGMOD), Article 350. Publication date: December 2025.



Privacy-preserving and Verifiable Causal Prescriptive Analytics 350:13

,_[ Circuit CLinetzlr-Tmining ] )

Private Witness: Training data matrix X € R"™ 9 label vector y € R".
Public Input: Regularization parameter A.
Output: Parameter vector § € R
Computation function #: Compute the closed-form solution of linear regression model.
(1) Compute A «— XX + Al,.
(2) Compute 8 < A™'X Ty and return .
Constraint relation R:
(1) Verify the correctness of the matrix multiplication X T X using the random vector r and Freivalds’
method.
(2) Verify A= XTX +Al;and X Ty = AB.

Fig. 6. Circuit for linear regression training.

rather than by its usual causes. To do so, we simply zero out the v-th column of the adjacency
matrix A, i.e., A, < 0. As this operation is straightforward in ZKP systems, we omit the circuit

(Clmerv.-Graph) details.

4.2  Arithmetic Operator

As mentioned in § 2.1, ZKP systems operate over finite fields with addition and multiplication as
the basic arithmetic operations. However, real-world causal inference workloads often involve
real-valued data and computations. To bridge this gap, we leverage a fixed-point representation of
real numbers within finite fields and implement basic arithmetic operations that are compatible
with this representation.

Following previous works [35, 52], we represent a real number % € R as a field element x € F,,
via a fixed-point representation. This representation is parameterized by a scale variable s, which
determines the fractional bit length. Given a prime p and a scale s, we can represent a real number
X as a field element x in F, using the following mapping:

x = Quantization(x, p,s) = [X - 2°| mod p (1)

Then, we can recover the original real number % from the field element x using the following
mapping;:

. o xX—c-p
x = Dequantization(x, p, s) = — @)
where ¢ = 1(;>(p-1)/2}- The quantization scheme allows encoding signed real numbers X €

—1%1, 1%1] at the precision of 27%.

With the quantization scheme, a real number % can be represented by a couple of integers (x, s)
within the finite field F,. We further simulate the basic arithmetic operations over the fixed-point
representation of real numbers using a set of addition/multiplication operators on (x,s). The
operators include addition, subtraction, multiplication, and division, with support for comparison
operations. All numerical computations in zkCLEAR use this fixed-point representation and its
arithmetic operators.
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4.3 ML Operator

During causal inference, we often need to perform ML model training and inference to quantitatively
estimate causal effects on top of qualitative causal relationships constructed by graph operators.
While it is possible to implement ML operators using the basic arithmetic operators described
in § 4.2, intensive matrix operations in modern ML models impose significant overheads [8]. In
zkCLEAR, we aim to provide training and inference capabilities, respectively.

Training. ML training, in general, is performed by optimizing a loss function over a dataset
using gradient descent or other optimization techniques. This process inherently involves iterative
updates to model parameters based on the computed gradients [51]. However, causal inference
commonly relies on linear modeling assumptions, a special case that enables closed-form solutions.
This linearity assumption is widely adopted in causal inference, especially when identifiability are
prioritized. Crucially, the availability of closed-form solutions makes training significantly more
efficient and ZKP-friendly, which is important in ZKP systems where proof generation costs can
be substantial. Given a training dataset X € R™ and a label vector y € R", the parameter vector
B € R¥ of the linear model is computed as follows:

B=(XTX+A) Xy (3)

where A is a regularization parameter. The closed-form solution allows us to compute the model
parameters in a single pass over the data. Since X "X + Al is always invertible, this closed-form
solution is universal for all datasets. Similar to the approach of matrix inverse verification in
Cancestor-dentification- it can be efficiently verified using Freivalds’ algorithm. The circuit CLinear-Training
is detailed in Fig. 6.

Inference. In causal inference, ML inference is involved in two ways. First, we employ a pretrained
DNN model to infer the causal graph structure. Second, we use the trained linear model to estimate
the causal effect of the treatment on the outcome. The latter, as a linear model, can be trivially
expressed as a multiplication of the input matrix X and the parameter vector 5. The former could be
more complex when large DNN model is used. In zkCLEAR, we utilize the ezkl framework [24], a
specialized and well-optimized ZKML framework, to synthesize circuits for pretrained DNN model
inference. The circuits for both linear regression inference Clinear-inference and DNN model inference
CDNN-Inference are omitted here for brevity.

4.4 Remarks

A key design principle across our ZKP operators is to offload as much computation as possible to
the external environment, and limit the role of the ZKP circuit to merely verifying the correctness
of externally computed results. This strategy fundamentally distinguishes zkCLEAR from general-
purpose ZKP systems, which often attempt to encode the entire computation in circuit, leading to
prohibitive overhead for real-world causal tasks. Instead of directly computing complex operations
like matrix inversion or structure learning within the circuit, we shift these to an untrusted
preprocessing phase. The ZKP circuit then verifies their correctness using lightweight algebraic
checks, or that a claimed permutation leads to an upper-triangular form. These verification tasks
are not only cheaper in terms of circuit complexity than their computational counterparts, but also
far more compatible with ZKP system constraints. This principle of verification-over-computation
pinpoints our entire operator layer, and addresses the challenges noted in § 1. By doing so, zZKCLEAR
achieves a favorable trade-off between expressiveness and efficiency.

5 Putting It All Together

With ZKP operators in § 4, we show how to put them together to form zkCLEAR as an efficient
ZKP causal inference framework.
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5.1 Module

As introduced in § 2.2, causal inference involves four key steps, including structure learning,
parameter learning, probabilistic inference, and counterfactual inference. We show how to combine
the ZKP operators to implement these modules in zkCLEAR.

Structure Learning. Causal inference often requires a causal graph to represent the relationships
between variables, which can be obtained from either human inputs or data-driven methods. To
support versatile applications, ZKCLEAR provide both options. The data-driven approach, also
known as structure learning, aims to recover the underlying causal graph from observational
data. Traditional structure learning methods suffer from either complex dynamic control flows
and rules (e.g., PC algorithm [50]) or computationally expensive iterative search processes (e.g.,
GES algorithm [9]). Recently, supervised causal learning has emerged as a promising alternative
which leverages the power of deep learning to induce causal structures from data [28, 36]. As
a constant-time algorithm (i.e., only one forward pass is needed), it is much more efficient to
implement in ZKP than traditional structure learning methods. We therefore employ the AVICI
model [36], a pretrained DNN for causal discovery. Specifically, it takes the entire dataset as input
and predicts the causal graph’s adjacency matrix. Trained on a large corpus of data-graph pairs,
AVICI makes relatively weak assumptions compared to traditional methods. In our framework,
we treat AVICI as a black-box inference module and execute it within Cpyninference- To ensure
correctness, we then feed the predicted graph into the Cacyclic-Check circuit, which enforces that the
output is a valid DAG before it enters subsequent causal-analysis modules.

Parameter Learning. When causal relationships are established, the next step is to learn the
functional forms of the relationships from the causes to the effects, which is known as parameter
learning. In accordance with the settings in most (non-private) causal inference frameworks, we
assume that the functional form is linear and use our Crinear-Training circuit and Crinear-inference circuit
to learn the parameters of the linear functions and perform inference, respectively. We leave the
extension to complex non-linear functions to future work, which could presumably be achieved by
ZKP training of deep learning models.

Probabilistic Inference. Probabilistic inference aims to estimate the probability distribution of
a target variable given the observed values of other variables. While standard machine learning
techniques can be used for this task, in the context of causal inference, it is more principled to
leverage the structure of the causal graph to guide the inference process. In zkCLEAR, we implement
the belief propagation algorithm [42] to perform probabilistic inference. Belief propagation operates
as a message-passing procedure on a factor graph derived from the causal model. Through an
iterative process, the algorithm updates the belief (i.e., marginal distribution) at each node based
on messages received from its neighbors. This process can be framed as a series of model inference
tasks. Accordingly, we implement it using a series of CpNN-mference Circuits, where each node in the
graph is associated with a predictive model trained to estimate its value based on its parents.
Counterfactual Inference. This is a cornerstone of causal reasoning, aiming to estimate potential
outcomes under hypothetical interventions. Typically, it is achieved through do-calculus [4]. The
do-calculus operator aims to compute the interventional distribution of a target variable Xsrger
under an intervention on another variable Xj,;, < x;,1,. Hence, it starts by generating an inter-
ventional graph G™" using the Cryser, ~Graph circuit, which captures the structural changes induced
by the intervention. Given this modified graph, the operator proceeds to estimate the distribution
P(Xtarget|do(Xinto = Xinto)). Following the topological order of G each node X; is assigned a
counterfactual value X] « fx, (X}’,a(l_)), where fx,(-) is the structural equation learned during
the Parameter Learning phase. To reduce computational overhead, we prune the evaluation
of X/ whenever X; is d-separated from Xig,ger given Xjpsy, determined via the Cy-separation Circuit.
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This pruning is justified by conditional independence: if X; is d-separated from Xiarges, it doesn’t
affect counterfactual outcome and can be omitted from computation. We can thus estimate the
interventional distribution of X;44e; under the intervention with these operators.

5.2 Application

To illustrate the applications, we continue from Example 1.2.

ExampLE 5.1. Extending Example 1.2, suppose the healthcare authority asks: “What if patients
in Region B had received the same treatment as those in Region A?” Using zkCLEAR, the provider
answers this in a privacy-preserving and verifiable manner. The Parameter Learning module extracts
causal relationships from committed data; the Counterfactual Inference module simulates outcomes
under the new treatment assignment; and a ZK proof certifies the result without revealing patient
information.

To further showcase the practical applicability of zkCLEAR, we implement three representative
applications of prescriptive analytics from the literature: (1) Lewis [18], a causal explanation method
for explaining black-box models, (2) Hyper [17], a hypothetical reasoning algorithm, including
both “what-if” and “how-to” analysis, and (3) TACI [25], a debugging algorithm of ML fairness.
Due to limited space, we leave clarifying their real-world privacy concerns and presenting the core
constructions of these applications under zkCLEAR in the appendix [1].

5.3 Proof Generation

i = (2] =
‘ [ 4 ) I\ N .
-C-0-0 Lo & v
‘ . v = - - =)
Service End-to-End N \ Proof " X
Provider Task @ - ) Verifier

Subtask  ZKP Circuit  Subproof

Fig. 7. Workflow decomposition and proof generation.

Building on the elementary ZKP operators and causal inference modules, we now demonstrate
how to compose them into a complete causal prescriptive analytics workflow with efficient proof
generation through workflow decomposition.

We represent the entire workflow as a computational DAG, where each node corresponds to a
sub-task (e.g., d-separation, ATE estimation), and edges capture data dependencies. As illustrated
in Fig. 7, rather than producing a single monolithic proof, we decompose the DAG into smaller
subgraphs, each representing a self-contained computation unit. A separate proof is generated
for each unit, which enables modular verification and eliminates the need to re-prove unchanged
components.

For deep models using the Cpnn-inference circuit, we apply additional slicing at the model level
that treats each neural network layer as an independent subgraph. This fine-grained partitioning
enhances parallelism and improves scalability.

To ensure integrity across the workflow, we use cryptographic hashes to commit to the inputs
and outputs of each subgraph. These commitments are validated at each computational boundary
to maintain consistency throughout the DAG. Once all sub-proofs are verified, they are aggregated
into a final proof certifying the correctness of the entire workflow.
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6 Evaluation
We aim to answer the following evaluation questions (EQs):

e EQ1: Capability. How faithful and efficient is zkCLEAR in supporting real-world end-to-end
workloads?

o EQ2: Efficiency. How does zkCLEAR perform under varying conditions compared to general-
purpose ZKP systems?

e EQ3: Ablation Study. How do our optimization techniques contribute to the overall performance
of zkCLEAR?

6.1 Experiment Setup

Datasets. For our case study evaluations, we use the following established datasets commonly
employed in causal analysis research: (1) COMPAS [30], (2) Adult [5], (3) German [23], and (4)
German-Syn [17, 18]. The first three are standard benchmarks widely studied in the literature,
which we use without modification. For German-Syn, we follow the setup in [17, 18] and generate
a synthetic dataset that mirrors the causal structure of the original German dataset. We generated
10,000 samples for this synthetic dataset, which were used to evaluate the XAI and hypothetical
reasoning case studies. For low-level benchmarking, we employ randomly generated synthetic data
in two forms—causal graphs and inference data—to evaluate different components of zkCLEAR
based on their input requirements.

Baselines. Given the absence of specialized frameworks for ZKP causal inference, we compare
zKCLEAR against two general-purpose ZKVM systems: RISCO [56] and SP1 [29]. Both systems
compile Rust programs into ZKP circuits. We implement the same algorithms in these systems to
ensure a fair comparison.

Metrics. We report total proof generation time which is the most concerning metric, verification
time, and proof size. All result are averaged over five independent runs. For proof generation time,
we further break it down into preprocessing and true proof generation phases, and compare them
with corresponding non-ZKP implementations to identify bottlenecks. We also report the number
of subproofs generated for these workloads. For faithfulness evaluation, we compare the outputs of
zKCLEAR with the non-ZKP implementations of the algorithms to ensure result consistency.
Implementation. We implement zKkCLEAR in Rust, with a total of 43701 lines of code. All exper-
iments are conducted on a server with dual Intel(R) Xeon(R) Gold 6444Y CPUs @ 3.60GHz and
256GB RAM. We enabled multithreading across 64 threads and configured each group of 16 cores
for parallel proof generation. We use the default configuration for all baselines.

6.2 EQT: Capability

In this evaluation question, we assess the practical capability of zKCLEAR by applying it to three end-
to-end, real-world causal applications described in § 5.2. Specifically, we evaluate whether zkCLEAR
can faithfully replicate the analytical behavior of non-ZKP causal pipelines, while maintaining
reasonable efficiency in terms of proof generation and verification overhead. Additionally, we
provide detailed performance breakdowns to identify computational bottlenecks and offer a holistic
assessment of the ZKP-induced overhead.

LeEwis. Following the experiments in LEw1s [18], we evaluate ZK-LEw1s on the German-Syn dataset
and compare its generated explanation scores against both a vanilla non-ZKP LEw1s implementation
and the ground truth values. As shown in Fig. 8a, the explanation scores generated by ZK-LEw1s
closely align with both plaintext estimates and ground truth values across different variables. The
average deviation from the ground truth is within 12.1%. This consistency validates zKCLEAR’s
effectiveness in preserving the analytical integrity of causal explanation methods while providing
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Fig. 8. Results of ZK-LEwis and ZK-HyPER compared to non-ZKP implementations and ground truth.

Table 2. ZK-Lewis overhead.

Metric Age Sex Saving Status Housing
Non-ZKP runtime (s) | 0.622  0.644  4.258 4.465 4.269
ZKP preprocessing (s) | 1.695 1.525 15.085 15.131 15.290
Proof construction (s) | 10.312 9.453  97.479  90.625 99.870

Total proving (s) 12.007 10.978 112.564 105.756  115.160
Proof size (MB) 1.713 1.713 15.823 15.823 15.823
Number of subproofs 8 8 52 52 52
Verification (s) 0.363  0.358 3.280 3.324 3.176

robust ZKP guarantees. To evaluate performance, Table 2 details the runtime breakdown for each
attribute. As expected, ZKP execution adds considerable overhead when compared to the plaintext
baseline (0.622-4.465 seconds). Specifically, we observe that attributes like Saving, Status, and
Housing incur the highest computational cost under ZKP, with total proving times ranging from
105.756 to 115.160 seconds, proof sizes reaching 15.823 MB, and verification times between 3.176 and
3.324 seconds. These attributes require 52 subproofs, reflecting a more complex causal structure with
larger circuits. In contrast, simpler attributes like Age and Sex incur lower proving times (10.978-
12.007s), smaller proofs (1.7 MB), under 0.4s verification, and only 8 subproofs. This reduction in
overhead stems from their structural role as leaf nodes in the causal graph, which reduces the depth
and complexity of both do-calculus reasoning and probabilistic inference steps. Proof construction
dominates total proving time, while preprocessing contributes less. Overall, despite cryptographic
overheads versus plaintext inference, proving and verification remain tractable for practical use.

HYPER. In line with [17], we evaluate ZK-HYPER’s capability to answer both “what-if” and “how-to”
queries using the German-Syn dataset. We report the results of the “what-if” queries in Fig. 8b.
Overall, we observe that ZK-HyYPER generally align well with its non-ZKP counterpart. However,
we observe a slight deviation compared to the ground truth values. This is primarily due to the
limited expressive power of the linear regression model used in our framework, which could be
further improved by incorporating more complex models, such as random forests. However, despite
this limitation, when used in “how-to” queries which prioritizes ranking over absolute values,
ZK-HYPER correctly identifies account status and housing attributes as the optimal intervention,
consistent with the baseline outcome. Table 3 shows the full breakdown: plaintext execution is fast
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Table 3. ZK-HyPER overhead.

Metric Status Saving Housing Credit
Non-ZKP runtime (s) 1.165 1.089 1.087 1.092
ZKP preprocessing (s) | 3.492 3.481 3.528 3.517
Proof construction (s) | 21.593  20.733 21.690 21.485

Total proving (s) 25.085 24.214 25.218 25.002
Proof size (MB) 3.726 3.726 3.726 3.726
Number of subproofs 12 12 12 12

Verification (s) 0.782 0.777 0.785 0.793

Table 4. Results for ZKP fairness debugging. C/A/G denote Compas, Adult, and German datasets, respectively.

Metric C_Sex C_Race A _Sex A_Race G_Age G_Sex
Non-ZKP runtime (s) 30.74 30.74 40.97 39.80 31.39 27.34
ZKP preprocessing (s) | 429.00  429.00 641.01 602.39 875.70 918.05
Proof construction (s) | 7190.21 7190.21  9575.99  9690.29 11517.88 12958.99

Total proving (s) 8664.48 7619.21 10217.00 10292.68 12393.58 13877.05
Proof size (MB) 961.54 855.15 1276.85  1194.07  1562.03  1682.37
Number of subproofs 362 332 506 470 397 449
Verification (s) 190.79 166.29 252.99 233.91 307.16 322.17
F1 score 1.00 1.00 0.97 1.00 1.00 1.00

(1.087-1.165s), ZKP preprocessing takes ~3.5s, and proof construction ~21.5s. Total proving stays
under 26s, verification under 0.8s, with 12 subproofs per query. These results demonstrate that
zKCLEAR can support practical ZKP-based “what-if” reasoning with modest overhead. The results
on “how-to” queries follows a similar trend and are proportional to “what-if” queries. We omit the
details here for brevity, but they are available in the appendix [1].

Fairness Debugging. Finally, we follow the setup in TACI [25] and present the results for ZK-
TACI on COMPAS, Adult, and German datasets. We report the results in Table 4. ZK-TACI incurs
significantly higher proving costs than the other applications. While plaintext execution takes
27.34-40.97s, proving requires 7,619-13,877s, with verification at 166-322s and proof sizes of 855-
1,682 MB. The high subproof count (332-556) reflects much greater circuit complexity. This higer
overheads is expected, as it involves the Structure Learning module, which in turn invokes the
CDNN-Training On a large pretrained Transformer model to analyze the causal structure of the dataset.
Also, compared to the previous two applications, ZK-TACI handles a larger data and thereby a
more complex causal graph (with 45 nodes and 135 edges on average). Also, in ATE calculations,
we need to compute ATE values for all common ancestors of the trade-off attribute nodes, leading
to hundreds of ATE computations. Despite this computational intensity, the overhead remains
manageable, especially considering that ML fairness debugging is typically performed offline.
Regarding accuracy, we use F1 score to measure how faithfully the ZKP variants replicate the
outputs of their non-ZKP counterparts. As shown in the table, ZK-TACI achieves perfect macro-F1
scores (1.000) in five out of six cases. The slight reduction in performance for the “A_Sex” case is
due to quantization errors that arise when handling floating-point numbers. This trade-off is made
to optimize arithmetic operations within the ZKP framework.

Discussion on Deployment and Verifier Overhead. Verification remains modest for ZK-LEw1s
and ZK-HYPER (under 3.5s and 1s), but scales with proof size and subproof count. ZK-TACI, used
for fairness debugging, can take minutes due to large proofs (up to 1.7 GB) and many subproofs
(up to 506). In client-server settings, these costs can be amortized or parallelized. On blockchains,
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however, smart contracts enforce sequential verification, limiting batch verification. To reduce
latency, a “trust-but-verify” model can return results immediately and verify proofs asynchronously.
On Polygon [44] (a ZKP-friendly blockchain platform), estimated verification costs are $1.65-$15.26
for ZK-LEw1s, $3.61 for ZK-HYPER, and $378-$719 for ZK-TACI. This suggests that while on-chain
verification is viable for lightweight tasks, complex workloads may require off-chain verification,
batched auditing, or proof recursion.

Takeaway for EQ1. Our evaluation across three diverse causal prescriptive analytics tasks, includ-
ing XAl hypothetical reasoning, and fairness debugging, demonstrates that zKCLEAR can faithfully
support complete causal workflows and replicate non-ZKP outputs with strong ZKP guarantees.
The performance breakdown reveals that proof construction is the dominant component of the total
proving time, while preprocessing and verification contribute a smaller share. Despite the added
overhead from ZKP computation, the resulting proving and verification costs remain tractable
across tasks of varying complexity. These results highlight zkKCLEAR’s practical capability to serve
as a foundation for privacy-preserving causal analytics in real-world applications.

6.3 EQ2: Efficiency

To quantify zkCLEAR’s efficiency, we evaluate zKCLEAR’s performance at both the operator and
module levels, and assess how performance scales with input size. In addition, we present additional
scalability evaluations in the appendix [1].

Comparison with ZKVM Baselines. Following our experimental setup, we compared zkCLEAR
against the general-purpose ZKVM systems RISCO and SP1. We tested performance on 10 input
samples (data samples or causal graphs depending on the input format) and 10 attributes for the
causal graph. The results are presented in Table 5 and Table 6.

For operator-level evaluation, zKCLEAR’s operators consistently outperform the baselines in
terms of proof generation time, verification time, and proof size. As shown in Table 5, zKCLEAR
achieves significantly faster proving times, ranging from 6.5X to 25.6X faster than RISC0 and 10.7X
to 35.1X faster than SP1 across different operators. Moreover, zKCLEAR generates proof sizes
that are up to 29.0x smaller than RISCO and 214.5X smaller than SP1. For verification, zkCLEAR
demonstrates comparable or better performance. With the exception of the ancestor identification
test—where our verifier is 1.7X slower (44 ms vs. 26 ms) but still under 50 ms—zkCLEAR verifies
proofs 1.2X to 27.6X faster than RISC0 and 2.8 to 18.3x faster than SP1. The performance advantage
is particularly pronounced for complex operations like d-separation testing, where zkCLEAR
exhibits 25.6X faster proof generation than RISC0 and 11.1X faster than SP1.

For module-level evaluation (Table 6), zkCLEAR continues demonstrating superior performance

where direct comparisons are possible. For parameter estimation, zZKCLEAR achieves 3.3X faster
proving times compared to RISCO and 2.2x faster compared to SP1, while generating proofs that
are 1.7X and 11.6X smaller, respectively. Similarly, for counterfactual inference, ZKCLEAR proves
28.4% faster than RISCO and 10.9x faster than SP1, with significantly smaller proof sizes. Since
structure learning and probabilistic inference depend on DNN inference capabilities, such tooling
on existing ZKVM baselines is not applicable, and we do not report the results.
Scalability. We evaluated zkCLEAR’s scalability by assessing its performance under varying
numbers of samples. Table 7 shows that zKCLEAR’s causal primitives exhibit reasonable scalability
with the number of samples. For instance, even the most computationally intensive operator, d-
separation, has a proof generation time of 353.414 seconds at 1000 samples, which we consider a
manageable overhead for many real-world applications.

Table 8 indicates that most of zKCLEAR’s causal modules scale well with the number of samples
(up to 1,000 attributes). Counterfactual inference, despite being the most computationally intensive
among these well-scaling modules, still maintains reasonable performance with 1000 samples
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Table 5. Runtime and communication overhead of causal operators: zcCLEAR vs. ZKVM baselines (Risc0 and

SP1).

Protocol ‘ Prover time (s) Proof size (MB) Verifier time (s)

Ancestor Identification

zKCLEAR 1.102 0.182 0.044
Risc0 27.339 0.267 0.026
SP1 13.621 1.716 0.147
Acyclicity Check
zKCLEAR 0.719 0.123 0.026
Risc0 8.399 0.243 0.034
SP1 7.658 1.716 0.147
D-Separation Test
zkCLEAR 3.727 0.592 0.131
Risc0 95.448 1.056 0.162
SP1 41.199 4.517 0.366
Interventional Graph Generation
zKCLEAR 0.542 0.008 0.019
Risc0 3.536 0.232 0.141
SP1 6.919 1.716 0.146
Linear Model Training
zkCLEAR 1.887 0.239 0.045
Risc0 25.931 0.763 0.112
SP1 20.619 1.789 0.148
Linear Model Inference
zKCLEAR 0.197 0.020 0.008
Risc0 4.658 0.432 0.221
SP1 6.919 1.716 0.146

Table 6. Runtime and communication overhead of causal modules: zkCLEAR vs. ZKVM baselines (Risc0 and

SP1).

Protocol ‘ Prover time (s) Proof size (MB) Verifier time (s)

Structure Learning

zKCLEAR 1089.677 7.481 15.249
Risc0 NA NA NA
SP1 NA NA NA
Parameter Learning
zKCLEAR 4.352 0.148 0.044
Risc0 14.175 0.255 0.046
SP1 9.751 1.716 0.162
Probabilistic Inference
zKCLEAR 1.441 0.019 0.041
Risc0 NA NA NA
SP1 NA NA NA
Counterfactual Inference
zKCLEAR 4.680 0.445 0.099
Risc0 132.971 1.056 0.106
SP1 51.147 4.517 0.46

(60.158 seconds for proof generation, 7.038 MB proof size, and 0.302 seconds for verification).
However, structure learning presents a notable exception, exhibiting significantly steeper scaling
characteristics. Its proof generation time increases dramatically from 218.253 seconds with 1 sample
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Table 7. Runtime (sec) and communication overhead (MB) of causal operators with the different number of
instances (100, 10,102, 103) when the number of attributes is 10.

o 10° 10! 10? 10°

Primitive

Pt(s) Ps(MB) Vt(s) [Pt(s) Ps(MB) Vt(s)| Pt(s) Ps(MB) Vt(s)| Pt(s) Ps(MB) Vt(s)
Ancestor Iden. 0.102 0.010 0.006 | 1.102 0.182 0.044 | 4.947 0.857 0.148 | 48.585 8.558 2.092
Acyclicity Check 0.245 0.021 0.012 | 0.719 0.123 0.026 | 9.986 1.809 0.368 | 104.228 18.069 6.586
D-Separation Test 0.470 0.062 0.020 | 3.773 0.592 0.136 | 35.474 5.894 1.387 | 353.414 58.916 19.632
Inter. Graph Gen. 0.097 0.011 0.006 | 0.542 0.081 0.019 | 5.634 0.793 0.189 | 46.247 8.093 1.970
Linear Model Training 1.860 0.236 0.042 1.887 0.239 0.045 2.119 0.278 0.075 4.657 0.659 0.114
Linear Model Inference | 0.091 0.005 0.004 | 0.197 0.020 0.008 1.456 0.171 0.033 13.189 1.685 0.288

Table 8. Runtime (sec) and communication overhead (MB) of causal modules with the different number of
instances (10°, 101, 102, 10%) when the number of attributes is 10.

. 10° 10! 10? 103
Primitive
Pt(s) Ps(MB) Vit(s)| Pt(s) Ps(MB) Vit(s)| Pt(s) Ps(MB) Vt(s) Pt(s) Ps(MB) Vit(s)
Structure Learning 218.253 0.748 3.074 | 1089.677 7.481 15.249 | 5047.604  74.839  75.735 | 27161.349  748.912 311.337
Parameter Learning 3.175 0.142 0.041 4.352 0.148 0.044 4.405 0.198 0.051 14.395 0.702 0.138
Probabilistic Infer. 1.246 0.019 0.033 1.441 0.019 0.041 1.673 0.019 0.045 3.518 0.019 0.051
Counterfactual Infer. | 4.047 0.384 0.088 4.680 0.445 0.099 9.868 1.045 0.187 60.158 7.038 0.302

to 27,161.349 seconds with 1,000 samples, and the proof size grows from 0.748 MB to 748.912 MB.
This scalability limitation arises from the inherent complexity of the structure learning algorithm,
which relies on EZKL for intricate model inference. While optimizing EZKL’s performance is
beyond the scope of this work, we anticipate that future advancements in ZKML inference systems
will lead to improved scalability for the structure learning module.

Takeaway for EQ2. The experimental results robustly demonstrate that zKCLEAR’s domain-
specific architecture provides performance gains of several orders of magnitude over general-
purpose ZKVMs across various causal primitives and applications, achieving faster proof generation
and verification times, along with smaller proof sizes. The scalability analysis reveals that zkCLEAR
generally maintains reasonable performance with increasing data size and complexity, although
the structure learning module currently exhibits less favorable scaling behavior due to its reliance
on complex ZKML inference. We expect future progress in ZKML technologies to mitigate this
limitation.

6.4 EQ3: Ablation Study

To rigorously evaluate the contribution of our optimization techniques, we conducted an abla-
tion study comparing the full zkCLEAR implementation against two ablated versions: zKCLEAR
without constraint reduction (01) and zkCLEAR without parallel proof generation (02). Given that
operator-level primitives form the fundamental building blocks of zkCLEAR and cannot be further
parallelized at that granularity, we only assessed the impact of constraint reduction (01) on operator
performance. Conversely, for the structure learning and probabilistic inference modules, which
leverage EZKL, we focused solely on the effect of parallel proof generation (02). We excluded the
linear model inference operator and intervention graph generation from this analysis due to their
inherent simplicity, rendering them unaffected by our optimization strategies. The results of this
ablation study are presented in Table 9 and Table 10.

The results consistently underscore the significant performance gains achieved through our
optimization strategies. At the operator level, the implementation of constraint reduction (01) yields
substantial reductions, averaging 63.13% in proof size and 67.36% in proof generation time. The
verification time also sees a considerable average reduction of 70.61%. Notably, for the d-separation

Proc. ACM Manag. Data, Vol. 3, No. 6 (SIGMOD), Article 350. Publication date: December 2025.



Privacy-preserving and Verifiable Causal Prescriptive Analytics 350:23

Table 9. Ablation study at operator-level.

Protocol ‘ Prover time (s) Proof size (MB) Verifier time (s)
Ancestor Identification
zKCLEAR 1.102 0.182 0.044
zKCLEAR w/o o1 3.765 0.694 0.141
Acyclicity Check
zKCLEAR 0.719 0.123 0.026
zKCLEAR w/o o1 5.066 0.885 0.150
D-Separation Test
zKCLEAR 3.773 0.592 0.136
zKCLEAR w/o o1 33.149 5.808 1.277
Linear Model Training
zKCLEAR 1.887 0.239 0.045
zKCLEAR w/o o1 2.494 0.246 0.077

Table 10. Ablation study at module-level.

Protocol ‘ Prover time (s) Proof size (MB) Verifier time (s)
Structure Learning

zKCLEAR 1089.677 7.481 15.249

zkKCLEAR w/o o1 NA NA NA

zKCLEAR w/o0 02 4320.998 7.481 15.252
Parameter Learning

zKCLEAR 4.352 0.148 0.044

zKCLEAR w/o o1 8.843 0.837 0.143

zKCLEAR w/o0 02 18.964 0.148 0.051

Probabilistic Inference

zKCLEAR 1.441 0.019 0.041

zkCLEAR w/o ol NA NA NA

zKCLEAR w/o0 02 5.963 0.019 0.043

Counterfactual Inference

zkCLEAR 4.680 0.445 0.099

zKCLEAR w/o o1 54.839 6.400 1.534

zKCLEAR w/o0 02 19.693 0.445 0.109

test, the benefits are even more pronounced, with proof generation and verification times decreasing
by 88.62% and 89.35%, respectively.

At the module level, our optimizations show a large reduction in prover time across various
modules. For instance, in the parameter learning module, disabling optimization o1 increases the
prover time from 4.352s to 8.843s (a 103% increase), and the removal of 02 also leads to a 335%
increase (18.964s). Notice that the parallel proof generation (02) cannot optimize the proof size
and verification time, as it works by enabling multiple proof generations in parallel. Similarly, in
probability inference, the prover time rises from 1.441s to 5.963s without 02, indicating a 314%
increase. The most dramatic improvements are observed in counterfactual inference, where disabling
o1 leads to a prover time of 54.839s compared to 4.680s with full optimization—a 1072% increase.
These results underscore the critical role of our proposed optimizations in achieving practical
performance for complex inference and learning tasks within the zkCLEAR protocol framework.

Takeaway for EQ3. Our ablation study demonstrates that our optimization techniques are critical
to achieving practical performance. Constraint reduction consistently improves proof efficiency
across all operators, leading to an order-of-magnitude reduction in proving time and size. Parallel
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proof generation further enhances scalability, especially for complex modules. This dual approach—
first optimizing the work within each proof, then parallelizing the entire workload—is indispensable
for making complex, end-to-end ZKP causal inference feasible for real-world applications.

7 Related Work

Privacy-Enhancing Techniques for Data Analytics. Prior research has explored privacy-
preserving computation in various data analytics tasks. Secure multi-party computation (MPC),
homomorphic encryption (HE), oblivious RAM (ORAM), and differential privacy (DP) have been
applied to enable privacy-preserving query processing [11, 13, 37, 45]. While these approaches
ensure privacy, they lack verifiability, i.e., the ability for external parties to verify results without
accessing raw data. ZKPs fill this gap by enabling verifiable computation, which we adopt to enable
privacy-preserving and verifiable prescriptive analytics.

Existing ZKP Systems. Table 1 summarizes the capabilities of representative ZKP systems.
Constraint-based frameworks (e.g., Circom [6], Halo2 [10]) compile to arithmetic circuits with fine-
grained control, but lack efficient support for real-valued operations, matrices, dynamic control flow,
and structured data—making graph-based operations costly to encode. ZK virtual machines [29, 56]
offer general-purpose programmability via CPU trace verification but incur high overhead on
compute-heavy tasks. ZKML frameworks [24, 35, 51] efficiently support DNN inference, with some
extending to verifiable training, but lack primitives for causal inference tasks such as ancestor
queries and d-separation. ZKCLEAR addresses these gaps with low-level ZKP operators and an
integrated framework optimized for prescriptive analytics.

Causality in Database. Causality has been used in various database applications, including data
integration [55], data cleaning [43, 49], query explanation [38, 40, 41, 47, 54], hypothetical reason-
ing [17] and system diagnosis [25, 39]. We implement three of these representative applications
using zKCLEAR and demonstrate its effectiveness and adaptability.

8 Limitations and Future Work

In this section, we discuss these limitations and outline potential future directions.

Extension to Non-Linear Models. zkCLEAR currently supports linear causal models, which
limits its applicability to scenarios where the relationships between variables are non-linear. With
the advancements in ZKML technologies, we anticipate that future work will enable complex
non-linear models, such as DNNs, to be integrated into zKCLEAR.

Extension to Relational Data. zkCLEAR focuses on single-table inputs to optimize for causal
inference tasks. Extension to relational data is feasible via integration with ZK-SQL frameworks [34],
which could enable prescriptive analytics over relational sources.

9 Conclusion

We have presented zkCLEAR, a ZKP-based framework for privacy-preserving and verifiable causal
analytics. We support key components of causal inference, and design optimizations to reduce
proof size and computational overhead. We show the utility of our framework through real-world
applications and also evaluate its efficiency and scalability. We believe our work opens up new
avenues for privacy-preserving causal inference and prescriptive analytics, and can be applied to
various important domains of data science.
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