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Flow analyses on temporal flow networks have recently been found to be an appealing tool for a wide range
of applications. For example, in financial fraud detection applications, suspicious activities can be alerted by
bursty, substantial transfers and require continuous monitoring. Although determining bursting flows in static
temporal networks has recently been proposed, its high complexity limits its applications to the emerging
streaming scenarios. Motivated by these, we study the novel bursting flow query in the streaming scenario and
propose the Alert Bursting Flow (ABFlow) query. Specifically, given two groups of nodes, S and T, and a stream
of temporal flow networks, our goal is to find the flow with maximum burstiness from S to T within the stream
being monitored, where the burstiness of a flow is defined as the ratio of the flow value to the flow duration.
To solve this query, we propose a novel suffix flow problem, which leads to a practical incremental solution.
Based on this solution, we further propose i) a novel constraint that enables a reduced-complexity recursive
solution, and ii) optimizations for streaming, yielding a solution called SuffixFlows,. Our experiments verify
that SuffixFlows, is up to two orders of magnitude faster than a baseline. Two case studies on real-world
datasets showcase the anomaly detection applications of the ABFlow query.

CCS Concepts: » Information systems — Query optimization; Data streaming; Temporal data.
Additional Key Words and Phrases: Bursting flow query; Streaming temporal flow network

ACM Reference Format:

Yunxiang Zhao, Lyu Xu, Jiaxin Jiang, Byron Choi, Jianliang Xu, and Bingsheng He. 2026. ABFlow: Alert
Bursting Flow Query in Streaming Temporal Flow Networks. Proc. ACM Manag. Data 4, 1 (SIGMOD), Article 5
(February 2026), 26 pages. https://doi.org/10.1145/3786619

1 Introduction

Temporal networks (a.k.a. temporal graphs) are fundamental structures for modeling complex
relationships and interactions in a multitude of domains, such as social networks [5, 33, 47], financial
networks [6, 21, 35, 43], and transportation systems [9, 20, 39]. In these networks, graph anomaly
detection is essential for identifying irregular patterns or unexpected behaviors, that may indicate
critical events or security threats. Among these anomalies, finding bursty patterns that capture
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Fig. 1. An illustration of two BFlow detection processes on Bitcoin transaction network between two groups
of users during Year 2011 using our method (SuffixFlows,) and BFQ” [46]

sudden and significant changes in activity has recently received increasing attentions [6, 7, 34, 46, 51].
Recently, Xu et al. [46] proposed the notion of bursting flow (BFlow) to find evidence of bursting
(indirect) interactions between users in static historical temporal flow networks. Given a source
node s and a sink node ¢ in a temporal flow network, a BFlow from s to ¢ is a temporal flow f having
the maximum burstiness, where burstiness is quantified as the ratio of f’s flow value to the length
of f’s time period.! However, in real-world applications, temporal flow network datasets often
arrive in the form of streaming data, and detecting BFlows as they occur is important. Consider
two application scenarios of querying BFlows on streaming data, where their technical details will
be presented in the case studies in Section 9.

Application Scenario 1: Transaction Network. The Bitcoin transactions can be readily modeled
as a stream of transactions. Fig. 1 illustrates the detection process of BFlow between two groups of
Bitcoin users, each of which contains 4 individuals, during Year 2011, using a sliding window of one
month as the user-defined threshold to continuously find relatively short and recent BFlows within
the window. In June 2011, Mt. Gox was hacked and 25,000 Bitcoins were stolen, which caused a
collapse in its trust and a significant drop in its price.

Fig. 1 illustrates the (green) sliding window advances, as each transaction arrives. Our proposed
solution finds 5 BFlows within the window, namely f;- fs, where the (red) line segments denote their
time periods, and achieves a throughput of 196K updates per second. Specifically, the detection of f;
indicates that these users were able to have a significant burst of outgoing transfers of their Bitcoins
in the first two weeks of May, slightly before such a hack with enormous coins. In June, this may
alert us to potential insider trading. This necessitated us to continue querying BFlows among these
users, while the throughput of an alert application during this querying process should be higher
than that of Bitcoin’s transactions. We also noted from f>- f5 that the users had similar transfers in
subsequent quarters, July and Oct./Nov. The users might have benign intentions; otherwise, they
could have sold all their coins before the price drop.

In comparison, the recently proposed BFlow query aims to find BFlows on the entire transaction
data, for which the BFQ" solution [46] takes 3,813 seconds, and returns only one BFlow f™* as
shown by the (blue) dotted line segment in Fig. 1, having the maximum burstiness of 0.8 Btc and
lasting for over one month. In this case, the query efficiency is too low for real-time applications,
and BFlows fi-f5 are not returned. When BFQ" was run on one month’s data, it was roughly 8
times slower than our solution.

IBFlow can be extended for multiple sources and sinks by introducing a super-source and a super-sink. All technical terms
in Section 1 are defined in Section 2.
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Fig. 2. An illustration of BFlow detection process on Singapore’s trajectory network between two locations

Application Scenario 2: Trajectory Network. The real-life GPS trajectory dataset of Singa-
pore [19] consists of the trajectories of 28, 000 users (0.5% of the population) during [8 Apr 8:00, 22
Apr 8:00] in Year 2019, and can also be modeled as a stream of vehicular traffic with 146K nodes and
8M trajectory updates. Fig. 2 shows the burstiness of the continuously found BFlows from sources
at Whampoa Flyover to sinks at Woodlands Checkpoint, within the sliding windows of one hour.

It can be observed from Fig. 2 that, the burstiness significantly increased starting from 16:13 Apr
18. Such an increase may be led by citizens’ travels to Malaysia (through Woodlands Checkpoint)
before the Good Friday Weekend? that began on Apr 19, 2019. With an efficient detection of BFlow’s
burstiness, the traffic police deploy crowd control to manage the bursting flow of vehicular traffic.
For the efficiency of BFlow detection, our proposed solution has a throughput of 26K stream
trajectory updates per second with a window size of one hour, whereas BFQ" takes on average
2.98 hours to finish processing one hour’s trajectory network within the window, and it cannot
finish the entire historical data in 24 hours.

Remark. It can be noted that while existing map applications visualize the real-time traffic con-
ditions, burstiness alert reports the average flow rate between specific locations within a sliding
window. The sliding window size depends on specific streaming applications to detect relatively
short and recent BFlows within the window, which is a query parameter provided by query users. A
small window size leads to short query times and returns BFlows within a short time period, with
burstiness within the window, but misses large BFlows that span longer than the window size.

Similar applications of querying BFlow on stream data to detect abnormal activities can also be
found in other domains, such as monitoring user groups that start rumors on streaming commu-
nication networks [28, 29]. Motivated by this, in this paper, we study the problem of querying
BFlows in the streaming scenario. To solve this problem, there are two main challenges.

Challenge 1. The number of possible time period combinations makes an enumeration
computationally prohibitive.

To find BFlows in streaming temporal flow networks, a simple baseline is to apply the BFQ" solu-
tion [46] on the entire network once stream data arrives. However, this baseline is computationally
prohibitive since i) the number of possible time periods to be evaluated grows quadratically with
the increasing size of timestamps in the streaming data; and ii) each period invokes a maximum
flow computation to obtain its corresponding burstiness in O(|V|? x |E|) time, where V and E are
the node and edge sets. Hence, to enable efficient BFlow detection for streaming data, we propose
the alert bursting flow (ABFlow) query that finds BFlows in the streaming setting with a sliding
window, and focus on efficient BFlow maintenance strategies as the sliding window advances.

2 https://www.ica.gov.sg/news-and-publications/newsroom/media-release/travelling- during-this- good-friday- weekend- plan-your-
journey-when-using-the-land-checkpoints
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Table 1. Summary of various BFlow solutions, where d and Tyiriow denote the total degree of sources/sinks
and the time complexity of maximum flow computation, respectively

‘ Solutions ‘ Description ‘ Time complexity ‘

BFQ" [46] query BFlows in static temporal flow networks O(d? - Tumriow)
our baseline solution for querying BFlows in 0@ - T )
streaming temporal flow network MFlow
a primer for designing incremental flow computation O(d* - T )
in Baseline for one data update MFlow
SuffixFlow;,. (Section 5.2) SuffixFlowprimer With incremental flow computation O(d? - TyiFlow)
SuffixFlowye. (Section 6.2) recursive version of SuffixFlow;nc O(d - logd - Tvriow)
SuffixFlowye with optimizations to query BFlows in
streaming temporal flow network

Baseline (Section 4.3)

SuffixFlowprimer (Section 5.1)

SuffixFlowg, (Section 7) O(d - logd * Tyvriow)

Challenge 2. To design efficient maintenance of BFlow within the sliding window of contin-
uously evolving streaming graphs.

As streaming graphs evolve, new edges (e.g., transactions) arrive and the sliding window advances,
during the continuous ABFlow query process. Although the exact query answer may not change
frequently during this process, it needs to be maintained efficiently. To achieve efficient maintenance
of the query answer, it is important to incrementally compute the BFlow within the sliding window
by i) reusing the unchanged immediate data structures during the ABFlow query processing as
the sliding window advances, and ii) then computing the small changes in data structures for the
present (a.k.a. current) sliding window, which may also require maximum flow invocations on the
graph in the entire sliding window.

Note that traditional maximum flow solutions [10, 12] cannot be applied directly to answer the
ABFlow query, due to the temporal flow constraint for flows in temporal networks. In a nutshell,
flows can only be transferred from older transactions to later ones. The first BFlow work [46] focused
on analyzing temporal flows during all possible time periods on historical data, and proposed the
BFQ* solution that uses the augmenting path [8] as the fundamental data structure for incremental
flow computation.

Different from BFQ", we propose a novel notion of suffix flow as the core data structure to
achieve a recursive maintenance on BFlow in the streaming setting.

Contributions. The contributions of this paper are as follows:

e To the best of our knowledge, we are the first to study the problem of finding bursting flow
patterns in the streaming scenario. To formalize this problem, we propose the novel Alert Bursting
Flow (ABFlow) query in streaming temporal flow networks.

e To answer the ABFlow query, we are the first to identify the suffix flow problem, which is central
to efficient ABFlow query processing, and then propose a suffix flow-based baseline.

o To efficiently solve the suffix flow problem derived from the ABFlow query, we propose the data
structure of suffix flow that contains the flow information of all temporal maximum flows ending
at the same timestamp, yielding an incremental solution.

e To further improve the query efficiency, we propose the strict residual network (SRN) constraints,
such that any maximum flow satisfying the SRN constraints is guaranteed to be a suffix flow. Based
on this, we propose a recursive solution with a reduced time complexity and some optimizations
for streaming processing. Table 1 shows the summary of various BFlow solutions.

e We conduct comprehensive experiments on five real-world datasets to investigate the performance
of our proposed solutions. The results show that our proposed solution is up to 89x faster than the
baseline. Moreover, we present two case studies on a real-world transaction network to demonstrate
the application of ABFlow. We observe that our proposed solution attains a throughput up to 196k
updates per second. We also remark that, by setting the sliding window as the entire graph, our
solution can find BFlow on historical data with improved efficiency when compared to BFQ™.
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Organizations. The background is presented in Section 2. Section 3 gives a solution overview.
Section 4 presents our proposed baseline solution and Section 5 proposes an incremental solution
SuffixFlowijnc. A reduced-complexity solution SuffixFlow,is presented in Section 6. Section 7
optimizes SuffixFlow,. solution to handle streams, resulting in the SuffixFlows, solution. The
experiments and case studies of the ABFlow query are presented in Sections 8 and 9, respectively.
Section 10 discusses related work. Section 11 concludes this paper. Due to space limitations, the
summary of notations, detailed proofs, supplementary pseudo-codes, and experimental results are
presented in Appendices of [1].

2 Background and Problem Statement

In this section, we introduce the preliminaries for temporal flow networks, but provide the necessary
background of classic networks or graphs when they are used in later sections. Specifically, we
first revisit some background of the bursting flow [46] in temporal flow networks, and then present
the preliminaries and definition of our proposed alert bursting flow query to find the bursting flow
in streaming temporal flow networks.

2.1 Bursting Flow in Temporal Flow Networks

In temporal graphs, each edge has a timestamp indicating when the activity associated with that
edge occurs. Without loss of generality, in this paper, we assume that all timestamps are integers,
and illustrate the intuitions, definitions, and technical terms by using a running example of the
(Bitcoin) transaction network. Then, the temporal flow network is defined as follows.

Definition 2.1 (Temporal Flow Network (TFN)). A temporal flow network, denoted by G = (V, &,
C,7T), is a directed graph where:
(a) V is the set of nodes; 7 is the set of timestamps;
(b) & €V XV X T is the set of temporal edges; and
© C:VXVXT — Ry is a capacity function satisfying that for all u,v € V andr € 7,
C(u,v,7) > 0if (u,0,7) € &; otherwise, C(u,v,7) =0.

Definition 2.2 (Temporal Flow). Given a TEFN G = (V,&,C, 7)), a source s, and a sink ¢ in V,
a temporal flow from s to t in G is a function f : V XV X T — Ry satisfying the following
properties:
(a) Capacity Constraint: For all u,0 € V and r € 7, the flow on edge (u, v, ) does not exceed
the capacity on this edge. That is, 0 < f(u,0,7) < C(u,v, 7);
(b) Flow Conservation: For allo € V \ {s,t}, the flow-in® of v equals the flow-out® of v. That is,
2uev Zrer f(U0,7) = Yy 2irer f(v,u,7); and
(c) Temporal Flow Constraint: For allv € V \ {s,t} and r € 7, the accumulated flow-in of v
up to 7 is no less than the accumulated flow-out of v up to 7. That is, X}, cqy X<, f(0,0,7") 2

ZuE(V ZT/ST f(U, u, T/)-
For a temporal flow f from s to t, f’s value, denoted by |f], equals:

f1= ), 2 fson =D, > flosD)

veVreT veV reT
In the following, we introduce two properties of temporal flow.

Time Interval. Given a temporal flow f, the time interval of f, denoted by 7 (f), is the interval
between the minimum and maximum timestamps of the edges on which f assigns non-zero values:

T(f) = [min{r | f(u,0,7) > 0}, max{7r | f(u,0,7) > 0}].

3We extend the concepts of flow in and flow out from Chapter 26 of Introduction to Algorithms [8] to temporal flows, where
the flow-in (resp. flow-out) of node v is the total flow on all incoming edges to v (resp. all outgoing edges from v).

Proc. ACM Manag. Data, Vol. 4, No. 1 (SIGMOD), Article 5. Publication date: February 2026.
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(a) A temporal flow network G (b) A temporal flow from s to ¢ (¢) A 4-bursting flow

Fig. 3. (a) A temporal flow network G, where data on the edges denotes timestamp 7 | capacity C(x,y, 7);
and (b)-(c) different flows, where the numbers denote timestamp 7 | flow on an edge

The length |7 (f)| of T(f) = [71, 7] equals 7, — 77 + 1.

Burstiness. Given a temporal flow f, the burstiness of f, denoted by Burst(f), is the ratio of its
value |f| to the length of its time interval |7 (f)|. That is, Burst(f) = |f|/|7 (f)|.

Example 2.3. Consider an example of a small Bitcoin transaction network, which can be modeled
as the TFN shown in Fig. 3(a). For the TFN G in Fig. 3(a), each node represents a Bitcoin user,
and a temporal edge (x, y, 7) indicates a Bitcoin transfer from user x to user y that happens at 7
with a transaction amount of C(x, y, 7); The (blue) lines in Fig. 3(b) show a temporal flow f from
source s to sink ¢ in G having the time interval of [2, 7] and the burstiness of 3/(7 — 2 + 1) = 0.5,
which indicates an indirect transfer of 3 Bitcoin from user s to user ¢t through this TFN, starting at
timestamp 2 and ending at timestamp 7 with an average amount of 0.5 Bitcoin.

Given a TFN G, source s and sink ¢, we denote the set of all possible temporal flows from s to ¢
in G by (G, s, t). We recall maximum temporal flow, which is crucial to bursting flow query.

Maximum Temporal Flow. The maximum temporal flowfrom s to t in G, denoted by MFlow(G, s, t),
is a temporal flow f € F(G, s, t) such that the flow value |f]| is maximized. This maximized flow
value is also denoted by |[MFlow(G, s, t)|.

5-Bursting Flow [46]. Given a bursting parameter &, the -bursting flow from sto t in G is a
temporal flow f € F (@G, s, t) such that: (a) the length |7 (f)| of f’s time interval 7 (f) is not smaller
than §; and (b) the burstiness Burst(f) of f is maximized. Then, a bursting flow query Q = (s, t, §)
aims to find the time interval and burstiness of the §-bursting flow from s to t in G.

Example 2.4. Consider the TFN G as shown in Fig. 3(a). The (blue) lines in Fig. 3(c) shows a
maximum temporal flow f from source s to sink ¢ in G, having the time interval of [2, 7] and the
burstiness of 1.5. Given a bursting flow query Q = (s, t,4), it can be easily demonstrated that f in
Fig. 3(c) is also a 4-bursting flow from s to ¢ since it has the largest burstiness among all temporal
flows in (G, s, t) whose time interval lengths are not smaller than 4.

Different from the §-bursting query that finds bursting flows in the whole historical temporal
flow network, in this paper, we aim to find bursting flows in real time within short time intervals
under the streaming model.

Remarks. The user-defined parameter § of §-bursting flow is used to filter trivial bursting flows
due to extremely short time interval [46]. As the value of § has no effects on the correctness of
our proposed solutions, we just omit § to simplify technical discussions and refer to §-bursting
flow as bursting flow when it is clear from the context. In addition, the definitions of (maximum)
temporal flow and §-bursting flow can be extended to multiple sources S (resp. sinks T), by the
standard trick of introducing a super-source (resp. super-sink) connecting to (resp. from) them.

2.2 Streaming Temporal Flow Networks and Alert Bursting Flow Query

In the context of graph streams, we consider a sequence of incoming edges, aligning with the
framework widely adopted in various graph applications [4, 6, 25, 32, 50]. We also focus on temporal
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edge insertions only. To formulate such a model, we introduce the notion of temporal flow network
update to represent the graph updates for the arrival of temporal edges.

Temporal Flow Network Update (TFN update). A temporal flow network update is a 3-tuple
(e, ¢, ), which denotes the arrival of a directed edge e = (u,v) with capacity c at timestamp 7.
Consequently, the streaming temporal flow network is defined as a sequence of temporal flow
network updates, as follows.

Definition 2.5 (Streaming Temporal Flow Network (STFN)). A streaming temporal flow network,
denoted by Gstr = [(es, ¢, 7i)] (i = 1,2,...), is a sequence of TFN updates, where the updates arrive
in ascending order of their timestamps ;.

For ease of technical presentation, the timestamps are assumed to be consecutive integers. As
illustrated in application scenarios in Section 1, to efficiently capture short and recent bursting
flows in streaming graphs, we adopt the widely used sliding window model [3, 15, 30, 31, 37, 38, 52].

Definition 2.6 (Sliding Window). Given an STFN G, = [(e;, ¢;, 7i)] (i = 1,2,...), the present
timestamp 7, and a window size w, the sliding window at 7, with size w, denoted by Gt (7, w) =
(V,E,C,7T),isa TFN derived from TFN updates of Gy, within the time interval (7, —w, 7, ], where:

(@ & ={(us,vi, i) | (us,0;) =e; and 7; € (1, — w, 7p]} is the set of temporal edges;
(b) V = Uor)es{u, v} is the set of nodes; 7 = {r; | 7 € (7, — w,7p]} is the set of timestamps;
and
(€) C:VXVXT — Ry is a capacity function, where the capacity of each temporal edge
(u,v,7) is the total capacity of all updates of edge (u,v) at timestamp 7, 7 € 7. Formally,
C(u,0,7) = 2o v)el(encir) | e=(uo), =t} € -
Intuitively, the sliding window at the present timestamp 7, with size w considers only the TFN
updates having timestamps within the time interval (7, — w, 7,]. TFN updates whose timestamps
are not larger than 7, — w are referred to as outdated.

Example 2.7. The transaction data in the small Bitcoin transaction network in Fig. 3(a) can be
modeled as the first 8 TFN updates of an STFN G, as shown in Fig. 4(a), where e; = (u;,v;), 7;, and
¢; denote the directed edge, timestamp, and capacity of each TFN update, respectively. Consider
timestamp 6 as the present timestamp. Then, Fig. 4(b) depicts the sliding window G, (6, 6) of G,
at 6 with a window size of 6, consisting only of the TFN updates having timestamps within time
interval (0, 6], as highlighted by the dashed (red) rectangle in Fig. 4(a).

We are now ready to define the alert bursting flow query to detect bursting flow patterns in the
streaming context.

Definition 2.8 (Alert Bursting Flow (ABFlow) Query). Given an STFN G, a set S of sources, a set
T of sinks, and a size w, the alert bursting flow query is to continuously return bursting flows from
S to T in the sliding window at the present timestamp with size w.
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Fig. 5. An overview of solutions to the ABFlow query

Specifically, given the present timestamp 7,, the result of the ABFlow query, denoted by ABFlow (G,
p, W, S, T), can be formulated as:

ABFlow(Gstr, 7p, w, S, T) = arg MAX e (G, (1,w),5.T) Burst(f).

Problem Statement. This paper aims to answer the ABFlow query in streaming temporal flow
networks.

Example 2.9. Consider STFN G, and sliding window G, (6, 6) as shown in Figs. 4(a) and 4(b), re-
spectively. The present timestamp 7, =6. Given S = {s}, T = {t}, and size w = 6, ABFlow (G, 6,6, 5, T)
returns a 4-bursting flow f from S to T in G, (6, 6), having the time interval of [2, 6] and the bursti-
ness of 0.4, as shown in Fig. 4(c). After G, (6, 6) advances that 7, =7, ABFlow(Gs, 7, 6, S, T) returns
a 4-bursting flow from S to T in Gy, (7, 6), having the time interval of [2, 7] and the burstiness of
1.5, as shown in Fig. 3(c).

3 Overview of Solutions for ABFlow

Fig. 5 shows an overview of our proposed solutions to the ABFlow query, which consists of the
following steps:

@: To find the maximum temporal flows in sliding windows for answering the ABFlow query, we
extend the network transformation (revisited in Section 4.1) to streaming temporal flow networks,
which enables i) maximum temporal flow computation by using classic maximum flow algorithms,
and ii) incremental maintenance of the transformed network of the sliding window (Section 4.2).

@: With the transformed sliding window, we propose the suffix flow problem and show that the
ABFlow query can be answered by solving this problem, which also facilitates efficient solutions.
We start by proposing a baseline solution called Baseline (Section 4.3).

®: To further optimize the ABFlow query processing, we propose i) an incremental solution
called SuffixFlowin. by reusing the computed maximum flows to solve the suffix flow problem
(Section 5); ii) a recursive solution called SuffixFlow e based on SuffixFlow;,. with a reduced time
complexity (Section 6); and iii) the optimized solution SuffixFlows,, which extends SuffixFlow e,
with optimizations for streaming data (Section 7).

Remark. During the ABFlow query processing, Step (D serves as a common building block for our
solutions, while ABFlow can be answered by any version of our proposed solutions (Step @ or 3)).

4 A Baseline to ABFlow Queries

In this section, we propose our Baseline solution consisting of Steps (D and @ in Fig. 5. Before
discussing its technical details, we introduce some notions from classic flow networks [8] and
revisit the network transformation [2] via examples and brief illustrations.

4.1 Flow Network and Network Transformation

4.1.1 Flow Network and Flow. A flow network G = (V, E, C) can be considered as a simplification
of Definition 2.1 by removing from the timestamp set 7~ and its requirements; a (maximum) flow f
in a flow network is a function f : V XV — R, that satisfies the capacity constraint and the flow
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conservation in Definition 2.2, without the requirements related to 7. For example, Figs. 6(a) and
6(b) show a flow network G and a flow in G, respectively. Similar to the notation of ¥(G, S, T), we
refer to F(G, S, T) as the set of all flows from source set S to sink set T in a flow network G.

A Maximum Flow Algorithm. Dinic [10] is a widely used maximum flow algorithm, which
computes the maximum flow using the notions of residual network and augmenting path.

Residual Network [8]. Given a flow network G = (V, E, C) and a flow f in G, the residual network
of G wr.t. f, denoted by R(G, f) = (V, Ef, Cy), is a flow network, where:

(a) V is the set of nodes;
(b) Cr : VXV — Ry is a capacity function such that, for all nodes u,0 € V, Cr(u,0) = C(u,v) -
f(u,0) + f(v,u); and
(¢) Ef ={(u,0) | u,v € V and Cy(u,v) > 0} is the set of edges.
For ease of exposition of our technical solution, we generalize the notion of augmenting path [8]
(not limited to that from s to t), which will be used extensively.

Augmenting Path. Given the residual network R(G, f) = (V, E¢, Cy) of flow network G w.r.t.
aflow f in G, an augmenting path is a path in R(G, f) such that for any edge (u,v) on the path,
Cr(u,0) > 0.

Dinic’s Computation. The maximum flow from source s to sink t in a flow network G can
be computed by iteratively finding the shortest augmenting paths from s to ¢ in the residual
network of G, push the flows from s to ¢, and update the residual network, until there is no more
augmenting paths from s to t.

Example 4.1. For the flow network G shown in Fig. 6(a), the (blue) lines in Fig. 6(b) shows a
flow f’ from s; to tg in G. Then, the (full and dashed) lines in Fig. 6(c) show the residual network
R(G, f") of G w.rt. f’, where the dashed lines indicate an augmenting path s;—uv;—v,—s;. Given
the source s; and the sink t¢ in G as shown in Fig. 6(a), to compute the maximum flow from s; to
ts, we can first find in G the augmenting path conveying the flow value of 2 as indicated by flow
f’. Since there exist no augmenting paths from s; to t; in R(G, f’) as indicated by Fig. 6(c), f’ is a
maximum flow.

4.1.2  Network Transformation. Given a temporal flow network G = (V, &, C,T), the network
transformation transforms G into a temporal-free flow network. Specifically, the transformed
network of G, denoted by trans(G) = (V, E, C), satisfies that:

(a) each node v, € V is a copy (node) of v € V at timestamp 7 € 7. We denote by seq(v) (resp.
seq(V)) the sequence of all copies of v (resp. nodes in V) in ascending order of their timestamps;
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(b) the edge set E consists of horizontal and vertical edges, where i) horizontal edge (u, v;) is the
edge from the copy of node u at (timestamp) 7 to the copy of node v at the same timestamp 7,
and ii) vertical edge (v;,v,) (r < 7’) is the edge from the copy v, of v at 7 to the copy v, of v at
7/, where v,/ is the next copy of v, in seq(v)* and

(c) for all horizontal edges (ur, v;), C(ur,v;) = C(u, v, 7); for all vertical edges (v, v,/), C(vr,0p) =
+00.

According to [2], network transformation ensures i) there exists a bijection between temporal
flows in G and flows in trans(G), and ii) for any temporal flow f” in G and its transformed flow f
intrans(G), |f'| = |f] = Zoev Zses (f(s,0) = f(v,s)), where S is the sources of f. For presentation
simplicity, we may denote f by trans(f”).

Example 4.2. Consider the TFN as shown by the sliding window G, (6, 6) in Fig. 4(b). Fig. 6(a)
illustrates the transformed (temporal-free) network G = trans(Gst(6, 6)) of Gstr (6, 6). In Fig. 6(a),
the (green) dash-dot-dotted lines show the horizontal edges transformed from edges in Gs, (6, 6),
while the (purple) dotted lines show the vertical edges that sequentially connect the copies in
seq(v) for each node v of G4, (6, 6). Then, for the temporal flow f shown in Fig. 4(c), the (blue)
lines in Fig. 6(b) illustrate the transformed flow trans(f) of f, having the value |trans(f)| = |f]| = 2.

Following the network transformation, we can readily extend the two properties of temporal flow,
namely time interval and burstiness (in Section 2.1), to flows in transformed networks. Specifically,
given a flow f = trans(f’), f’s time interval is,

T(f) = [min{z | Jo, f(s,0;) > 0}, max{r | Jo, f (v, t;) > 0}],
while f’s burstiness is Burst(f) = |f|/|7 (f)|. For example, the transformed flow shown in Fig. 6(b)
has the time interval of [2, 6] and the burstiness of 0.4. We can easily deduce that 7 (') = 7 (f),
and Burst(f”) = Burst(f).

4.2 Incremental Maintenance of Transformed Network as Sliding Window Advances
During the streaming process, new edges continually arrive, while some existing edges become
outdated. To handle such changes, we present the details of Step (D of our solutions.

Consider the transformed network G of the sliding window G (7,-1, W) at 7,_1. After the TFN

update (e, = (u,0), cp, 7p) arrives, Step D incrementally updates G to become the transformed
network of sliding window G (7, w) at 7.

Next, we present an example of the incremental maintenance of G= (X7 E 5) from trans(Gs;, (6, 6))
to trans(Gst; (7, 6)) (as shown by the (red) dashed rectangle and the (blue) rectangle in Fig. 6(d)).
As shown in Fig. 6(d), when the TFN update ((u, t),7,7) arrives, we take the following steps.
(1) Removal of Outdated Edges: remove all v, € v having timestamps 7 < 7, — w, along with

the edges incident to v,. Hence, all nodes in G with timestamps < 7 — 6 = 1 are outdated that
nodes s; and vy, and the edges incident to them are removed;

(2) Insertion of Vertical Edges: i) insert into v copies ur, of u and vg, of v, i.e., nodes u; and t7.
ii) search for node u the copy uy,s in seq(u) having the largest timestamp. If uy,g exists, insert
edge (Upasts uTP) into E with capacity C (Uast, ur,) = +o0. Then, conduct the same operations for

node v. Therefore, vertical edges (us, u7) and (%, ;) with capacity +oo are inserted into 5; and
iii) insert u,, into seq(u) and v,, into seq(v), i.e. insert u; into seq(u) and t; into seq(¢).
(3) Insertion of the Horizontal Edge: insert edge (u;,,v;,) into E with capacity 5(ufp, Uz,) = Cp.

Hence, horizontal edge (u7, t7) with capacity ¢, = 7 is inserted into E.

4The incoming edges to the sources are omitted since the value of the maximum flow does not depend on these edges.
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Time Complexity. We use hashmaps to store flow networks, where the insertion and removal
of nodes and edges run in O(1) time. The incremental maintenance procedure can finish in O(A)
time by maintaining a queue of nodes in V in the order of nodes’ insertions, where A denotes the
total number of inserted and removed nodes and edges during the maintenance process.

4.3 A Baseline Solution

This subsection presents the first solution to the ABFlow query. Given a sliding window G, (7,-1, W),
a simple idea to find the temporal flow having the maximum burstiness in G (7,1, w) is to evalu-
ate all maximum temporal flows in Gy (1,1, w) having distinct time intervals. As a TFN update
arrives at 7,, the sliding window changes from G (7,1, W) to Gsir (7, W), where the maximum
temporal flows with time intervals within (rp —-w, rp_l] do not change, and hence can be reused.
That is, we can consider only the maximum temporal flows with time intervals ending at 7,,.

Moreover, we note that i) the maximum temporal flow in a temporal flow network G can be
obtained by transforming back the maximum flow in trans(G); and ii) the starting timestamp of the
time interval of a flow in trans(G) is determined by the first source in seq(S) with positive flow-out.
Hence, for G (75, w), the ABFlow query can be answered by evaluating in trans(Gs:. (1, w)) the
maximum flow from each suffix of seq(S), namely [s,, .. "ST|seq(S)|]’ 1 <i < seq(S), to seq(T) only.
To achieve such a kind of flow computation, we propose the suffix flow problem.

Suffix Flow Problem. Given a transformed flow network 5, a source sequence seq(S) = s, ...,
Sr51] in ascending order of 7; (1 < i < |S]), and a sink sequence seq(T), the suffix flow problem is to
find in G the maximum flow from each suffix [Szis -+ s Stiueqsy ] OF 5€q(S), i € [1,]seq(S)]] to seq(T).

Next, we propose a suffix flow-based solution called Baseline as shown in Algo. 1. Taking as inputs
the continuously maintained transformed network G = (V E 5) of sliding window Gt (7,-1, w), a
source sequence seq(S), a sink sequence seq(T), a window size w, a TFN update (ep = (u,0), ¢p, Tp),
and a flow set F to continuously store the result flows, Algo. 1 updates and outputs F as the answer
to the suffix flow problem for answering the ABFlow query, as follows:

(1) Update of the Transformed Network. Line 1 updates network G from trans(Gsir (7p-1, w)) to
trans(Getr (7, w)) according to the incremental maintenance procedure presented in Section 4.2;

(2) Solve the Suffix Flow Problem. Line 2 removes outdated flows from F.If node v is a sink
(Line 3), Line 4 computes the maximum flow from each suffix of seq(S) to seq(T), and Line 5
inserts these flows into F. This step takes O(|seq(S)] - TMFlOW(a)) time;

(3) Determine the Answer to ABFlow Query. Line 6 returns the updated flow set F as the output.
With I?, we can compute the burstiness of each flow in I?, and hence obtain the temporal flow
with the maximum burstiness as an answer to the ABFlow query. Remark that the size of Fisat
most |seq(S)| - |seq(T)].

Example 4.3. Consider the transformed network 5, which is incrementally maintained from
trans(Gstr (6, 6)) to be trans(Gsr (7, 6)) as illustrated in Section 4.2. Baseline computes maximum
flows to update the flow set F as shown in Fig. 6(e). Specifically, before the TFN update ((u, t),7,7)
arrives, there are four computed maximum flows in F, as indicated by the (red) dashed rectangle.
When ((u, t),7,7) arrives, Gis updated (Line 1), where i) node s; is removed from G, and hence,
MFIOW(@, [s1, $2, 83, 85], [ts]) is removed from F in Line 2; and ii) node t7 is inserted into G that,
maximum flows from each suffix of [sy, s3, 5] to [t6, t7], namely f;, f3, and f5, are computed (Line 4)
and inserted into F (Line 5) as indicated by the (blue) rectangle. Among the six maximum flows in
F, f5 has the maximum burstiness of 6/(7 — 5 + 1) = 2. Hence, the temporal flow transformed back
from f; is an answer to the ABFlow query.
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Algorithm 1: Baseline Solution (Baseline)

Input: G=(V,EC), seq(S), seq(T), w, TFN update {(ep=(u, v), cp, 7p), flow set F
Output: Updated flow set F
// (1) Update of the Transformed Network
1 G e Update(é, (ep, cp,Tp))
// (2) Solve the Suffix Flow Problem
Fe{fIfeFT(f)C(5p-wpl}
if v is sink then
4 AF « SuffixFlowpase (G, seq(S), seq(T))
5 insert AF into F
// (3) Determine the Answer to ABFlow Query
6 return F // Answer to ABFlow query: the flow in F with the maximum burstiness

[N

7 Procedure Update(é =(V,EO), (ep = (u,0),¢p,7p))
// (1) Removal of Outdated Edges

8 for v € V such that 7(0) < 7, — wdo

9 Ve« V\{o}

10 EHE\{(u’,v')|(u’,v’)€f,u’:vorv’:u}
// (2) Insertion of Vertical Edges

11 VeVu {uzp, vzp }. seq(u) « seq(u) U {uz, }, seq(v) < seq(v) U {og, }

12 if there is a last copy of u, denoted as u),5 then

1 | E EU {(ttast- tir) }. Clutiagt )  +00

14 if there is a last copy of v, denoted as v},5 then

15 | E—EU{(tust05p)} ClOasts 0p) — +00
// (3) Insertion of the Horizontal Edge

16 | E e EU (e, 05}, Claiey o)

17 Procedure SuffixFlowp,se (G, S, T)

18 Fe0

19 fori «— |S|to1do

20 F « F UMFlow(G, [s;,...,s5/],T)

21 return F

It can be seen that Baseline focuses only on the flows affected by the TFN update, significantly
reducing computational cost compared to computing all maximum flows from scratch.

Time Complexity. The worst case time complexity of Baseline is O(Iseq(S)I TMHOW(G)) due to
Line 4, where TMFlow(G) denotes the time complexity of running Dinic on G.

5 Incremental Solution (SuffixFlow;jc)

Recall that the suffix flow problem introduced in Section 4.3 aims to compute the maximum flow
from each suffix of a source sequence seq(S) to a sink sequence seq(T). However, as shown in
Fig. 6(d), the difference between flows f5 (resp. f3) and f5 (resp. f;) is minor, while Algo. 1 (Baseline)
computes them from scratch. To optimize Baseline, in this section, we propose an incremental
solution, where the answer to the suffix flow problem can be represented by a structure of a single
concise flow, instead of the maximum flows from all suffixes of seq(S).

Remark. As the underlying structure of transformed network is often irrelevant to our technical
discussion, for presentation simplicity, we may refer to the transformed flow network G, source
sequence seq(S), sink sequence seq(T), source s;, in seq(S), and sink ¢, in seq(T) as G, S, T, s;,
and t;, respectively.

5.1 Primer of Incremental Soln. (SuffixFlowpimer)

We start with an operation for adding two flows. Then, we propose the two lemmas for incremental
maximum flow computation.
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Algorithm 2: Primer Solution (SuffixFlowprimer)

Input: G = (V,E,C), S = [s1,..., sis) ], T
Output: Sequence [ fi, ..., fisi]

1 Procedure SuffixFlowprimer (G, S, T)

2 ﬁs‘ «— MFlow (G, S|5|,T)

3 fori « |S| —1to1do

s Af; « MFlow(R(G, fi1). i, T)

5

6

fi « fin +Afi
return [fi,..., fisi]

Flow Addition. Given two flows f; and f; in flow network G, the flow addition of f; and f,, denoted
by fi + f2, returns a flow f satisfying that, for all edges (u,v) of G,

f(u,0) =max (0, fi(u,0) — fi(v,u) + fo(u,0) — fo(v,u)).

LEMMA 5.1. For any flows f € F(G,S,T) and Af € F(R(G, f),S’, T’) such that ((SUS’) N (T U
T')) = 0, it holds that i) |f + Af| = |f| + |Afl; and i) f + Af isa flow in F(G,SU S, TUT).

The intuition of Lemma 5.1 is that, given a maximum flow f in a flow network G, if flow f” is
a maximum flow in the residual network of G w.r.t. f having i) different sources and sinks from
those of f, and ii) the sources of f and f” must not be their sinks, then f and f” can be merged
as a maximum flow from their sources to their sinks by summing up their flows on each edge.
Lemma 5.1 can be proved via simple deductions using the flow conservation of (temporal) flows.
Subsequently, we yield Lemma 5.2 for an incremental maximum flow computation in Baseline.

LEMMA 5.2. For any flows f = MFlow(G,S,T) and Af = MFlow( R(G, f),s".T), f + Af isa
maximum flow fromSU {s’} to T in G.

Lemma 5.2 can be proved by contradiction with the assumption that f + Af is not a maximum

flow. Let f; denote the maximum flow from [s;, ..., s;s|] to T. Then, with Lemma 5.2, we have:
fi = fi+1 + MFlow(R(G, fi+1), 55, T)- (1)

Based on Eqa. (1), we propose an incremental solution called SuffixFlow imer as shown in Algo. 2
to answer the suffix flow problem same as procedure SuffixFlowyp,s. (Line 4 of Algo. 1) does. Taking
as inputs the continuously maintained transformed network G = (V, E, C), a source sequence S, a
sink sequence T, Algo. 2 outputs sequence [fi,.. ., fis]. In Algo. 2, Line 2 first computes fis| in G.
Then, Line 3 iterates the computation of f; from i = |S| — 1 to i = 1. Specifically, Line 4 computes
Af; in the residual network R(G, fi+1), and Line 5 incrementally computes f; by adding Af; to fi11.
Finally, Line 6 returns the computed sequence [fi, ..., fis] as the output.

With Lemma 5.2, the correctness of Algo. 2 can be established by a simple induction that flow f;
computed in Line 5 is a MFlow (G, [s;, ..., s;s(], T). While Algo. 2 reuses some computed maximum
flows, its time complexity remains O(|S| . TMFIOW(G)) due to Dinic’s maximum flow computation
on R(G, fi+1) in Line 4.

5.2 From SuffixFlowprimer to SuffixFlowin

From SuffixFlowpimer (Algo. 2), we observe that the maximum flow f; in the output sequence
[fi.-- -, fis)] contains the information to obtain all flows in [f;, ..., fis|] as the answer to the suffix
flow problem. Hence, in this subsection, we propose the notion of suffix flow to further simplify
SuffixFlowprimer such that the subscripts of f and Af are no longer needed. We remark that suffix
flow is also an important answer structure for our optimizations in later sections.

Definition 5.3 (Suffix Flow). Given a flow network G, a source sequence S = [sy,...,s|s], and a
sink sequence T, a suffix flow is a flow f € MFlow(G, S, T), such that for each i € [1, S]],
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Algorithm 3: Incremental Solution (SuffixFlowinc)

Tnput: G = (V,EC), S = [s1,5, 55 1, T
Output: Suffix flow f from Sto T in G
1 Procedure SuffixFlowin. (G, S, T)

2 Initialize f with zero flow
3 fori « |S|to1do
4 Af «— MFlow(R(G, f),si, T)
s fe fHAf
6 return f
|S|
IMFIow (G, [si,..., 511, T = > four(s)), @)

J=i
where fout(s;) denotes the flow-out® of s; w.rt. f.

Example 5.4. We illustrate the suffix flow with the running example. Consider flows f, f3 and
f5 obtained by Baseline as shown in Example 4.3 and Fig. 6(d). Let f; be the flow f in Eqa. (2)
for the source sequence S = [sy, s3, 5] and the sink sequence T = [f, t;]. Then, we can observe
from Fig. 6(d) that i) fout(ss) = 6 = |fs5|, which equals the value of maximum flow f; from [s.,] =
[s5] to T; ii) the sum of fo,¢(s3) and foue(ss) is 1 + 6 = | f3], which equals the value of maximum
flow f3 from [s,, s;,] = [s3,55] to T; and iii) the sum of fou¢(s2), fout(s3) and foue(ss) is2 + 1+ 6
=9 = |f2|, which equals the value of maximum flow f, from S to T. Therefore, f; is a suffix flow
from S to T, containing the information of all flows in the output sequence [f, f, f5] returned by
SuffixFlowprimer-

For ease of presentation, we denote the total flow-out Z\J_S:Ii fout(sj) of sources in [s;,...,sis|]
by fout([si, ..., sis/]). With suffix flow, we derive the incremental solution SuffixFlowj,. (shown in
Algo. 3) from SuffixFlowpimer without using any subscripts for flows.

Taking the same inputs as those of Algo. 2, Algo. 3 outputs a suffix flow f as the answer to the
suffix flow problem. Specifically, for the for loop (Lines 3-5) in Algo. 2, Algo. 3 replace this loop of
maximum flow computation by a loop for computing the suffix flow f. That is, Lines 3-5 compute f
= f1 by iteratively adding Af (computed in Line 4) to f; when varying i from |S| to 1. This ensures
that, for the i (1 < i < |S]) iteration, |Af] equals fyu(s;), and the value of the flow computed in
Line 5 equals fou¢([si, ..., s|s|]). Finally, Line 6 outputs f as a suffix flow.

The correctness of SuffixFlowi, is presented with Theorem 5.5, which can be proved by showing
that its returned flow satisfies the constraints of suffix flow (Definition 5.3).

THEOREM 5.5. SuffixFlow;,. returns a suffix flow from S to T in G as the answer to the suffix flow
problem in O(|S| - Turiow (G)) time.

6 Reduced-Complexity Recursive Solution (SuffixFlowc)

In SuffixFlow;,, a suffix flow is returned by computing Af for each source s; in S (Line 4 of
Algo. 3). To further optimize such a flow computation, we propose the strict residual network (SRN)
constraints such that a maximum flow is a suffix flow if and only if these constraints are satisfied.
Then, we propose a reduced-complexity solution by adjusting a maximum flow to one that satisfies
the SRN constraints that enables us to apply the solution recursively.

6.1 Strict Residual Network Constraints

Assume that f is a suffix flow from a source sequence S. According to Definition 5.3, the total
flow-out of sources in each suffix [s;, ..., s;5] (1 < i < [S]) of S writ. f, is maximized. Based on this,
we observe that, if the flow-out of s; w.r.t. f is positive, there exist no augmenting paths from source
sj to s; (j > i) in the residual network w.r.t f. Otherwise, the found augmenting path can lead to
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(a) Flow network G (b) Flow f; violating SRN constraints due to augmenting path p (c) Flow f, that satisfies SRN constraints

Fig. 7. An example of SRN constraints (capacities and flows on all edges are 1 and hence omitted)

additional flow value on the flow-out of sources in suffix [s;, ..., s|s|] w.r.t. f, which contradicts the
assumption that f is a suffix flow.

Next, we formalize such a property as strict residual network constraints, and present its relation-
ship with suffix flow in Lemma 6.2.

PROPERTY 1 (STRICT RESIDUAL NETWORK (SRN) CONSTRAINTS). Given a flow network G, a source
sequence S, a sink sequence T, and a flow f € F(G,S,T), the strict residual network constraints on
f are as follows:

(i) For each sources in S, fout(s) = 0; and

(ii) For any sources; (1 <i <|S|)in S with fout(s;) > 0, there exist no augmenting paths from source
sj (j > i)tos; inR(G, f).

Example 6.1. Consider the flow network G and maximum flow f; as shown in Figs. 7(a) and 7(b),
respectively. fi cannot satisfy the SRN constraints because the augmenting path p from s, to s; in
residual network R(G, f1) as shown by the dashed lines in Fig. 7(b). According to Eqa. (2), f; is not
a suffix flow from [sy, 5] to ¢ since the flow-out of s, can be increased from 0 to 1 by adding the
flow on p to fi, resulting in a maximum flow f, as shown in Fig. 7(c). It is evident that f; is a suffix
flow from [s, sz] to t, and f; satisfies the SRN constraints.

With the SRN constraints, we have Lemma 6.2 to show the relationship between the maximum
flow and suffix flow, which can be proved by contradiction using Definition 5.3 and Property 1.

LEMMA 6.2. A maximum flow f from S to T in G is a suffix flow if and only if it satisfies the SRN
constraints.

6.2 Recursive Solution (SuffixFlow ec)

In this subsection, we propose a recursive solution. When a maximum flow is found and it is
not a suffix flow, we adjust it to ensure it satisfies SRN constraints and hence, it is a suffix flow
(Lemma 6.2), which enables the recursive solution.

Observation. Consider a residual network R(G, f) w.r.t. aflow f € F(G,S, T). If the flows on all
augmenting paths from S, = [si41,...,s5/] to S; = [s1,...,s;] are pushed to S, those paths are
removed from R(G, f), denoted as R(G, f)’. There exists a cut (e.g., the cut shown by the red line
in Fig. 8(h)) that partitions R(G, f)’ into subgraphs G; and G,, such thati) S; C V;,, S, € Vg,; and
ii) no edges exist from G, to G;. This cut, denoted by (Gj, G,), naturally divides the suffix flow
problem into two independent subproblems. Hence, we propose the operation of contradictory
augmenting path removal to generate such cuts, which is the core of the recursive solution.

Contradictory Augmenting Path Removal. Consider a residual network R(G, f) w.r.t. a flow
f € F(G, S, T), where there exists augmenting paths such that f cannot satisfy the SRN constraints.
Then, the operation of contradictory augmenting path removal for f on R(G, f) is to add the flow on
all these augmenting paths to f, and the residual network then does not have those paths anymore.

With the contradictory augmenting path removal, we propose the recursive solution called
SuffixFlow,ec as shown in Algo. 4. Taking the same inputs as those of Algos. 2 and 3, Algo. 4
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Algorithm 4: Recursive Solution (SuffixFlowye)

Tnput: G = (V,EC), S = [s1,5, 55 1, T
Output: Suffix flow f from Sto T in G

1 f < MFlow(G,S,T)
2 Ggr < ResNetworkS(G, f,S)
3 f « SuffixFlow,ux (Ggr, S, f, 1, |S|)
4 return f
5 Procedure SuffixFlowaux (G, S, f, 1, 7):
6 if [ = r then
7 | return f
// (1) Split S into S; and S,
8 m I.HTrLSl — [s1,..., Sml, Sy [Smats---» sr]
// (2) Push all possible flow from S, to S;
0 Af — MFlow(Gg, Sy, S1)
10 fe—f+Af
// (3) Split Gg into G; and G,
1 G; < ResNetworkS(Gg, Af, S1)
12 G, < ResNetworkS(Gg, Af, S)

// (4) Recursively remove augmenting paths within S; & S,
13 f « SuffixFlowaux (G, S, f, I, m)

14 f « SuffixFlowaux (G, S, f,m +1,r)

15 return f

16 Function ResNetworkS(Gg, Af, S):

17 (V,E,C) « R(Gg,Af)

18 V' « {v | v € V, v can reach to S and is reachable from S in (V,E,C)}
19 E —En (V' xV’)

20 return (V',E’,C)

outputs a suffix flow. First, Line 1 computes a maximum flow f” in G, and Line 2 invokes function
ResNetworkS to maintain a subgraph Gg of the residual network R(G, f’) w.r.t. f’, which consists
of the nodes that can reach and are reachable from the sources of f’, and their adjacent edges
(Lines 16-20). Then, Line 3 recursively computes the suffix flow by conducting the contradictory
augmenting path removal for f” on Gg to generate cut (Gj, G).

Specifically, taking as inputs a flow f, a source sequence S, the continuously maintained subgraph
Gg, and the left (resp. right) corner number I (resp. r) of S, procedure SuffixFlow,,y in Line 5 consists
of the following four steps:

(1) split the input S into subsequences S; = [sy, ..., sm| and Sy = [smt1, - -5 Sr, m = [(r + 1) /2]
(Line 8);

(2) compute maximum flow Af from S, to S; in Gg by the augmenting-path based solutions [10, 12]
(Line 9), and then add Af to f, conducting the contradictory augmenting path removal for f on
Gg to obtain cut (Gj, G,) (Line 10);

(3) partition the updated Gg into subgraphs G; and G, according to (Gj, G, ), by invoking ResNetwork$
with Af for S; and S,, respectively (Lines 11-12);

(4) invoke SuffixFlow, (G, S;, f,1,m) and SuffixFloway, (G,,S,, f,m + 1,r) to recursively conduct
the contradictory augmenting path removal for f on both partitioned subgraphs G; and G, of
the maintained Gg (Lines 13-14).

Finally, Line 4 outputs the flow computed by SuffixFlowayy.

Example 6.3. Consider the flow network G = trans(Gst(7, 6)) as shown by the (blue) rectangle
in Fig. 6(d). Fig. 8 illustrates a running example of SuffixFlow,,. that computes a suffix flow in G,
where s; (resp. t;) refers to the i source in S = [sy,53,55] (resp. T = [t5,t7]). As highlighted by
dashed rectangles, Figs. 8(a), 8(e) and 8(i) show cases on Levels @D, @), and @ of the recursion tree,
respectively.
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Fig. 8. [Best viewed in color] An example of SuffixFlow,e. (in Figs. 8(f) and 8(j), data on edge (u,v) denotes
C(u,0) | f(u,0))

Level @: SuffixFlow,e. computes a maximum flow f from [sy, s, s3] to [#1, 2] in G, where G and f,
and residual network R(G, f) are shown in Figs. 8(b), 8(c), and 8(d), respectively. The maintained
subgraph Gg of R(G, f) is indicated by the dashed circle in Fig. 8(d);

Level @: procedure SuffixFlow,,, first splits S into S; = [s;] and S, = [s3, s3], and then computes a
maximum flow Af from S, to S; with value |Af| = 1, by finding the augmenting path as shown by
the blue line in Fig. 8(f). Then, f is updated by adding Af to f (shown in Fig. 8(g)), and the residual
network Gg of G w.r.t. f is partitioned into two subgraphs G; and G,, as indicated in Fig. 8(h) by
the dashed circle for Gg and the red line for cut (Gj, G,).

Level 3: For G, on Level @, SuffixFlow,,x recursively continues to split the input S = [s,, s3] into S;
=[s;] and S, = [s3], and then computes a maximum flow A f from S, to S; by finding the augmenting
path as shown by the blue line in Fig. 8(j). Similar to the case on Level @), f is updated as shown in
Fig. 8(k), while the partitioned subgraphs G; and G, of Gg are indicated in Fig. 8(l). After Level ®
finishes, the recursion of SuffixFlow,, terminates, and SuffixFlow . returns f (shown in Fig. 8(k))
as a suffix flow.

We can establish the correctness of SuffixFlow,e. (Algo. 4) in Theorem 6.4, using Lemma 6.2 and
proof by contradiction.

THEOREM 6.4. SuffixFlow,. returns a suffix flow from S to T in G.
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Algorithm 5: Streaming Optimization (SuffixFlowst,)

Input: G = (V,E,C), S, T, w, TFN update (e, = (&, v), cp, 7p), flow set F, suffix flow fstr from Sto T in G
Output: Updated flow set F
// Section 7.1: Removal of Outdated Sources
foreach s; € Ssuchthatz < 7, — wdo
| fir < fitr — Peel(fitr» S7)
G « Update(G, (ep, cp, p))
Fe{flfeFT(f) c(p-wrnl}
// Section 7.2: Insertion of New Sinks

if v is sink then
fitr = SuffixFlowinsert (G, S, T U {UTP b fotr)

update F by fstr
8 return 1?

9 Procedure SuffixFlowinsert (G, S, T, fstr)

Sfstr — fotr + MFlow (R(G, firr), S, T)

Jstr < SuffixFlowayx (R(G, fstr)s S, fotrs 1, |S])
return f,

[

@

'S

o @

Time Complexity. In SuffixFlow,e, ResNetworkS can be finished in linear time. For the recursion
tree of SuffixFlow,, (Lines 3, 13-14 of Algo. 4), the recursion depth is [log, |S|]. Hence, the total
time complexity of SuffixFlow,ec is O(log |S| - Tvriow (G)).

7 Optimizations for Streaming

Different from Sections 5-6 that optimize the computation of a suffix flow (i.e., SuffixFlowp,se in
Baseline), in this section, we propose the SuffixFlows, solution (Algo. 5) with optimizations for
maintaining the suffix flow during stream processing.

7.1 Removal of Outdated Sources

As Baseline (Algo. 1) shows, when a TFN update (e,, c,, 7,) arrives, each node v in the STFN with
timestamp not larger than 7, — w is outdated, and hence, v’s copy (node) v, (r < 7, — w) and the
edges incident to v, in the maintained transformed network G (introduced in Section 4.2) of the
sliding window are removed from G. We observe that, if v is not a source, such a removal for v has
no effect on the suffix flow; otherwise, the maximum flow f from v is no longer one of the maximum
flows for answering the suffix flow problem, and we maintain the suffix flow f,. Intuitively, we
peel the flow f from f, by a subtraction. Hence, we propose a notion of peeling flow with the
operation of flow subtraction as follows.

Flow Subtraction. Given two flows f; and f; in flow network G, the flow subtraction from f; by f,
denoted by f; — f2, returns a flow f satisfying that, for all edges (u,v) of G,

f(u,0) =max (0, fi(u.0) - fi(v.u) - f2(u,0) + fo(v,u)).

Peeling Flow. Given aflow f € F(G,S,T) and a source s’ € S, the peeling flow from s’ in f, denoted
by Peel(f,s’), is a flow f’, such thati) f* € F(G,s’,T); and ii) f — f" € F(G,S\ {s'}, T).

Consider a suffix flow f from S = [sy,...,s/5/] to T, and source s;. We note that the peeling
flow Peel(f, s1) consists of only the flow of f out from s;, by which the flow subtraction from f
does not affect the flows out from [ss, ..., ss/]. Hence, f — Peel(f, s1) is still a suffix flow from
[s2,...,5s/] to T. As shown in Algo. 5, Line 2 invokes Peel to compute the peeling flow for suffix
flow maintenance when a new TFN update arrives.

We remark that Peel takes O(|V| + |E|) time, where V and E are the sets of nodes and edges of
the transformed network, respectively. Due to space limitations, the verbose pseudocode and its
analysis are presented in Appendix B of [1].
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Table 2. Some statistics of datasets and sliding windows

. I Avg. # of Updates in Sliding Window w |

‘ Datasets | |V] ‘ Bl | Time Span | T AT Towk [ 1A7 Tamo | 167 Tomo | AT Temo | A7 Taye |
Btc2011 | 1.99M | 391IM | 1 year 75K 163K | 326K | 977K | 195M | 3.90M
Btc2012 | 8.58M | 183M | 1year 353K | 766K | 153M | 459M | 9.19M | 18.4M
Btc2013 | 19.7M | 43.6M | 1 year 836K | 18IM | 3.63M | 109M | 21.8M | 43.6M
CTU-13 | 606K | 2.78M | 1.3 years 41K 89K 178K | 535K | 1.07M | 2.14M
Prosper | 89K | 339M | A4 years 16K 35K 70K 212K | 424K | 849K

7.2 Insertion of New Sinks

As a TFN update ((u,v), cp, 7p) arrives, if v is not a sink, the arrival of this update has no effects on
the suffix flow; otherwise, we need to maintain the suffix flow from S to T to be a suffix flow from S
toT U {vrp }, which can be achieved by invoking procedure SuffixFlow,,y of SuffixFlow. (Algo. 4).

Specifically, in Algo. 5, the suffix flow fs, is updated by i) adding to f5, the maximum flow from
StoT U {v,,} in the residual network wr.t. fs (Line 10); and ii) then invoking SuffixFlowaux for fstr
such that the updated f;, satisfies the SRN constraints (Line 11). Hence, f;, returned in Line 12 is a
suffix flow from S to T U {ov,, }.

Analysis. In Algo. 5, to maintain the suffix flow, Lines 1-2 take O(|V |+ |E|) time for the optimization
of removal of outdated sources, while Lines 5-7 take O(log|S| - Tyriow(G)) time by invoking
SuffixFlow,,, to optimize the insertion of new sinks. Hence, the total time complexity of Algo. 5 is
O( log |S| : TMFIOW(G))~

8 EXPERIMENTAL STUDY

In this section, we present an experimental evaluation on our proposed solutions to the ABFlow
query. For simplicity of presentation, we refer to TFN updates simply as updates.

8.1 Experimental Setup

Platform. We implement our solutions using C++, compiled by GCC-8.5.0 with -O3, and conduct
experiments on a machine with an Intel Xeon Gold 6330 CPU and 64GB RAM. We use Dinic’s
algorithm [10] for the maximum flow computation, due to many implementation optimizations.
We implement and invoke a version of Dinic’s algorithm in our solution. The source code of our
implementation is available at https://github.com/Kilo-5723/ABFlow.

Datasets. We conduct our experiments using five real-world datasets, namely Btc2011, Btc2012,
Btc2013, Prosper, and CTU-13. Table 2 reports some statistics of the datasets and queries.

e Btc2011, Btc2012, Btc2013. These datasets are extracted from the Bitcoin transactions in years
2011, 2012, and 2013 [36], respectively. As the transaction data contain timestamps that indicate
when these transactions took place, we consider each transaction as an update {(u, v), ¢, 7), where u
and v, ¢, and 7 are the Bitcoin users, the transaction amount, and the timestamp of this transaction,
respectively. We extract the Bitcoin datasets by year since the network topology and edge capacities
vary a lot, e.g., in the early stages, BTC had larger transaction amounts.

e CTU-13. CTU-13 is extracted from the botnet traffic network created in the CTU university [13].
Each data exchange is considered an update ((u, v), ¢, 7), where u and v, ¢, and 7 are the IP addresses,
the data exchange amount, and the timestamp of this data exchange, respectively.

e Prosper. Prosper is extracted from an online peer-to-peer loan service [23]. Each loan transaction
is considered an update ((u,v), ¢, 7), where u and v, ¢, and 7 are the users, the loan amount, and the
timestamp of this transaction, respectively.

For ease of evaluation on query efficiency/throughput for streaming data, we assume that the
timestamps of the updates are evenly distributed throughout the time spans of the used datasets,
unless otherwise specified. This assumption does not affect our results.
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Fig. 9. Runtime across three experimental settings for the Btc2011, Btc2012, Btc2013, CTU-13, and Prosper datasets

Queries. An ABFlow query ABFlow(Gstr, 7p, w, S, T) is continuously answered throughout the
streaming process as the present timestamp 7, changes with updates. For an ABFlow (Gstr, 7p, w, S, T),
there are two parameters:

e Query Size n. The query size n = |S| + |T| is the total size of the source set S and the sink set T.
We vary n among 2L i e [1,8].

o Sliding Window Size w. Similar to existing works [15, 30, 31], we use real-world time to format
the window size w, varying among one week (resp. |AT |1wk), two weeks (resp. |AT |2wk), one month
(resp. |AT |1mo), one season (resp. |AT |3mo), half a year (resp. |AT |6mo), and one year (resp. |AT |1yr),
transformed from the timestamps in datasets via the standard Unix Timestamp Converter.

To generate ABFlow queries, for each setting of n and w, we randomly choose 100 pairs of node set
as the source set S and the sink set T, such that i) |S| = |T| = §; and ii) MFlow(G, S, T) > 0, where
G is the temporal flow network derived from the whole dataset.

Regarding efficiency evaluation, we may have to report the total runtime of 1,000 updates when
the runtime per update is too short, while the query is answered for each of the 1,000 updates
sequentially. We may also discuss the term maximum flow (MFlow) as it is costly and helps us to
analyze the runtime.

Benchmark Methods. We investigate the efficiency and effectiveness of our proposed solutions
to the ABFlow query, including:

(1) Baseline. The baseline solution Baseline (Algo. 1);

(2) SuffixFlowjnc. The solution that replaces SuffixFlowpase in Algo. 1 by SuffixFlowj,. (Algo. 3);
(3) SuffixFlowye.. The solution that replaces SuffixFlowpase in Algo. 1 by SuffixFlow.. (Algo. 4);
(4) SuffixFlowgt,. The optimal solution SuffixFlows, (Algo. 5).

Remark. We compare other related solutions [22, 46] separately in Section 8.3.

Memory Usage. The memory used by our solutions is linear to the number of updates within the
sliding window. The maximum memory usage of our experiments is 40GB, for which the whole
Btc2013 dataset is contained in the sliding window, stored as a dynamic graph using hashmaps in
memory.

8.2 Efficiency of ABFlow Query

Overall Efficiency. Fig. 9 reports the overall evaluation of our proposed solutions. To evaluate
our proposed solutions under different scenarios, we adopt three different settings in the overall
evaluation: (n = 16, w = AT1wx), (n = 32, w = AT1no), and (n = 128, w = AT7y). As expected,
SuffixFlows, always performs the best. As the query size n and window size w increase, all solutions
take longer to complete. However, Baseline and SuffixFlowj,. exhibit a much faster growth in
runtime, which is consistent with their O(|S| - Tymriow(G)) time complexity, while the runtimes
of SuffixFlow,e and SuffixFlows, grow slower due to their O(log |S| - Tvriow (G)) time complexity.
Specifically, SuffixFlows, is up to 7 times faster than SuffixFlow,e. due to the optimizations for
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Fig. 11. Breakdown of SuffixFlowg, by recursion level

streaming processing. Compared to SuffixFlowi,., SuffixFlows, is up to 28 times faster due to the
lower time complexity of the recursive solution. SuffixFlows, is up to 89 times faster than Baseline
as SuffixFlowg, does not compute all maximum flows from scratch.

Distribution of MFlow Invocations. To investigate the effect of our proposed solutions, we
compare the distribution of MFlow invocations in each solution on the Btc2013 dataset with
n=128 and w=A71y,. Fig. 10(a) shows the graph sizes and the runtime of the slowest 50 MFlow
invocations in Baseline, SuffixFlowinc, and SuffixFlows;,, as the query runtimes are often governed
by the slowest invocations. From Fig. 10(a), we observe that i) most of the slowest 50 MFlow
invocations are on graphs with large sizes, from 10° to 4 - 10%; and ii) invocations with the same
graph sizes are significantly more efficient in SuffixFlow;,. and SuffixFlowg, than in Baseline. This
is because SuffixFlow;,. and SuffixFlows;, calculate maximum flows in residual networks, while
Baseline calculates them from scratch. Fig. 10(b) shows the distribution of MFlow invocations in
each solution among graph size and runtime. We observe that i) SuffixFlow;, effectively reduces
the graph sizes of MFlow invocations by computing the maximum flows in a residual network,
resulting in runtimes shorter than Baseline’s; and ii) SuffixFlow.. effectively reduces the graph
sizes by recursively dividing the graph into smaller subgraphs (Lines 11-12 in Algo. 4); and iii)
SuffixFlows, calculates the initial maximum flow in a residual network (Line 10 in Algo. 5), resulting
in the shortest MFlow runtimes.

Breakdown of SuffixFlows, by Recursion Levels. To further investigate SuffixFlows, s efficiency,
we measure its graph size and runtime at various recursion levels in three settings: (n=16, w=A71yx),
(n=32, w=AT1mo), and (n=128, w=AT1m,). Fig. 11 shows the breakdown. We observe that as the
recursion proceeds, both the graph size and the runtime decrease sharply. It reflects that each
deeper recursion level operates on much smaller subgraphs (Lines 11-12 of Algo. 4), resulting in a
significantly shorter runtime. This rapid decrease in graph size explains the high efficiency.

Impact of n and w. Fig. 12 shows the runtime of SuffixFlowg, on the Btc2013 dataset varying n
and w, where n varies from 2 to 256 and w varies from A77x to A71y;, respectively. From Fig. 12,
we observe that SuffixFlowg, does not show any sudden increase in runtime when n or w increases.
This shows that SuffixFlow, scales well with both query size n and window size w.
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Fig. 14. Runtime of BFQ* and SuffixFlowg, on Btc2011, CTU-13, and Prosper datasets
8.3 Comparative Analysis with Related Work

Comparison to LP and Greedy [22]. We adjust our solution to compare the LP and Greedy
methods proposed by Kosyfaki et al. [22] to compute the maximum temporal flows. These two
methods pre-process the dataset by enumerating all s—t paths up to a length of k. Their default of
k is 4, where small k leads to shorter runtime but limits the flow values returned. To allow their
codes to finish running and return comparable flow values to ours, we have to limit comparisons
in the Prosper dataset, using a single source, a single target, and modest ks. Fig. 13(a) shows the
runtimes: Greedy and LP have similar runtimes, both dominated by their path enumeration, while
ABFlow runs faster when k > 8. Fig. 13(b) shows that Greedy returns small flows. At k = 8, LP
returns the largest flows, but they are only 86% of the exact maximum flow returned by ABFlow.
Fig. 13(c) shows that at k = 8, LP correctly answers 78% of all queries. We verified that both Greedy
and LP cannot complete the computation on the entire network.

Comparison to BFQ" [46]. We evaluate SuffixFlowg,’s efficiency for answering BFlow queries
by setting the sliding window as the entire network. We vary n from 2 to 256. Figure 14 shows
the runtimes of BFQ* and SuffixFlowg, on Btc2011, CTU-13, and Prosper. In Btc2011 and CTU-13,
ABFlow is 47 times (resp. 114 times) faster than BFQ* when n = 64 (resp. n = 256). When n > 128,
BFQ" on Btc2011 is not reported as it takes longer than 10 hours. Prosper contains only 1,259
timestamps, leading to a fast interval enumeration in BFQ®. In this case, BFQ" is faster than ABFlow
when n < 256.

9 Case Studies on ABFlow Applications

To capture abnormal flow patterns, we adopt a common method from statistics and quality control,
in particular, considering the temporal flows having the burstiness beyond 3 Sigmas of the typical
burstiness as abnormal bursting flows. In the case study, we report the results of these flows only.
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9.1 Bitcoin Transaction Network

In this case study, we employ ABFlow to explore real-world bursting flow findings on the Bitcoin
transactions in Year 2011 (Btc2011). To study the burstiness of flows, we use the original timestamps
instead of the normalized timestamps, which are given in the form of Unix timestamp, and we
present their corresponding UTC time in the found case.

Query Formulation. We present a representative query from the set of queries evaluated in our
experiments (Section 8.1). This query involves four sources and four sinks, where the source groups
exhibit transaction activities significantly higher than average. To promptly detect sudden surges
in flow, we set the sliding window size w to one month and continuously issue ABFlow queries.

Detection of Bursting Flows. The case study result is presented in Fig. 1 in Section 1. At the top
of Fig. 1, we show that SuffixFlowy, detects 5 bursting flows, namely fi-fs, showing the transaction
patterns of the monitored groups as they occurred throughout 2011. As illustrated in Section 1,
when Mt. Gox was hacked on 13 June (more information available at https://en.wikipedia.org/wiki/
Mt._Gox), SuffixFlows, has already returned f;, which shows the source groups of Q; were able to
transfer out their Bitcoins just before the hack. SuffixFlows, continues to monitor them and f>- f
show that they transferred out Bitcoins in subsequent quarters. These indicate that the sources are
probably benign users; otherwise, they would have transferred all their Bitcoins before the hack.

For comparison, as SuffixFlowg, returns many bursting flows (f3, fs and f) from 1 Oct. to 31 Dec
(see details in the table of Fig. 1), we further issue a BFQ" query [46] to analyze the flow with the
maximum burstiness during that period, and it returns a flow with 0.80 burstiness in 74 seconds. This
flow has the maximum burstiness within the year 2011, while querying this flow takes only 1.9%
of the time of BFQ* query on transactions over the whole year (3,813s). Moreover, SuffixFlowg,
takes 20s, 0.5% of BFQ"’s query time only to answer the ABFlow query, and detects flows fi-f;.
In other words, SuffixFlows, can report bursting flows 200 times faster. Among fi-fs, f1 has the
largest burstiness (0.55 Btc/day), which is only 31% lower than the one returned by BFQ*, when
the entire network is used (0.80 Btc/day).

9.2 Trajectory Network

In this case study, we employ ABFlow to detect traffic congestion from the city area of Singapore to
Malaysia using a real-life GPS trajectory dataset of Singapore [19], which contains the trajectories
of 28,000 users during [8 Apr 8:00, 22 Apr 8:00] in Year 2019. We model the dataset as a stream of
vehicular traffic with 146K nodes and 8M trajectory updates, where each GPS coordinate is mapped
to its nearest node in OpenStreetMap: https://www.openstreetmap.org/. The timestamps are recorded
as Unix timestamp, and we present their corresponding local time in the results.

Query Formulation. To detect traffic congestion from the city area of Singapore to Malaysia, we
define the source set as 932 nodes located within 700 meters of Whampoa Flyover, and define the
sink set as 1,931 nodes located within 1,000 meters of Woodlands Checkpoint. The sliding window
size w is set to one hour, and ABFlow queries are continuously issued to report traffic status.

Detection of Bursting Flows. The results of this case study are presented in Fig. 2. In the upper
right of Fig. 2, we show the bursting flows detected by SuffixFlows, from 8 April 8:00 to 22 Apr
8:00. As illustrated in Section 1, bursting flows with significantly higher burstiness, represented by
fi-fa, are detected since 18 Apr 15:25, which may be led by citizens’ travels to Malaysia through
Woodlands Checkpoint since the Good Friday Weekend would begin the next day. Specifically, fi-f;
show a continuously high traffic volume over the 7.6-hour period, starting from 15:25 to 23:03,
having an average burstiness value of 13.46.
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It is worth noting that SuffixFlow, is capable of detecting bursting flows within all sliding
windows with size of one hour in only 5 minutes, while BFQ* takes on average 2.98 hours to
detect bursting flows within a one-hour window. Compared with the bursting flow f* having
the maximum burstiness value of 16.69 during 1.97 hours over the entire dataset, fi—f; have the
burstiness only 19% smaller than f*, but continuously capture bursting traffic patterns over a much
longer time period. We also remark that, by setting the sliding window size to 2 hours, SuffixFlowgt,
is able to detect f* in 775 seconds, having a throughput of 10K updates per second.

10 Related Work

There have been other graph queries in non-streaming temporal graphs, such as reachability
queries [45, 53], path queries [41, 42, 44, 49], subgraph queries [6, 18, 51, 54], and community
search [24, 33, 48]. Due to space limitations, we skip these queries but focus on flow queries, and
other queries in streaming temporal networks.

Maximum Flow. At the core of the flow queries is the classic maximum flow problem [11, 12],
which has numerous applications. There have been various algorithms for computing a maximum
flow in static flow networks, e.g., [10, 12, 14, 16, 17, 22].

Maximum Flow in Dynamic Flow Networks. Incremental computation of maximum flows in
dynamic flow networks has long been a challenge in network analysis. Brand et al. [40] proposed a
subpolynomial-time algorithm to maintain an approximate maximum flow in an undirected flow
network with incremental edge insertions. Luo et al. [26, 27] studied the maximum flow problem in
general dynamic flow networks. However, both works [26, 27] did not consider the flow availability
at specific timestamps (see the temporal flow constraint in Definition 2.2 in Section 2.1).

Flow Queries. Maximum flow has recently been incorporated into query semantics. Xu et al. [46]
proposed the §-bursting flow query to determine in temporal flow networks the flow and its corre-
sponding time interval having the largest average flow value within this interval. To the best of our
knowledge, bursting flow queries in streaming temporal flow networks have not been studied before.

Other Queries in Streaming Temporal Networks. The insertion-only streaming graph model,
where only edge or node insertion is considered, has been widely adopted in various graph ap-
plications, e.g., [4, 6, 25, 32, 50]. Queries on such streaming temporal graph network data include
regular path query [15, 30, 52], the subgraph matching query [38], and the historical connectivity
query [37]. However, these query semantics are not compatible with bursting flow queries due to
the constraints on temporal flows, and hence, their techniques cannot be adopted in this work.

11 Conclusion

In this paper, we propose the ABFlow query to detect real-time bursting flow patterns on streaming
temporal flow networks. To answer the ABFlow query, we propose an efficient solution called
SuffixFlows, with a reduced time complexity by using the recursion idea and optimizations for
streaming data. Our experiments show that SuffixFlowy, is efficient, effective, scalable, and up to
two orders of magnitude faster than the baseline solution. Case studies on real-world datasets further
demonstrate the applications of the ABFlow query. As for future work, we plan to investigate the
distributed version of SuffixFlows, and extend our solutions to support a streaming process with
capacity updates on existing edges.
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