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Local differential privacy (LDP) is a standard for privacy preservation in the local setting: classical LDP

mechanisms protect directly sensitive attributes by injecting uncertainty between users’ true values and

reported data. In many deployments, however, practitioners also choose to perturb attributes that are not

inherently sensitive but are correlated with latent sensitive ones, using LDP as a system-level choice to limit

attribute-inference risks. When such correlated attributes are naively treated as fully sensitive, the resulting

mechanisms may satisfy a given privacy requirement but inject more noise than necessary, causing utility loss.

This raises the challenge of quantifying how much uncertainty correlations already provide about sensitive

attributes and using this to optimize perturbation under fixed privacy constraints.

We address this challenge via inherent uncertainty, a metric that captures correlation-induced uncertainty

between collected non-sensitive attributes and associated sensitive attributes. We also introduce a correlation-

aware LDP framework that exploits this metric to recalibrate perturbation parameters, while providing the

same 𝜀-LDP guarantee for sensitive attributes as a treat-as-sensitive baseline. We further consider a hybrid

scenario in which a single collected attribute contains both sensitive values and non-sensitive-but-correlated

values, and propose a dual-phase perturbation method that provides differentiated protection and improves

utility. Our mechanisms satisfy 𝜀-LDP and the specified inference guarantees, and experiments on real datasets

demonstrate their utility gains. Code is available at https://github.com/null944/enhanced-accuracy-in-ldp.
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1 Introduction
Differential privacy (DP) [11, 12] has increasingly become the standard for data privacy. Recently,

techniques for satisfying DP in the local setting, referred to as local differential privacy (LDP), have

been developed. LDP facilitates the collection of statistics from decentralized users while protecting

privacy without necessitating a trusted third party.

Classical LDP mechanisms target attributes that are directly sensitive, such as income or diag-

nosis: a user perturbs a sensitive attribute 𝑆 so that the reports satisfy 𝜀-LDP with respect to 𝑆 .

This direct-disclosure setting is the standard LDP use case studied in the DP/LDP literature and

provides the reference setting for our work. In many real-world deployments, curators collect a

non-sensitive attribute 𝐴 that is statistically correlated with a latent sensitive attribute 𝑆 . Releasing

such an attribute 𝐴 without additional protection can enable attackers to infer 𝑆 by exploiting these

correlations, for example inferring mental health from sleep patterns or home and workplace

locations from mobility traces. We term this correlation-induced inference threat a deployment-level
indirect inference risk about the latent sensitive attribute 𝑆 and, for brevity, refer to it as an indirect
privacy risk.

From a DP standpoint, these indirect risks stem from data correlations, not from any flaw in LDP.

In practice, system designers often choose to apply LDP to such an attribute 𝐴 to limit inference

about 𝑆 , using it as a building block beyond what the standard definition of LDP is formally required

to guarantee. A straightforward mitigation is to treat𝐴 as fully sensitive and apply a standard 𝜀-LDP

protocol to generate a perturbed output 𝐴̃. While this baseline can be tuned to bound inference risk

on the sensitive attribute 𝑆 , the “treat-as-sensitive” strategy is often over-conservative: it disregards

the inherent uncertainty in the correlation between 𝐴 and 𝑆 , and thus injects more noise than

necessary, causing avoidable utility loss. This motivates our central question: given a fixed privacy
requirement that the overall process of publishing 𝐴̃ must satisfy an 𝜀-LDP requirement for the latent
sensitive attribute 𝑆 , can we design LDP mechanisms that achieve the same privacy guarantee with
less perturbation and higher utility than the treat-as-sensitive baseline?

Our key idea is that the correlation between𝐴 and 𝑆 already imposes a form of inherent uncertainty
on any inference of 𝑆 , while LDP injects additional randomness between true values and reports.

We formalize this by introducing Inherent Uncertainty, an information-theoretic metric that

quantifies how much uncertainty about 𝑆 remains given 𝐴. We then develop a correlation-aware

LDP framework that recalibrates the perturbation parameters of standard LDP mechanisms: for

this fixed privacy requirement, our mechanisms provably provide the same 𝜀-LDP guarantee

for the sensitive attribute 𝑆 as the baseline design that treats 𝐴 as fully sensitive, while using

significantly less noise. In this sense, we operate strictly within the LDP framework and focus on

utility optimization under fixed privacy, rather than modifying or weakening the underlying notion

of privacy. We instantiate this framework with concrete LDP protocols that tailor perturbation to

the actual inference threat rather than to a worst-case assumption.

Furthermore, we address a hybrid scenario in which the collected attribute 𝐴 takes two kinds

of values in its domain: sensitive values and non-sensitive values that are statistically correlated

with a latent sensitive attribute 𝑆 . For example, when collecting cholesterol level, the measured

value is sensitive, while its missing status is non-sensitive in isolation but may be correlated with

another sensitive attribute 𝑆 such as age. In such cases, a single uniform perturbation strategy is

inadequate, because it must simultaneously control the direct privacy risk from sensitive values

of 𝐴 and the indirect privacy risk carried by the missing status of 𝐴 about 𝑆 . To handle such

leakage-pattern-driven privacy problems, we propose a dual-phase perturbation framework. It

first injects an “equivalent” amount of uncertainty into sensitive values of 𝐴, derived from the

inherent uncertainty of correlated non-sensitive values, and then applies a unified LDP perturbation
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to all values, providing differentiated protection while still satisfying the same specified privacy

requirements on sensitive values of 𝐴 and on the latent attribute 𝑆 as the corresponding treat-as-

sensitive baselines.

Our key contributions are summarized as follows.

• We formalize indirect and hybrid deployment-level privacy risks when collecting correlated

attributes, and cast these deployment scenarios as utility-optimization problems under fixed

privacy requirements, strictly within the DP/LDP framework.

• We introduce a correlation-aware LDP framework. This framework exploits Inherent Uncertainty

to recalibrate perturbation parameters, providing the same 𝜀-LDP guarantee for the sensitive

attribute 𝑆 as the treat-as-sensitive baseline (which applies standard LDP to attribute 𝐴 as if it

were fully sensitive), while substantially improving utility.

• We propose a dual-phase perturbation scheme for hybrid scenarios where different values of the

same attribute induce heterogeneous privacy risks. This scheme provides a principled way to

offer differentiated protection under the same privacy constraints while maximizing utility.

• We present privacy and utility analyses of the proposed schemes and empirically validate their

effectiveness through extensive experiments on real datasets.

2 Related work
2.1 Direct Privacy Leakage Risks
Current LDP protocols primarily address the direct leakage of sensitive data. The data collected

with LDP can be categorical or numerical/ordinal. Categorical data can be classified into binary

attribute data [35] and multivalued attribute data [3, 13, 18, 19] based on an attribute’s domain

size. For numerical data, some mechanisms [22, 31] consider distribution estimation under LDP,

while some others mainly focus on mean estimation [6, 10, 30]. Some works [5, 38] exist where

each user has multiple attributes, and the aggregator is interested in the joint distribution of some

attributes. In practical applications, a trade-off exists between privacy protection and the accuracy

of aggregated results in LDP. To address this challenge, various approaches have been proposed,

including parameter optimization [32], sampling methods [21, 27], post-processing methods [9, 34],

shuffling frameworks [4], and popular division techniques [28, 30], among others.

2.2 Indirect Privacy Leakage Risks
An indirect privacy leakage risk arises in deployment settings where a non-sensitive collected

attribute 𝐴 is statistically correlated with a latent sensitive attribute 𝑆 .

Information theory-based approach. There are some existing works [8, 16, 17, 37] that address

this problem using information-theoretic techniques. In particular, Calmon et al. [8] establish a

general statistical inference framework, proposing two privacymetrics: average information leakage

and maximum information leakage. Jiang et al. [17] introduce the local information privacy (LIP)

model, which quantifies privacy via the divergence between prior and posterior probabilities of

sensitive attributes. Hsu et al. [16] employ lift to measure privacy risks introduced by correlated

attributes, identifying users who can safely disclose their data. Zarrabian et al. [37] discover lift

asymmetry, leading to the Asymmetric Local Information Privacy (ALIP) model, which sets distinct

privacy bounds for max/min-lift. These information-theoretic metrics provide a foundational language
for quantifying privacy uncertainty. Our work on “inherent uncertainty” is philosophically aligned
with these concepts. However, our core contribution diverges in its goal and output. Prior works in this
space often aim to define new privacy definitions or provide alternative semantic guarantees. Our work,
in contrast, introduces a novel mechanism design within the established LDP framework. We translate
the information-theoretic insight into a concrete parameter that serves as a pragmatic design knob for
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configuring perturbation. Consequently, while inspired by information theory, our approach outputs
standard 𝜀-LDP guarantees, yet achieves a superior privacy-utility trade-off by being explicitly aware
of correlation-based risks.

Differential privacy-based approach. Building on differential privacy, several works [23, 24]

primarily focus on deriving global information-theoretic formulas that quantify inference risks. In
contrast, our work not only refines this quantification perspective, but also develops concrete optimized
LDP protocols and extends the analysis to a leakage-pattern-driven hybrid privacy setting, where the
attribute domain contains both sensitive values and non-sensitive values that remain statistically

dependent on other sensitive attributes. For such a hybrid scenario, we emphasize the design of

perturbation mechanisms that satisfy heterogeneous privacy requirements across different values.

Existing works on personalized local differential privacy [1, 2, 14, 15, 26] also allow attribute-specific

privacy guarantees. However, in those works heterogeneous requirements are driven by differences in
value sensitivity, whereas in our setting they are induced by distinct privacy leakage patterns.

2.3 Collection of Multiple Correlated Sensitive Attributes
For the collection of multiple related sensitive attributes, prior works [7, 36] study scenarios where

statistical correlations exist among sensitive attributes. When an attacker observes a subset of

attributes, they may infer others that have not yet been collected; these works typically treat such

“information inferable from known attributes” as prior knowledge that is inherently non-private

and therefore not explicitly protected. Our setting is complementary: we focus on collecting just a
single non-sensitive attribute that is correlated with sensitive ones, and design protection mechanisms
that explicitly aim to block implicit inference chains from this attribute to latent sensitive attributes.

2.4 Generation/Collection of Missing Data
There are also works on missing data generation and collection under differential privacy. In the

centralized setting, Mohapatra et al. [25] model missingness as a sampling process to obtain tighter

privacy bounds for generating missing values from the ground-truth data. By contrast, our goal is to
collect missing data in the local setting. For local mean estimation with missing data, Sun et al. [29]
propose a bi-directional sampling mechanism for perturbation. Our work considers two distinct types
of privacy risks associated with missing and non-missing values and designs a tiered perturbation
mechanism to address both, demonstrating its advantages through experimental comparisons.

3 Preliminaries
3.1 Local Differential Privacy
Local differential privacy (LDP), the variant of differential privacy [11, 12], addresses the issue that

the aggregator may not be trustworthy by considering a scenario in which each user 𝑖 has only a

local view of the dataset 𝐷 , specifically, their own data point 𝑣𝑖 . In order to protect privacy, each

user 𝑖 distorts their input value 𝑣𝑖 using a function𝜓 (·) : 𝜈 → 𝜈̃ , where 𝜈 and 𝜈̃ are the domains of

the input and output values, and releases 𝑣𝑖 =𝜓 (𝑣𝑖 ) to the aggregator. This approach ensures that

the individual data points remain private, even if the aggregator is malicious.

Definition 3.1 (𝜀-Local Differential Privacy [20]). Let 𝜈 be the input domain, representing all

possible data values of a single user. A randomized function𝜓 : 𝜈 → 𝜈̃ satisfies 𝜀-local differential

privacy (LDP), where 𝜀 ≥ 0, if and only if (iff) for any pair of neighboring input values 𝑣1, 𝑣2 ∈ 𝜈

(i.e., any two possible values in the input domain), and for all possible output subsets 𝑂 ⊆ 𝜈̃ , the

following inequality holds:

Pr (𝜓 (𝑣1) ∈ 𝑂) ≤ 𝑒𝜀 · Pr (𝜓 (𝑣2) ∈ 𝑂) .
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3.2 Pure LDP Protocols
A pure LDP protocol [33] requires the formal specification of a Support function that establishes

the correspondence between each possible output 𝑣̃ ∈ 𝜈̃ and the input set that 𝑣̃ supports, referred

to as 𝑠𝑢𝑝𝑝 (𝑣̃) = {𝑣 ∈ 𝜈 | 𝑣̃ supports 𝑣}.

Definition 3.2. (Pure LDP Protocols [33]). A protocol given by 𝜓 and Support is pure iff there

exist two probability values 𝑝∗ > 𝑞∗ such that for all 𝑣1,

Pr (𝜓 (𝑣1) ∈ {𝑣̃ | 𝑣1 ∈ 𝑠𝑢𝑝𝑝 (𝑣̃)}) = 𝑝∗,

∀𝑣2≠𝑣1
Pr (𝜓 (𝑣2) ∈ {𝑣̃ | 𝑣1 ∈ 𝑠𝑢𝑝𝑝 (𝑣̃)}) = 𝑞∗ .

By definition, for any given 𝑣 ∈ 𝜈̃ , and any 𝑣1, 𝑣2 ∈ 𝜈 , Pr (𝑣 | 𝑣1) = Pr (𝑣 | 𝑣2) iff

(𝑣1 ∈ 𝑠𝑢𝑝𝑝 (𝑣) ∧ 𝑣2 ∈ 𝑠𝑢𝑝𝑝 (𝑣)) ∨ (𝑣1 ∉ 𝑠𝑢𝑝𝑝 (𝑣) ∧ 𝑣2 ∉ 𝑠𝑢𝑝𝑝 (𝑣)).

We denote this by

Pr (𝑣 | 𝑣) =
{
𝑝◦, if 𝑣 ∈ 𝑠𝑢𝑝𝑝 (𝑣) ,
𝑞◦, if 𝑣 ∉ 𝑠𝑢𝑝𝑝 (𝑣) ,

(1)

and 𝑝◦ > 𝑞◦. In the following, we will review some state-of-the-art pure LDP protocols.

3.2.1 Randomized Response.
Randomized Response (RR) [35] is a classic technique for implementing LDP where the input

domain size is 2, i.e., 𝜈 = {0, 1}.
• Encode and perturb. The input value 𝑣 is still encoded as 𝑣 , i.e., C (𝑣) = 𝑣 and the perturbation P
is defined as:

Pr (P (𝑣) = 𝑣̃) =
{
𝑝 = 𝑒𝜀

1+𝑒𝜀 if 𝑣̃ = 𝑣

𝑞 = 1

1+𝑒𝜀 if 𝑣̃ ≠ 𝑣
. (2)

• Aggregate. The aggregator takes all the reported values and obtains the count of 𝑖 ∈ {0, 1},
denoted as 𝑐𝑖 , and the estimate of the true count of 𝑖 is 𝑐̃𝑖 =

𝑐𝑖−𝑛𝑞
𝑝−𝑞 , where 𝑛 denotes the number

of users.

In particular, for RR, the support sets are given by

𝑠𝑢𝑝𝑝 (𝑣̃ = 0) = {0} and 𝑠𝑢𝑝𝑝 (𝑣̃ = 1) = {1} .

3.2.2 Generalized Randomized Response.
The Generalized Randomized Response (GRR) [35] protocol extends RR to the case where

the input domain size is more than 2 while satisfying 𝜀-LDP. The input domain is referred to

as [𝑑] = {1, 2, . . . , 𝑑}. Given a value 𝑣 , GRR outputs the true value with probability 𝑝 , and the

probability for each remaining value is 𝑞. More formally, the perturbation function is defined as:

Pr (P (𝑣) = 𝑣̃) =
{
𝑝 = 𝑒𝜀

𝑑−1+𝑒𝜀 if 𝑣̃ = 𝑣

𝑞 = 1

𝑑−1+𝑒𝜀 if 𝑣̃ ≠ 𝑣
. (3)

In particular, for GRR, ∀𝑖 ∈ [𝑑], 𝑠𝑢𝑝𝑝 (𝑣̃ = 𝑖) = {𝑖}.

3.2.3 Unary Encoding.
In unary encoding (UE), a value is encoded as a bit vector:

• Encode. The value 𝑣 is encoded as 𝐵 = [0, . . . , 0, 1, 0, . . . , 0], a length-𝑑 binary vector where only

the 𝑣-th position is 1.
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• Perturb. P (𝐵) outputs 𝐵 as follows:

Pr

(
𝐵 [𝑖] = 1

)
=

{
𝑝, if 𝐵 [𝑖] = 1

𝑞, if 𝐵 [𝑖] = 0

, (4)

To guarantee 𝜀−LDP, we have 𝑝

𝑞
· 1−𝑞

1−𝑝 = 𝑒𝜀 . To minimize the error of estimation, we can set 𝑝 = 1

2

and 𝑞 = 1

1+𝑒𝜀 . Then, UE is referred to as Optimized UE (OUE) [33].

• Aggregate. The aggregator takes all the reported bit vectors and obtains the count of 𝐵 whose

𝐵 [𝑖] = 1, denoted as 𝑐𝑖 , and the estimate of the true count of 𝑖 is 𝑐̃𝑖 =
𝑐𝑖−𝑛𝑞
𝑝−𝑞 .

In particular, for OUE, we have 𝑠𝑢𝑝𝑝

(
𝐵

)
=

{
𝑖 | 𝐵 [𝑖] = 1

}
.

4 Indirect Privacy Risk Prevention
The collection of correlated non-sensitive attributes can lead to indirect privacy risk. In this section,

we first formally define this problem. Next, we propose an enhanced pure LDP protocol framework

that leverages inherent uncertainty. Finally, we elaborate on how to quantify inherent uncertainty and
recalculate perturbation parameters within this framework by integrating concrete LDP protocols.

4.1 Motivating Examples
Consider a scenario where a data collector gathers users’ exercise frequency (non-sensitive attribute

𝐴). While 𝐴 is non-sensitive, it is correlated with an uncollected sensitive attribute 𝑆 , such as

diabetes status. An adversary, upon receiving a user’s exercise data𝐴 released without perturbation,

can exploit the known statistical correlation to infer the user’s sensitive diabetes status 𝑆 . This

exemplifies indirect privacy risk, the risk of inferring an uncollected sensitive attribute from a

collected, correlated non-sensitive one.

4.2 Problem Definition and Analysis
Problem 1. There are 𝑛 users, each holding one data point that contains some attributes. Among

these attributes, two are denoted as 𝑆 and 𝐴, with domains Ω𝑆 and Ω𝐴, respectively. Specifically, 𝑆 is a
sensitive attribute, and 𝐴 is a correlated non-sensitive attribute. This means that disclosing the value
of 𝐴 will not directly reveal sensitive information but may indirectly leak information about 𝑆 . An
aggregator wants to collect frequency of 𝐴 from users’ data while satisfying 𝜀-LDP for 𝑆 , i.e., for any
perturbed value 𝑎 ∈ Ω

𝐴
and 𝑠𝑖 , 𝑠 𝑗 ∈ Ω𝑆 , satisfies

Pr

(
𝐴 = 𝑎 |𝑆 = 𝑠𝑖

)
≤ 𝑒𝜀 · Pr

(
𝐴 = 𝑎 |𝑆 = 𝑠 𝑗

)
. (5)

Privacy model. Our work operates under the following privacy model and threat assumptions:

• Data Collection Scenario: An untrusted data curator aims to collect the non-sensitive attribute 𝐴
from a population of users. We assume that 𝐴 is statistically correlated with a sensitive attribute
𝑆 , which is neither collected nor uploaded by any user. The goal of the collection is to obtain

accurate aggregate statistics about 𝐴.

• Local Perturbation: Following the standard Local Differential Privacy (LDP) framework, each

user locally perturbs their value 𝑎 of attribute 𝐴 using a randomized perturbation mechanism P.

The perturbed value 𝑎 = P(𝑎) is then sent to the curator. The raw value 𝑎 is never disclosed.

• Adversarial Capabilities and Goals: The primary adversary is the untrusted curator. We also

consider any external attacker who, like the curator, gains access to the perturbed 𝑎 and possesses

the public knowledge of the conditional distribution Pr(𝐴|𝑆) (e.g., from a public dataset). The
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goal of these adversaries is to infer an individual user’s sensitive attribute 𝑆 from 𝑎, exploiting

the known 𝐴-𝑆 correlation.

• Privacy Goal: In this deployment, the system designer fixes a privacy requirement that the overall

process of publishing 𝐴̃ must provide 𝜀-LDP for the sensitive attribute 𝑆 . A natural baseline is to

treat 𝐴 as fully sensitive and apply a standard 𝜀-LDP mechanism to 𝐴, choosing its parameters

so that this requirement is satisfied. This baseline is privacy-sound but can be conservative

for utility, because it does not take into account the inherent uncertainty introduced by the

correlation between 𝐴 and 𝑆 and may therefore add more noise than necessary. Our goal is to

choose perturbation parameters for P that still ensure 𝜀-LDP for 𝑆 while improving the utility of

the collected attribute 𝐴.

Analysis. In LDP, users perturb their inputs to introduce uncertainty and prevent attackers from

inferring users’ privacy based on the outputs. In the problem of correlated non-sensitive attribute

collection, there exist three distinct information categories: (1) sensitive attribute 𝑆 (attack targets),

(2) correlated non-sensitive attribute 𝐴 (protocol inputs), and (3) observed attribute 𝐴 (protocol

outputs). Two types of uncertainty exist between these categories:

(1) Inherent uncertainty: Inherent uncertainty, a concept inspired by (but operationally distinct

from) information-theoretic measures of privacy, refers to the uncertainty that naturally exists

within the data. This includes, for example, the uncertainty between a sensitive attribute 𝑆 and

a correlated non-sensitive attribute 𝐴.

(2) Perturbation uncertainty: Perturbation uncertainty is the uncertainty introduced through

LDP.

The definition of our metric, Inherent Uncertainty, assumes knowledge of the conditional

distribution Pr (𝐴|𝑆). This distribution can be obtained through several approaches: (1) Leveraging

publicly available data to estimate Pr (𝐴|𝑆); (2) Applying incremental learning techniques, where

an initial data subset is used to approximate the distribution. It quantifies the resulting privacy

buffer, enabling our distribution-aware model for utility optimization.

The combined effect of inherent uncertainty and perturbation uncertainty provides privacy pro-

tection for the latent sensitive attribute 𝑆 . To minimize perturbation uncertainty while maintaining

𝜀-LDP, it is crucial to accurately quantify inherent uncertainty and establish a unified measurement

framework for both uncertainty types.

4.3 Enhanced Pure LDP Protocols
Building upon the above analysis, we propose an enhanced pure LDP protocol framework for the

problem of correlated non-sensitive attribute collection that fundamentally differs from existing

protocols in two key aspects: (1) our framework initiates with precise quantification of inherent
uncertainty, and (2) subsequently computes optimized perturbation parameters based on the de-

termined inherent uncertainty levels to minimize perturbation errors while guaranteeing 𝜀-LDP.

Algorithm 1 presents the high-level framework.

4.4 Inherent UncertaintyQuantification
4.4.1 Intuition.

Applying a standard LDP mechanism to perturb the collected non-sensitive attribute 𝐴 provides

strong protection for the uncollected, correlated sensitive attribute 𝑆 , but can be conservative for the

utility of 𝐴. This is because it typically employs a fixed, worst-case perturbation strength that does

not take into account the inherent uncertainty between 𝐴 and 𝑆 . We introduce parameters 𝛼 and 𝛽

to quantify this uncertainty; the ratio
𝛼
𝛽
captures the indirect privacy risk from𝐴 to 𝑆 and allows us

to tailor the perturbation strength: higher risk (larger
𝛼
𝛽
) triggers stronger perturbation, while lower
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Algorithm 1 Enhanced Pure LDP Protocols

Require: 𝑛: number of users; {𝑣}: users’ data; Ω𝐴, Ω𝑆 : domains of correlated attribute 𝐴 and

sensitive attribute 𝑆 ; Pr (𝐴|𝑆): conditional distribution; 𝜀: privacy budget

Ensure: the estimation of the true counts of 𝑖 ∈ Ω𝐴

1: the curator determines inherent uncertainty parameter (𝛼, 𝛽) according to Pr (𝐴|𝑆);
2: the curator recalibrates perturbation parameter (𝑝, 𝑞) according to (𝛼, 𝛽) and 𝜀;
3: perturb and aggregate the values of attribute 𝐴 following the Base Protocols;

4: return the estimation of the true counts of 𝑖 ∈ Ω𝐴;

risk permits milder noise. As shown in the following sections, this risk-aware calibration preserves

the same 𝜀-LDP guarantee for 𝑆 as the standard treat-as-sensitive baseline, while achieving higher

utility for the collected data 𝐴.

4.4.2 Uncertainty Parameter Selection Rule Definition.
As we known, for any 𝑎𝑘 ∈ Ω𝐴̃ and 𝑠𝑖 ∈ Ω𝑆 ,

Pr

(
𝐴̃ = 𝑎𝑘 |𝑆 = 𝑠𝑖

)
= 𝑝◦

∑︁
𝑎∈𝑠𝑢𝑝𝑝 (𝑎̃𝑘 )

Pr (𝐴 = 𝑎 |𝑆 = 𝑠𝑖 ) + 𝑞◦
©­«1 −

∑︁
𝑎∈𝑠𝑢𝑝𝑝 (𝑎̃𝑘 )

Pr (𝐴 = 𝑎 |𝑆 = 𝑠𝑖 )ª®¬, (6)

where 𝑠𝑢𝑝𝑝 (𝑎𝑘 ) denotes the support set of 𝑎𝑘 , and 𝑝◦, 𝑞◦ are perturbation parameters which are

defined in Equation 1. Let 𝑐𝑝𝑑𝑘 |𝑖 =
∑

𝑎∈𝑠𝑢𝑝𝑝 (𝑎̃𝑘 )
Pr (𝐴 = 𝑎 |𝑆 = 𝑠𝑖 ). Furthermore, for any 𝑎𝑘 ∈ Ω𝐴̃ and

𝑠𝑖 , 𝑠 𝑗 ∈ Ω𝑆 , we have

Pr

(
𝐴̃ = 𝑎𝑘 |𝑆 = 𝑠𝑖

)
Pr

(
𝐴̃ = 𝑎𝑘 |𝑆 = 𝑠 𝑗

) =
𝑝◦ · 𝑐𝑝𝑑𝑘 |𝑖 + 𝑞◦ ·

(
1 − 𝑐𝑝𝑑𝑘 |𝑖

)
𝑝◦ · 𝑐𝑝𝑑𝑘 | 𝑗 + 𝑞◦ ·

(
1 − 𝑐𝑝𝑑𝑘 | 𝑗

) .
Because 𝑝◦ and 𝑞◦ can be used to quantify perturbation uncertainty, we select an appropriate

parameter pair from

{(
𝑐𝑝𝑑𝑘 |𝑖 , 𝑐𝑝𝑑𝑘 | 𝑗

)
| 𝑎𝑘 ∈ Ω𝐴̃, 𝑠𝑖 , 𝑠 𝑗 ∈ Ω𝑆

}
to quantify the inherent uncertainty.

The selection rules can be defined as:

Definition 4.1 (Uncertainty Parameter Selection Rules). Given any two candidate parameter pairs(
𝑐𝑝𝑑𝑘1 |𝑖1 , 𝑐𝑝𝑑𝑘1 | 𝑗1

)
and

(
𝑐𝑝𝑑𝑘2 |𝑖2 , 𝑐𝑝𝑑𝑘2 | 𝑗2

)
under 𝜀-differential privacy, where 𝑎𝑘1

, 𝑎𝑘2
∈ Ω𝐴̃ and

𝑠𝑖1 , 𝑠 𝑗1 , 𝑠𝑖2 , 𝑠 𝑗2 ∈ Ω𝑆 , and with 𝑐𝑝𝑑𝑘1 |𝑖1 ≥ 𝑐𝑝𝑑𝑘1 | 𝑗1 and 𝑐𝑝𝑑𝑘2 |𝑖2 ≥ 𝑐𝑝𝑑𝑘2 | 𝑗2 , the optimal parameter pair

can be selected as follows. In particular, we allow 𝑎𝑘1
= 𝑎𝑘2

, 𝑠𝑖1 = 𝑠𝑖2 or 𝑠 𝑗1 = 𝑠 𝑗2 .

• Rule 1: If 𝑐𝑝𝑑𝑘1 |𝑖1 ≥ 𝑐𝑝𝑑𝑘2 |𝑖2 and 𝑐𝑝𝑑𝑘1 | 𝑗1 ≤ 𝑐𝑝𝑑𝑘2 | 𝑗2 , select (𝑐𝑝𝑑𝑘1 |𝑖1 , 𝑐𝑝𝑑𝑘1 | 𝑗1 ).
• Rule 2: When 𝑐𝑝𝑑𝑘1 |𝑖1 > 𝑐𝑝𝑑𝑘2 |𝑖2 and 𝑐𝑝𝑑𝑘1 | 𝑗1 > 𝑐𝑝𝑑𝑘2 | 𝑗2 , select (𝑐𝑝𝑑𝑘1 |𝑖1 , 𝑐𝑝𝑑𝑘1 | 𝑗1 ) if

Δ𝑘𝑖

Δ𝑘 𝑗
≥ 𝑒𝜀 ,

where Δ𝑘𝑖 = 𝑐𝑝𝑑𝑘1 |𝑖1 − 𝑐𝑝𝑑𝑘2 |𝑖2 and Δ𝑘 𝑗 = 𝑐𝑝𝑑𝑘1 | 𝑗1 − 𝑐𝑝𝑑𝑘2 | 𝑗2 .

• Rule 3:When 𝑐𝑝𝑑𝑘1 |𝑖1 > 𝑐𝑝𝑑𝑘2 |𝑖2 and 𝑐𝑝𝑑𝑘1 | 𝑗1 > 𝑐𝑝𝑑𝑘2 | 𝑗2 , select (𝑐𝑝𝑑𝑘2 |𝑖2 , 𝑐𝑝𝑑𝑘2 | 𝑗2 ) if
Δ𝑘𝑖

Δ𝑘 𝑗
< 𝑒𝜀 .

We denote the ultimately selected parameter pair as (𝛼, 𝛽), and employ it to quantify the inherent
uncertainty.

4.4.3 Correctness Analysis.
The following theorem formalizes the accuracy of our inherent uncertainty parameter selection.

Theorem 4.2. After selecting the optimal parameter pair (𝛼, 𝛽), let
𝑝◦ · 𝛼 + 𝑞◦ · (1 − 𝛼)
𝑝◦ · 𝛽 + 𝑞◦ · (1 − 𝛽) ≤ 𝑒𝜀 .
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Then, for any 𝑎𝑘 ∈ Ω𝐴̃ and 𝑠𝑖 , 𝑠 𝑗 ∈ Ω𝑆 , we have

Pr

(
𝐴̃ = 𝑎𝑘 |𝑆 = 𝑠𝑖

)
Pr

(
𝐴̃ = 𝑎𝑘 |𝑆 = 𝑠 𝑗

) =
𝑝◦ · 𝑐𝑝𝑑𝑘 |𝑖 + 𝑞◦ ·

(
1 − 𝑐𝑝𝑑𝑘 |𝑖

)
𝑝◦ · 𝑐𝑝𝑑𝑘 | 𝑗 + 𝑞◦ ·

(
1 − 𝑐𝑝𝑑𝑘 | 𝑗

) ≤ 𝑒𝜀 .

Proof. As (𝛼, 𝛽) is the optimal parameter pair, for any another parameter pair

(
𝑐𝑝𝑑𝑘 |𝑖 , 𝑐𝑝𝑑𝑘 | 𝑗

)
,

exactly one of the following mutually exclusive conditions holds:

• Case 1 (𝛼 ≥ 𝑐𝑝𝑑𝑘 |𝑖 and 𝛽 ≤ 𝑐𝑝𝑑𝑘 | 𝑗 ): Rule 1 applies, and

Pr

(
𝐴̃ = 𝑎𝑘 |𝑆 = 𝑠𝑖

)
Pr

(
𝐴̃ = 𝑎𝑘 |𝑆 = 𝑠 𝑗

) =
𝑝◦ · 𝑐𝑝𝑑𝑘 |𝑖 + 𝑞◦ ·

(
1 − 𝑐𝑝𝑑𝑘 |𝑖

)
𝑝◦ · 𝑐𝑝𝑑𝑘 | 𝑗 + 𝑞◦ ·

(
1 − 𝑐𝑝𝑑𝑘 | 𝑗

) =
𝑞◦ + (𝑝◦ − 𝑞◦) · 𝑐𝑝𝑑𝑘 |𝑖
𝑞◦ + (𝑝◦ − 𝑞◦) · 𝑐𝑝𝑑𝑘 | 𝑗

≤𝑞
◦ + (𝑝◦ − 𝑞◦) · 𝛼

𝑞◦ + (𝑝◦ − 𝑞◦) · 𝛽 =
𝑝◦ · 𝛼 + 𝑞◦ · (1 − 𝛼)
𝑝◦ · 𝛽 + 𝑞◦ · (1 − 𝛽) ≤ 𝑒𝜀

• Case 2 (𝛼 > 𝑐𝑝𝑑𝑘 |𝑖 , 𝛽 > 𝑐𝑝𝑑𝑘 | 𝑗 , and
Δ𝛼

Δ𝛽
≥ 𝑒𝜀 , where Δ𝛼 = 𝛼 − 𝑐𝑝𝑑𝑘 |𝑖 ,Δ𝛽 = 𝛽 − 𝑐𝑝𝑑𝑘 | 𝑗 ): Rule 2

applies, and

Pr

(
𝐴̃ = 𝑎𝑘 |𝑆 = 𝑠𝑖

)
Pr

(
𝐴̃ = 𝑎𝑘 |𝑆 = 𝑠 𝑗

) =
𝑞◦ + (𝑝◦ − 𝑞◦) · 𝑐𝑝𝑑𝑘 |𝑖
𝑞◦ + (𝑝◦ − 𝑞◦) · 𝑐𝑝𝑑𝑘 | 𝑗

=
𝑞◦ + (𝑝◦ − 𝑞◦) ·

(
𝛼 −

(
𝛼 − 𝑐𝑝𝑑𝑘 |𝑖

) )
𝑞◦ + (𝑝◦ − 𝑞◦) ·

(
𝛽 −

(
𝛽 − 𝑐𝑝𝑑𝑘 | 𝑗

) )
=
𝑞◦ + (𝑝◦ − 𝑞◦) · (𝛼 − Δ𝛼 )
𝑞◦ + (𝑝◦ − 𝑞◦) ·

(
𝛽 − Δ𝛽

) =
(𝑞◦ + (𝑝◦ − 𝑞◦) · 𝛼) − (𝑝◦ − 𝑞◦) · Δ𝛼

(𝑞◦ + (𝑝◦ − 𝑞◦) · 𝛽) − (𝑝◦ − 𝑞◦) · Δ𝛽

Because
𝑞◦+(𝑝◦−𝑞◦ ) ·𝛼
𝑞◦+(𝑝◦−𝑞◦ ) ·𝛽 ≤ 𝑒𝜀 and

Δ𝛼

Δ𝛽
≥ 𝑒𝜀 , we learn

Pr(𝐴̃=𝑎̃𝑘 |𝑆=𝑠𝑖)
Pr(𝐴̃=𝑎̃𝑘 |𝑆=𝑠 𝑗 ) ≤ 𝑒𝜀 .

• Case 3 (𝛼 < 𝑐𝑝𝑑𝑘 |𝑖 , 𝛽 < 𝑐𝑝𝑑𝑘 | 𝑗 , and
Δ𝛼

Δ𝛽
< 𝑒𝜀 , where Δ𝛼 = 𝑐𝑝𝑑𝑘 |𝑖 − 𝛼,Δ𝛽 = 𝑐𝑝𝑑𝑘 | 𝑗 − 𝛽): Rule 3

applies, and following an analogous argument to Case 2, we derive

Pr(𝐴̃=𝑎̃𝑘 |𝑆=𝑠𝑖)
Pr(𝐴̃=𝑎̃𝑘 |𝑆=𝑠 𝑗 ) ≤ 𝑒𝜀 .

The proof is now complete. □

4.5 Adjusted Random Response Protocol (ARR)
4.5.1 Inherent Uncertainty Parameter Selection.
In adjusted random response protocol (ARR), both the input and output domain size is 2, i.e.,

Ω𝐴 = Ω𝐴̃ = {0, 1}, and 𝑠𝑢𝑝𝑝 (𝑎 = 0) = {0} and 𝑠𝑢𝑝𝑝 (𝑎 = 1) = {1}. We determine the uncertain

parameter pair (𝛼, 𝛽) based on the conditional distribution Pr (𝐴|𝑆) as follows:
(1) For any 𝑎𝑘 ∈ Ω𝐴, we let

𝛼𝑘 = max {Pr(𝑎𝑘 |𝑠𝑖 ) |𝑠𝑖 ∈ Ω𝑆 } , 𝛽𝑘 = min {Pr(𝑎𝑘 |𝑠𝑖 ) |𝑠𝑖 ∈ Ω𝑆 } .

(2) For 𝑎1 = 0 and 𝑎2 = 1, if
𝛼1

𝛽1

≥ 𝛼2

𝛽2

, let (𝛼, 𝛽) = (𝛼1, 𝛽1); otherwise, let (𝛼, 𝛽) = (𝛼2, 𝛽2).
The correctness can be proved as follows:

(1) In Step 1, for any 𝑠𝑖 , 𝑠 𝑗 ∈ 𝑆 , the condition
Pr(𝑎𝑘 |𝑠𝑖 )
Pr(𝑎𝑘 |𝑠 𝑗 ) ≤

𝛼𝑘
𝛽𝑘

holds, therefore the selection complies

with Rule 1.

(2) In Step 2, for any 𝑠 ∈ Ω𝑆 , we have Pr(𝐴 = 0|𝑆 = 𝑠) + Pr(𝐴 = 1|𝑆 = 𝑠) = 1. Thus, if

𝑠𝑖 = arg max

𝑠

{Pr (𝐴 = 0|𝑆 = 𝑠) |𝑠 ∈ Ω𝑆 } , and 𝑠 𝑗 = arg min

𝑠

{Pr (𝐴 = 0|𝑆 = 𝑠) |𝑠 ∈ Ω𝑆 } ,
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we have

𝑠𝑖 = arg min

𝑠

{Pr (𝐴 = 1|𝑆 = 𝑠) |𝑠 ∈ Ω𝑆 } , and 𝑠 𝑗 = arg max

𝑠

{Pr (𝐴 = 1|𝑆 = 𝑠) |𝑠 ∈ Ω𝑆 } .

Thus, 𝛼1 + 𝛽2 = 𝛽1 + 𝛼2 = 1, and
𝛼1−𝛼2

𝛽1−𝛽2

= 1 < 𝑒𝜀 . Without loss of generality, if
𝛼1

𝛽1

≥ 𝛼2

𝛽2

, we

can derive 𝛼1 ≤ 𝛼2, 𝛽1 ≤ 𝛽2. Therefore the selection complies with Rule 3.

4.5.2 Perturbation Parameter Recalibration.
Users perturb the values of attribute 𝐴 with the perturbation function:

Pr

(
𝐴 = 𝑎 |𝐴 = 𝑎

)
=

{
𝑝, if 𝑎 = 𝑎

𝑞, if 𝑎 ≠ 𝑎
,

Here, the parameters 𝑝 and 𝑞 satisfy:

𝑝 + 𝑞 = 1, (7)

𝛼 · 𝑝 + (1 − 𝛼) · 𝑞
𝛽 · 𝑝 + (1 − 𝛽) · 𝑞 ≤ 𝑒𝜀 . (8)

Particularly, when
𝛼
𝛽
≤ 𝑒𝜀 , we believe that no sensitive information about attribute 𝑆 can be inferred

from attribute 𝐴, so there is no need to perturb 𝐴. Therefore, we directly set 𝑝 = 1 and 𝑞 = 0. When

𝛼
𝛽
> 𝑒𝜀 , we calculate 𝑝 according to Equation 8 as follows:

𝑝 ≤ (1 − 𝛼) − (1 − 𝛽) 𝑒𝜀
(1 − 2𝛼) − (1 − 2𝛽) 𝑒𝜀 .

For a accurate analysis, we derive:

𝑒𝜀

𝑒𝜀 + 1

< 𝑝 ≤ (1 − 𝛼) − (1 − 𝛽) 𝑒𝜀
(1 − 2𝛼) − (1 − 2𝛽) 𝑒𝜀 < 1.

4.5.3 Utility Analysis.
To evaluate the data utility of the ARR protocol, we compare it with that of the RR protocol.

Recall that, in the traditional RR protocol, the perturbation parameters satisfy

Pr

(
𝐴 = 𝑎 |𝐴 = 𝑎

)
=

{
𝑝′ = 𝑒𝜀

𝑒𝜀+1
, if 𝑎 = 𝑎

𝑞′ = 1 − 𝑝′ = 1

𝑒𝜀+1
, if 𝑎 ≠ 𝑎

.

Let varrr and vararr denote the variance of the estimated value in the RR protocol and ARR protocol,

respectively. Since 𝑝 > 𝑒𝜀

𝑒𝜀+1
= 𝑝′ and 𝑝 + 𝑞 = 1, 𝑝′ + 𝑞′ = 1, it follows that 𝑞 < 𝑞′. Thus, we have:

vararr =
𝑛𝑞(1 − 𝑞)
(𝑝 − 𝑞)2

<
𝑛𝑞′ (1 − 𝑞′)
(𝑝′ − 𝑞′)2

= varrr.

Therefore, the data utility of the ARR protocol is superior to that of the RR protocol.

4.6 Adjusted GRR Protocol (AGRR)
4.6.1 Inherent Uncertainty Parameter Selection.

In adjusted GRR protocol (AGRR), we determine the uncertain parameter pair (𝛼, 𝛽) as follows:
(1) For any 𝑎𝑘 ∈ Ω𝐴, we let

𝛼𝑘 = max {Pr(𝑎𝑘 |𝑠𝑖 ) |𝑠𝑖 ∈ Ω𝑆 } , 𝛽𝑘 = min {Pr(𝑎𝑘 |𝑠𝑖 ) |𝑠𝑖 ∈ Ω𝑆 } .

(2) Following theUncertainty Parameter Selection Rules, we extract (𝛼, 𝛽) from set {(𝛼𝑘 , 𝛽𝑘 ) | 𝑎𝑘 ∈ Ω𝐴}
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4.6.2 Perturbation Parameter Recalibration.
Users perturb the values of attribute 𝐴 with the perturbation function:

Pr(𝐴 = 𝑎 |𝐴 = 𝑎) =
{
𝑝, if 𝑎 = 𝑎

𝑞, if 𝑎 ≠ 𝑎
.

Here, the parameters 𝑝 and 𝑞 satisfy the following conditions:

𝑝 + (𝑑 − 1)𝑞 = 1, and
𝛼 · 𝑝 + (1 − 𝛼) · 𝑞
𝛽 · 𝑝 + (1 − 𝛽) · 𝑞 ≤ 𝑒𝜀 .

Similar to ARR, when
𝛼
𝛽
≤ 𝑒𝜀 , we directly set 𝑝 = 1 and 𝑞 = 0. When

𝛼
𝛽
> 𝑒𝜀 , we calculate 𝑝 as

follows:

𝑝 ≤ (1 − 𝛼) − (1 − 𝛽)𝑒𝜀
(1 − 𝑑𝛼) − (1 − 𝑑𝛽)𝑒𝜀 .

For a accurate analysis, we conclude that:

𝑒𝜀

𝑒𝜀 + 𝑑 − 1

< 𝑝 ≤ (1 − 𝛼) − (1 − 𝛽)𝑒𝜀
(1 − 𝑑𝛼) − (1 − 𝑑𝛽)𝑒𝜀 < 1.

4.6.3 Utility Analysis.
To evaluate the data utility of the AGRR protocol, we compare it with that of the GRR protocol.

Similar to ARR, we can prove that the data utility of the AGRR protocol is superior to that of the

GRR protocol.

4.7 Adjusted OUE Protocol (AOUE)
4.7.1 Inherent Uncertainty Parameter Selection.

Like OUE [32], in the AOUE protocol, a perturbed output may support multiple inputs. Therefore,

when determining the uncertainty parameters, we need to consider the corresponding subset of

the domain of attribute 𝐴. The specifics are outlined below:

(1) For any given 𝑠𝑖 , 𝑠 𝑗 ∈ Ω𝑆 , we construct the set C𝑖 𝑗 ,

C𝑖 𝑗 =

{
𝑎 | 𝑎 ∈ Ω𝐴 ∧ Pr (𝐴 = 𝑎 | 𝑆 = 𝑠𝑖 )

Pr

(
𝐴 = 𝑎 | 𝑆 = 𝑠 𝑗

) ≥ 𝑒𝜀
}
.

Then, we calculate 𝛼𝑖 𝑗 and 𝛽𝑖 𝑗 as:

𝛼𝑖 𝑗 =
∑︁
𝑎∈C𝑖 𝑗

Pr (𝐴 = 𝑎 | 𝑆 = 𝑠𝑖 ) , 𝛽𝑖 𝑗 =
∑︁
𝑎∈C𝑖 𝑗

Pr

(
𝐴 = 𝑎 | 𝑆 = 𝑠 𝑗

)
.

Note that, if C𝑖 𝑗 = ∅, let 𝛼𝑖 𝑗 = 𝑒𝜀

1+𝑒𝜀 , 𝛽𝑖 𝑗 =
1

1+𝑒𝜀 .

(2) Following theUncertainty Parameter Selection Rules, we extract (𝛼, 𝛽) from set

{
(𝛼𝑖 𝑗 , 𝛽𝑖 𝑗 ) | 𝑠𝑖 , 𝑠 𝑗 ∈ 𝑆

}
.

To verify the correctness of parameter (𝛼, 𝛽) selection, it suffices to demonstrate that the choice

of (𝛼𝑖 𝑗 , 𝛽𝑖 𝑗 ) for each (𝑠𝑖 , 𝑠 𝑗 ) complies with the selection rules. Specifically, for each perturbed vector

𝐵̃, denote

𝑈 + =𝐶𝑖 𝑗 − 𝑠𝑢𝑝𝑝

(
𝐵̃

)
, 𝑈 − = 𝑠𝑢𝑝𝑝

(
𝐵̃

)
−𝐶𝑖 𝑗 , and

Δ𝛼1 =
∑︁
𝑎∈𝑈 +

Pr (𝐴 = 𝑎 |𝑆 = 𝑠𝑖 ),Δ𝛼2 =
∑︁
𝑎∈𝑈 −

Pr (𝐴 = 𝑎 |𝑆 = 𝑠𝑖 )

Δ𝛽1 =
∑︁
𝑎∈𝑈 +

Pr

(
𝐴 = 𝑎 |𝑆 = 𝑠 𝑗

)
,Δ𝛽2 =

∑︁
𝑎∈𝑈 −

Pr

(
𝐴 = 𝑎 |𝑆 = 𝑠 𝑗

)
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Then, we can learn that,∑︁
𝑎∈𝑠𝑢𝑝𝑝 (𝐵̃)

Pr (𝐴 = 𝑎 |𝑆 = 𝑠𝑖 ) = 𝛼𝑖 𝑗 − Δ𝛼1 + Δ𝛼2, and
∑︁

𝑎∈𝑠𝑢𝑝𝑝 (𝐵̃)
Pr

(
𝐴 = 𝑎 |𝑆 = 𝑠 𝑗

)
= 𝛽𝑖 𝑗 − Δ𝛽1 + Δ𝛽2

when 𝑈 + ≠ ∅ and 𝑈 − ≠ ∅, Δ𝛼1

Δ𝛽1

≥ 𝑒𝜀 and
Δ𝛼2

Δ𝛽2

< 𝑒𝜀 . Thus the selection of (𝛼𝑖 𝑗 , 𝛽𝑖 𝑗 ) complies with

Rules 2 and 3.

4.7.2 Perturbation Parameter Recalibration.
In AOUE, users perform bit-wise perturbation on the encoded vectors. The perturbation parame-

ters satisfy:

Pr

(
𝐵 [𝑙] = 1

)
=

{
𝑝, if 𝐵 [𝑙] = 1

𝑞, if 𝐵 [𝑙] = 0

.

where the parameters 𝑝 and 𝑞 satisfy

𝛼𝑝 (1 − 𝑞) + (1 − 𝛼) (1 − 𝑝)𝑞
𝛽𝑝 (1 − 𝑞) + (1 − 𝛽) (1 − 𝑝)𝑞 ≤ 𝑒𝜀 . (9)

Specifically, when
𝛼
𝛽
≤ 𝑒𝜀 , we directly set 𝑝 = 1 and 𝑞 = 0. When

𝛼
𝛽
> 𝑒𝜀 , we calculate the optimal

perturbation parameters 𝑝 and 𝑞 according to Lemma 4.3.

Lemma 4.3. When 𝛼
𝛽
> 𝑒𝜀 , the perturbation parameters of AOUE can be set to be:

𝑝 =
1

2

, and 𝑞 =
𝛼 − 𝛽𝑒𝜀

(𝑒𝜀 − 1) + 2(𝛼 − 𝛽𝑒𝜀) .

Proof. The proof is omitted due to space limitations. □

4.7.3 Utility Analysis.
When

𝛼
𝛽
≤ 𝑒𝜀 , 𝑝 = 1, 𝑞 = 0, 𝑣𝑎𝑟 =

𝑛𝑞 (1−𝑞)
(𝑝−𝑞)2

= 0. When
𝛼
𝛽
> 𝑒𝜀 , according to Lemma 4.3, the

parameters 𝑝 and 𝑞 of AOUE are set to be 𝑝 = 1

2
, and 𝑞 =

𝛼−𝛽𝑒𝜀
(𝑒𝜀−1)+2(𝛼−𝛽𝑒𝜀 ) . In the OUE protocol,

𝑝𝑜𝑢𝑒 =
1

2
, 𝑞𝑜𝑢𝑒 =

1

𝑒𝜀+1
< 1

2
. In addition, it is known that 𝛼 − 𝛽𝑒𝜀 < 1. So,

𝑞 =
𝛼 − 𝛽𝑒𝜀

(𝑒𝜀 − 1) + 2(𝛼 − 𝛽𝑒𝜀) <
1

𝑒𝜀 + 1

= 𝑞𝑜𝑢𝑒 .

Therefore,

var =
𝑛𝑞(1 − 𝑞)
(𝑝 − 𝑞)2

<
𝑛𝑞𝑜𝑢𝑒 (1 − 𝑞𝑜𝑢𝑒 )
(𝑝𝑜𝑢𝑒 − 𝑞𝑜𝑢𝑒 )2

= var𝑜𝑢𝑒 .

5 Hybrid Privacy Risk Prevention
In this section, we present a systematic approach to the hybrid privacy risk problem through

representative missing data collection. We begin by formally defining the problem, followed by

proposing a two-stage perturbation framework accompanied by rigorous privacy-utility trade-off

analysis.

5.1 Motivating Examples
Consider a scenario where a data collector aims to gather users’ cholesterol level (Attribute 𝐴). This
collection process encounters a hybrid privacy risk problem: (1) Direct Risk: A cholesterol reading

like “250 mg/dL” is sensitive. Disclosing it directly violates privacy. (2) Indirect Risk: For some users,

this data is missing. The missing status (e.g., recording “NULL”) is itself non-sensitive information

that must be collected. However, if this missingness is correlated with a sensitive attribute like age
(e.g., missing rates are high for the very young and the elderly), an adversary can exploit this link
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Blue: Original Data

White: Stage 1 Perturbed Data

Red: Stage 2 Perturbed Data (Final)

Fig. 1. Workflow of the proposed two-stage perturbation method. Visual Element: Blue circles:
represent original user data (including valid and missing values);White circles denote intermediate, valid
results after Stage 1 perturbation; Red circles indicate the final perturbed results after Stage 2 perturbation,
which applies to all values.

to infer a user’s age group from the missing data pattern that is reported without perturbation. This

example illustrates the core challenge we address: protecting against the direct risk of sensitive

values of 𝐴 and the indirect risk of an uncollected sensitive attribute 𝑆 simultaneously during the

collection of 𝐴.

5.2 Problem Definition
Problem 2. There are 𝑛 users, each possessing one data point containing some attributes. Among

them, two sensitive attributes are denoted as 𝑆 and 𝐴, with domains Ω𝑆 and Ω𝐴, respectively. For some
users among the 𝑛 users, the value of attribute 𝐴 is missing, and its missing status is related to 𝑆 . Let
𝑀 represent the missing status of attribute 𝐴, with the domain Ω𝑀 = {𝑚1,𝑚2}, where𝑚1 indicates
missing and𝑚2 indicates non-missing. The conditional distribution Pr (𝑀 |𝑆) is known a priori. Now,
an aggregator needs to collect frequency information of attribute 𝐴 in users’ data while satisfying
𝜀-LDP:
(1) Indirect privacy risk prevention. For any perturbed missing status𝑚 ∈ Ω

𝑀
and 𝑠𝑖 , 𝑠 𝑗 ∈ Ω𝑆 :

Pr

(
𝑀 =𝑚 |𝑆 = 𝑠𝑖

)
≤ 𝑒𝜀 · Pr

(
𝑀 =𝑚 |𝑆 = 𝑠 𝑗

)
. (10)

(2) Direct privacy risk prevention. For any perturbed valid value 𝑎 ∈ Ω
𝐴
and 𝑎𝑖 , 𝑎 𝑗 ∈ Ω𝐴:

Pr

(
𝐴 = 𝑎 |𝐴 = 𝑎𝑖

)
≤ 𝑒𝜀 · Pr

(
𝐴 = 𝑎 |𝐴 = 𝑎 𝑗

)
. (11)

5.3 Two-Stage Perturbation Method
5.3.1 Protocol Process.
Perturbation. Fig. 1 provides a visual overview of the workflow for our proposed two-stage per-

turbation method, illustrating how data evolves from its original state, through an intermediate

perturbation, to the final output. In the method, we first introduce an “equivalent” amount of

uncertainty to the valid values according to the inherent uncertainty of the missing status, and then

apply a unified perturbation to both the missing value and the perturbed valid values from the first

stage. Alg. 2 describes the details of the Two-Stage Perturbation Method for missing data collection.

Specifically, in Stage 1, we perturb the valid values of 𝐴 (denoted as 1, . . . , 𝑑) with parameters:

Pr(P(𝑖) = 𝑗) =
{
𝑝1, if 𝑖 = 𝑗,

𝑞1, if 𝑖 ≠ 𝑗 .
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Algorithm 2 Two-Stage Perturbation Method

Require: 𝑛: number of users; {𝑣}: users’ data; Ω𝐴 = {1, . . . , 𝑑}, Ω𝑆 : domains of 𝐴 and 𝑆 ; Ω𝑀 : domain of

missing status of 𝐴; Pr (𝑀 |𝑆): conditional distribution; 𝜀: privacy budget

Ensure: estimation of counts of valid and missing values of 𝐴

⊲ Inherent uncertainty parameter selection by the collector

1: learn (𝛼, 𝛽) from Pr (𝑀 |𝑆) according to Selection Rules;

⊲ Perturbation parameter calculation by the collector

2: 𝑝2 =
(1−𝛼 )−(1−𝛽 )𝑒𝜀

(1−(𝑑+1)𝛼 )−(1−(𝑑+1)𝛽 )𝑒𝜀 , 𝑞2 =
1−𝑝2

𝑑
;

3: 𝑝1 =
𝑒𝜀𝑝2+( (𝑑−2)𝑒𝜀−(𝑑−1) )𝑞2

(𝑑−1+𝑒𝜀 ) (𝑝2−𝑞2 ) , 𝑞1 =
1−𝑝1

𝑑−1
;

⊲ Stage 1 perturbation, 𝑖, 𝑗 ∈ Ω𝐴 = {1, . . . , 𝑑}
4: for each user with valid value do
5: perturb the valid value of 𝐴 with the perturbation P1:

Pr(P1 (𝑖) = 𝑗) =
{
𝑝1, if 𝑖 = 𝑗

𝑞1, if 𝑖 ≠ 𝑗
;

6: end for
⊲ Stage 2 perturbation, 𝑖, 𝑗 ∈ {0, 1, . . . , 𝑑}, 0 is missing value

7: for each user do
8: perturb the data with the perturbation P2:

Pr(P2 (𝑖) = 𝑗) =
{
𝑝2, if 𝑖 = 𝑗

𝑞2, if 𝑖 ≠ 𝑗
;

9: end for
⊲ Estimation of valid and missing value counts by the collector

10: obtain the perturbed count 𝑐𝑖 of 𝑖 ∈ {0, . . . , 𝑑};
11: 𝑝★ = 𝑝1 · 𝑝2 + (1 − 𝑝1) · 𝑞2, 𝑞

★ = 𝑞1 · 𝑝2 + (1 − 𝑞1) · 𝑞2;

12: 𝑛0 =
𝑐0−𝑛·𝑞2

𝑝2−𝑞2

, 𝑛𝑖 =
𝑐𝑖−𝑛0 ·𝑞2−(𝑛−𝑛0 ) ·𝑞★

𝑝★−𝑞★ , where 1 ≤ 𝑖 ≤ 𝑑 ;

13: return 𝑛0, 𝑛1, . . . , 𝑛𝑑 ;

where 𝑖, 𝑗 ∈ {1, . . . , 𝑑}. In Stage 2, we simultaneously perturb both the missing value (treated as 0)

and the perturbed valid values from the first stage (i.e., 1,. . . ,d) with parameters:

Pr(P(𝑖) = 𝑗) =
{
𝑝2, if 𝑖 = 𝑗,

𝑞2, if 𝑖 ≠ 𝑗 .

where 𝑖, 𝑗 ∈ {0, 1, . . . , 𝑑}.
In particular, the parameters satisfy:

𝑝1 + (𝑑 − 1) · 𝑞1 = 1, 𝑝2 + 𝑑 · 𝑞2 = 1,

𝛼 · 𝑝2 + (1 − 𝛼) · 𝑞2

𝛽 · 𝑝2 + (1 − 𝛽) · 𝑞2

≤ 𝑒𝜀 ,
𝑝1 · 𝑝2 + (1 − 𝑝1) · 𝑞2

𝑞1 · 𝑝2 + (1 − 𝑞1) · 𝑞2

≤ 𝑒𝜀 .

Because the domain size of missing status is 2, i.e., |Ω𝑀 | = 2, the inherent uncertainty parameter

pair (𝛼, 𝛽) can be selected as described in Section 4.5.1, i.e.,

𝛼 = max {Pr(𝑀 =𝑚∗ |𝑆 = 𝑠) | 𝑠 ∈ Ω𝑆 } , and 𝛽 = min {Pr(𝑀 =𝑚∗ |𝑆 = 𝑠) | 𝑠 ∈ Ω𝑆 } ,

where𝑚∗ = arg max

𝑚∈Ω𝑀

{
max{Pr(𝑀=𝑚 |𝑆=𝑠 ) |𝑠∈Ω𝑆 }
min{Pr(𝑀=𝑚 |𝑆=𝑠 ) |𝑠∈Ω𝑆 }

}
.
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When
𝛼
𝛽
≤ 𝑒𝜀 , we directly set 𝑝2 = 1, 𝑞2 = 0. When

𝛼
𝛽
> 𝑒𝜀 , we calculate 𝑝2 as:

𝑝2 ≤
(1 − 𝛼) − (1 − 𝛽)𝑒𝜀

(1 − (𝑑 + 1)𝛼) − (1 − (𝑑 + 1)𝛽)𝑒𝜀 .

For a accurate analysis, we derive:

𝑒𝜀

𝑒𝜀 + 𝑑
< 𝑝2 ≤

(1 − 𝛼) − (1 − 𝛽)𝑒𝜀
(1 − (𝑑 + 1)𝛼) − (1 − (𝑑 + 1)𝛽)𝑒𝜀 < 1.

Aggregation. The aggregator collects the users’ perturbed data and obtains the counts of missing

value and valid values after perturbation, denoted as 𝑐0, . . . , 𝑐𝑑 .

Estimation. Denote the original input value as 𝑖𝑛 and the output value as 𝑜𝑢𝑡 . When 𝑜𝑢𝑡 = 0, we

can get:

Pr(𝑜𝑢𝑡 = 0|𝑖𝑛 = 0) = 𝑝2, and Pr(𝑜𝑢𝑡 = 0|𝑖𝑛 = 𝑖 ≠ 0) = 𝑞2.

When 𝑜𝑢𝑡 ≠ 0,

Pr(𝑜𝑢𝑡 = 𝑗 |𝑖𝑛 = 0) = 𝑞2,

Pr(𝑜𝑢𝑡 = 𝑗 |𝑖𝑛 = 𝑗) = 𝑝1 · 𝑝2 + (1 − 𝑝1) · 𝑞2 .

When the input value is different from the output value and the input value is not 0, i.e., 𝑖 ≠ 𝑗∧𝑖 ≠ 0,

Pr(𝑜𝑢𝑡 = 𝑗 |𝑖𝑛 = 𝑖) = 𝑞1 · 𝑝2 + (1 − 𝑞1) · 𝑞2 .

Let 𝑝★ = 𝑝1 · 𝑝2 + (1 − 𝑝1) · 𝑞2 and 𝑞
★ = 𝑞1 · 𝑝2 + (1 − 𝑞1) · 𝑞2, and the true counts be 𝑛0, . . . , 𝑛𝑑 .

According to maximum likelihood estimation, we obtain,

𝑛0 · 𝑝2 + (𝑛 − 𝑛0) · 𝑞2 ≈ 𝑐0.

When 1 ≤ 𝑖 ≤ 𝑑 ,

𝑛0 · 𝑞2 + 𝑛𝑖 · 𝑝★ + (𝑛 − 𝑛0 − 𝑛𝑖 ) · 𝑞★ ≈ 𝑐𝑖 .

Therefore, we obtain the estimated counts as:

𝑛0 =
𝑐0 − 𝑛 · 𝑞2

𝑝2 − 𝑞2

, and 𝑛𝑖 =
𝑐𝑖 − 𝑛0 · 𝑞2 − (𝑛 − 𝑛0) · 𝑞★

𝑝★ − 𝑞★
.

5.3.2 Privacy Analysis.

Theorem 5.1. The two-stage perturbation scheme satisfies 𝜀-LDP.

Proof. To prove that the two-stage scheme satisfies 𝜀-LDP, we need to prove that both Eq. 10

and Eq. 11 hold. We begin by proving the validity of Eq. 10 for cases where the output is a missing

value. Let𝑚1 and𝑚2 represent the missing and non-missing states, respectively. Without loss of

generality, let

𝑚1 = arg max

𝑚∈Ω𝑀


max

𝑠∈Ω𝑆

Pr(𝑀 =𝑚 |𝑆 = 𝑠)

max

𝑠∈Ω𝑆

Pr(𝑀 =𝑚 |𝑆 = 𝑠)

 .

Then, for any 𝑠𝑖 ∈ 𝑆 , 𝛼 ≤ Pr(𝑀 =𝑚1 |𝑆 = 𝑠𝑖 ) ≤ 𝛽 . We can calculate the conditional probability

Pr(𝑀 =𝑚1 |𝑆 = 𝑠𝑖 ) = Pr(𝑀 =𝑚1 |𝑆 = 𝑠𝑖 ) · 𝑝2 + (1 − Pr(𝑀 =𝑚1 |𝑆 = 𝑠𝑖 )) · 𝑞2.

Since 𝑝2 > 𝑞2 and 𝛽 ≤ Pr(𝑀 =𝑚1 |𝑆 = 𝑠𝑖 ) ≤ 𝛼 , we have

𝛽 · 𝑝2 + (1 − 𝛽) · 𝑞2 ≤ Pr(𝑀 =𝑚1 |𝑆 = 𝑠𝑖 ) ≤ 𝛼 · 𝑝2 + (1 − 𝛼) · 𝑞2.

Therefore, for any 𝑠𝑖 , 𝑠 𝑗 ∈ 𝑆 ,

Pr(𝑀 =𝑚1 |𝑆 = 𝑠𝑖 )
Pr(𝑀 =𝑚1 |𝑆 = 𝑠 𝑗 )

≤ 𝛼 · 𝑝2 + (1 − 𝛼) · 𝑞2

𝛽 · 𝑝2 + (1 − 𝛽) · 𝑞2

≤ 𝑒𝜀 .
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Furthermore, we can prove that Eq. 10 still holds when the output value is a non-missing value

𝑚2. As Pr(𝑀 = 𝑚2 |𝑆 = 𝑠𝑖 ) =
∑𝑑

𝑘=1
Pr(𝐴 = 𝑘 |𝑆 = 𝑠𝑖 ), we first calculate Pr(𝐴 = 𝑘 |𝑆 = 𝑠𝑖 ) for each

𝑘 ∈ [1, . . . , 𝑑]. Specifically,

Pr(𝐴 = 𝑘 |𝑆 = 𝑠𝑖 ) = Pr(𝑀 =𝑚1 |𝑆 = 𝑠𝑖 ) · 𝑞2 + Pr(𝑀 =𝑚2 |𝑆 = 𝑠𝑖 ) · Pr(𝐴 = 𝑘 |𝑀 =𝑚2).
In the above equation,

Pr(𝐴 = 𝑘 |𝑀 =𝑚2) =
Pr(𝐴 = 𝑘,𝑀 =𝑚2)

Pr(𝑀 =𝑚2)
=

∑𝑑
𝑙=1

Pr(𝐴 = 𝑙) Pr(𝐴 = 𝑘 |𝐴 = 𝑙)∑𝑑
𝑙 ′=1

Pr(𝐴 = 𝑙 ′)
≥min{Pr(𝐴 = 𝑘 |𝐴 = 𝑙) | 𝑙 ∈ {1, . . . , 𝑑}} = Pr(𝐴 = 𝑘 |𝐴 = 𝑙 ≠ 𝑘) = 𝑞★ > 𝑞2.

Thus, we have

(1 − 𝛼) · Pr(𝐴 = 𝑘 |𝑀 =𝑚2) + 𝛼 · 𝑞2 ≤ Pr(𝐴 = 𝑘 |𝑆 = 𝑠𝑖 ) ≤ (1 − 𝛽) · Pr(𝐴 = 𝑘 |𝑀 =𝑚2) + 𝛽 · 𝑞2.

Furthermore,

Pr(𝐴 = 𝑘 |𝑀 =𝑚2) =
∑𝑑

𝑙=1
Pr(𝐴 = 𝑙) Pr(𝐴 = 𝑘 |𝐴 = 𝑙)∑𝑑

𝑙 ′=1
Pr(𝐴 = 𝑙 ′)

≤max{Pr(𝐴 = 𝑘 |𝐴 = 𝑙) | 𝑙 ∈ {1, . . . , 𝑑}} = Pr(𝐴 = 𝑘 |𝐴 = 𝑘) = 𝑝★ ≤ 𝑝2.

Let Δ = 𝑝2 − Pr(𝐴 = 𝑘 |𝑀 =𝑚2). Therefore,

(1 − 𝛼) · (𝑝2 − Δ) + 𝛼 · 𝑞2 ≤ Pr(𝐴 = 𝑘 |𝑆 = 𝑠𝑖 ) ≤ (1 − 𝛽) · (𝑝2 − Δ) + 𝛽 · 𝑞2 .

Recall that
1−𝛽
1−𝛼 ≤ 𝛼

𝛽
. When

1−𝛽
1−𝛼 ≤ 𝑒𝜀 , obviously,

Pr(𝐴 = 𝑘 |𝑆 = 𝑠𝑖 )
Pr(𝐴 = 𝑘 |𝑆 = 𝑠 𝑗 )

≤ (1 − 𝛽) · (𝑝2 − Δ) + 𝛽 · 𝑞2

(1 − 𝛼) · (𝑝2 − Δ) + 𝛼 · 𝑞2

≤ 𝑒𝜀 .

When
1−𝛽
1−𝛼 > 𝑒𝜀 ,

(1 − 𝛽) · 𝑝2 + 𝛽 · 𝑞2

(1 − 𝛼) · 𝑝2 + 𝛼 · 𝑞2

− 𝛼 · 𝑝2 + (1 − 𝛼) · 𝑞2

𝛽 · 𝑝2 + (1 − 𝛽) · 𝑞2

=
(𝛽 (1 − 𝛽) − 𝛼 (1 − 𝛼)) · (𝑝2

2
+ 𝑞2

2
− 2𝑝2𝑞2)

((1 − 𝛼) · 𝑝2 + 𝛼 · 𝑞2) · (𝛽 · 𝑝2 + (1 − 𝛽) · 𝑞2)
≤ 0.

Therefore,

(1 − 𝛽) · 𝑝2 + 𝛽 · 𝑞2

(1 − 𝛼) · 𝑝2 + 𝛼 · 𝑞2

≤ 𝛼 · 𝑝2 + (1 − 𝛼) · 𝑞2

𝛽 · 𝑝2 + (1 − 𝛽) · 𝑞2

≤ 𝑒𝜀 .

Furthermore, since

(1 − 𝛽) · 𝑝2 + 𝛽 · 𝑞2 ≤ 𝑒𝜀 ((1 − 𝛼) · 𝑝2 + 𝛼 · 𝑞2), and − Δ(1 − 𝛽) < 𝑒𝜀 (−Δ(1 − 𝛼)),

we have

(1 − 𝛽) · (𝑝2 − Δ) + 𝛽 · 𝑞2 ≤ 𝑒𝜀 ((1 − 𝛼) · (𝑝2 − Δ) + 𝛼 · 𝑞2).
Then, for any 𝑠𝑖 , 𝑠 𝑗 ∈ 𝑆 ,

Pr(𝐴 = 𝑘 |𝑆 = 𝑠𝑖 )
Pr(𝐴 = 𝑘 |𝑆 = 𝑠 𝑗 )

≤ (1 − 𝛽) · (𝑝2 − Δ) + 𝛽 · 𝑞2

(1 − 𝛼) · (𝑝2 − Δ) + 𝛼 · 𝑞2

≤ 𝑒𝜀 .

Therefore,

Pr(𝑀 =𝑚2 |𝑆 = 𝑠𝑖 )
Pr(𝑀 =𝑚2 |𝑆 = 𝑠 𝑗 )

=

∑𝑑
𝑘=1

Pr(𝐴 = 𝑘 |𝑆 = 𝑠𝑖 )∑𝑑
𝑘=1

Pr(𝐴 = 𝑘 |𝑆 = 𝑠 𝑗 )
≤ 𝑒𝜀 .
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Up to this point, we have proved that Eq. 10 holds for any𝑚𝑘 ∈ 𝑀, 𝑠𝑖 , 𝑠 𝑗 ∈ 𝑆 . Then, we can prove

that Eq. 11 holds by
Pr(𝐴=𝑎 |𝐴=𝑎𝑖 )
Pr(𝐴=𝑎 |𝐴=𝑎 𝑗 )

≤ 𝑝★

𝑞★
≤ 𝑒𝜀 . Therefore, the two-stage scheme satisfies 𝜀-LDP. □

5.3.3 Utility Analysis.
To evaluate the data utility of the two-stage scheme, we compare it with that of a unified

perturbation scheme. The so-called unified perturbation ignores the inherent uncertainty of the

missing value and directly perturbs the missing status (0) and valid values (1, . . . , d) with the

probability:

Pr (P(𝑖) = 𝑗) =
{
𝑝 = 𝑒𝜀

𝑒𝜀+𝑑 , if 𝑖 = 𝑗

𝑞 = 1 − 𝑑𝑝 = 1

𝑒𝜀+𝑑 , if 𝑖 ≠ 𝑗
.

where 𝑖 ∈ {0, 1, . . . , 𝑑}. In the unified perturbation scheme, the variance of the estimated value

for both missing and valid values is var =
𝑛𝑞 (1−𝑞)
(𝑝−𝑞)2

. In the two-stage scheme, the variance of the

estimated missing value is var0 =
𝑛𝑞2 (1−𝑞2 )
(𝑝2−𝑞2 )2

. Since 𝑝2 > 𝑒𝜀

𝑒𝜀+𝑑 = 𝑝 , and 𝑝2 + 𝑑𝑞2 = 1, 𝑝 + 𝑑𝑞 = 1, we

obtain 𝑞2 < 𝑞. Therefore,

var0 =
𝑛𝑞2 (1 − 𝑞2)
(𝑝2 − 𝑞2)2

<
𝑛𝑞(1 − 𝑞)
(𝑝 − 𝑞)2

= var.

In the two-stage perturbation scheme, the variance of the estimated value for any valid value

is var𝑖 =
𝑛𝑞★ (1−𝑞★)
(𝑝★−𝑞★)2

. Since 𝑝★ + (𝑑 − 1)𝑞★ + 𝑞2 = 1, 𝑝 + 𝑑𝑞 = 1, and
𝑝★

𝑞★
=

𝑝

𝑞
= 𝑒𝜀 , then 𝑞★ > 𝑞.

Simultaneously,

var𝑖 =
𝑛𝑞★(1 − 𝑞★)
(𝑝★ − 𝑞★)2

=
𝑛

(𝑒𝜀 − 1)2
·
(

1

𝑞★
− 1

)
, and var =

𝑛𝑞(1 − 𝑞)
(𝑝 − 𝑞)2

=
𝑛

(𝑒𝜀 − 1)2
·
(

1

𝑞
− 1

)
.

Therefore, var𝑖 < var, and the data utility of the two-stage perturbation scheme is superior to that

of the unified perturbation scheme.

6 System Integration
6.1 System Architecture
Our method naturally fits a standard Compute-Broadcast-Perturb architecture for practical de-

ployment. The data collector first performs a one-time inherent uncertainty quantification and

perturbation parameter recalibration, and publishes perturbation parameters to a configuration ser-

vice. Millions of user devices then fetch these parameters and perturb their local data in 𝑂 (1) time

before transmission. This design centralizes the computational overhead into a single server-side

pre-processing step, enabling nearly limitless client-side scalability.

From an implementation standpoint, the parameter computation can be packaged as a User-

Defined Aggregate Function (UDAF) in systems, while the local perturbation is a lightweight library

function in a client Software Development Kit (SDK). This architecture is particularly compelling

for privacy-sensitive analytics at scale, such as collecting high-fidelity user engagement metrics

from mobile apps for recommendation models while rigorously protecting correlated sensitive

demographics.

The scheme offers an excellent utility-deployment trade-off: its asymmetric efficiency (one-time

server cost vs. minimal client overhead) is its key advantage, with the primary practical consid-

eration being the need for periodic parameter recomputation should the underlying conditional

distribution Pr (𝐴|𝑆) shift significantly.
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6.2 Efficiency and Scalability Analysis
Our approach introduces two key steps not found in standard LDP protocols: inherent uncertainty

quantification and perturbation parameter recalibration. To address potential concerns about the

overhead of these steps, our Compute-Broadcast-Perturb model is designed to execute them as a

one-time computation solely on the server side. This architectural decision leads to the following

formal overhead decomposition:

• Server-Side Overhead: The data collector performs a one-time computation to derive the pertur-

bation parameters (𝑝, 𝑞). The complexity of this step is independent of the number of users 𝑛,

scaling only polynomially with the attribute domain sizes |Ω𝐴 | and |Ω𝑆 |.
• Client-Side Overhead: Each user perturbs their data locally in 𝑂 (1) time, imposing a negligible

burden on end-user devices.

• Communication Overhead: The system ensures optimal communication efficiency in both di-

rections: 1) Downlink (Server to Users). The data collector broadcasts the final perturbation

parameters, merely one or two pairs of floats, via an efficient one-to-many channel. This incurs a

minimal per-user communication cost of 𝑂 (1). 2) Uplink (Users to Server). Crucially, even in the

missing data scenario which requires two local perturbations, each user submits their data to the

server in a single communication round. This maintains the 𝑂 (1) per-user uplink cost, matching

the efficiency of standard LDP protocols and avoiding any additional communication cost.

• Storage Overhead: The server-side storage overhead is minimal and scales only with the data

domain. Specifically, the server must store the inherent uncertainty information (i.e., the con-

ditional probability distributions), whose size is a constant dependent on the attribute domain

sizes and is independent of the number of users. This constitutes no practical storage burden

compared to standard LDP protocols and is a key enabler for scalability.

This architecture centralizes the one-time, data-dependent cost on the server, ensuring efficient

and scalable deployment for massive user bases.

7 Experiments
In this section, we provide a comprehensive experimental study of our approaches. Note that,

to better evaluate the performance of our approaches, we have not only conducted tests on the

real-world datasets, but also demonstrated the effectiveness of the approaches within a broader

range of parameter values. All experiments are performed ten times and we plot the mean.

7.1 Experimental Setup
Methods: We evaluate our solutions by comparing them with LDP protocols that do not consider

the inherent uncertainty of the data.

Correlation attribute collection.

• Adjusted Protocols. For the collection of correlation attribute, we propose optimization LDP

protocols that fully leverage the inherent uncertainty of the data. These optimized protocols

are named Adjusted Randomized Response (ARR), Adjusted Generalized Randomized Response

(AGRR), and Adjusted Optimized Unary Encoding (AOUE).
• Original protocols. We compare their performance with that of the original protocols, namely

RR, GRR, and OUE, respectively.

Perturbation Target and Comparison Fairness. For both our proposed adjusted protocols and all

baseline methods (RR, GRR, and OUE), the perturbation is applied exclusively to the collected

non-sensitive attribute𝐴. The sensitive attribute 𝑆 is neither collected nor perturbed in our problem

setting. This is a fundamental distinction of our work compared to traditional LDP literature.
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Table 1. The details of selected attributes.

methods datasets correlation/missing attribute sensitive attributes
name domain size name domain size

ARR

Adult salary 2 sex 2

Diabetes NoDocbcCost 2 AnyHealthcare 2

AGRR/AOUE

Adult age 100 salary 2

Diabetes BMI 90 HighChol 2

TSP

Adult salary 2 sex 2

Diabetes GenHlth 5 AnyHealthcare 2

Our comparison aims to evaluate which perturbation mechanism, when applied to 𝐴, can more

effectively defend against the inference of the correlated (and uncollected) sensitive attribute 𝑆 ,

under the same privacy budget with respect to 𝑆 .

Missing data collection.

• TSP. For the collection of missing data, we propose a two-stage perturbation scheme, which is

referred to as TSP. TSP first applies a certain degree of perturbation to the valid values, and then,

applies the same scale of perturbation to the valid values and the missing status.

• UP. In contrast, the baseline approach treats the missing status as a distinct attribute value and

perturbs them together with other attribute values in a unified manner. We refer to this approach

as Unified Perturbation (UP).

• BiSample. The existing work [29] proposes BiSample, a bi-directional sampling mechanism for

data perturbation, to address the issue of missing data collection for mean estimation. We also

compare with this method in our paper.

Datasets:We use the following two real datasets to conduct our experiments.

• Adult1, is a dataset containing 45,222 records extracted by Barry Becker from the 1994 Census

database. This dataset contains 13 attributes.

• Diabetes2, is a clean dataset of 253,680 survey responses to the CDC’s BRFSS2015. This dataset

contains 22 attributes.

For each dataset, we select some attributes to conduct our experiments. For example, we select

salary as correlation attribute, and sex as sensitive attribute from Adult to evaluate the performance

of 𝐴𝑅𝑅. We collect information on attribute salary while preventing attackers from inferring the

privacy of sex based on information about salary. The correlation between salary and sex is treated

as inherent uncertainty. The details of selected attributes are described in Table 1.

Tasks and metrics: We employ the Mean Squared Error (MSE) of frequency estimaiton (referred

to as f ) as a metric to evaluate the performance of our methods, where MSE of estimated frequency

can be calculated as:

𝑀𝑆𝐸f =
1

|Ω𝐴 |
∑︁
𝑖∈Ω𝐴

(
𝑓𝑖 − ˜𝑓𝑖

)
2

. (12)

where Ω𝐴 and |Ω𝐴 | denote the attribute domain and domain size respectively, and

(
𝑓𝑖 − ˜𝑓𝑖

)
2

denotes

the squared error of the estimated frequency of the value 𝑖 .

Note that, TSP and UP can support fine-grained frequency estimation, certainly including null

value rate (referred to as nr), while Bisample only supports estimation of the mean (referred to as

1
https://archive.ics.uci.edu/dataset/2/adult

2
https://www.kaggle.com/datasets/alexteboul/diabetes-health-indicators-dataset
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Fig. 2. MSE of 𝐴𝑅𝑅/𝑅𝑅 over real datasets.
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Fig. 4. MSE of AOUE/OUE over real datasets.

m) and null value rate. To compare with Bisample, we first estimate frequencies of valid values by

using TSP and then calculate their mean. The Squared Error of mean can be calculated as:

𝑆𝐸m =

( ∑︁
𝑖∈Ω𝐴

𝑖 · 𝑓𝑖 −
∑︁
𝑖∈Ω𝐴

𝑖 · ˜𝑓𝑖

)
2

(13)

Parameters Setup. In the experiments, the involved parameters include the conditional probabili-

ties 𝛼 and 𝛽 that determine the inherent uncertainty of the data, the overall privacy budget 𝜀, and

the size of the attribute domain 𝑑 . We set 𝛽 ≤ 𝛼 . Specifically, for the RR and ARR protocols, 𝑑 = 2.

For the collection of missing data, we also need to consider the missing rate (referred to as 𝛿).

7.2 Results
7.2.1 Adjusted Protocols vs Original Protocols.
We benchmark our protocols against the original LDP baselines (RR, GRR, OUE) on collecting

the correlated non-sensitive attribute 𝐴, with all methods applied exclusively to 𝐴. The evaluation

on two real datasets is followed by an analysis of their performance across a broad parameter range.

Figs. 2, 3, and 4 demonstrate MSE in frequency estimation for correlation attributes in both the

adjusted protocols (ARR, AGRR, AOUE) and original protocols (RR, GRR, OUE) across different

privacy budgets 𝜀, under two real-world datasets. It can be observed that as 𝜀 increases, the MSE

decreases for both kinds of protocols. This is due to the reduced overall privacy requirement, which

leads to a decrease in the scale of perturbations for original protocols. Meanwhile, for the adjusted

protocols, the uncertainty required by LDP also decreases. Furthermore, our proposed protocols

consistently outperform the original protocols. The advantage is more pronounced when 𝜀 is lower.

Additionally, we find that in real data, by accounting for inherent uncertainty, only a low level of

noise needs to be introduced to satisfy 𝜀-LDP.

Next, we demonstrate the effectiveness of the protocols within a broader range of parameter

values. Figs. 5(a), 6(a), and 7(a) show the performance of the protocols under different conditional
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Fig. 5. MSE of 𝐴𝑅𝑅/𝑅𝑅 within a broader range of parameter value.
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Fig. 7. MSE of 𝐴𝑂𝑈𝐸/𝑂𝑈𝐸 within a broader range of parameter value.

probability 𝛼 . We set 𝜀 = 1 and 𝛽 = 0.01. The range of 𝛼 is defined as [𝛽, 0.5). It can be observed

that, adjusted protocols consistently achieve a lower MSE compared to original protocols, and as 𝛼

increases, the MSE of adjusted protocols continuously increases. This is due to a decrease in the

inherent uncertainty, resulting in an increase in perturbation uncertainty.
Figs. 5(b), 6(b), and 7(b) show the performance of the protocols under different conditional

probability 𝛽 . We set 𝜀 = 1 and 𝛼 = 0.1. The range of 𝛽 is defined as ( 0, 𝛼 ]. It can be observed

that, adjusted protocols consistently achieve a lower MSE compared to original protocols, and as 𝛽

increases, the MSE of adjusted protocols continuously decreases. This is due to an increase in the

inherent uncertainty resulting in a decrease in perturbation uncertainty.
Figs. 5(c), 6(c), and 7(c) show the performance of the protocols under different privacy budget 𝜀.

We set 𝛼 = 0.1 and 𝛽 = 0.01. The range of 𝜀 is defined as [ 0.1, 3 ]. It can be observed that, adjusted

protocols consistently achieve a lower MSE compared to original protocols, and as 𝜀 increases, the

MSE of adjusted protocols continuously decreases. This is due to a decrease in the global uncertainty
resulting in a decrease in perturbation uncertainty.
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Fig. 8. Squared errors of nr for different methods.
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Fig. 10. Squared errors of m for 𝑇𝑆𝑃/𝐵𝑖𝑆𝑎𝑚𝑝𝑙𝑒 .

Figs. 6(d), and 7(d) show the performance of AGRR/GRR and AOUE/OUE under different domain

sizes of correlation attributes. We set 𝛼 = 0.1, 𝛽 = 0.01, and 𝜀 = 1. It can be observed that, adjusted

protocols consistently achieve a lower MSE compared to original protocols. In addition, from

Fig. 6(d), we can observe that, as 𝑑 increases, the MSE of AGRR and GRR increase. However, the

increase in MSE of AGRR is relatively smaller, what is mainly attributed to AGRR’s utilization of

inherent uncertainty. From Fig. 7(d), we can observe that, as 𝑑 increases, the MSE of AOUE and

OUE remain almost unchanged, which is consistent with the fact that the variance of estimated

frequency in AOUE and OUE is almost unaffected by 𝑑 .

7.2.2 Missing Data Collection.
We first evaluate the performance of TSP, UP, and Bisample over real-world datasets, and then

demonstrate the effectiveness of TSP and UP within a broader range of parameters.

Fig. 8 displays the squared errors in null value rate of TSP , UP, and Bisample over MCAR

and MNAR missing datasets, across different privacy budgets. We can observe that our scheme

consistently outperforms the UP and Bisample. The advantage is more pronounced when 𝜀 is lower.
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Compared to MNAR, the advantage is more pronounced in the MCAR missing datasets. The reason

lies in that, for MCAR missing datasets, the missing status does not reveal sensitive information

about the relevant attributes, and thus there is no need to introduce perturbations to the missing

status.

Fig. 9 displays the MSE in frequency estimation of TSP and UP. We can observe that our scheme

consistently outperforms the UP scheme, with a more pronounced advantage seen in the MCAR

missing datasets.

Fig. 10 displays the squared errors in mean estimation of TSP and Bisample. It can be observed

that, our scheme’s advantage is less in mean estimation. The reason lies in that our scheme faces

the issue of noise accumulation when calculating the mean value.

Applicability and Distributional Assumptions. Our framework’s reliance on attribute cor-

relation contrasts with standard LDP’s distribution-agnostic design. It is most effective when

correlations are stable and learnable, e.g., from pilot studies, public data, or initial study phases.

When correlations are unknown, standard LDP remains suitable; but when our assumptions hold,

our method provides a substantial utility gain without compromising privacy.

7.3 Efficiency and Scalability Evaluation
A core goal of our evaluation is to demonstrate that our schemes’ additional operations incur only

minimal overhead, thereby confirming its scalability. Our scheme introduces three modifications to

standard LDP: (1) a one-time server-side computation for parameter recalibration; (2) broadcasting

the recalibrated parameters (as one or two pairs of floats) to all users; and (3) a two-phase client-side

perturbation for missing data collection. The broadcast overhead of (2) is negligible. Therefore, we

focus our quantitative evaluation on the server overhead from (1) and the client overhead from (3).

Our scalability analysis uses synthetic data with varying attribute domain sizes (𝑑 = 100 to 1000).

This approach directly controls the size of the core data structures (i.e., the conditional probability

matrices), enabling us to isolate the effect of domain complexity and establish a distribution-agnostic

scalability profile. Specifically, the experimental design is justified as follows:

• Correlated Attribute Collection (ARR, AGRR, AOUE): The server’s extra computational

and storage overhead is determined by the domain sizes of the collected non-sensitive attribute

𝐴 (|Ω𝐴 |) and the correlated sensitive attribute 𝑆 (|Ω𝑆 |). Thus, this overhead was measured by

varying |Ω𝐴 | and |Ω𝑆 |. (For ARR, |Ω𝐴 | is fixed at 2).

• Missing Data Collection (TSP):With a fixed value space of 2 for the missing status, the server’s

overhead is determined by the domain size of the correlated attribute 𝑆 (|Ω𝑆 |). Thus, the server’s
computational and storage overhead was tested by varying |Ω𝑆 |. The client-side perturbation
time is determined by the domain size of the collected missing attribute 𝐴 (|Ω𝐴 |). Thus, the
client’s computational cost was evaluated by varying |Ω𝐴 |.

Due to space constraints, we present a subset of the most representative results. For the relevant

attribute collection, we focus on the AOUE protocol, as it entails the most complex uncertainty pa-

rameter calculation among its counterparts (ARR, AGRR). This allows us to effectively demonstrate

the scaling relationship between server-side overhead and the domain sizes (|Ω𝐴 | and |Ω𝑆 |). For
the missing data collection, we present the complete evaluation for the TSP scheme.

Fig. 11 presents the server-side performance evaluation of the AOUE protocol. Our measure-

ments show a linear scaling of overhead with |Ω𝐴 | and a quadratic scaling with |Ω𝑆 |. Notably,
the uncertainty parameter calculation is identified as the primary computational bottleneck, with

its cost far exceeding that of the perturbation step. Nevertheless, the overall overhead for both

computation and storage is maintained at a low level, confirming the scheme’s efficiency.
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Fig. 11. Server-side performance of AOUE.
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Fig. 12. Performance of the TSP.

Fig. 12 summarizes the performance of the TSP scheme. Our evaluation shows linear growth in

server-side overhead with |Ω𝑆 | and in client-side perturbation time with |Ω𝐴 |. The client-side time,

however, is measured to be twice that of the unified scheme, a direct consequence of the requisite

double perturbation for users with valid values for the missing attribute. Nevertheless, all measured

overheads are maintained at a low level; the additional overhead introduced by our TSP scheme,

when compared to the traditional protocol, remains minimal.

8 Conclusion
In this paper, we introduce an accuracy-enhancing framework by leveraging inherent uncertainty
to address the indirect privacy risk problem and the leakage-pattern-driven hybrid privacy risk

problem. To solve the problem of indirect privacy risk, we propose enhanced pure LDP protocols by

(1) precisely quantifying the inherent uncertainty and (2) optimizing perturbation parameters based

on the determined levels. To address the problem of the leakage-pattern-driven hybrid privacy

risk, we propose the dual-phase perturbation scheme to maximize data utility while satisfying

diverse privacy requirements across different values. These approaches are rigorously analyzed and

extensively validated through theoretical and experimental studies, demonstrating the framework’s

correctness and effectiveness.
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