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1 Introduction

Smart contracts execute predefined logic by reading and modifying state data, which tracks the
dynamic status of on-chain variables (e.g., account balances). As each block is committed, the
states are updated according to included transactions. To efficiently manage and verify these
updates, blockchains organize the states into a tree-based authenticated data structure, the state
tree [30, 40, 43, 65], which integrates indexing and Merkle proofs for integrity verification, as shown
in Fig. 1. To preserve decentralization, most blockchains adopt a full-replication model, where
every node (or replica) stores the complete global state. However, this model limits scalability
since the per-replica storage cost remains constant as the network grows. For instance, Solana [7]
processes about 3,000 transactions per second, increasing state data by roughly 2.8 GB per day’.
With advances in consensus [42, 47, 49, 70] and parallel execution [19, 29, 33], this storage burden
continues to escalate.

To improve scalability, a natural solution is data partitioning, a widely adopted technique in
distributed systems [21, 26, 63] that spreads data across multiple replicas. However, this approach
is vulnerable under Byzantine faults, where malicious replicas may drop or withhold data. To
address this, prior works [23, 53, 55, 56, 67] combine Byzantine fault tolerance (BFT) with erasure
coding (EC), which splits data into redundant fragments that enable recovery from any sufficiently
large subset. By tuning EC parameters, these systems tolerate replica faults while ensuring data
availability under failures.

However, these approaches are designed for block data, which is flat and append-only, and thus
do not extend naturally to structured state data organized as a tree. To apply erasure coding, tree
nodes must be serialized into chunks, the basic units for encoding and distribution. This process
must preserve parent-child relationships and support efficient, deterministic node-to-chunk and
chunk-to-replica mapping to enable indexable access without centralized coordination. Retrieving a
state value requires traversing the state tree from root to leaf based on the requested key. Once the
relevant nodes distributed across replicas, the process often involves accessing multiple replicas,
resulting in high communication overhead.

If any node becomes unavailable due to faulty or malicious replicas, the system employs erasure

decoding to reconstruct it. However, because the encoded units are coarse-grained chunks, the
system must decode the entire chunk even when only a small portion, such as a single node,
is needed. This leads to decoding amplification and increased latency. Additionally, in existing
approaches, the size of the data batch to be encoded grows with the number of replicas, further
prolonging the decoding process. Moreover, while EC ensures recoverability from replica failures, it
does not guarantee the integrity of the retrieved data. Faulty replicas may return tampered chunks.
Attaching a hash to each chunk is a simple mitigation, but it introduces extra storage overhead and
only enables coarse-grained verification. This approach is insufficient to ensure the correctness of
individual nodes within a chunk.
Our Solution. To address the above issues, we propose Hyra, an EC-based state storage engine
that enables scalable and resilient state partitioning. Hyra is designed to ensure high recoverability
under Byzantine failures while maintaining efficient read performance. Its main contributions are
summarized as follows:

e Locality-aware partitioning and embedded indexing. Hyra partitions the state tree in a
bottom-up fashion and embeds lightweight metadata in parent nodes to reference the locations
of their children, preserving logical relationships across distributed chunks without relying on
centralized indexing.

Thttps://explorer.solana.com/
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e Hierarchical encoding and sub-chunk recovery. To reduce and balance recovery overhead,
Hyra adopts a hierarchical EC strategy that enables incremental decoding from low-latency
groups to high-tolerance ones. Chunks are further divided into fixed-size sub-chunks for fine-
grained recovery and reduced communication cost.

e Hybrid data verification. Hyra adopts a hybrid verification mechanism combining Vector
Commitments (VC) and Merkle trees. Each chunk is structured as a Merkle tree over its sub-
chunks, with root hashes committed via a VC. This enables node-level integrity checks with
minimal proof size and storage overhead.

e Formally optimal coding scheme. Hyra employs a provably optimal coding configuration
under BFT constraints, which minimizes redundancy while ensuring recoverability. Compared
to conventional BFT-based approaches, it reduces storage overhead by a factor of f/n, achieving
better scalability.

Finally, we integrate Hyra into the official Ethereum implementation, then evaluate its storage
overhead and read performance. Our results show that Hyra significantly reduces storage overhead
while having minimal impact on reading efficiency.

Organization. The remainder of this paper is organized as follows. Section 2 provides the necessary
background. Section 3 presents an overview of the Hyra architecture, and Section 4 details the
system design. Section 5 offers theoretical analysis, while Section 6 reports the experimental results.
We discuss related work in Section 7, and conclude the paper in Section 8.

2 Background and Preliminaries

This section provides the necessary background and key concepts required for the rest of the paper.

2.1 Blockchain

We begin with key components of blockchain systems, including account models, state representa-
tion, and consensus mechanisms.

Account Models and State Representation. Blockchain platforms typically employ one of two
account models: the UTXO (Unspent Transaction Output) model [51] and the account-based model
[65]. The UTXO model, as used in Bitcoin, structures transactions as sets of inputs and outputs,
where each input consumes a prior unspent output, and each output becomes a new spendable unit.
In contrast, Ethereum adopts an account-based model, in which each address maintains a mutable
state (e.g., balance), updated directly during execution. This model simplifies the deployment
of smart contracts, self-executing programs that enforce rules embedded in transactions. State
represents application-level data such as balances or asset ownership, typically structured as key-
value mappings that evolve incrementally with each transaction?. To efficiently manage and verify
dynamic state, most blockchain systems leverage Merkle trees [45] or their variants [5, 6, 34, 65],
as detailed in Section 2.3. All state transitions are recorded immutably, ensuring transparency,
consistency, and traceability.

Consensus. Consensus ensures that a set of distributed replicas agrees on the next valid block
to append to the ledger, even in the presence of up to f Byzantine (malicious) replicas. Hyra
adopts a PBFT-like protocol [16], commonly used in permissioned blockchains [2, 3, 60]. In each
consensus round, a designated primary replica (the leader) proposes a block and broadcasts it to
all other replicas. Upon validating the proposal, each replica sends a Prepare message. Once a
replica receives at least n—f Prepare messages, it enters the commit phase and broadcasts a Commit
message. A block is finalized when a replica gathers n—f Commit messages, forming a quorum.

2We use “execute smart contracts” and “execute transactions” interchangeably throughout this paper.
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The result is then executed and returned to the client. PBFT assumes a static honesty model and
guarantees safety and liveness as long as n > 3f+1.

2.2 Cryptography

Cryptographic hash function. A cryptographic hash function H : {0,1}* — {0,1}} is a
deterministic algorithm that maps inputs of arbitrary length to fixed-length outputs (called digests).
It provides three essential security properties:

e Collision resistance: it is computationally infeasible to find two distinct inputs x # x” such that
H(x) = H(x").

o Preimage resistance: given a hash output y, it is infeasible to find any input x such that H(x) = y.

e Second-preimage resistance: given an input x, it is hard to find a different input x” # x such that
H(x) = H(x').

These properties ensure that even a slight change in the input yields a completely different and
unpredictable output, making hash functions fundamental to data integrity.

Merkle trees. A Merkle tree is a hash-based authenticated data structure enabling efficient
commitment to an ordered sequence of data items V = (o, ..., vq_l). It is constructed as follows:

o Merkle(V) builds a binary hash tree 7 where each leaf is d; = H(v;), and each internal node is
computed as H(dj||d,), with dj and d, being the hashes of the left and right children, respectively.
The root digest 6 serves as a succinct commitment to the entire sequence.

o Prove(7, i) generates a membership proof for v; as a Merkle path 7; = ((dp, L/R), ..., (de-1,L/R)).
Starting from the leaf node d; = H(v;), the path records, at each of the ¢ levels toward the root,
the hash d; of the sibling node and its position L/R indicating whether it is a left or right sibling.

o MVerify (0, m;, v;, i) reconstructs a root digest 6’ from v; and its Merkle path x; by iteratively
applying H according to the specified sibling positions. The proof is accepted if 6’ = 6, confirming
the validity of v; under the committed root.

Vector Commitment. A vector commitment (VC) [28, 41] is a cryptographic primitive that
enables a compact commitment to an ordered sequence, while supporting efficient, index-specific
verification. A VC exposes the following polynomial-time algorithms:

e Commit(V) takes a sequence V = (v, ...,04_1) and outputs a commitment ®.

e Open(V,d, i) generates a fixed-length proof II; attesting that v; is the committed value at index i.

o Verify(®,I1;,v;, i) checks whether v; is indeed the committed value at position i, returning true
iff the proof is valid.

A secure VC should guarantee two key properties:

e Succinctness: both the commitment ® and each proof I1; are of constant size O(1) with respect to
the sequence length q.

o Position binding: for any index i, it is computationally infeasible to produce two distinct values
v # v’ with valid proofs under the same commitment .

2.3 State Trees

State data reflects the dynamic system status and must support three key properties: (1) index-
ability for efficient access and updates, (2) verifiability for cryptographic integrity checks, and
(3) traceability for historical inspection. To meet these requirements, blockchains typically orga-
nize state as an authenticated index tree, known as the state tree [30, 40, 43, 65], incorporating
Merkle proofs [45]. This work adopts the Merkle Patricia Trie (MPT), as used in Ethereum, as the
representative state structure.
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Fig. 1. Example of state storage and update Fig. 2. Example of Merkle Patricia Trie

In an MPT as depicted in Fig. 2, each state entry is indexed by a key, which is divided into
sequential 4-bit segments, called nibbles, to support path-based navigation. The trie contains three
types of nodes: (1) A branch node has up to 17 children, where the first 16 represent possible nibble
values (0-f), and the 17th stores a value if the key terminates at that node. (2) A leaf node holds a
value along with the remaining unmatched nibbles, marking the end of a key path. (3) An extension
node stores a shared nibble prefix, used to compress paths without branching.

Indexability. To retrieve the value of a state with a key «, the MPT is traversed from the root
to a leaf node, guided by the sequence of nibbles in k. At each branch node, the current nibble
determines which child to visit next. Upon reaching a leaf node, the remaining unmatched nibbles in
the key are compared against the encoded path stored in the leaf. If they match, the corresponding
value v is returned; otherwise, the key x does not exist in the trie.

Verifiability. To verify a state value v with a key «, the MPT generates a proof consisting of all
nodes along the search path from the root to the corresponding leaf that accommodates v. Each
inner node stores the cryptographic hash of its children, enabling the verifier to recompute the
root hash by hashing the nodes in the proof. If the recomputed root matches the known root
hash, the value v is deemed valid. This root hash is included in each block header as a digest
summarizing the global state.

Traceability. The MPT stores each node as a separate record in a key-value database (e.g., LevelDB
[48, 52]), using the node’s hash as the key and its serialized content as the value. To support
traceability, MPT employs a copy-on-write mechanism: modified nodes are copied and updated.
Therefore, new keys derived from their updated hashes, and all historical versions will be preserved
in the key-value database. This allows the exact state at any block height to be reconstructed from
the corresponding root.

2.4 Storage Partition

To preserve decentralization, most blockchains adopt full replication, where every replica stores all
blocks and state data. While this ensures strong fault tolerance and security, it leads to constant
per-replica storage cost, independent of network size. As consensus protocols [25, 37, 38] and
execution engines [11, 13, 54] improve throughput, more frequent state updates further intensify
storage pressure. To address this, recent proposals suggest partitioning blockchain data across
replicas, which is effective in conventional distributed systems [12, 36], but faces two key challenges
in blockchain. First, Byzantine replicas may tamper with partitions they hold, jeopardizing data
correctness. Second, ensuring availability still requires replicating each partition across many nodes
(e.g., 33% in PBFT), diminishing the expected storage savings.

BFT-Store [55] addresses Byzantine-resilient storage by combining erasure coding (EC) with BFT
consensus. A (K, M) EC scheme encodes K data chunks into M parity chunks, tolerating up to M
failures by enabling recovery from any K out of K + M chunks. Reed-Solomon coding, widely used
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for EC, performs encoding via matrix multiplication:
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Here, D; and P; are data and parity chunks in a coding group.

Specifically, BFT-Store adopts an (n—2f, 2f) erasure coding scheme, enabling data recovery as
long as chunks from at least n—2f honest replicas are available. This reduces the per-block storage
complexity from O(n) to O(1), significantly improving scalability. However, BFT-Store is designed
for ledger data (i.e., blocks), which are flat and easily verifiable via a single hash. In contrast, state
data is organized as a hierarchical tree with path-dependent verification. Applying BFT-Store
directly to state management would flatten the state tree into a monolithic object, eliminating
the structural indexing essential for efficient queries and fine-grained verifiable access. Moreover,
preserving parent-child relationships within flat, encoded chunks is nontrivial and demands careful
handling to maintain logical consistency and retrieval efficiency. One naive approach is to record
node-to-chunk mappings at each replica, but this introduces additional metadata overhead.

3 Overview

In this section, we present an overview of Hyra.

System model. Hyra targets a permissioned blockchain system consisting of n replicas Ry ~ R,_1,
where membership is relatively stable and joining replicas must undergo identity verification. It
follows the standard Byzantine fault-tolerant (BFT) model [16], tolerating up to f Byzantine replicas
under the assumption n > 3f + 1. Honest replicas follow the protocol faithfully and never become
faulty. A trusted public key infrastructure (PKI) authenticates identities, and all communication
is conducted over authenticated channels. The system operates under a partially synchronous
network model [24], where message delays may initially be unbounded but become bounded after
an unknown stabilization period, reflecting real-world conditions with network faults. Hyra adopts
the account-based model and maintains a state tree to organize global state. While agnostic to the
specific tree implementation, Hyra assumes it satisfies three properties: indexability, verifiability,
and traceability, as defined in Section 2.3. In this work, we instantiate Hyra with the Merkle Patricia
Trie (MPT), as used in Ethereum.

Workflow. Hyra follows the standard blockchain transaction lifecycle: clients submit transactions,
which are ordered and finalized through consensus and then executed to update the global state.
On top of this, Hyra introduces two new modules per replica: an encoder, which processes updated
state data, and a decoder, which handles state reading and recovery (see Fig. 3).

e At each block height, the encoder collects all modified state tree nodes and organizes them into
data chunks. These chunks are encoded via a multi-level hierarchical erasure coding scheme:
lower levels support lightweight, incremental recovery, while the top level ensures fault tolerance
against Byzantine replicas. Both data and parity chunks are then distributed to replicas in a
decentralized and verifiable manner.

e The decoder enables efficient state reading. Upon receiving a client query for a key at a given
block height, a coordinator replica traverses the state tree by querying the appropriate target
replicas. If any node is missing or fails verification, the coordinator initiates a decoding process,
escalating through coding levels until the node is recovered. Since Reed-Solomon (RS) coding
does not inherently verify data correctness, Hyra includes an additional integrity mechanism to
authenticate chunks.
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Fig. 3. Overall architecture of Hyra

Partitioning principle. Executing transactions over a fully distributed state would introduce
significant overhead. To avoid this, each replica maintains a complete local copy of the latest global
state, representing a consistent snapshot of all accounts and contracts at the most recent block
height. Historical state nodes, produced via copy-on-write at each block height, are partitioned and
distributed across replicas. All state data, including both recent and historical nodes, is persisted in
an underlying key-value store.

Challenges. While enabling scalable state storage, Hyra must overcome several challenges.
First, due to structural dependencies among nodes, Hyra must preserve parent-child relationships
during partitioning and enable efficient node-to-replica resolution during reading. Second, ensuring
recoverability under Byzantine faults requires a carefully chosen erasure coding scheme that
minimizes redundancy while tolerating faults. An inappropriate configuration may result in data
loss if too few honest replicas respond. Third, chunk distribution must be fully decentralized, and an
external verification mechanism is needed since erasure coding provides no guarantees of integrity.

4 Design
We now present the design of Hyra, which addresses the key challenges outlined in Section 3.

4.1 Chunk Formation

Node partitioning. Hyra partitions the modified state data at each block height A into a collection
of data chunks. Because nodes in the state tree are independently copied and updated during
transaction execution, Hyra identifies all nodes modified at height h and groups them into chunks
Dh = (Dh, .. .,D2_1)3, as illustrated in Fig. 4a. These chunks are subsequently encoded using
an erasure coding scheme to generate a fixed number of parity chunks, as elaborated in the next
subsection. All resulting chunks, both data and parity, are then distributed across replicas for
decentralized storage.

To ensure recoverability under Byzantine faults, Hyra selects a coding configuration compatible
with the underlying BFT protocol. Additionally, to improve read performance, Hyra employs a
locality-aware partitioning strategy: nodes that are frequently accessed together (e.g., along a
common path in the state tree) are grouped into the same chunk. This optimization allows multiple
related nodes to be retrieved in a single request, significantly reducing cross-replica communication
during read operations. We elaborate on this strategy in Section 4.5.

Index metadata embedding. Since nodes are partitioned into chunks and distributed across
replicas, Hyra requires an efficient mechanism to locate the chunk containing a specific node
during state access. A naive solution is to replicate global index metadata across all replicas, but
this approach compromises storage scalability. Instead, Hyra embeds the necessary index metadata

3For brevity, the superscript k is omitted when the context is clear.
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directly into the parent nodes, which are themselves distributed, as illustrated in Fig. 4b. For each
child node, its parent maintains the following metadata:

e Height h: the block height at which the child node was last copied and updated;
e Chunk ID cid: the identifier of the chunk containing the node;

e Offset of f: the byte offset of the node within the chunk;

e Length len: the size of the serialized node.

This metadata enables Hyra to locate any node globally: the height identifies the corresponding
coding group, the chunk ID selects the specific chunk within that group, and the offset and length
determine how to extract the node’s content. The metadata for the root node is stored locally by
each replica and serves as the entry point for tree traversal. Importantly, Hyra avoids maintaining
an explicit chunk-to-replica mapping; instead, it deterministically derives the mapping at read time,
as detailed in Section 4.3.

Chunk Layout. In Hyra, nodes in the state tree cannot be serialized into chunks in arbitrary
order, as each parent node must include metadata referencing the chunk locations of its children.
To address this dependency, Hyra constructs data chunks in a bottom-up manner: child nodes are
inserted and assigned to chunks first, and only after all children of a parent node have been placed
can the parent’s metadata be completed. This process recurses from the leaves to the root of the
state tree, finalizing the chunk layout as metadata is populated during node placement. For example,
in Fig. 4b, L, is a leaf node prioritized for insertion. After L, is placed into a chunk, Hyra derives its
metadata and embeds it into its parent By, which is then serialized and placed. The same procedure
applies recursively up the tree until the root is reached. As required by erasure coding, all data
chunks within the same coding group must be of equal length. Therefore, after chunk formation,
shorter chunks are padded to match the length of the longest chunk before encoding.
Sub-chunks. When a node becomes unavailable, Hyra restores it by decoding the chunk that
contains it. However, this approach reconstructs the entire chunk even when only a small portion
is required. To improve efficiency, Hyra refines the decoding granularity by dividing each chunk
D; into s fixed-size sub-chunks, denoted as (D;y, ..., D;s—1). For a coding group comprising K data
chunks, the j-th sub-chunks from all data chunks, (Dyj, ..., Dk-1,;), collectively form the j-th
stripe. Each stripe serves as the atomic unit of decoding. To recover a node, Hyra determines the
stripe range « to f that overlaps with the node, based on its offset and length recorded in the
parent node’s metadata. It then retrieves only the corresponding sub-chunks within stripes a to
across the coding group. This stripe-based recovery mechanism eliminates the need for full-chunk
reconstruction, substantially reducing both bandwidth consumption and decoding cost.

4.2 Hierarchical Encoding

While stripe-based decoding improves node recovery performance, it incurs significant communi-
cation overhead, especially as the coding group size grows with the number of replicas. To mitigate
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this, Hyra adopts a hierarchical encoding strategy that enables lightweight, incremental recovery
with varying levels of fault tolerance. For clarity, we first describe the scheme at the chunk level;
extension to sub-chunk recovery is straightforward.

Encoding. Given a set of data chunks D = (D, ..., Dg_1), Hyra applies erasure coding across L
levels, as illustrated in Fig. 5. At each level ¢ € [1, L], the encoder partitions D into groups of K,
data chunks. Each group is encoded to produce M, parity chunks, resulting in J, = [K/K,] coding
groups. If the final group is incomplete, it is padded with empty chunks. The total number of parity
chunks at level ¢ is A, = J; - M,, denoted by the set P¢ = {P¢,.. ., Pf{[fl}. The i-th coding group at
level ¢ is encoded as:

Pivys -+ Plisiy,—1 < Encode (Diks - -, Diist)k, 1)
To form a hierarchical structure, the group size K, increases with level £. At the top level (¢ = L), the
entire set D is treated as a single group (K, = K), providing the strongest protection against data
loss. After encoding, all data and parity chunks are distributed across replicas, with each chunk
assigned to a unique replica. During recovery, Hyra first attempts decoding at the lowest level
(£ = 1) and progressively escalates to higher levels if recovery fails.

As illustrated in Fig. 5, the example adopts two levels of encoding. At the lower level (¢ = 1),

each group consists of K; = 2 data chunks and produces M; = 1 parity chunk, enabling recovery
from one missing chunk per group. At the higher level (¢ = 2), all data chunks are jointly encoded
to provide global redundancy, tolerating up to two missing chunks. Since the last coding group
G; at level 1 contains only one data chunk, an extra chunk is padded to complete the group. With
this setting, any two of the three chunks in a level-1 group suffice for recovery. Assuming that 25%
of replicas may be Byzantine, the probability of successful recovery at level 1 reaches 84.3%. In
most cases, recovery completes at level 1. If decoding fails due to corrupted or unavailable chunks
from malicious replicas, Hyra escalates the recovery to the next level. At the final level, the coding
parameters and chunk distribution are configured to ensure that recovery succeeds using responses
from at least n—f replicas, guaranteeing robustness against up to f Byzantine faults.
RS Scheme Configuration. In the lower levels (1 to L—1), the primary objective is to support
lightweight recovery. These levels offer progressively stronger fault tolerance, and their coding
parameters (Ky, M;) can be flexibly chosen, provided that the group size increases with the level
index £. In contrast, the top level (¢ = L) plays a critical role in ensuring recoverability under
Byzantine conditions. Its coding configuration (K, My ) must be carefully designed to guarantee
recovery despite adversarial failures.

Existing BFT-coded storage systems [55] typically employ a (n—2f,2f) scheme, where n—2f
data chunks are encoded into 2f parity chunks, yielding n total chunks distributed across all n
replicas. Since any quorum committing a block must contain at least n—f replicas, and at most
f may be Byzantine, this ensures that at least n—2f honest replicas can supply valid chunks for
recovery. Hyra adopts a tighter configuration of (n—2f, f) to reduce storage overhead. In this
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Fig. 6. Workflow of chunk distribution
scheme, n—2f data chunks are encoded into f parity chunks, resulting in a total of n—f chunks.
These are distributed across a selected subset of n—f replicas, denoted by 9, at block height h. To
guarantee successful recovery, it must ensure that at least n—2f of the replicas in i, are honest,
thus tolerating up to f Byzantine replicas within this group.

Deterministic Replica Selection. The (n—2f, f) coding scheme used in Hyra requires that
all replicas deterministically agree on the same replica set N, at each block height h, without
relying on central coordination. Any inconsistency in this selection can lead to over-replication or
worse, data loss. For example, in a network of four replicas Ry ~ Rs, suppose Ry, Ry, R; compute
N, = {Ro, R1, Ry}, while R; computes 0y, = {R;, Ry, R3}. As a result, all four replicas may store
chunks, violating the n—f constraint and increasing storage overhead. More critically, suppose
Ry ~ Ry agree on Ny, = {Ry, Ry, R3}, while R; computes Ny, = {Ry, Ry, Rz }. In this case, only R; and
R, actually store chunks (the intersection of the two sets). If R; is Byzantine and withholds its data,
recovery becomes impossible, despite the system believing enough replicas participated.

To ensure consistency in chunk assignment, Hyra must guarantee agreement on the replica set
Ny, across all replicas. While this could be achieved through a dedicated commit protocol, doing so
in a BFT setting would incur communication costs comparable to block consensus itself. To mitigate
this overhead, Hyra piggybacks this process onto the existing PBFT commit phase of blocks. PBFT
is a three-phase protocol with two rounds of voting, where a replica proceeds to the next phase
after receiving at least n—f votes (including its own). A straightforward approach is to select the
n—f replicas that participated in the commit phase as %, = {Ry,, ..., R;, , ,}, ordered by replica ID.
However, due to network asynchrony or Byzantine behavior, replicas may observe different subsets
of votes, resulting in inconsistent 9. To address this, Hyra introduces a lightweight, deterministic
selection mechanism, illustrated in Fig. 6. After the commit phase at block height h, each replica
sends a signed Finish message to the leader. The leader aggregates n—f valid signatures and
embeds them into the header of block Bj.. Once By, is finalized, these signers collectively define
the agreed replica set 9, for storing chunks at height h.

To reduce signature overhead, Hyra leverages CoSi [62] to aggregate the n—f signatures into a
single compact signature, accompanied by a bitmap identifying the participating replicas. Each
replica can independently verify the result by reconstructing the aggregated public key from the
bitmap and validating the CoSi signature. The bitmap thus serves as an authenticated, globally
agreed representation of M. To avoid consistently including the leader in R}, which may lead to
storage imbalance, Hyra rotates the leader at each block height in a round-robin manner, following
Tendermint’s design [15].

Although the Finish message introduces an additional round of communication, it incurs
negligible bandwidth and latency overhead. This is due to two reasons: (1) the message payload is
minimal, and (2) the communication occurs in parallel with transaction execution after the commit
phase. We further confirm this conclusion through empirical evaluation in our experiments.
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4.3 Chunk Distribution and Verification

With the encoding mechanism in place, the remaining challenge is to reliably distribute chunks
across replicas in the presence of adversarial behavior.
Chunk Distribution. Hyra adopts a fully decentralized strategy for chunk distribution. Each
replica independently performs encoding across all levels and deterministically retains only the
chunks it is responsible for, discarding the rest. The mapping from chunks to replicas is computed
locally using a shared, deterministic rule, ensuring consistent assignment across the network
without requiring coordination. As the top-level coding group (L) is critical for recoverability, we
first describe how its chunks are distributed.

Given the data chunks D" = (D, ... »Dp_2¢_1) and the parity chunks across all levels {Pf =
(P ... ,P§1_1> | £=1,...,L}, Hyra merges them into a unified chunk sequence, as shown in Fig. 5:

L
C=(D"PL .., PY =(Cy...,Cqu1), q=n—2f+Z/1[
=1

In particular, the first n—f chunks are derived from the level-L coding group:

PE forn-2f <i<n-f

D; for0<i<n-2
Ci = ! f
i—(n-2f)

To assign these n—f chunks to the n—f replicas in Ny, each replica uses the block hash of By, to
generate a shared permutation o over {0, . . ., n—f—1}. The i-th chunk C; is then assigned to the o (i)-
th replica in Ny, also referred to as its target replica. Since all replicas compute o deterministically,
they independently identify their assigned chunks without coordination, ensuring collision-free
and consistent distribution with at least n—2f honest holders.

For lower-level parity chunks (£ < L), which optimize read performance rather than recovery
guarantees, Hyra applies a lightweight randomized assignment. Each such chunk C; (i > n—f) is
mapped to replica Ry, where t = ¥/(i, h) mod n, using a public hash function ¢ with block height h
as salt, ensuring load diversity across blocks. At each height h, every replica performs full encoding
but retains only the chunks assigned to it.

Hybrid Chunk Verification. To defend against malicious replicas returning tampered data, Hyra
adopts a hybrid verification mechanism that combines Merkle trees and Vector Commitments (VCs)
to ensure sub-chunk and chunk-level integrity, respectively.

Each chunk C; is divided into s sub-chunks (Cjy, ...,Cis_1). Hyra builds a Merkle tree 7; =
Merkle(C;) over these sub-chunks, yielding a root digest ;. The root digests from all chunks
collectively form a vector yh = (B, ..., Hq_l), which is then committed using a VC scheme to
produce oh = Commit(Vh). The target replica Ryqrger storing chunk C; computes and retains the
VC commitment ®" and its opening proof IT; = Open(V", ®", i) alongside the chunk.

When a sub-chunk C; ; is requested during read or recovery, Ryarges returns four parts: (i) the
sub-chunk C; j; (ii) its Merkle proof m; ; = Prove(7;, j); (iii) the root digest 6; of 7;; and (iv) the VC
opening proof IT;. Verification proceeds in two layers. First, MVerify(6;, 7; j, C; j, j) verifies that C; ;
is correctly authenticated under 6;. Then, Verify(CDh, I1;, 6;, i) confirms that 6; is bound to index i in
the committed vector V. To reduce storage overhead, the Merkle tree 7; is reconstructed based on
C; on demand rather than stored persistently.

This hybrid approach enables lightweight, fine-grained integrity checks at the sub-chunk level,
while ensuring global consistency via vector commitments.

As an example, when sub-chunk D is requested, the target replica returns: (i) the sub-chunk
Dy 0; (ii) its Merkle proof 7o = ((d1, R), (ds, R)); (iii) the root digest 8y = ds of the Merkle tree over
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Algorithm 1: State Reading at Coordinator Replica

Input: (k, h): state reading, H,,,;: hash of the root node at h, M;,,;: metadata of the root
node
Output: v: value of requested state k
1 Hnext — Hroot’ Mnext — Mroot’ Nnext — nUll
2 while H,,.,; # null do

3 Riarger < target_Replica(M;oor)
4 if R;arge:r is current replica then
5 L Npex: < load node with hash H,.y
6 else
7 Nnext < remOte—NOde—Ret(Rtarget» Maext)
// Timeout or incorrect node
8 if Nyexr = null or verify(Npext, Hpext) is false then
// Algorithm 2
9 | Nnext « nOde—RecoverY(Hnext, Mnext)
10 if N,ex; is a leaf node then
11 if match(Npexs, k) then
12 v «— state value in Npex;
13 B return v
14 else
15 L return null
16 else
17 L Hpext, Muext < neXt—Child(Nnext’ K)

18 return null

Cy; and (iv) the VC opening proof I1, attesting that 6, is bound to index 0 in VC. Upon receiving this
data, the verifying replica recomputes dy = H(Dy ), reconstructs the root via 6, = H(H(do||d1)llds),

and checks whether 6 Z 0o. Next, the VC layer verifies that 6 is correctly bound to the commitment
®" at index 0 by invoking Verif y(<1>h, Iy, 0y, 0). This two-step verification succeeds only if the
Merkle hashes are combined in the correct (position-dependent) order and if the digest 0y is
authenticated under a VC.
Deferred and non-blocking encoding. Since Ny, is derived from the finalized block Bp41, a
replica may have already committed By, (and thus become a member of 9iy,), but not yet received
Bpi1. To bridge this gap, Hyra requires all potential members of R, to temporarily retain the
original data chunks D" before encoding and distribution take place. Once By, is finalized and
N, becomes locally agreed, as illustrated in Fig. 6, each replica in %, begins encoding D" and
distributing the resulting chunks. Since this process is decoupled from transaction execution, it runs
asynchronously and off the critical path, introducing no blocking to the system’s main workflow.
If all honest replicas in Ny, have completed encoding, Hyra can recover any missing data via
decoding, as discussed earlier. Otherwise, any correct replica in 9, that has not yet encoded still
retains a full copy of the original data and can directly serve chunk requests. Therefore, replicas
can flexibly perform encoding as background work, utilizing idle computational resources without
interfering with core blockchain functionality.
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4.4 State Reading

To retrieve a state value, the client issues a request (k, h) to a designated coordinator replica R.,
where x denotes the state key and h the target block height. The goal is to obtain the value of k as
of height h. Notably, the underlying partitioned storage is fully transparent to the client.

Algorithm 1 outlines the state reading procedure executed at R. It takes as input the request
(k, h), the root hash H,,; of the state tree, and the root metadata M,,,:, and returns the associated
value v. The tree traversal proceeds top-down (Lines 2-17). For each intermediate node Nyeyx;, R.
determines its responsible replica Rearges. If Riarger = Re, the node is retrieved locally (Lines 4-5);
otherwise, a remote request is issued (Line 7). If the remote retrieval fails or returns invalid data,
R, initiates a recovery procedure via decoding, as detailed in Algorithm 2 (Lines 8-9). Once Npex+
is obtained, R, checks whether it is a leaf node. If so, it compares the stored key suffix against
k. A match yields the corresponding value v (Lines 11-13); otherwise, the key is deemed absent
(Line 15). If N,ex; is an internal node, traversal continues via the appropriate child pointer (Line 17).
All nodes visited during the traversal collectively form a Merkle proof attesting to the correctness
of the returned value. For clarity, proof construction is omitted from Algorithm 1.

Figure 7 illustrates the workflow of cross-block state reading. To serve a request (x, h), Hyra

traverses the state tree rooted at block height h, following key x toward the corresponding leaf. At
each step, the coordinator R, fetches the next node using index metadata embedded in its parent.
Assuming R, = Ry, it retrieves Ny locally, then uses metadata in N to locate R; and fetch Nj,
and so on, progressing through Ry, Rs, until reaching the leaf N,,,. Once all nodes along the path
are retrieved, the value for x is returned. If a replica is unavailable or returns invalid data, R,
triggers decoding to recover the node. Note that Hyra partitions only historical states. Each replica
maintains a local copy of the most recent state. During execution, all state accesses target only this
up-to-date snapshot, which is locally available. As a result, execution remains entirely intra-replica
and unaffected by the underlying partitioning strategy.
Lost Node Recovery. When a remote fetch fails, either due to timeout or failed verification,
the coordinator R, initiates recovery, as shown in Algorithm 2. Recovery proceeds incrementally
from level 1 to L (Lines 2-8). At each level ¢, R, first locates the coding group G, that contains the
missing node (Line 3) and identifies the set of replicas R responsible for storing the associated
chunks (Line 4). R, then broadcasts a request message msg to all replicas in R to solicit the required
sub-chunks for decoding (Line 5) and waits for responses (Line 6). If enough valid sub-chunks
are collected, decoding is performed at level ¢; otherwise, the process escalates to the next level.
Once the missing node is successfully reconstructed, it is returned to resume the ongoing state
reading process (Lines 7-8).

Lines 18-23 describe how each replica Ry handles a recovery request msg = (H,, M, ) sent from
coordinator R.. The replica first determines the stripe range «, f that overlaps with the requested
node (Line 19), then loads its local chunk C;, from the coding group G,. It extracts the relevant sub-
chunks C;,_q, . .., Cy p along with their Merkle proofs 7;, 4, . . ., 7 g, and generates the VC opening
proof IT;, for the chunk root 6;, (Lines 20-21). These are returned to R, as a response message.

Lines 9-17 describe how R, processes these responses to perform decoding. Upon receiving
a message msgi from a replica, R, first verifies the Merkle root §;, using the VC opening proof
I1;, against the local commitment ® (Lines 10-11). Then, it verifies each sub-chunk using its
Merkle path (Lines 12-14). Once K, valid sub-chunks from distinct replicas have been collected, R,
performs stripe-by-stripe decoding (Lines 15-17). After reconstructing the missing node N,, the
state reading process resumes.
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Algorithm 2: Node Recovery

Input: H,, M,: hash and metadata of the requested node

Output: N,: requested node

/* On coordinator replica R, */
1 £ < 1, Nyeyr < null
2 for ¢ from 1to L do
3 G, « get_Coding_Group(M,, f)

4 R « get_Replicas(Gy)

5 broadcast(R, msg = (Hy, M;, £))
6 wait()

7 if Npex: # null then

8 L return N,

9 Upon receive sub-chunks with proofs msgy = ({C;, j, 7, jlj = . ..., B}, 0;, 1) do
10 if Verify(®,11;, 6;,, i) is false then

11 L return

12 for j from a to f do

13 if MVerify(0;,, 7, j, Ci, j, J) is false then
14 L return

15 if R receive K, valid messages then

16 Dr’a, Ce ,Dr’ﬁ — DeCOde({CiI’j}, ey {Cin,j})
17 N, « extract_Node(D,q,...,Dy 5, M;)

/* On each other replica Ry */
18 Upon receive request msg = (H,, M;, {) from R, do

19 a, f « stripe_Range(M,.of f, M, .len)

20 G, « get_Coding_Group(M,, £)

21 {Cijs i jli = a, ..., B}, 0, 11, < load_SubChunks(Ge, M,.h, M,.idx, a, )

22 | msgr — {Cip.jo i jlj = @ ..., B} 03 i)

23 | send(Rc, msgx)

4.5 Locality-Aware Nodes Partitioning

Hyra partitions modified state tree nodes at each block height into data chunks. Naively hashing
nodes for assignment ignores structural relationships, scattering related nodes across replicas and
causing excessive cross-replica reads. Instead, Hyra uses a locality-aware partitioning scheme that
leverages the tree’s hierarchy and temporal access patterns.

Consider a read request (k, h) where the latest update to k occurred at height h—2. As illustrated
in Fig. 7, the traversal spans multiple heights: root nodes at h, intermediates at h—1, and a leaf path
at h—2. This reveals two locality patterns guiding Hyra’s partitioning. (1) Root-near locality: Nodes
near the root are frequently updated due to copy-on-write and shared across reads. Co-locating the
root and its children in a chunk enables most traversals to fetch them in a single access, reducing
redundant reads. (2) Leaf-level locality: Toward the leaves, the tree becomes sparse, often with
single-child internal nodes. Updating a leaf also updates its ancestors, forming narrow linear paths
at earlier heights. Historical reads must fetch the full path. Chunking these nodes together enables
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Fig. 7. Example of cross-block state reading
batch retrieval, reducing network round-trips. Based on these insights, Hyra groups updated nodes
at each block height into three categories and applies tailored partitioning strategies to each.

e Root-near nodes: Small in number but highly reused across blocks. These are grouped into a
single chunk, enabling the upper portion (typically the first 2-3 levels) of most read paths to be
accessed in one round.

e Leaf-level nodes: These form narrow update paths and are grouped using depth-first traversal,
which co-locates path-aligned nodes into the same chunk, optimizing for linear access patterns
during historical reads.

o Intermediate nodes: These nodes are less predictable and shared across multiple paths, often
with weaker locality. They are partitioned using a balanced breadth-first traversal to evenly
distribute them across chunks.

In our evaluation with an MPT comprising 20K states distributed across 8 replicas, root-near nodes
are typically drawn from levels 1-3, intermediate nodes from levels 34, and leaf-level nodes from
levels 4-7. This hybrid partitioning strategy significantly enhances read locality by co-locating
structurally and temporally related nodes, thereby reducing cross-replica communication and the
need for decoding during reads.

5 Discussion and Analysis

This section proves the correctness of Hyra and analyzes the storage overhead caused.

5.1 Recoverability

In this subsection, we formally prove that the design of Hyra guarantees data recoverability, as
stated in the following lemma.

LEMMA 5.1. For any data chunk D; at block height h, Hyra ensures it is never permanently lost.

Proor. We focus on the top-level encoding (level L), which guarantees recoverability. At each
height h, the selected replica set N, contains n—f replicas, among which at least n—2f are honest.
Under the (n—2f, 2f) RS scheme, any n—2f chunks suffice to reconstruct the original data chunks
(Do, ..., Dp_zr_1). My is agreed upon via BFT consensus and recorded in the header of block B4,
ensuring all honest replicas share a consistent view. If an honest replica R € N has not yet
performed encoding, it retains the full data D" until learning that it is in 9t;,. Once the network
becomes synchronous, R can either complete encoding or supply its data directly for recovery. By the
eventual synchrony assumption, this ensures any D; remains recoverable from honest replicas. O

We now show that the (n—2f, f) coding configuration adopted by Hyra at the top level (L) is
optimal in terms of redundancy. We define the redundancy rate as the ratio of the total number of
stored chunks (data + parity) to the number of original data chunks. While lower-level parity chunks
(¢ < L) are configurable for performance, the top-level encoding must guarantee recoverability
under Byzantine conditions. Therefore, we aim to minimize the redundancy rate at level L subject
to this availability constraint.
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LEMMA 5.2. Under BFT environment with f Byzantine replicas, the redundancy rate of any coding
n—f
n-2f"

Proor. Let the top-level coding scheme use parameters (K, M), the redundancy rate is d =

scheme that guarantees recoverability must be at least

K1, + My /Ky. First, to ensure recoverability in the presence of f faulty replicas, at least K. out of
the Ki, + My chunks must be available. In the worst case, f replicas may withhold or return invalid
chunks, so we must have:

KL+ML—fZKL=>MLZf

Second, we consider the constraints imposed by BFT consensus. A block is committed when at
least n—f replicas agree. Since at most f of them may be faulty, it follows that at least n—2f honest
replicas have committed the previous block. Therefore, no more than n—2f honest replicas are
guaranteed to store data chunks at height h. To ensure successful recovery without relying on
faulty replicas, the data must be recoverable from these n—2f honest replicas. Thus, K; < n—2f.
Combining the above, we obtain the redundancy rate:

KL+ML>KL+f>n—2f+f_ n—f

KL - KL - H—Zf B n—Zf
This bound is tight and achieved when K; = n—2f and My = f, corresponding to the configuration
used in Hyra. O

5.2 Storage Scalability

We analyze the average storage consumption at each block height in Hyra, and examine how the
storage capacity scales with the number of replicas. Let Sy, denote the total size of updated nodes at
block height h. These nodes are partitioned into K; = n—2f data chunks, each of size S5 /K. The
total number of chunks generated includes: K data chunks; M = f top-level parity chunks; and
SLZ1KL /K, ] - M, parity chunks from lower levels. Hence, the total storage per block is:

— -2
Ki Sh n—f + Z%:ll (nK(f + 1) M,
S=|K +M + Z M, <

‘K. n—2f
S oS

Here, (Ky, My) for ¢ < L are constants independent of n and f. Thus, the total storage per block
height is bounded by a constant U.

Then, we analyze the per-replica storage overhead % at each height. From Eq. (2), we know that
S < U is a constant independent of n. Therefore, S/n < U /n, which decreases linearly as the
number of replicas n increases. This implies: the storage burden on each replica decreases with system
scale, while the aggregate storage capacity of the system increases linearly with number of replicas.

- Sh

@

5.3 Reading Performance

State reading in Hyra involves traversing the state tree from the root to the target leaf node
corresponding to the key, potentially accessing nodes stored across different replicas.

Node retrieval. When retrieving a node, there are two scenarios: (1) If the node is stored on an
honest replica, the coordinator receives the correct response via a single network round, incurring
minimal overhead, just the node and its corresponding Merkle/VC proof. (2) If the node is stored
on a faulty replica (e.g., returns incorrect data or remains silent), the coordinator initiates decoding,
starting from level 1 up to level L in the hierarchical coding scheme.
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At level ¢, the recovery process involves contacting up to K, + M, replicas in the relevant
coding group and requesting only the sub-chunks overlapping the target node. Let the node
span s = [len/Sqp | stripes, where len is the node size and Sgyp, is the sub-chunk size. Then, the
communication overhead is bounded by O(s - K;). If decoding fails at level ¢, Hyra escalates to the
next level with a larger K;. Assuming a fraction y = f/n of replicas are malicious, the probability
of successful decoding at level ¢ is:

Ke+M,

P, = Z (K€+Mf’)(l )i Ke+Me—i (3)

i=Ke
This represents the cumulative probability of receiving at least K, valid chunks. In most cases,

decoding completes at level 1, keeping latency and communication low. To estimate the overall
decoding cost, we define the expected number of contacted replicas as:

L -

K=Y K-|]a-®) @
i=0

=0 i

where we define Py = 1 -y and K = 1 to model direct access to an honest replica without decoding.
According to the parameters used in our experiments, the K is between 3 to 5, significantly less
than n—2f. Thus, the average communication complexity of node retrieval is O(s - K).

State reading. Hyra significantly enhances reading performance through its locality-aware
partitioning. In hash-based partitioning, nodes are assigned to replicas based on the modulo of
their hash values, causing logically related nodes, such as those along the same search path, to
be randomly scattered. As a result, a single reading may involve multiple remote accesses, each
retrieving only one relevant node. This low read coverage leads to high communication overhead
and, in the worst case, incurs a reading complexity of O(s - K - log L), where L, is the length of the
search path, s is the number of sub-chunks per node, and K is the average number of contacted
replicas per node. In contrast, Hyra groups structurally and semantically related nodes into the
same chunk using a hybrid partitioning strategy that considers both vertical (depth-wise) and
horizontal (breadth-wise) locality. This co-location enables multiple nodes on the same query path
to be fetched together, reducing the number of remote reads. As a result, the reading complexity
becomes O(e - s - K - log L,), where 0<e<1 reflects the improved read coverage. Empirical results
show that € typically falls between 0.3 and 0.5.

6 Experiment

We evaluate the performance of Hyra in various settings. We describe the experimental setup.

6.1 Setup

Implementation. Hyra [4] is integrated into the official Ethereum client [1], augmented with an
external PBFT module to provide consensus-layer finality. It uses Reed—Solomon erasure coding [57],
SHA-256 as the hash function, and implements all cryptographic primitives, digital signatures, CoSi
aggregation, and vector commitments, on the BN256 elliptic curve [50]. Replicas communicate via
a full-mesh TCP overlay for peer-to-peer messaging. The state is maintained using the MPT from
Section 2.3, consistent with account-based blockchains. The full prototype is implemented in C++
with 6,500 lines of code.

Comparisons. To assess the effectiveness of Hyra, we compare it with four representative baselines:

o Full replication: Every replica stores the entire state, ensuring zero access latency but incurring
high storage and redundancy overhead.
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Fig. 8. Storage overhead under varying configuration.

e Sharding [32, 35, 69]: The network is divided into multiple committees, each maintaining a
disjoint portion of the global state and an independent ledger. Cross-shard operations require
inter-committee coordination.

e Flat encoding [23, 39]: All state chunks are encoded as a single group using Reed-Solomon codes,
without hierarchical structure. This provides fault tolerance but lacks decoding flexibility.

e Hash-based partitioning [9, 10, 68]: Each state node is assigned to a replica based on its hash
value, either using simple modulo or consistent hashing in a circular identifier space (as in DHTs),
where a node is placed on the first replica clockwise from its hash. These schemes are oblivious
to the hierarchical structure and runtime access locality of nodes, often causing related nodes to
be scattered across replicas, leading to high read latency.

In addition, we also evaluate Hyra under two different top-level coding schemes, (n—2f, 2f) and
(n—2f, f), as discussed in Section 4.2.

Configuration. By default, Hyra uses a four-level hierarchical encoding scheme: (K;=2, M;=1),
(K2=4, My=2), (K3=8, M3=3), and top-level (Ky=n—-2f, My=f). With n = 32 and f = 10, the top
level is (K4 = 12, My = 10), yielding a consistent hierarchy (2,1) — (4,2) — (8,3) — (12,10). For
smaller Ky (e.g., 4 or 8), fewer levels are used. For the flat encoding, we apply a single-level code
directly, with parameters (K =n—2f, My =f). With respect to chunk size, Hyra is evaluated with
200 KB, 500 KB, 1 MB, and 2 MB, while the sub-chunk size is fixed at 100 bytes. We also simulate
Byzantine replicas, including data omission and incorrect responses.

Workloads. We use the SmallBank benchmark, widely adopted in prior work [19, 61, 66], to
evaluate Hyra under a realistic, state-intensive workload. The dataset consists of one million unique
accounts, each initialized with a random balance. We generate two million transfer transactions,
where each transaction randomly selects two accounts and transfers funds between them, resulting
in two reads and two writes per transaction. The access pattern follows a uniform distribution,
applying consistent pressure across the entire state space. Unless otherwise specified, each block
contains a fixed batch of 1,000 transactions.

Testbed. All experiments are conducted on a cluster of six machines within the same geographic
region. Each machine is equipped with dual-socket Intel Xeon E5-2620 CPUs (2.10GHz, 4 cores per
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Fig. 9. Encoding and decoding performance

socket), 32GB RAM, 1TB disk, and a 1Gbps network interface. To evaluate scalability across different
network sizes, we deploy up to two logical replicas per machine, a setup commonly adopted in
prior work [27, 44]. All machines run Ubuntu 16.04 with g++ version 9.4. The number of replicas
ranges from 4 to 128.

6.2 Storage Overhead

We evaluate the storage overhead of Hyra from two perspectives: the total storage consumption
across all replicas and the average per-replica storage usage.

Overall storage scalability. Fig. 8a presents the total storage overhead over 1,200 consecutive
blocks under different strategies and replica configurations. Full and Shard correspond to full
replication and sharding (with 4 replicas per shard), respectively. Initially, all schemes incur similar
overhead. However, Full grows linearly with the number of replicas, reaching 35.2 GB at n = 32,
since each replica maintains a complete copy of the state. Shard reduces redundancy across shards
but still replicates the state withing shard members, leading to moderate overhead. In contrast,
Hyra scales much more efficiently: at n = 32, f = 4, it reduces the total overhead to just 2.6 GB.
Fig. 8b shows the average per-replica storage cost. Full maintains a constant 1.10 GB per replica
regardless of the number replicas, while Shard reduces this to 0.32 GB at n = 32. Hyra further
lowers it to only 0.08 GB per replica, representing just 7.3% of full replication and 60.4% of sharding.
Moreover, the (n—2f, f) coding scheme incurs about 26.7% less storage overhead than (n—-2f, 2f)
due to its reduced redundancy.

Under n = 8, f = 2 with a two-level hierarchical encoding scheme, Fig. 8c plots the storage
overhead as block height increases. Full grows linearly, reaching 15 GB at height 2000, while
Shard cuts this roughly in half (to about 8 GB). By contrast, Hyra significantly reduces overhead
throughout, with the (n—2f, f) configuration achieving the lowest storage and up to 66% reduction
compared to full replication. These results confirm that Hyra’s partitioning strategy substantially
improves blockchain storage scalability.

Storage breakdown. Fig. 8d breaks down the storage overhead into four components: state,
replication, metadata, and parity across different methods (evaluated under n = 8, f = 2 with a
two-level hierarchical encoding scheme). In Full, redundancy is high because each replica stores
the complete state, resulting in a total storage of 15 GB. Shard reduces this overhead by distributing
state data across multiple shards, yet each shard still retains full replication within each shard. In
contrast, Hyra, under both schemes, eliminates replication and introduces only moderate metadata
and parity overhead. Notably, the overhead of these in the (n—2f, f) scheme is only 32.4% of the
replication cost in Full. Fig. 8e evaluates the storage cost of maintaining the latest state snapshot
across different block heights under varying skewness factors s. State access follows a Zipfian
distribution [8], where a higher s indicates stronger skewness, and s=0 corresponds to uniform
access. The latest state size remains consistently small (around 0.9-1.1 MB), even as s increases

Proc. ACM Manag. Data, Vol. 4, No. 1 (SIGMOD), Article 44. Publication date: February 2026.



44:20 Qifeng Que et al.

BAuthentication HEncoding B Authentication [lEncoding BAuthentication HEncoding

1000

1000

2000

~
[°
=]

750 —~ 1500

ms

s
1000

Time (ms)
wu
(=]
=)
Time (ms)
wu
(=]
=)

Tim:

250

N
o
o

500

1] o o]
200KB 500KB 1MB 2MB 200KB 500KB 1MB 2MB 200KB 500KB 1MB 2MB
Data Size Data Size Data Size

(a) Kp=4, My =2 (b) K =8, M;=3 (C) Kp=16, My =4

B Authentication Encoding B Authentication [lEncoding

3000

4000

~ 2250 ~ 3000
") n
E E
3 1500 o 2000
£ £
F 750 F 1000

1] o

200KB 500KB 1MB 2MB 200KB 500KB 1MB 2MB
Data Size Data Size
(d) K =32, M =5 (e) KL =64, My =6

Fig. 10. Overhead of hierarchical encoding and authentication.
from 0.0 to 0.9. This is because the size depends primarily on the total number of states, not the
distribution of access frequencies. Thus, maintaining a full, up-to-date state locally at each replica
is both practical and lightweight.

6.3 Encoding and Decoding Efficiency

Next, we evaluate the performance of Hyra’s encoding and decoding mechanisms under different
coding configurations.

Coding scheme. Fig. 9 presents encoding and decoding performance across several coding schemes
without hierarchical encoding, to isolate the impact of top-level configurations. We compare three
schemes: (n—2f, f) (adopted by Hyra), (n—2f, 2f) (used by BFT-Store), and (n—f, f) (which lacks
fault tolerance but serves as a performance baseline). For decoding, we additionally include the
Splitting strategy, which enables sub-chunk-level decoding as described in Section 4.

Fig. 9a reports encoding time under each scheme. As n and f increase, encoding time grows due
to the larger number of parity chunks generated. Among all, the (n—2f, f) scheme used by Hyra
achieves the best efficiency due to its lower redundancy overhead. In contrast, (n—2f, 2f), with
twice the parity, incurs the highest cost, reaching 2608.0 ms at n=32, f=4. The (n—f, ) and Hyra
’s (n—2f, f) configurations show comparable and significantly lower encoding times (e.g., 468.5 ms
at n=8, f=2), confirming the efficiency of the scheme chosen by Hyra.

Fig. 9b shows the corresponding decoding times. As expected, decoding slows with increasing n
and f, but clear differences emerge. The (n—f, f) scheme performs the worst, requiring nearly all
chunks for recovery, with latency peaking at 764.0 ms for n=32, f=4. Both (n—2f, 2f) and (n-2f, f)
schemes achieve lower latency, with Hyra’s configuration slightly outperforming the other. Notably,
the Splitting approach delivers the best performance (224.0 ms at n=32, f=4), as it fetches and
reconstructs only the necessary sub-chunks, reducing both bandwidth and computation costs.
Hierarchical encoding. Fig. 10 presents the time overhead of hierarchical encoding under
different top-level parameters (K = n—2f, My = f), while fixing the parameters of lower levels.
The reported latency includes both encoding and authentication, where authentication encompasses
the construction of VC commitments and Merkle trees over sub-chunks. The results show that
total construction time grows linearly with data size, as larger inputs involve more computation
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Fig. 11. Efficiency of hierarchical decoding

and memory operations. Moreover, increasing the coding parameters (K, M) results in higher
encoding times due to increased redundancy and more parity chunks. For instance, encoding 2 MB
of data under (4, 2) takes 682.6 ms, while (8, 3) and (16,4) increase this to 905.0 ms and 1248.0 ms,
respectively. Despite these trends, the overhead of authentication remains relatively small, typically
under 40% of the total encoding time, and sometimes as low as 5%, indicating that most of the cost
stems from erasure coding rather than proof construction.

Hierarchical decoding. Fig. 11 evaluates the decoding performance at each individual level
under fixed parameters n = 32 and f = 10, with varying chunk sizes. The coding scheme at each
level follows the configuration described earlier. This experiment focuses purely on decoding
time, excluding network latency and request overhead. We compare two decoding strategies:
Chunk, which performs decoding over the entire chunk, and Sub-chunk, which decodes only the
overlapping sub-chunks necessary to recover the requested node. As expected, decoding time
increases with the level, since higher levels correspond to larger coding groups. For example, the
decoding time grows from 25.1 ms at level 1 to 190.0 ms at the top level (L = 4). Notably, Sub-chunk
consistently outperforms Chunk, especially at higher levels. Specifically, Sub-chunk decoding time
remains around 100.3 ms at level L regardless of chunk size, as it processes only the relevant
sub-chunks instead of entire chunks, thereby reducing unnecessary computation.

6.4 Node Retrieval Efficiency

Third, we test Hyra when retrieving a state node, including remote data access, integrity verification,
and decoding.

Node retrieval. Fig. 12a reports the latency of retrieving a single node under three strategies: Flat,
Chunk, and Sub-chunk, with fixed parameters n = 32 and f = 10, and varying chunk sizes. Here,
Flat refers to the baseline that applies erasure coding only at the top level without hierarchical
structure. The results show that both Chunk and Sub-chunk significantly outperform Flat, as in
over 80% of cases, decoding is either unnecessary or completed at level 1. Furthermore, Sub-chunk
reduces latency by up to 55.8% compared to Chunk, due to its fine-grained data access and reduced
verification overhead. Fig. 12b presents the corresponding bandwidth cost for each strategy. As
expected, Flat incurs the highest overhead since it often retrieves entire chunks or full coding
groups. Chunk improves over Flat by leveraging hierarchical decoding, but still transmits full
chunks. In contrast, Sub-chunk achieves the lowest bandwidth usage, transferring only 1.1% of the
data required by Chunk and 0.23% of that required by Flat.

Malicious attacks. Fig. 13 evaluates the performance of Hyra under different Byzantine fault
ratios (f/n), where faulty replicas either remain silent or return corrupted data. The chunk size
is fixed at 1 MB. Fig. 13a shows the node request latency as the fraction of malicious replicas
increases. As expected, the latency of all methods grows moderately due to increased decoding
attempts. For instance, the latency of Chunk increases from 38.3 ms at 10% faults to 82.2 ms at
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30% faults, still significantly lower than the constant 90.1 ms required by Flat, which always
decodes at the top level. Fig. 13b reports the corresponding bandwidth consumption. For Chunk,
bandwidth steadily increases with more faults, reaching nearly 1,700 KB at a 30% malicious ratio due
to repeated full-chunk recovery. In contrast, Sub-chunk maintains exceptionally low bandwidth in
all scenarios, staying below 10 KB even under high Byzantine presence. These results demonstrate
that Sub-chunk reduces communication overhead, making it a highly bandwidth-efficient strategy.

6.5 Reading Performance

Finally, we evaluate the state reading performance of Hyra. To isolate the impact of cross-replica
access, the benchmark focuses solely on historical state, excluding the most recent locally stored
state. Each read targets a single key from the historical state.

Fig. 14 compares the average number of remote accesses per read under three partitioning
strategies: Random, DHT, and our proposed Hyra. Both Random and DHT assign state nodes purely
based on their hashes and are oblivious to structural relationships, as discussed earlier. For fair
comparison, each chunk is counted at most once per read, even if it contains multiple requested
nodes. The x-axis denotes the number of replicas, and the y-axis shows the average number of
remote accesses over 10,000 queries. As the number of replicas increases, Random and DHT exhibit
similarly high cross-replica access rates (e.g., from 4.31 at n=38 to 5.02 at n=128), reflecting poor
spatial locality. In contrast, Hyra maintains low remote access counts (1.8-2.4), achieving a 30-60%
reduction in cross-node reads.

Table 1 presents both average and maximum state reading latencies across varying replica counts.
Random and DHT consistently exhibit higher latencies, increasing from 76 ms at n = 4 to 102 ms
at n = 128, with worst-case delays reaching 142 ms. In comparison, Hyra achieves significantly
lower and more stable latencies, with average latency reduced to 46 ms at n = 128. These results
confirm that only Hyra effectively reduces cross-replica lookups and mitigates long-tail delays.
For reference, the Full and Sharded strategies, denoted collectively as Local, achieve near-zero
reading latency, averaging 73 ps and peaking at 96 s, due to purely local access without any remote
communication. While these approaches offer optimal read performance, they sacrifice scalability
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Table 1. Read latency under different partition methods

Avg. latency (ms) Max. latency (ms)

Random DHT Hyra  Local Random DHT Hyra  Local

4 76 75 45 0.073 142 142 60 0.096
8 90 88 39 0.073 142 142 60 0.096
16 96 97 46 0.073 141 141 81 0.096
32 100 100 54 0.073 142 142 81 0.096
64 101 102 58 0.073 142 142 81 0.096
128 101 102 46 0.073 142 142 61 0.096

and fault tolerance, underscoring Hyra’s goal of enabling decentralized, resilient state storage with
low read overhead.

Fig. 15 reports throughput across block heights for three configurations: the baseline Origin
(without state partitioning), Hyra, and Hyra-NE (which decouples agreement on 9y, from consensus).
The nearly overlapping curves confirm that Hyra’s asynchronous, hierarchical encoding does not
interfere with transaction execution. In addition, embedding the ) agreement into the consensus
phase introduces minimal communication overhead, with no noticeable impact on throughput. The
slight decline in performance at higher block heights stems from the larger MPT structure, which
increases the number of nodes updated per block.

7 Related Works

Sharding. Although sharding is not designed to relieve the single-node storage cost, it can still
achieve data partition across nodes “equivalently” [10, 35, 64]. Specifically, nodes are divided into
multiple equal-size groups in blockchain sharding, called shards, while the states are distributed
over these shards. Then, each shard only handles transactions that access states stored by itself in
parallel to maximize the throughput. In such a scenario, each node only needs to preserve the state
data assigned to the shard it belongs to instead of all the global state data. When encountering a
transaction that accesses states from two different shards, various cross-shard commit protocols
[54, 64, 69] are proposed to commit such kind of transactions. In fact, the sharding technique
is orthogonal to our approaches. As each shard in a sharding system maintains a local chain
independently, we can further diminish the storage overhead by employing our Hyra for state data
management, incurring no modification to the sharding design.

Authenticated storage systems. Merkle tree [46] and its variants [11, 15, 65] widely serve as the
underlying authenticated storage to manage the states of smart contracts. For a state request, in
addition to the state value, Merkle tree can produce corresponding Merkle proof to authenticate
the correctness of the value. Specifically, the proof includes the nodes visited in this query, from the
root to the leaf node, that accommodate the target state. However, with more states inserted, the
size of the proof rises accordingly, mainly since each node contains the hashes of all its children.
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To pursue succinct proofs, more studies have changed to leverage various accumulators [14]
or cryptographic structures to compress the proof size while not sacrificing security. The RSA-
based accumulators can generate a constant proof size for each state regardless of the number
of states. The vector commitment (VC) scheme [17] is another typical accumulator, providing the
authentication feature. Differently, it accepts an array of data as input and generates a constant-size
proof for data at each slot regardless of the array length. Based on VC, Edrax [20] significantly
reduces the space overhead of proofs. Besides, VC is employed in stateless cryptocurrency design
[22, 58]. In this case, the consensus node need not maintain entire state data; users store their
state data and VC proofs instead. However, these solutions cannot support the execution of smart
contract transactions and suffer from the time-consuming proof generation. Pointproofs [28]
provides a more powerful VC scheme, which enables smart contract execution under a stateless
design. Unfortunately, this requires storing a large number of parameters on each node, which is
impractical in real deployments.

Storage partition. In traditional distributed systems, partitioning is an effective strategy for
reducing per-node storage overhead by dividing data into chunks and distributing them across
nodes [12, 18, 31, 36, 59]. To ensure availability, each chunk is typically replicated across multiple
nodes. However, this approach is inadequate in Byzantine environments, where malicious replicas
may tamper with data or respond dishonestly. To tolerate f Byzantine faults, each partition must
be replicated to more than n — f nodes, and authenticated retrieval becomes necessary, resulting in
O(n) storage complexity. To address this, recent blockchain systems adopt erasure coding (EC) to
reduce redundancy while preserving recoverability. For example, BFT-Store [53, 55, 56] applies EC
to block data, enabling secure partitioning under BFT assumptions. However, its design targets
flat, append-only ledger data and does not generalize to the structurally dependent and frequently
updated state data. In contrast, our work focuses on partitioning and encoding the internal nodes of
the state tree, which presents unique challenges in verification, recoverability, and query efficiency.

8 Conclusion

In this paper, we presented Hyra, a Byzantine-resilient and storage-efficient state management
engine for blockchain systems. Hyra combines locality-aware partitioning with hierarchical era-
sure coding to achieve scalable and fault-tolerant storage, while maintaining efficient access to
distributed state. To ensure correctness under adversarial conditions, it integrates a hybrid verifi-
cation mechanism using vector commitments and Merkle proofs for sub-chunk-level validation.
Our formal analysis proves that the coding configuration is redundancy-optimal. Experiments on
Ethereum-based prototype show that Hyra reduces per-replica storage by over 90% and achieves
low-latency, verifiable access even in BFT environment. These results highlight Hyra as a practical
and effective solution for secure, scalable state storage in future blockchain systems.
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