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Homomorphic encryption (HE) enables computations directly on encrypted data, offering strong cryptographic
guarantees for secure and privacy-preserving data storage and query execution. However, despite its theoretical
power, practical adoption of HE in database systems remains limited due to extreme ciphertext expansion,
memory overhead, and the computational cost of bootstrapping, which resets noise levels for correctness.

This paper presents NSHEDB1, a secure query processing engine designed to address these challenges at the
system architecture level. NSHEDB uses word-level leveled HE (LHE) based on the BFV scheme to minimize
ciphertext expansion and avoid costly bootstrapping. It introduces novel techniques for executing equality,
range, and aggregation operations using purely homomorphic computation, without transciphering between
different HE schemes (e.g., CKKS/BFV↔TFHE) or relying on trusted hardware. Additionally, it incorporates a
noise-aware query planner to extend computation depth while preserving security guarantees.

We implement and evaluate NSHEDB on real-world database workloads (TPC-H) and show that it achieves
20×–1370× speedup and a 73× storage reduction compared to state-of-the-art HE-based systems, while
upholding 128-bit security in a semi-honest model with no key release or trusted components.

CCS Concepts: • Security and privacy → Database and storage security; • Information systems →
Database query processing.
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1 Introduction
Homomorphic encryption (HE) offers a compelling foundation for building privacy-preserving
database systems, enabling secure computation over encrypted data without revealing sensitive
contents. It provides end-to-end data confidentiality in untrusted environments, eliminating the
need for trusted execution environments (TEEs) or key escrow. However, despite this strong
cryptographic guarantee, practical deployment of HE-based database systems remains elusive due
to severe performance, storage, and usability constraints.

• Performance:Modern HE operations depend on a time-consuming bootstrapping process to
reset the noise level in computed data, ensuring the correctness of subsequent computations.
Existing HE-based database systems also rely on costly transciphering between various HE

1Implementation available at https://github.com/escalab/NSHEDB.git
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schemes to support a wider range of database operations. These systems take at least several
minutes to perform queries [55, 63, 76].

• Memory and Storage: HE schemes result in significant expansion in ciphertext volume
as the schemes need to encode difficult-to-decrypt noises while preserving the budget for
correct numerical computation. State-of-the-art HE libraries like OpenFHE [8] have to expand
data volume by 10,000× to support bit-level operations and meet the standard 128 security
level. Storing HE-encrypted data on storage devices or main memory during runtime is
economically unfeasible.

• Functionality: Although system designers can optionally reduce bootstrapping operations
or coarsen the granularity of encoding to decrease the computation and space overhead, each
compromise would sacrifice the functionality of the resulting system.

This paper introduces NSHEDB, Noise-Sensitive Homomorphically Encrypted Database, a secure
query processing engine designed to make HE-based encrypted databases viable in untrusted
execution settings. Rather than proposing new cryptographic primitives, NSHEDB focuses on
addressing the system-level bottlenecks that have hindered the practicality of HE-backed query
execution. It achieves this through a combination of optimized data encoding, HE-friendly query
transformations, and noise-aware execution planning—all while preserving strict security guar-
antees under a well-defined semi-honest adversary model. NSHEDB is not simply a performance
optimization of previous HE DBMS designs—it is a secure system architecture that makes principled
design decisions to minimize leakage, avoid scheme-switching transciphering, and operate within
the constraints of leveled HE.
The very first design decision of NSHEDB is to utilize the Leveled HE (LHE) [14] mechanism,

based on the Brakerski/Fan-Vercauteren (BFV) scheme [15], and to encrypt data at the word level. The
use of LHE at the word level offers several advantages to NSHEDB compared to traditional HE-based
database systems. First, this design choice allows NSHEDB to significantly reduce the data expansion
rate to only 28× relative to raw data, making storage usagemore economical and preserving valuable
interconnect bandwidth. Second, by encrypting data at the word level, NSHEDB leverages batch
encoding, where multiple data points are encrypted into a single ciphertext, unlocking data-level
parallelism to further enhance performance. Finally, since LHE can execute a limited number of
operations without bootstrapping, NSHEDB effectively circumvents the computational overhead
in time-consuming bootstrapping operations. This makes query execution feasible within the
computational budget of leveled HE, avoiding the need for expensive bootstrapping or compromise
on security. While approximate encryption methods like CKKS [21] also offer large plaintext space
and batch encoding, they are unsuitable for databases requiring exact query selection, as they rely
on approximate arithmetic. Since exact comparisons are essential for database queries, BFV is a
more suitable choice for NSHEDB.
However, simply implementing word-level LHE does not enable NSHEDB to perform database

operations due to the lack of support for bitwise logical operations and arithmetic operations such
as division. To address this, NSHEDB proposes a set of algorithms designed to efficiently execute
critical database functions, including equality checks, range queries, averages, etc., without the
need to re-encrypt data into bit-level HE on the fly. Another constraint of LHE is the limited number
of operations it can perform. This paper has identified that the sequence in which operations are
performed significantly impacts the growth of the noise level. Therefore, NSHEDB meticulously
evaluates each query to minimize the need to reset the noise level of computation results. We
have implemented and evaluated NSHEDB, comparing its performance with existing HE-based
DB prototypes. NSHEDB is 20× to 1370× faster in a set of TPC-H queries. Furthermore, NSHEDB
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only requires 1.4% of the space compared to its counterpart, or 28× relative to the raw data storage
without encryption.
In summary, NSHEDB advances encrypted database systems through the following contributions:

(1) A novel query processing architecture for FHE constraints: We identify how the
constraints of word-level homomorphic encryption (HE) impose a new architectural objective
that renders traditional index structures ineffective. Our novel scan-first database architecture
embraces this constraint, pivoting the properties of HE into a strength by maximizing data-
level parallelism

(2) Implementations of all major relational and arithmetic operators under FHE:We
provide the first comprehensive set of database-aware arithmetic algorithms implementing
all major SQL operations (joins, aggregations, filters) entirely within a single homomorphic
encryption scheme, eliminating costly encryption scheme conversions (e.g., BFV ↔ TFHE or
CKKS↔ TFHE).

(3) The first noise-aware query optimizer for encrypted databases: Unlike traditional
optimizers that minimize I/O or CPU, we introduce logical planning that treats multiplicative
depth as the primary cost. Our novel optimizations—the Predicate Pull-Up and Mask-Injection
Tuning rewrites—are fundamentally database transformations that restructure query plans to
minimize noise and eliminate time-consuming bootstrapping

(4) A real-world implementation and benchmark evaluation demonstrating feasibility:
NSHEDB is rigorously evaluated using the TPC-H benchmark, demonstrating that secure
query processing with leveled HE is feasible under practical workloads and a well-defined
threat model.

2 Challenges of using HE in Database Systems
2.1 Homomorphic Encryption
Homomorphic Encryption (HE) is a state-of-the-art encryption technique that allows for the
computation of encrypted data without decryption. HE ensures the confidentiality of sensitive
information, as all inputs, including user inputs and data storage, remain encrypted throughout the
computation process.

Example 2.1. The following example illustrates the basic concept behind HE using one-bit data.
Assume the encryption function in an HE system is given by:

𝐸 (𝑚) =𝑚 + 2𝑟 + 𝑎𝑠 (1)

where𝑚 is a one-bit raw data, 𝑠 represents the secret key, 𝑟 << |𝑠 | is a small random noise, and 𝑎
is a larger, random noise. If we have two data values𝑚1 and𝑚2, and we encrypt𝑚1 and𝑚2 with
different noise but the same key, then we can derive 𝐸 (𝑚1) =𝑚1+2𝑟1+𝑎1𝑠 and 𝐸 (𝑚2) =𝑚2+2𝑟2+𝑎2𝑠 .
If we directly perform 𝑥 = 𝐸 (𝑚1) + 𝐸 (𝑚2), then we can get another encrypted value

𝑥 = 𝐸 (𝑚1) + 𝐸 (𝑚2) = (𝑚1 +𝑚2) + 2(𝑟1 + 𝑟2) + (𝑎1 + 𝑎2)𝑠
= (𝑚1 +𝑚2) + 2𝑟 ′ + 𝑎′𝑠 .

If someone has the secret key 𝑠 , they can decrypt 𝑥 by modulus 𝑠 and 2 as

𝐷 (𝑥) = [(𝑚1 +𝑚2) + 2𝑟 ′ + 𝑎′𝑠] mod 𝑠 mod 2
= [(𝑚1 +𝑚2) + 2𝑟 ′] mod 2 =𝑚1 +𝑚2
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The same theory works for multiplications. By computing 𝑦 = 𝐸 (𝑚1) × 𝐸 (𝑚2), we can get an
encrypted value

𝑦 = 𝐸 (𝑚1) × 𝐸 (𝑚2) =𝑚1𝑚2 + (𝑎1𝐸 (𝑚2) + 𝑎2𝐸 (𝑚1))𝑠
+ 2(𝑚1𝑟2 + 𝑟1𝑚2 + 2𝑟1𝑟2) =𝑚1𝑚2 + 𝑎′′𝑠 + 2𝑟 ′′

With 𝑠 , we can decrypt 𝑦 and get𝑚1𝑚2 through the same decryption function.

Through the above example, we can make several observations. First, computing 𝑥 or 𝑦 does not
require 𝑠 , the secret key. Second, anyone received 𝐸 (𝑚1), 𝐸 (𝑚2), and 𝑥 cannot easily derive𝑚1,𝑚2
and 𝐷 (𝑥) without 𝑠 . Third, even with 𝑠 , the system cannot decrypt the encrypted data if the 𝑎′ and
𝑟 ′ or 𝑎′′ and 𝑟 ′′ are too large. Finally, when we compute 𝑥 or 𝑦, the noise level in 𝑥 and 𝑦 grows as
the computation aggregates or multiplies the noise from 𝐸 (𝑚1) and 𝐸 (𝑚2).

While the first two observations highlight the capability to compute on encrypted data without
decryption, thereby ensuring security, the latter two present a key challenge for HE systems:
managing noise growth. Modern HE approaches, such as Fully Homomorphic Encryption (FHE)
and Leveled Homomorphic Encryption (LHE), offer different strategies to address this issue.

2.1.1 Fully Homomorphic Encryption and Leveled Homomorphic Encryption.

Fully Homomorphic Encryption. Homomorphic operations introduce noise into ciphertexts, and
if this noise exceeds a threshold, it can corrupt the decrypted results, limiting the number of
computations that can be performed. Fully Homomorphic Encryption (FHE) resolves this by
using bootstrapping, a process that resets the noise level, allowing for unlimited computations.
This capability makes FHE suitable for evaluating arbitrary circuits and supporting complex
applications [31].

Leveled Homomorphic Encryption. Leveled Homomorphic Encryption (LHE) manages noise growth
by limiting the number of allowed multiplications, known as computation levels (or multiplicative
depth). Each multiplication contributes to noise accumulation, and if the total noise exceeds a
threshold, decryption errors may occur. Multiplicative depth measures the longest path of sequential
multiplications from input to output.
Unlike Fully Homomorphic Encryption (FHE), which resets noise via bootstrapping to enable

unlimited computation, LHE operates efficiently within a fixed multiplicative depth, reducing
bootstrapping overhead. However, when computations exceed the predefined depth, LHE can
selectively apply bootstrapping to enable deeper computations. Schemes like BFV [15], BGV [14],
and CKKS [21] define the maximum allowable depth based on encryption parameters. While LHE
aims to minimize bootstrapping, complex queries may still leverage it selectively when necessary.

2.1.2 Multiplicative Depth. In homomorphic encryption, ciphertexts accumulate noise with each
operation, and deeper computations risk exceeding the noise budget—the maximum noise a ci-
phertext can tolerate before decryption fails. Multiplicative depth captures the longest sequence of
multiplications from input to output. Formally, for two ciphertexts 𝐴 and 𝐵 with depths depth(𝐴)
and depth(𝐵), their product 𝐶 = 𝐴 × 𝐵 satisfies:

depth(𝐶) = max(depth(𝐴), depth(𝐵)) + 1.

As multiplications add new noise and amplify existing noise, computations with high multiplica-
tive depth increase the risk of surpassing the noise budget and bootstrapping. However, careful
parameter selection in LHE can ensure computations remain within a manageable noise budget,
reducing or eliminating the need for bootstrapping.
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In addition to the multiplicative depth that provides a straightforward measure of noise growth,
the order of multiplications can potentially change the noise aggregation. Operations like relineariza-
tion or rescaling occur after each multiplication and can introduce additional noise, depending on
the intermediate ciphertext states. Thus, even if two multiplication strategies ultimately implement
the same expression (e.g., 𝑥4) — one as (𝑥 × 𝑥) × (𝑥 × 𝑥) and another as 𝑥 ×

(
𝑥 × (𝑥 × 𝑥)

)
— they

can exhibit different intermediate noise behavior, potentially causing one strategy to reach the
noise budget sooner than the other.

2.1.3 Bootstrapping. During homomorphic computations, noise accumulates in ciphertexts, and
once it exceeds a threshold, it can corrupt decryption results. Bootstrapping resets the noise level,
enabling continued computations without loss of accuracy. This technique applies the decryption
algorithm homomorphically, reducing noise while keeping data encrypted. Bootstrapping is crucial
in FHE for supporting unlimited computations. Although specifics may vary across HE schemes,
the primary goal remains the same: to reset noise and ensure computational integrity.

2.1.4 Data Encryption Granularity of HE. The granularity of data encryption significantly affects
the efficiency and capabilities of HE schemes. Two primary types of encryption schemes that
support exact computations are: (1) bit-level encryption (e.g., TFHE [23], FHEW [29]), and (2)
word-level encryption (e.g., BGV [14], BFV [15]).

Bit-Level Encryption. Bit-level encryption, based on Boolean circuits, operates on individual bits
and supports logical operations like AND, OR, and XOR. It is useful for non-linear algorithms
and comparison operations, but its efficiency is limited due to significant data expansion, as each
ciphertext handles only a few bits of data, leading to high storage and computational costs.

Word-Level Encryption. In contrast, word-level encryption operates on integers using arithmetic
circuits. It offers better efficiency for linear algorithms and supports batch encoding, where multiple
integers are packed into a single ciphertext. This enables data-level parallelism, making word-level
encryption more space- and computationally-efficient. However, it is less effective for operations
requiring fine-grained bitwise logic.

2.1.5 Data Type Encoding in BFV. Since BFV operates on integers, non-integer data types require
encoding. Floating-point numbers are encoded as fixed-point representations to maintain precision,
while Boolean values map to integers (0 for False, 1 for True). For string data, we employ dictionary
encoding, assigning sequential integer IDs to unique string values.

2.1.6 BFV Operations. The BFV scheme provides native support for arithmetic operations on
packed ciphertexts. Addition and Subtraction operate element-wise between ciphertexts, as does
Multiplication. Negation flips the sign of all packed values, while Rotation cyclically shifts
elements by a specified offset.

Building on these primitives, HE systems implement two derived operations critical for database
queries. Extract isolates a single element by multiplying with a basis vector (all zeros except a
single 1 at the target position). Broadcast replicates a value across all slots via extraction followed
by rotations and additions. These derived operations enable the fine-grained data manipulation
required for query processing.

2.1.7 Basic logical comparisons.

Equality. HE systems commonly evaluate equality using Fermat’s Little Theorem [18, 33, 37, 38,
72]. While one could theoretically achieve bitwise comparisons in BFV by setting the plaintext
modulus to 2, this fundamentally changes the data representation. Integers must be bit-decomposed
across multiple slots (e.g., 16 slots for a 16-bit integer), reducing capacity by 16 times. Moreover,
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arithmetic operations would require complex bit-level circuits with rotations, eliminating BFV’s
efficient SIMD arithmetic advantages. Queries mixing bitwise and arithmetic operations would
require maintaining dual encryption schemes with different moduli.

Therefore, arithmetic approaches using standard plaintext moduli are strongly preferred. These
approaches leverage Fermat’s Little Theorem to perform comparisons arithmetically. For prime 𝑝
and non-zero 𝑎, Fermat’s Little Theorem states:

𝑎 (𝑝−1) ≡ 1 (mod 𝑝) (2)

This property enables equality testing: the expression (𝑥−𝑦) (𝑝−1) equals 1 for non-zero differences
and is undefined for zero. The system computes equality between 𝑥 and 𝑦 as:

𝐸𝑄 (𝑥,𝑦) = 1 − (𝑥 − 𝑦) (𝑝−1) (3)

This computation yields encrypted 1 when values are equal, 0 otherwise.

Range Comparisons. Range comparisons extend the Fermat’s Little Theorem approach by check-
ing whether the difference 𝑥 − 𝑦 falls within the negative range [−𝑝−1

2 ,−1]. Under modular arith-
metic, negative values map to the upper half of the field. The principle follows directly: 𝑥 < 𝑦 holds
if and only if 𝑥 −𝑦 yields a negative result. For instance, the comparison 3 < 5 produces 3 − 5 = −2,
which falls in the negative range and thus evaluates to true, while 5 < 3 produces 5 − 3 = 2, which
falls in the positive range and evaluates to false.

The system computes the less-than comparison by checking whether 𝑥 − 𝑦 equals any value in
the negative range:

𝐿𝑇 (𝑥,𝑦) =
−1∑︁

𝑎=− 𝑝−1
2

(
1 − (𝑥 − 𝑦 − 𝑎) (𝑝−1)

)
(4)

This computation yields encrypted 1 when 𝑥 < 𝑦, 0 otherwise. Systems can compute both equality
and range comparisons simultaneously using the optimization from [37].

2.2 Challenges
Despite the properties of preserving the form of encrypted data during the whole computing process
to ensure the privacy and security of user data, using HE in database systems is very challenging
in the following aspects.

Performance. FHE performance characteristics create an entirely different optimization landscape
for database systems. Bootstrapping—required to reset noise levels—dominates execution time [24,
28, 39, 57, 58, 62]. A breakdown of execution time for Boolean gate evaluations on 1-bit data using
OpenFHE [8] on our testbed shows that bootstrapping contributes to 99.99% of the total execution
time. Prior work [3] shows that CKKS takes 44 seconds to bootstrap 13-bit 32,768 elements (0.0013
seconds per bit), BGV takes 163 seconds to bootstrap 16-bit 1,024 elements (0.0099 seconds per bit).
Recent OpenFHE implementations achieve TFHE bootstrapping at approximately 5ms per 1-bit gate
on modern CPUs [8], with GPU and specialized hardware achieving even lower latencies. Recent
studies on HE-based databases [55, 63, 76] further highlight that bootstrapping dominates query
processing time, accounting for up to 90% of total execution time. This fundamentally changes
what database systems must optimize:

• Traditional cost: I/O and CPU cycles for data movement and computation
• FHE cost: Multiplicative depth that accumulates noise toward bootstrapping thresholds
• Traditional heuristics become counterproductive: predicate pushdown can trigger bootstrap-
ping, turning a cheap filter into an expensive operation
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• Operation ordering dramatically affects total cost: the same query can vary from zero to
multiple bootstraps depending on execution order

Database optimizers must be completely redesigned to minimize multiplicative depth rather than
I/O patterns.

Space and Memory Efficiency. Encrypting data significantly expands the size of the resulting
ciphertexts. When using a state-of-the-art HE library that supports bit-level HE [8] and meets the
standard 128-bit security level, data expansion reaches 10,000×. Similarly, HE-based databases [55,
63, 76] that operate at the bit level experience data expansion of approximately 8,000×, leading
to substantial storage and computational overhead. Storing data in bit-level FHE is economically
infeasible. Even when assuming secure storage and converting data into HE form before offloading
it to a third party, the ciphertexts impose significant pressure on network bandwidth, system
interconnects, and memory capacity due to the enormous data volume [28, 32, 35, 54, 64].

Functionality. An HE system can reduce computation, memory, and storage overhead by en-
crypting data at the word level or limiting the depth of operations [47, 64, 76]. However, both
approaches come at the cost of functionality. Word-level encryption lacks native bitwise operations,
such as AND/OR, making it infeasible for fine-grained comparisons for database tasks. Without
bit-level operations, database systems cannot directly compare ciphertexts, posing challenges for
queries involving equality or range checks. Additionally, limiting the depth of operations means
that complex computations will inevitably require bootstrapping to reset noise levels, ensuring
the correctness of results. Without sufficient bootstrapping, deeper computations may become
unreliable, restricting the types of queries the system can support.

2.3 Alternatives
Prior work has investigated other alternatives for making database systems secure or privacy-
preserving. However, none achieve the same level as NSHEDB.

2.3.1 Trusted Hardware-Based Database. Conventional secure database systems rely on encrypted
data storage, secure key exchange mechanisms, and trusted execution environments (TEEs) [5,
10, 45, 53, 56, 64, 67, 69, 71]. These designs assume the TEE can temporarily store the decryption
key and perform the necessary decryption on the encrypted data to compute the plaintext data. If
any component in the TEE is compromised, the whole system becomes insecure. In addition, the
attacker can learn the data access patterns and gain access to the data due to the limited space
within the TEEs [30]. Oblivious RAM (ORAM)-based database [26, 30] can alleviate the data access
pattern leakage problem but still relies on the trustworthiness of the underlying hardware. In
contrast, HE does not need to trust any third-party hardware, and the entire system remains intact
even though we offload computation to compromised hardware.

2.3.2 Hybrid Cryptosystem. Hybrid cryptosystems integrate multiple cryptographic techniques,
such as order-preserving encryption (OPE), deterministic encryption (DET), and partial homomor-
phic encryption (PHE) [52, 61]. While hybrid systems offer flexibility for different operations, they
introduce vulnerabilities like information leakage and side-channel attacks, especially in DET and
OPE schemes [27, 49, 50, 75]. These vulnerabilities compromise the system’s security in ways that
HE avoids.

2.3.3 Multi-Party Computation (MPC). MPC distributes a secret among parties, ensuring none
possess the entire secret. Each party conducts computations on partial secrets, combined by the
source for the desired outcome. Prior studies demonstrate MPC’s feasibility in databases [11, 17, 36,
41, 43, 60, 68, 70].
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MPC and HE serve different use cases and are complementary rather than competing approaches:
Different Trust Models:MPC requires trust assumptions about non-collusion between parties—

if sufficient parties collude, security fails. HE relies solely on cryptographic hardness assumptions
to ensure data confidentiality, typically assuming a semi-honest computing party.
Different Operational Models:MPC requires active participation and coordination among

multiple parties throughout computation, with associated communication overhead. HE enables
fully asynchronous computation by a single untrusted party, with no interaction after initial data
encryption.

Different Regulatory and Architectural Fit: Single-provider custody requirements, common
in healthcare and finance, may make distributed MPC architectures legally or practically infeasible.
Conversely, scenarios requiring joint computation over distributed private inputs naturally fit MPC.

PerformanceTrade-offs:MPC achieves dramatically better computational performance—Secrecy [43]
reports 6 seconds for TPC-H Q6 on 8 million rows, while HE-based systems such as HE3DB re-
quire 12,100 seconds for just 32K rows. This gap reflects fundamental architectural differences:
MPC performs computations on secret shares with modest overhead, while FHE requires complex
polynomial arithmetic on large ciphertexts.

We considerMPC-based databases as orthogonal to ourwork. Organizations choose betweenMPC
and HE based on their specific trust model, regulatory constraints, and architectural requirements.
When HE is necessary due to these constraints, our work demonstrates that careful system design
can make HE-based databases practical, achieving orders-of-magnitude improvements over prior
HE systems.

2.3.4 Existing HE-enabled DBMS. Before NSHEDB, researchers have explored the potential of using
HE in database workloads. However, none is ideal in addressing the performance, space/memory,
and functionality challenges.

Early proposals use somewhat Homomorphic Encryption (SHE) in retrieving encrypted records
through conjunction queries [1, 12, 40, 48, 74]. However, as SHE only supports addition and
multiplication, SHE-based systems can only achieve private information retrieval (PIR) but not
general queries.

Recent projects [55, 63, 76] strategically combine various HE schemes to enhance the versatility
of HE-based systems. These works store data using bit-level encryption (TFHE) and apply logical
operations for comparisons in WHERE clauses. For arithmetic operations, all of them dynamically
transcipher encrypted data from TFHE to BFV for HEDA [55] and to CKKS for HE3DB [63] and
ArcEDB [76]. However, the transciphering process is as expensive as bootstrapping, as it involves
re-encrypting data under a new HE scheme using the secret key of the new scheme [9, 20, 46].
HEDA further reports that 90% of the query evaluation time is spent on the Parameter-Lifting
Bootstrapping procedure. Prior work has also explored encoding data into a vector of field elements
(VFE) to leverage data-level parallelism, demonstrating the potential to manage comparison latency
at the millisecond level [65]. However, these previous approaches do not encompass the broader
domain of query evaluations addressed in this paper.

3 NSHEDB Design Overview
Figure 1 provides an overview of NSHEDB. It assumes the user application runs in a trusted zone (e.g.,
a private device or virtual machine) where only trusted software components can access the secret
key. The application does not trust the system’s interconnect, storage, or other resources. When
NSHEDB receives a query to load or store data, it encrypts or decrypts batch ciphertext using the BFV
scheme and the secret key. The query engine then translates operators into arithmetic operations
supported by NSHEDB’s encoding. NSHEDB evaluates the noise budget based on the computational
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Fig. 1. The system overview of NSHEDB

chain and seeks opportunities to minimize multiplicative depth, effectively shortening the chain. By
reducing depth where possible, NSHEDB postpones the need for bootstrapping, improving overall
execution efficiency. Throughout this process, NSHEDB does not require any key exchanges with
any resource outside the trusted zone and maintains data in HE formats.

At a high level, the NSHEDB design adheres to three key principles to address the challenges of
modern HE schemes in database systems:

A Constraint-Driven Scan-First Architecture: Defining a New Optimization Objective. NSHEDB
stores data homomorphically encrypted using word-level HE batch encoding, placing multiple data
points into a single ciphertext to avoid 10,000× data size expansion in bit-level. For instance, with an
encryption parameter setting of a polynomial degree of 32,768, NSHEDB stores 32,768 data points in
a single ciphertext instead of using 32,768 separate ciphertexts while enabling massive parallelism.
However, simply applying word-level encoding creates a fundamental challenge: no direct slot
access. The HE scheme operates in a SIMD-style, applying operations to all slots simultaneously.
Isolating slot 𝑖 requires a multi-step process involving creating a mask vector, multiplying the
entire ciphertext by this mask, and using rotations to move the result.
This constraint fundamentally breaks traditional database assumptions and imposes a new

architectural objective: Positional access through masking costs the same as full scans or leaks
access patterns, demonstrating a shift in complexity from logarithmic to linear.
• Index structures become ineffective:While access to position 𝑖 is technically possible through
masking, it requires processing the values in the ciphertext—incurring the same cost as scanning
all elements. B-trees and hash tables thus lose their efficiency advantage when array[i] costs
𝑂 (𝑛) instead of 𝑂 (1).

• Data manipulation degrades to full rewrites: Operations, such as swapping two elements or
moving records between buckets, cannot be done in-place. Each "point update" requires creating
masks, processing entire ciphertexts, and reconstructing the result—essentially rewriting the
entire packed vector.

• Security amplifies inefficiency: Even if masking were cheap, using it to access specific positions
would leak access patterns. To maintain security, we must process all positions anyway and mask
the results.
Rather than attempting to preserve traditional access methods under this constraint, NSHEDB

takes a different approach. Recognizing that conventional indexing provides no performance benefit
when all operations require full ciphertext processing, we design a scan-first architecture that
exploits the inherent parallelism of word-level encoding—processing 32,768 values per operation.
This represents a specialized query processing architecture designed specifically for the unique
characteristics of HE.
The implications of word-level HE constraints extend beyond simple data access to affect all

traditional database optimizations. Materialized views, while technically feasible, suffer from the
batching-versus-incremental tension. Consider a view with predicates (e.g., SUM(price) WHERE
price > 1000). Incremental maintenance requires evaluating predicates on single rows, paying
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the full comparison cost without data-level parallelism from batching—the same computational
cost for a single entry as for 32,768 entries. Materialized join results face prohibitive memory costs:
a 1K×1K join produces 7.4GB of ciphertexts. Materialized views only benefit narrow cases: (1)
predicate-free aggregations requiring single ciphertext additions, (2) complex views where full
recomputation cost exceeds incremental update overhead by orders of magnitude, or (3) storing
aggregated join results rather than full joins.

Table 1 quantifies how packing transforms database operations:

Operation Plaintext FHE with Packing

Point lookup 𝑂 (1) or 𝑂 (log𝑛) 𝑂 (𝑆) (process all slots)
Range scan 𝑂 (log𝑛 + 𝑘) 𝑂 (𝑛) (scan + mask)
Hash join 𝑂 (𝑛 +𝑚) 𝑂 (𝑛 · ⌈𝑚/𝑆⌉)
Optimization target I/O, CPU Multiplicative depth
Table 1. Packing forces scan-based behavior in all FHE operations

These fundamental shifts in complexity—from logarithmic to linear, from I/O-bound to depth-
bound—demonstrate that FHE requires not adaptation but complete rearchitecting of database
query processing.

Translating logical operations into arithmetic operations to avoid transciphering overhead. NSHEDB
translates unsupported logical operations into arithmetic equivalents to avoid the need for transci-
phering between different HE schemes. Traditional HE-based systems often rely on transciphering
between word-level and bit-level encryption to support logical operations such as AND, OR, and
XOR. However, this process incurs significant latency and efficiency losses.

Specifically, transciphering introduces three major issues:
(1) Transciphering Latency: Switching between word-level (e.g., BFV/CKKS) and bit-level

(e.g., TFHE) encryption is costly, often involving re-encryption and bootstrapping—one of
the most expensive HE operations. For instance, transciphering from LWE (TFHE format) to
RLWE (BFV/CKKS format) is up to 100,000× more expensive than a single homomorphic
arithmetic operation [9, 46], significantly slowing down query execution.

(2) Loss of Batch Encoding:Word-level encryption (e.g., BFV/CKKS) supports batching (e.g.,
processing 32,768 elements in one ciphertext), enabling parallelism. Transciphering to bit-level
encryption removes this capability, leading to significantly slower performance.

(3) Frequent Bootstrapping: Bit-level encryption schemes lack the "levels" present in word-
level schemes, necessitating frequent bootstrapping to control noise accumulation. This adds
additional overhead and further increases the latency of bit-level operations.

To overcome these drawbacks, NSHEDB implements logical operations directly as arithmetic
operations, eliminating the need for transciphering. While this increases the number of arithmetic
operations, it retains the advantages of batch encoding, making the system far more efficient.
Section 4.2 provides a detailed explanation of how NSHEDB translates essential logical operations
in database workloads into arithmetic operations.

Managing Noise to Reduce Bootstrapping. Rather than relying on bootstrapping to control noise,
NSHEDB uses LHE to manage the noise budget during query execution. Since bootstrapping
can be 5,000× to 140,000× slower than standard homomorphic operations [3, 8, 22, 66], NSHEDB
fundamentally reimagines query optimization for the FHE domain. Under leveled HE with packing,
all operations are inherently scan-based—the optimizer cannot choose between access methods but
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must instead minimize multiplicative depth while scanning. This leads to counterintuitive design
decisions: NSHEDB inverts traditional heuristics through Predicate Pull-Up and Mask-Injection
Tuning, deliberately delaying filter applications when it reduces depth. By decomposing complex
predicates into independent subgraphs and carefully choosing where to inject masks in join trees,
NSHEDB optimizes query plans to reduce multiplicative depth, thereby minimizing the frequency
of bootstrapping. Section 4.3 provides further details on these noise-sensitive query optimizations.

Security Analysis. NSHEDB assumes a semi-honest adversary who correctly executes protocols
but may attempt to infer information from encrypted data—the standard model for encrypted
databases [6, 52, 63, 76]. NSHEDB’s security relies on BFV’s IND-CPA (Indistinguishability under
Chosen Plaintext Attack) guarantee, ensuring ciphertexts reveal nothing about plaintexts, and
RLWE (Ring Learning With Errors), which makes decryption computationally infeasible without
the secret key.

NSHEDB exposes the following leakage, denoted as 𝐿:
• Schema information: Table structure, column names, foreign key constraints
• Static metadata: Base table sizes, dictionary sizes for encoded columns
• Query structure: Operator DAG shape (but not predicate values or selectivities)
• Output structure: Fixed 𝑛-slot ciphertext vectors for all operators

Operator-specific leakage includes:
• SELECT:Masks non-matches with encrypted zeros; ciphertext structure remains unchanged,
concealing selectivity. Zeros are dropped on the client-side.

• GROUP BY: Groups only on foreign key columns and always produces one aggregate per parent
key (|P| ciphertexts, where |P| is already leaked via schema).

• JOIN: Behaves identically to GROUP BY—outputs a fixed number of ciphertexts based on key
cardinality. Equality masks are computed in bulk, revealing only output count (already leaked
via FK constraints), not which specific key pairs matched.

• ORDER BY: Scans the entire dictionary with fixed iterations, concealing value-frequency pat-
terns.

• Aggregations: Return fixed-size results.
All operations utilize IND-CPA secure BFV ciphertexts, ensuring no information leaks beyond

𝐿. This leakage profile aligns with prior encrypted databases [51, 52] while uniquely avoiding the
need for trusted hardware and the overhead of scheme switching.

4 NSHEDB
NSHEDB enhances the efficiency of HE for database workloads by leveraging the LHE BFV scheme,
which offers benefits such as space efficiency, avoidance of bootstrapping, and batch encoding.
However, simply applying the LHE BFV scheme is insufficient for DBMSs, as the LHE BFV scheme
lacks the critical support of operators necessary for general-purpose database queries. This paper
makes two significant contributions to the realization of LHE database systems. First, NSHEDB
presents an innovative approach that efficiently supports the missing comparison operations, which
are critical for database queries but are not natively supported by the BFV scheme. Second, NSHEDB
introduces a novel noise-sensitive query optimization technique that manages noise accumulation
during query execution while minimizing the invocation of bootstrapping. This section will describe
both of these innovations in detail.

Proc. ACM Manag. Data, Vol. 4, No. 1 (SIGMOD), Article 57. Publication date: February 2026.



57:12 Boram Jung, Hung-Wei Tseng, and Yuliang Li

Table 2. NSHEDB Operator Support and Complexity

Operator Support Complexity

Selection (WHERE) ✓ 𝑂 (𝑛/𝑆) ops
Projection ✓ 𝑂 (1)
COUNT/SUM ✓ log 𝑆 depth
AVG Partial† returns (SUM, COUNT)
GROUP BY ✓ 𝑂 ( |𝐺 | · 𝑛/𝑆) ops
JOIN ✓ 𝑂 (𝑁 · ⌈𝑀/𝑆⌉) ops
ORDER BY ✓ 𝑂 ( |𝐷 | · 𝑛/𝑆) ops
Boolean AND/OR/NOT ✓ via arithmetic‡
B-tree/Hash index × degrades to scan
Native division × use workarounds

† Client-side division. ‡ AND=𝑎𝑏, OR=𝑎+𝑏−𝑎𝑏, NOT=1−𝑎.

4.1 Data Storage and Encoding
NSHEDB encrypts data using the BFV scheme with batch encoding, packing 32,768 values into a
single ciphertext. This significantly improves storage efficiency compared to encrypting values
individually—storing one ciphertext per batch instead of 32,768 separate ciphertexts. For example,
fully packing and encrypting 32,768 entries results in 27 times the raw data size—0.27 MB of raw
data expands to a 7.4 MB ciphertext.

4.2 Supporting DatabaseQueries
Unlike existing alternatives [55, 63, 76] that rely on transciphering between word-level and bit-
level encryption schemes, NSHEDB builds database operators entirely within BFV’s arithmetic
framework. By leveraging the comparison operations described in Section 2.1.7, NSHEDB avoids
the costly scheme conversions that dominate execution time in prior systems. This section describes
how NSHEDB combines these arithmetic building blocks to construct efficient database query
operators.

4.2.1 Operator Support Overview. Table 2 summarizes NSHEDB’s operator support. All operations
work within BFV’s word-level encryption, avoiding transciphering overhead. These complexities
reflect packing constraints: JOIN reduces 𝑁×𝑀 comparisons to 𝑁 ·⌈𝑀/𝑆⌉ ciphertext operations
(e.g., 1𝐾×1𝐾 join = 1000 ops vs 106 scalar). GROUP BY requires |𝐺 | equality checks processing 𝑆
values in parallel—expensive for high-cardinality columns. ORDER BY enumerates all |𝐷 | domain
values—practical only for small categorical domains. Each equality needs ≈16 multiplications
(Section 2.1.7), high but below bootstrapping cost.

4.2.2 Supporting Database Query Operators. In this section, we describe how NSHEDB supports
major SQL / relational algebra operators using HE.

SELECT operator. NSHEDB supports the SELECT operator (𝜎) by leveraging its unique comparison
algorithms across HE-encrypted columns of interests. Since the third-party computing resource can-
not decrypt the numerical results of HE computations to evaluate equality or inequality conditions,
NSHEDB multiplies the encrypted columns with the results of equality or inequality evaluations
under the SELECT condition.
For example, consider the following query:

1 SELECT A.price FROM A WHERE A.ID == A.key;
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Fig. 2. The process of JOIN in NSHEDB

NSHEDB performs the following HE computation on the elements corresponding to the same
record in the HE-encrypted columns:

𝐴.𝑝𝑟𝑖𝑐𝑒 × 𝐸𝑄 (𝐴.𝐼𝐷,𝐴.𝑘𝑒𝑦) (5)

where 𝐸𝑄 denotes the equality function from Section 2.1.7. For records where𝐴.𝐼𝐷 == 𝐴.𝑘𝑒𝑦, the
comparison function 𝐸𝑄 (𝐴.𝐼𝐷,𝐴.𝑘𝑒𝑦) returns a ciphertext with encrypted "1"s in the corresponding
positions. For records that do not match the condition, 𝐸𝑄 (𝐴.𝐼𝐷,𝐴.𝑘𝑒𝑦) returns encrypted "0"s,
effectively zeroing out those elements in the ciphertext. By multiplying the resulting ciphertext
from the equality evaluation with the HE-encrypted 𝐴.𝑝𝑟𝑖𝑐𝑒 , only the exact values of 𝐴.𝑝𝑟𝑖𝑐𝑒 that
meet the condition are retained in the final ciphertext for the SELECT query.

Aggregation: COUNT, SUM, and AVG. NSHEDB also supports aggregations over the results of a
SELECT operator in the following ways.
COUNT. Supporting COUNT requires overcoming the inability to directly access individual

elements within batch-encoded ciphertexts. NSHEDB uses repeated HE rotation operations with a
doubling pattern: rotate by 1 and add, then by 2 and add, then 4, 8, and so on.

For example, with 8 slots [𝑣0, . . . , 𝑣7]:
• Step 1: Rotate by 4, add⇒ [𝑣0+𝑣4, 𝑣1+𝑣5, 𝑣2+𝑣6, 𝑣3+𝑣7, . . .]
• Step 2: Rotate by 2, add ⇒ [𝑣0+𝑣4+𝑣2+𝑣6, 𝑣1+𝑣5+𝑣3+𝑣7, . . .]
• Step 3: Rotate by 1, add ⇒ [∑𝑖 𝑣𝑖 ,

∑
𝑖 𝑣𝑖 , . . . ,

∑
𝑖 𝑣𝑖 ]

This rotate-sum reduction requires only log𝑛 steps because each step doubles the values accu-
mulated. For COUNT, this applies to comparison result ciphertexts containing encrypted 1s and 0s.
The final ciphertext contains the exact count in every slot.
SUM. NSHEDB applies a similar approach for SUM as it does for COUNT. However, instead of
accumulating comparison results, NSHEDB multiplies the encrypted column of interest with the
comparison result ciphertext and accumulates the actual values of the records using the same
doubling rotation pattern.
AVG. Since BFV/BGV schemes lack division operations, NSHEDB employs three workarounds
for AVG queries: (1) Query Rewriting: Transform predicates to avoid division—e.g., salary >
AVG(salary) becomes salary × COUNT(salary) > SUM(salary). (2) Propagating Aggregates:
Pass (SUM, COUNT) pairs through the query plan instead of computing averages in intermediate
results. (3) Final Computation: Perform actual division client-side after decryption using the SUM
and COUNT components.
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Range and set queries: IN and BETWEEN.
IN (set membership). NSHEDB evaluates the IN operation by applying equality functions on
the given set of numbers and adds all equality results. If S represents the given set of numbers,
NSHEDB implements the following mathematical function to fulfill the evaluation of whether 𝑥 is
in S.

𝐼𝑁 (𝑥, S) =
∑︁
𝑦∈S

𝐸𝑄 (𝑥,𝑦) (6)

Despite the execution time being linear to the number of elements in S, the latency is still signifi-
cantly lower than that of mechanisms relying on transciphering.
BETWEEN. NSHEDB computes the BETWEEN operation as the product of two comparison results,
deriving ≤ and ≥ outcomes by combining the comparison functions from Section 2.1.7.

JOIN and GROUP BY. NSHEDB implements the JOIN (i.e., equi-joins ⊲⊳) and GROUP BY operators
using equality comparisons across the entries in the targeted attribute(s).
GROUP BY. NSHEDB implements the GROUP BY operation by performing equality checks on
each value in the group. First, NSHEDB retrieves metadata to determine the number of distinct
values, 𝑛, in the grouping column. Since all values are already encoded into a contiguous integer
range from 1 to 𝑛, NSHEDB directly operates on these unique IDs, ensuring consistent processing.
NSHEDB then performs equality checks for each distinct value in the target column, resulting

in 𝑛 ciphertexts, each containing encrypted “1”s for matching elements and encrypted “0”s for
non-matching elements. For multi-column GROUP BY, NSHEDB generates permutations of the
grouped values. For example, with columns |𝐺1| = 2 and |𝐺2| = 3, sorting by GROUP BY G1, G2
yields permutations like (1,1), (1,2), (1,3), (2,1), (2,2), (2,3). Reversing the order to GROUP BY G2, G1
results in different permutations.

NSHEDB then performs equality checks on the columns for each permutation and multiplies the
results to identify elements that meet the specified conditions.
JOIN. NSHEDB supports (i) two-way equi-joins, (ii) 𝑘-way star joins (𝑘 ≥ 2), and (iii) semi-/nested
joins expressed with EXISTS/IN. Every variant is built from three HE steps: (1) Extract+Broadcast
the reference-table key; (2) homomorphic equality to mask the fact table; and (3) Multiply the
mask with projected attributes followed by Add across rows.

As an illustrative example, consider the simplified SQL query demonstrating a basic JOIN scenario:

1 SELECT size, brand FROM A, B WHERE A.key = B.key;

Figure 2 illustrates the detailed process: 1 NSHEDB applies the Extract and Broadcast operations
on each element from B.key, and 2 performs equality checks between A.key and each ciphertext
created by Broadcast from B.key. 3 This creates a set of HE ciphertexts indicating matching
records in table A. Next, 4 NSHEDB applies the Extract and Broadcast operations to the size and
brand columns in table B, and 5 multiplies these extracted attributes with the equality check results
from step 3 . This process produces ciphertexts containing the matched entries for each attribute.
Finally, 6 NSHEDB aggregates these ciphertexts to yield the final JOIN output. Recognizing memory
constraints, NSHEDB optimizes JOIN operations by merging intermediate JOIN and aggregation
steps when possible, reducing intermediate storage requirements and improving computational
efficiency. This optimization is particularly beneficial when handling more complex JOIN patterns
such as multi-way equi-joins or nested JOIN structures.
Recognizing memory challenges in joining attributes from different tables, NSHEDB fuses the

join and aggregation processes to minimize memory consumption wherever possible. This approach
reduces data duplication and intermediate storage, streamlining operations and enhancing efficiency,
particularly for aggregation-focused joins.

Proc. ACM Manag. Data, Vol. 4, No. 1 (SIGMOD), Article 57. Publication date: February 2026.



NSHEDB: Noise-Sensitive Homomorphic Encrypted DatabaseQuery Engine 57:15

Operation Multiplicative Depth

Equality Check ⌈log(𝑝 − 1)⌉
Between/In ⌈log(𝑝 − 1)⌉ + ⌈ log(𝑘 )𝑝 ⌉
Aggregation log(𝑛)

𝑝

Join ⌈log(𝑝 − 1)⌉ + 1
Group by/Order by ⌈log(𝑝 − 1)⌉

Table 3. Multiplicative Depth Analysis of Operations in NSHEDB Implementation.

4.2.3 ORDER BY. NSHEDB sorts encrypted data homomorphically by using equality checks on all
possible values in the encrypted domain. Since direct comparisons are not feasible in homomorphic
encryption, NSHEDB generates equality masks for each distinct value, marking matching records
with encrypted "1"s and others with encrypted "0"s. For each value, NSHEDB applies this mask to
extract and aggregate matching records sequentially, constructing the final sorted sequence. This
process is repeated in increasing order for ascending sorts and in reverse order for descending
sorts. For multi-column sorting, NSHEDB first sorts by the highest-priority column, then applies
the same process to resolve ties based on the next column.

4.3 Noise-SensitiveQuery Optimization
NSHEDB optimizes query execution by minimizing noise accumulation and reducing the need for
costly bootstrapping. Since multiplications contribute to noise growth the most, while additions
increase noise more gradually—by a factor of 1

𝑝
, where 𝑝 represents the number of distinct values the

system can encode—NSHEDB reduces multiplication depth by reordering operations and breaking
down multiplication chains to limit noise growth at both the intra- and inter-operator levels.

4.3.1 The Noise Escalation of Operators and Optimizations. NSHEDB optimizes each query operator
by evaluating multiplications independently, avoiding chained dependencies on previous results.
Table 3 summarizes the noise levels for each operator. Below, we detail the optimizations for several
critical operators.

Equality checks. NSHEDB translates equality checks into arithmetic operations using Equation 3.
To minimize noise, NSHEDB reduces the number of required multiplications to ⌈log(𝑝 − 1)⌉ by
applying the exponentiation by squaring method [34].

BETWEEN/IN. NSHEDB implements BETWEEN/IN by evaluating multiple equality checks in-
dependently, which limits noise escalation to ⌈log(𝑝 − 1)⌉ multiplications. During aggregation,
NSHEDB employs a divide-and-conquer algorithm to perform additions independently, avoiding
the reliance on sequential results like in a traditional chain of operations. further reducing noise to
⌈ log(𝑘 )

𝑝
⌉, where 𝑘 represents the size of the set for IN or the range for BETWEEN. This optimization

limits the worst-case multiplication depth to ⌈log(𝑝 − 1)⌉ + ⌈ log(𝑘 )
𝑝

⌉.

AGGREGATION Operations. NSHEDB implements aggregation operations, including SUM and
COUNT, through rotations and additions. In our HE system, the noise level introduced by rotations is
negligible [59]. NSHEDB applies a divide-and-conquer algorithm to efficiently summarize vectors
after different shift amounts. The noise level increases by log(𝑛)

𝑝
as rotations cycle through the

padding elements across all records within the column, where 𝑛 represents the maximum number
of elements stored in a ciphertext.

Proc. ACM Manag. Data, Vol. 4, No. 1 (SIGMOD), Article 57. Publication date: February 2026.



57:16 Boram Jung, Hung-Wei Tseng, and Yuliang Li

(a) Original Plan

--

(b) Noise-optimized Plan
Fig. 3. Noise optimization example. Plan (b) executes the SELECT and JOIN operators independently and
then intersects their outputs, saving roughly one equality check in multiplicative depth compared with the
sequential execution in plan (a).

JOIN. NSHEDB implements the JOIN operation in two steps. First, it identifies matching entries,
producing a ciphertext ofmatching indexes. Then, it multiplies the joining columnwith this resulting
ciphertext. The first stage uses equality checks, which escalate the noise level by ⌈log(𝑝 − 1)⌉
multiplications. The second stage performs one HE multiplication. Therefore, in the worst case, the
noise level escalation in NSHEDB’s JOIN operation equals ⌈log(𝑝 − 1)⌉ + 1 multiplications.

GROUP BY/ORDER BY. NSHEDB implements the GROUP BY/ORDER BY operation by performing
equality checks on permutations of possible combinations and counting the matching records.
NSHEDB performs equality checks, using ⌈log(𝑝 − 1)⌉ multiplications to generate the resulting
ciphertexts.

4.3.2 Inter-Operator Optimizations. NSHEDB’s goal is to cap noise growth by restructuring the
query plan. Instead of executing operators in a deep, sequential pipeline, NSHEDB splits them into
independent paths, thereby reducing multiplicative depth and avoiding unnecessary bootstraps.

Predicate Pull-Up & Mask-Injection Tuning. Classic predicate push-down shrinks intermediate
data early. Under homomorphic encryption, however, filtering leaves ciphertext sizes unchanged;
irrelevant tuples are merely multiplied by predicate masks and turned into encrypted zeros. The
dominant cost therefore shifts from I/O to the multiplicative depth that provokes noise growth and
bootstrapping. Given amask, such as a date filter (𝜎1994≤𝑂.date<1995) or a join equality (𝑛_𝑟𝑒𝑔𝑖𝑜𝑛𝑘𝑒𝑦 =

𝑟_𝑟𝑒𝑔𝑖𝑜𝑛𝑘𝑒𝑦), the planner must decide where to inject it: early, pruning later work but lengthening
the deepest multiplication chain, or late, duplicating multiplications while shortening that chain.
To balance this trade-off, NSHEDB proposes two optimizations, Predicate Pull-Up and Mask-

Injection Tuning, where predicate pull-up postpones mask multiplications and mask-injection tuning
injects mask multiplications only at the latest depth that still satisfies the noise budget. Every filter
or comparison runs in its own sub-graph to yield a mask ciphertext, and operators such as GROUP
BY execute directly on the original columns without prior filtering. In an FK–PK chain, the same
mask can be injected at any nesting depth—from the outermost loop down to the innermost loop.
Injecting lower shortens the longest path (consuming less noise budget) but forces the mask to
be extracted and broadcast at each additional level. Inside a single join tree, the planner faces the
same depth-versus-work trade-off that predicate pull-up solves across subgraphs.

Cost-and-Decision Model. Consider a plan fragment whose longest path consists of 𝑚 homo-
geneous stages (filters, joins, or a mix). Let 𝑑𝑠 denote the multiplicative depth per stage (≈
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⌈log(𝑝 − 1)⌉ + 1 for an equi-join, 1 for a single multiplication, etc.). If the mask is injected af-
ter stage 𝑖 (0 ≤ 𝑖 ≤ 𝑚),2 then

𝐷𝑖 = (𝑚 − 𝑖)𝑑𝑠 , ΔMUL𝑖 = 𝑖 𝐶mul .

The incremental cost is

Cost(𝑖) = (𝑚 − 𝑖)𝐶mul + ΔMUL𝑖 +
[
𝐷𝑖 > 𝐵noise

]
𝐶boot,

with 𝐶boot ≫ 𝐶mul. The planner chooses

𝑖★ =

{
max{ 𝑖 | 𝐷𝑖 ≤ 𝐵noise}, if feasible;
𝑚, otherwise (pay one bootstrap).

A single knob thus governs both predicate pull-up (𝑚 = 1) and mask-injection tuning (larger𝑚).

Noise-Optimized Plan Construction. A single depth-first traversal of the algebraic DAG applies
three rewrite rules:
(1) R1 Mask isolation — rewrite every 𝜎𝑝 (𝑅) as ⟨𝑅,𝑀𝑝⟩ to compute the predicate once and store

its mask.
(2) R2 Independent evaluation — when two masks touch disjoint attributes, split 𝜎𝑝∧𝑞 (𝑅) into

𝜎𝑝 (𝑅) ∩ 𝜎𝑞 (𝑅), halving the longest chain.
(3) R3 Late injection — push each mask past joins until the deepest path length is ≤ 𝐵noise (the

cost model yields 𝑖★); inject once, then intersect or aggregate without further multiplications.
Repeated R1 + R2 realize Predicate Pull-Up; R3 at depth 𝑖★ realizesMask-Injection Tuning. The whole
pass runs in 𝑂 ( |𝑉 |+ |𝐸 |) time and short-circuits the longest multiplication chains while keeping
extra multiplications cheap.

Example (TPC-H Q4). Figure 3 visualizes the impact of our noise optimization on TPC-H Q4. In
the baseline plan (Fig. 3 (a)), a sequential JOIN–WHERE pipeline incurs

𝐷orig = 3⌈log(𝑝 − 1)⌉ + log𝑛
𝑝

+ 2.

After applying Predicate Pull-Up and Mask-Injection Tuning with 𝑖★ = 1 (Fig. 3 (b)), the date filter
is injected only after the join, reducing the depth to

𝐷opt = ⌈log(𝑝 − 1)⌉ + log𝑛
𝑝

+ 2,

thereby eliminating two bootstraps whenever 𝐷opt ≤ 𝐵noise.

Take-away. Predicate pull-up splits a plan into independent sub-graphs, while mask-injection
tuning reorders multiplications inside a join path. Together, they respect the noise budget across
hardware and parameter sets, choosing extra multiplications whenever they are cheaper than
bootstrapping.

5 Result
We implemented NSHEDB and evaluated it on a real system using TPC–H queries. The prototype
delivers up to a 659× speed-up over the strongest prior HE database and consumes only 1.3 % of
its storage space. This section describes the evaluation platform, workload, and results.

2𝑖 = 0: inject immediately; 𝑖 =𝑚: inject at the end.
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5.1 Experimental Methodology
Hardware and cryptographic parameters. All experiments run on a 16-core Intel Raptor-Lake CPU

(5.1 GHz boost) with 128 GB RAM. Homomorphic operators use Microsoft SEAL [59]. Parameters
follow the HE Standard [4]: polynomial degree 𝑛=32 768, coefficient modulus log𝑄=881, and
plaintext modulus 𝑝=65 537, yielding 128-bit security.

Baselines. We compare NSHEDB with the hybrid-HE engines HE3DB [63] and ArcEDB [76].

Dataset and query set. All eight TPC-H tables at scale factor 1 are loaded; the largest, LINEITEM,
is sampled to 32 K rows and related tables are scaled proportionally. Note that this limited table size
is primarily due to the space requirements of HE3DB and ArcEDB, whereas NSHEDB can support
larger workloads. We benchmark nine widely studied queries—Q1, 4, 53, 6, 8, 12, 14, 17, 19—that
together span the key access patterns in TPC-H:
• Scan + aggregation (Q1, Q6, Q14) – pipelines with SUM, AVG, COUNT, GROUP BY, and ORDER
BY.

• Inner and multi-way equi-joins (Q5, Q8, Q12, Q14, Q19) – two-table stars up to a six-table
join, all with predicate push-down.

• Semi- / nested joins (Q4, Q17) – patterns expressed with EXISTS and correlated subqueries.
• Complex predicates (Q19) – disjunctions, BETWEEN, and IN tests across joined tables.
The workload therefore exercises scans, filters, arithmetic aggregates, semi-joins, three- to

six-way joins, correlated subqueries, and multi-predicate filters—providing a balanced view of
NSHEDB’s performance without redundant cases.

5.2 Single-Threaded Performance and Noise-SensitiveQuery Optimization
5.2.1 Primitive Operations Performance. Table 4 presents the absolute execution times for primitive
database operations, demonstrating the efficiency of NSHEDB at the operator level. NSHEDB
achieves sub-millisecond performance for COUNT, SUM, equality, and IN operations, while com-
parison operations require only 3.66ms. These improvements stem from avoiding bit-level transci-
phering and leveraging batch encoding.

Operation HE3DB (ms) ArcEDB (ms) NSHEDB (ms)

COUNT 1.27 1.27 0.04
SUM 1.27 1.27 0.04
Equality (=) 283.33 16.00 0.09
Comparison (<, >) 150.83 16.00 3.66
Comparison (≤, ≥) 143.07 16.00 3.66
BETWEEN 287.35 33.69 7.32
IN 283.33 16.00 0.09
GROUP BY 283.33 16.00 0.09

Table 4. Execution time of primitive database operations

3We do not show Q5 in the later result figures because the theoretical runtimes of the two state-of-the-art baselines cannot
finish this query within reasonable timeframe (more than a year) on our testbed. NSHEDB achieves 13,000× speedup overall
the projected runtimes of HE3DB and ArcEDB. However, since the runtimes of the baselines are projected, we opt out to list
Q5 in result figures for fairness.
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Fig. 4. Speedup for basic database operations on
NSHEDB compared to baselines. NSHEDB achieves
speedups up to 3,148× over HE3DB.
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Fig. 6. Execution time (seconds) for TPC-H queries on 32K records comparing HE3DB, ArcEDB, and NSHEDB
with and without noise optimization.

Figure 4 visualizes these improvements as speedup ratios, showing NSHEDB consistently outper-
forms both baselines across all operations. The dramatic speedups for equality-based operations
(3,148× over HE3DB and 41× over ArcEDB) highlight the efficiency of our arithmetic-only approach.

5.2.2 TPC-H Query Performance. Figure 6 presents a single-threaded performance comparison of
NSHEDB against HE3DB and ArcEDB across various TPC-H queries. Unlike HE3DB and ArcEDB,
which rely on transciphering between bit-level and arithmetic HE operations, NSHEDB exclusively
employs arithmetic HE, eliminating the overhead of costly HE scheme conversions.

The figure shows two configurations of NSHEDB: without and with noise-sensitive optimizations.
Even without optimization, NSHEDB significantly outperforms both baselines. For example, Q1
completes in 477 seconds compared to 14,454 seconds for HE3DB (30× speedup) and 4,748 seconds
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for ArcEDB (10× speedup). Across all queries, NSHEDB without optimization achieves speedups
between 17𝑡𝑖𝑚𝑒𝑠 and 96× over HE3DB (average 41×).
With noise-sensitive optimizations enabled, performance improves dramatically. These opti-

mizations restructure query plans to minimize multiplicative depth, often avoiding bootstrapping
entirely. Q8 execution time drops from 8,423 seconds (HE3DB) and 3,351 seconds (ArcEDB) to
just 178 seconds with NSHEDB—speedups of 47× and 19× respectively. Overall, NSHEDB with
optimization achieves speedups ranging from 20𝑡𝑖𝑚𝑒𝑠 to 1,370𝑡𝑖𝑚𝑒𝑠 over HE3DB (average 659𝑡𝑖𝑚𝑒𝑠)
and from 5𝑡𝑖𝑚𝑒𝑠 to 78𝑡𝑖𝑚𝑒𝑠 over ArcEDB (average 34𝑡𝑖𝑚𝑒𝑠).
Table 5 breaks down Q6 execution time to reveal the source of these improvements. Bootstrap-

ping dominates in HE-based systems, consuming 97.5% of execution time in HE3DB (11,509s out of
11,802s) and 84.5% in ArcEDB (2,753s out of 3,257s). In stark contrast, NSHEDB eliminates boot-
strapping entirely through noise-aware planning, completing the same query in just 590 seconds
with only filtering and minimal aggregation overhead.

System Boot. Filter Conv. Agg. Total

HE3DB 11,509 251 42 0.01 11,802
(97.5%) (2.1%) (0.4%) (<0.01%)

ArcEDB 2,753 430 74 0.21 3,257
(84.5%) (13.2%) (2.3%) (<0.01%)

NSHEDB 0 589 0 1.41 590
(0%) (99.8%) (0%) (0.2%)

Table 5. Execution time breakdown (seconds) for TPC-H Q6 on 32K records.

5.2.3 Scalability Within Packing Limits. Table 6 demonstrates how packing affects scaling for Q6
with varying row counts up to the packing limit (𝑆 = 32, 768):

Table 6. Q6 execution time scaling within packing limits

Rows HE3DB (s) NSHEDB (s) Speedup

4K 1,541 590 2.6×
8K 3,044 590 5.2×
16K 6,514 590 11.0×
32K 11,802 590 20.0×

NSHEDB’s runtime remains constant at 590 seconds for all sizes ≤ 𝑆 (fittingwithin one ciphertext),
while HE3DB scales linearly with data size. This demonstrates packing’s efficiency: all operations
within a single ciphertext have the same cost regardless of how many slots are filled. Beyond 𝑆
rows, NSHEDB would exhibit stepwise growth—requiring 2 ciphertexts for 𝑆 + 1 to 2𝑆 rows, 3 for
2𝑆 + 1 to 3𝑆 rows, and so on.

5.3 Multi-Threaded Performance
NSHEDB exploits parallelism at multiple levels. At the data level, batch encoding enables simulta-
neous operations on multiple data points per ciphertext. At the query execution level, we applied
OpenMP to assign independent predicates to threads, demonstrating NSHEDB’s parallel potential
despite being orthogonal to our main contributions.
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Figure 5 illustrates performance scaling with increasing thread counts, achieving speedups of
1.74×, 2.73×, and 4.11× with 2, 4, and 8 threads, respectively. Scaling is not linear due to three
factors:
Limited parallelism: Queries with few predicates (e.g., Q1, Q6) leave threads idle beyond 4

cores.
Bandwidth saturation: Inequality checks generate intermediate ciphertexts and require lookup

table accesses (BSGS optimization), creating memory pressure. Equality tests use simple squaring
with minimal overhead.

Operation dependence: Equality-heavy queries (Q4, Q12) scale better than inequality-heavy
ones (Q8, Q19) due to lower memory pressure. Joins outscale filters despite similar complexity,
using more equality checks.

Future optimizations could explorememory-efficient HE schemes and predicate-aware scheduling
to improve scalability beyond eight threads.

5.4 Memory and Storage Efficiency
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Fig. 7. Storage and memory efficiency of NSHEDB. (a) Storage overhead across different record counts.
NSHEDB reduces storage overhead by 73×, requiring only 1.4% of the space used by HE3DB and ArcEDB. (b)
Breakdown of in-memory object types. NSHEDB reduces memory overhead by up to 1.6× compared to the
other systems.

NSHEDB optimizes memory and storage efficiency through improved data encoding schemes
and reduced runtime memory usage. Figure 7(a) compares the storage footprint of NSHEDB with
HE3DB and ArcEDB. To store 32K rows (16-bit integers), NSHEDB requires only 7.4 MB, whereas
HE3DB and ArcEDB require 537 MB—73× more than NSHEDB.

Figure 7(b) presents a breakdown of memory usage during Q6 execution. NSHEDB reduces overall
memory overhead by 1.6× despite slightly higher intermediate memory usage. This reduction stems
from two key factors: 1) Bit-level storage incurs significantly higher overhead, expanding the total
memory footprint. 2) HE3DB and ArcEDB require secret keys for both TFHE and CKKS, as well as
CKKS scheme integration with TFHE, along with additional context data for both HE schemes. By
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eliminating transciphering and maintaining a more efficient memory footprint, NSHEDB enables
more scalable and practical homomorphic query execution.

6 Other Related Work
6.1 ParallelQuery Optimizations
NSHEDB’s query optimization shares similarities with existing parallel optimization techniques
but differs by focusing on reducing noise rather than raw performance.

Existing works [2] and [73] introduce bushy-tree-based optimizations for JOIN operations, aiming
to reduce the number of MapReduce jobs and reorganize the sequence of operations. Similarly,
prior research [16] proposes a query chopping method for multi-threaded environments, where
tasks are distributed across threads for concurrent processing.
However, these approaches primarily target raw data, while NSHEDB must contend with en-

crypted data and noise accumulation. As a result, NSHEDB introduces additional computational
steps to minimize noise, a trade-off that slightly increases processing time but avoids the costly
bootstrapping process, ultimately leading to better overall efficiency in a homomorphic encryption
context.

6.2 Multiplicative Depth Optimization
Several works focus on minimizing multiplicative depth in homomorphic encryption, which is
critical for optimizing performance. For boolean circuits, Aubry et al. [7] propose methods to
minimize depth by rewriting sets of operations like XOR and AND, but these optimizations are
specific to bit-level HE and may not translate well to word-level encryption schemes like BFV used
in NSHEDB.
Bonte et al. [13] present an optimized solution for homomorphic string search with constant

multiplicative depth, focusing on equality checks. However, this approach is limited to specific
query types and does not address more general database operations.

Other approaches, like the homomorphic sorting algorithm in [19], prioritize depth optimization
for sorting but do not extend beyond the sorting operation to subsequent computations.

Some neural network frameworks in [25, 42, 44], introduce depth-optimized methods for specific
machine learning operations like convolution layers. However, these techniques focus on neural
networks rather than general-purpose database systems, making them challenging to adapt for
NSHEDB’s query processing needs.

7 Conclusion
Our work introduces NSHEDB, a secure query processing engine that rethinks how homomorphic
encryption (HE) can be deployed in practical database systems. Rather than relying on costly
transciphering or trusted hardware, NSHEDB uses word-level HE and introduces novel algorithms
for executing common database operations entirely within the encrypted domain. It promotes a new
approach to HE-based query execution by translating logical operations into efficient arithmetic
equivalents, while prioritizing noise growth control over simply minimizing operation counts.

By integrating noise-aware query planning with carefully optimized encodings, NSHEDB avoids
excessive bootstrapping and significantly improves computational efficiency. Our evaluation on
TPC-H workloads shows that NSHEDB achieves up to 1370× speedup over state-of-the-art HE-
based systems, with only 1.4% storage overhead, and no reliance on trusted execution environments,
key release, or scheme-switching.
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This work demonstrates that secure, privacy-preserving query processing with HE is not only
theoretically sound but also practical and performant. NSHEDB sets a new direction for build-
ing encrypted database systems grounded in principled cryptographic design and system-level
innovation.
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