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Noise perturbation is one of the most fundamental approaches for achieving (e, §)-differential privacy (DP)
guarantees when releasing the result of a query or function f(-) € RM evaluated on a sensitive dataset x.
In this approach, calibrated noise n € RM is used to obscure the difference vector f(x) — f(x’), where x’ is
known as a neighboring dataset. A DP guarantee is obtained by studying the tail probability bound of a privacy
loss random variable (PLRV), defined as the Radon-Nikodym derivative between two distributions. When
n follows a multivariate Gaussian distribution, the PLRV is characterized as a specific univariate Gaussian.
In this paper, we propose a novel scheme to generate n by leveraging the fact that the perturbation noise is
typically spherically symmetric (i.e., the distribution is rotationally invariant around the origin). The new
noise generation scheme allows us to investigate the privacy loss from a geometric perspective and express the
resulting PLRV using a product measure, W X U; measure W is related to a radius random variable controlling
the magnitude of n, while measure U involves a directional random variable governing the angle between n
and the difference f(x) — f(x’). We derive a closed-form moment bound on the product measure to prove
(€, 8)-DP. Under the same (¢, §)-DP guarantee, our mechanism yields a smaller expected noise magnitude than
the classic Gaussian noise in high dimensions, thereby significantly improving the utility of the noisy result
f(x) +n. To validate this, we consider privacy-preserving convex and non-convex empirical risk minimization
(ERM) problems in high dimensional space. We propose leveraging our developed noise in output perturbation,
objective perturbation, and gradient perturbation to establish DP guarantees when solving ERMs. Experiments
on multiple datasets show that our method achieves significant utility improvements for convex ERM models
(e.g., regression and SVM) under the same privacy guarantees. For non-convex models (e.g., neural networks),
it provides substantially stronger privacy guarantees under comparable utility.!
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1 Introduction

Differential privacy (DP) [17] is widely applied to protect the privacy of a sensitive dataset x
when releasing computation results, denoted as f(x) € RM. An important privacy guarantee is
(e, 8)-DP. It means that, with the exception of a small probability & (e.g., < 107°), the inclusion
or exclusion of any single data record in x cannot change the probability of observing a specific
computation result by more than a multiplicative factor of e€. (¢, §)-DP enables a unified and
comparable privacy notion for privacy-preserving algorithms, and has been widely applied to
quantify privacy loss in various privacy-sensitive tasks, such as covariance matrix estimation in
principal component analysis (PCA) [11, 35], recommendation systems [36, 46], data mining [21, 33],
graph data publication [28, 30], machine learning and artificial intelligence [1, 10, 26].

The classic Gaussian mechanism [16] is the most common way to achieve (¢, §)-DP. It perturbs
the computation result f(x) € RM using Gaussian noise n € RM and releases the noisy result s, i.e.,

s = f(x) +n. (1)

There are quite a few variants of this classic mechanism, e.g., [2, 8]. In general, they all establish
(€,8)-DP guarantee by investigating the tail probability bound of the privacy loss random
variable (PLRV), defined as the Radon-Nikodym derivatives (cf. Definition 2 in Section 3). In
essence, the PLRV quantifies the ratio between the probability density functions (PDFs) of two
randomized outputs generated from slightly different inputs.

Looking from the lens of PLRYV, all existing DP mechanisms using Gaussian noise share common
characteristic: when Gaussian noise with variance o is used to perturb f(x) with I, sensitivity

Ao f 2 the resulted PLRV is characterized as another Gaussian distribution, N/ ((Az—f)z ZM)

202 % 207
(cf. [44, Proposition 3] and [2]). Then, a certain (€, §)-DP guarantee is constructed by analyzing the
tail probability of such Gaussian distributed PLRV. Other DP variants that leverage Gaussian noise,
such as Concentrated DP [6, 18] or Rényi DP [37] handle the PLRV in much the same way; the
considered PLRV is still bounded using the measure concentration of a Gaussian random variable.
For example, to compose the privacy loss in DP-stochastic gradient descent, Abadi et al. [1] use the
Cramér-Chernoff method to bound the moment generation function of a Gaussian-type PLRV.

From the perspective of the noise itself, the multivariate Gaussian noise in (1) is known to
be spherically symmetric [19, 39], which means that the noise can be represented as a random
unit vector h € RM scaled by a non-negative random scalar R and a privacy related constant o,
i.e, n = oRh (the details are deferred to Section 4.1). Since ||h||; = 1, we have ||n|; « R, thus,
a straightforward approach to control the perturbation noise in (1) is to make the non-negative
random scalar R as small as possible. Additionally, to control the event where a query result f(x)
is overwhelmed by large noise, we wish extremely large values of ||n||, (or outliers) are less likely
to happen. Statistically speaking, we prefer ||n||; (or equivalently R) to have large kurtosis and
skewness [7, 49].

Unfortunately, as we will rigorously show in Section 4.1, the commonly adopted multivariate
Gaussian noise leads to two intrinsic limitations: (i) a large R, distributed as y; with degrees of
freedom equal to the output dimension of f(x) € R™, and (ii) minimal kurtosis and skewness that
scale inversely with the dimension, i.e., O(A—I,I). To overcome these drawbacks, we introduce a new
product noise construction, where the non-negative scalar R is instead drawn from y;.

As one might expect, there exists a trade-off in the new noise construction as the degree of
freedom of R is reduced from M to 1. Specifically, this trade-off manifests in the privacy-related
constant, which becomes dependent on the dimension M, and we denote it as oy in our noise (a
counterpart of ¢ in the Gaussian mechanism). Nevertheless, we will develop advanced techniques

ZAsf =sup, v ||1f(x) = f(x')||2, where x’ differs with x by only one data record.
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to control this trade-off, ensuring the new constant o grows only sublinearly with respect to M.
Our novel techniques have two key components:

e We construct a non-Gaussian type PLRV by interpreting noise perturbation in (1) as a random
triangle instance in R™. Under this geometric view, the new form of PLRV is a product of two
measures; one (denoted as W) is related to a random variable controlling the magnitude of our
noise, and the other (indicated by U) involves a directional random variable governing the angle
between our noise and the sensitive vector that needs to be obfuscated.

e To control the value of the constructed PLRV (i.e., W X U), we adopt the moment bound [40] to

Azf
Moment bound is always tighter than the Cramér—Chernoff bound [40], which is widely used

by existing mechanisms [1, 6, 37] to analyze the tail probability of a PLRV through bounding its
moment generating function. As a result, for a given dimension M, we can make the required oy
scale sublinearly with M.

Since the aforementioned trade-off is effectively managed, under the same (¢, §)-DP guarantee,
the expected magnitude of the required noise is significantly reduced compared with the classic
Gaussian noise in high-dimensional applications. In fact, our empirical guidance suggests that
when fixing § = 107>, it becomes preferable to adopt our proposed product noise rather than the
classic Gaussian noise whenever M > 14.

directly constrain its tail probability, which can be represented in the form of Pr [WU > G—Me] <é.

1.1 Contributions

Our main contributions are summarized as follows:

(1) New noise and new interpretation. We propose a novel product noise that facilitates the
interpretation of DP through noise perturbation from the perspective of random geometry and
offers an innovative characterization of PLRV as a product measure.

(2) Theory. We first rigorously derive the moment bound of the product measure to establish
(e, 8)-DP guarantee for our product noise. Building on this theory, we provide an approach to
set the noise magnitude and conduct a systematic comparison with Gaussian noise in both low
and high-dimensional settings, yielding actionable guidance for noise selection. Under the same
DP guarantee, our noise has significantly lower magnitude compared with the classic Gaussian
noise. We also theoretically analyze the privacy and utility guarantees when the product noise is
utilized to learn machine learning models (formulated as empirical risk minimization, ERM) in a
differentially private manner.

(3) Application. We apply the proposed product noise to differentially private ERM. We consider

both convex ERM (logistic regression and support vector machines) and non-convex ERM (deep
neural networks). For the convex scenario, we solve the ERM via both output perturbation [10, 50]
and objective perturbation [26]. experiment results show that, under the same or even stricter
privacy guarantees, perturbation using our proposed noise can achieve higher utility (i.e., testing
accuracy) compared with other noise. We use gradient perturbation [1, 5] to solve the non-convex
ERMs. Experiment results demonstrate that, to achieve comparable utility, our proposed noise
requires smaller privacy parameters (¢ and ) compared with classic Gaussian noise, thereby
providing a stronger privacy guarantee.
Roadmap. Section 2 reviews the related work. Section 3 presents the preliminaries. Section 4
provides the main results, guidance and simulation of this work. Section 5 theoretically explores
the feasibility of applying the product noise to differentially private ERMs. Section 6 empirically
evaluates the privacy and utility trade-off of the product noise on various ERM tasks and datasets.
Finally, Section 7 concludes the paper.
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2 Related Work

In this section, we review some representative works in various domains related to this work.
Noise design. Many works have attempted to develop variants of Gaussian noise to achieve (e, §)-
DP. For example, the Analytic Gaussian Mechanism [2] determines noise variance using the exact
Gaussian cumulative distribution function (CDF). The MVG mechanism [8] addresses matrix-valued
queries with directional noise by using prior knowledge on the data to determine noise distribution
parameters. Our work generates a novel noise by leveraging the polar decomposition of spherically
symmetric distributions to decompose multivariate noise into the product of two independent
random components, i.e., a magnitude (radius) of the noise and its direction.

Geometry insights. Our noise generation scheme allows a geometric interpretation of the PLRV
in noise perturbation. In particular, we show that PLRV can be upper bounded by the random
diameter of a circumcircle of a random triangle formed by two noise instances n and n’ and the
vector f(x) — f(x"). This further implies a product measure [14] and requires advanced measure
concentration analysis to study the privacy guarantee.

The random triangle interpretation was first observed by Ji et al. [27], yet they equire a strong
independence and nearly orthogonality assumption between n and n’, which are used to perturb
f(x) and f(x’), respectively. They proposed a DP mechanism that is only valid for extremely
restricted privacy regimes (e.g., € < A—I,I) In contrast, we analyze a random triangle by lifting this
less practical assumption of n and n’ being independent and nearly orthogonal. This allows our
proposed noise perturbation mechanism to work for all € > 0.

Some other works also use geometric properties, yet their considered geometry is completely

different from ours. In particular, they focus on the structure and error lower bounds of DP
database queries. For example, Hardt and Talwar [24] established lower bounds for linear queries by
estimating the volume of the #; unit ball under query mappings and proposed optimal mechanisms
based on K-norm sampling. Nikolov et al. [38] extended this approach to (¢, §)-DP by introducing
minimum enclosing ellipsoids and singular value-based projections. These works share a common
design principle; leveraging the geometric structure of the query space to guide noise mechanism
design. In contrast, we focus on the random geometry in noise space. Reimherr et al. [41] introduce
an elliptical perturbation mechanism by generalizing the Gaussian distribution to have a non-
spherical covariance, enabling anisotropic noise tailored to directions of varying sensitivity. [47]
considers the randomness of angular statistics and proposes to use the von Mises—Fisher distribution
and Purkayastha distribution to protect the privacy of directional data.
Ways to bound PLRV. In the literature, Concentrated DP (CDP) [18] and zero-Concentrated
DP (zCDP) [6] are established based on PLRV. They obtain the tail bound of PLRV by using its
moment generating function (MGF). In contrast, we derive the tail bound of the PLRV using its ¢g-th
moments. An important conclusion in measure concentration theory is that the moment bound
(which we adopted) for tail probabilities is always better than the ones derived using MGFs (see
detailed discussions in Section 4.3). Consequently, by leveraging the sharper moment bounds, it
is plausible that CDP/zCDP analyses could be further improved in the Gaussian noise setting.
However, this direction of research lies beyond the scope of the present work, which focuses on
designing a new noise. Additionally, our PLRV is related to a BetaPrime distribution which does
not have an MGF. Hence, it is not feasible to characterize our mechanism using CDP/zCDP, which
requires the underlying PLRV to be sub-Gaussian and to admit MGF. Notably, a recent work [51]
proposes to directly optimize the PLRV in differentially private stochastic gradient descent (DPSGD)
by considering randomized scale parameters governed by a Gamma distribution. This method
enables task-specific optimization of DP-based training by adapting noise and clip parameters to
the learning setup in DPSGD.

Proc. ACM Manag. Data, Vol. 4, No. 1 (SIGMOD), Article 66. Publication date: February 2026.



Privacy Loss of Noise Perturbation via Concentration Analysis of A Product Measure 66:5

3 Preliminaries

In this section, we review some preliminaries in DP, statistics, and special functions. More details
are deferred to Appendix A.1 and A.2 in the full version of this work [34].

DEFINITION 1. A randomized mechanism M satisfies (€, 6)-DP if for any two neighboring datasets,
x,x" € NIXI that differ by only one data record, € > 0 and 0 < § < 1, it satisfies

Pr[M(x) € 8] < e Pr[M(x') € S] +6,
where S denotes the output set.

DEFINITION 2 (PLRV [6]). Let x,x’ € NIXI be two neighboring datasets, M : NIXI — S be a
randomized mechanism, and P and Q be the distributions of M(x) and M(x"), respectively. PLRV

associated with M and a randomized output s is defined as PLRV p((s) = In (%), where
dP(M(x)=s)

IO M=) denotes the Radon-Nikodym derivative of P with respect to Q evaluated ats € S.
REMARK 1. Note that the traditional notation of% is due to the analogies with differenti-
ation [4]. The derivative is a measurable function which only exists when P is absolutely continuous
with respect to Q, denoted as P < Q. When both P and Q are continuous and share the same reference
measure, % reduces to the point-wise ratio of their probability density functions (PDF).
DEFINITION 3 (BETA DISTRIBUTION AND BETA PRIME DISTRIBUTION [29]). A random variable X
has a Beta distribution, i.e., X ~ Beta(a, f), if it has the following PDF fx(x) = B(a 7 X x@ (1 -x)f1,

wherea > 0, > 0,0 <x <1, and B(a, ) = rr(?;i(ﬁli) is the Beta function.

A random variableX has a Beta Prime distribution, i.e., X ~ BetaPrime(a, f), if it has the following
PDF, fi(x) = 5“1 (1 +x)"% P, wherea > 0, > 0,x > 0.

LEMMA 1. Beta distributed random variable can be converted to Beta Prime distributed random
variable [42].

(1) If X ~ Beta(a, f), then % ~ BetaPrime(a, f).
2) If X ~ BetaPrime(a, f3), then % ~ BetaPrime(f, a).

DEFINITION 4. (Chi distribution [20, p. 73]) The PDF of the Chi distribution with v degrees of

freedom is f(x;v) = "j#r() when x > 0, and f (x;v) =0, otherwise.

DEFINITION 5. The confluent hypergeometric function of the first kind [12, p. 322] is defined as
a z
Filashi) = Z o

where (a); and (b)y is the rising factorial, and (a)g = 1, (a)y =a(a+ 1)(a+2)---(a+k—1).

DEFINITION 6. The parabolic cylinder function [23, p. 1028] is

e 2 122 2 1-p 3 2
Dy(z - / _xz_i Pldx =2%e % %11:1 (—E; 5 Z—) - —ﬂpZ1F1 ( Hie Z—) ,
T(-p) r(%2) 2’2" 2] T1(-2) 2 22

where p < 0 is a real number, and 1F; (a; b; x) is the confluent hypergeometric function of the first
kind defined in Definition 5.
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4 Main Results, Guidance and Simulation

This section elaborates on the core technical components of this paper. To facilitate readability, we
unfold the discussion as follows.

o In Section 4.1, we present the design principle of our new product noise based on the polar
decomposition of spherical noise.

e In Section 4.2, we derive the PLRV associated with our product noise by leveraging a novel
geometric insight on random triangles.

o In Section 4.3, We first construct a product measure based on the derived PLRV and then obtain
a tight tail probability by analyzing the moment bound of such measure.

e In Section 4.4, we establish the privacy guarantee of our product noise by minimizing the
obtained tail probability.

e In Section 4.5, we demonstrate the advantages of product noise in high-dimensional set-
tings, provide empirical guidelines for low dimensions, and validate all theoretical claims through
simulations.

4.1 A New Noise

The design principle of our new noise is inspired by the following observation. We notice that
when f(x) € R, the multivariate noise considered in (1) is spherically symmetric. This type of
noise can be equivalently generated via the product between a positive random variable R (usually
referred to as the radius random variable) and a directional random variable h € S¥~! (the unit
sphere embedded in RM). This is known as the polar decomposition [39].

LEMMA 2 (DECOMPOSITION OF SPHERICALLY SYMMETRIC RANDOM VARIABLE [39]). For a spherically

s e s . . d d .
symmetric distributed random variable n € R™, one can express it asn = Rh, where = means equality
in distribution, R is a continuous univariate random variable (the radius) Pr[R > 0] = 1, and h
(independent of R) is uniformly distributed on the unit sphere surface SM~! embedded in RM.

Lemma 2 offers new insights into understanding the PLRV, highlights a drawback of the classic
Gaussian noise, and motivates the design of a novel product noise that can be used to perturb f(x)
under (¢, §)-DP guarantee. To be more specific, the classic Gaussian mechanism uses multivariate
noise n ~ N (0, %Iy« ) to perturb f(x) € RM. This noise can be decomposed as

n i O'N(O, IMXM) i O'Rh,

where o > A%f,lzlog(l'fgs), R ~ yum (Chi distribution with M degrees of freedom) and h ~

SM=1 [p. 748, Example C.7] [39]. Clearly, the squared magnitude of the classic Gaussian noise
|In||? = 6%||Rh||? = 6R?, is a scaled Chi-squared random variable with M degrees of freedom (here
R? ~ )(12\4 for multivariate Gaussian). This creates a potential bottleneck in controlling the utility
loss of the query result, particularly in high-dimensional settings. We argue that R with a small
degree of freedom is promising in improving the utility and privacy trade-off.

To show this, let a spherically symmetric noise takes the form of

z = oyRh € RM,

where o is some constant, R ~ y, (Chi random variable with v degrees of freedom, v € [1, M])
and h ~ SM~1 Clearly, for a given degree of freedom v, E[| |z 2] = O']ZVIV oc v, thus setting v = 1 is
a promising choice to reduce the noise magnitude/improve utility. Additionally, the kurtosis and
skewness of ||z||3 are 3 + % and \/g, respectively [7], both of which decrease as v increases. A
smaller kurtosis indicates that outliers or extremely large values are more likely to be generated,
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and a smaller skewness indicates that most samples are located in the right region of the PDF.
Hence, to ensure that it is less likely to have large noise and let the mass of [|z||5 concentrate in the
left region of PDF, we require large values of kurtosis and skewness, which are also maximized
when v = 1 [39]. Thus, in this paper, we propose to explore the following noise generation scheme

new product noise: n = oyRh,R ~ y; and h ~ SM71, (2)

where oy is a to-be-determined constant decided by the dimension M and privacy parameters €
and 4, y; denotes the Chi distribution with 1 degree of freedom, and h ~ SM-1 means uniform
distribution on sphere S¥~! (embedded in RM).

4.2 A New PLRV

Clearly, the new noise in (2) involves the product of two different measures; one involves y; (which
is the random radius), and the other one involves the direction of the noise. To analyze the privacy
loss caused by the additive product noise in (2), we resort to the Radon-Nikodym derivative of the
product measure and recall an important Lemma below.

LEmMA 3 (PRoDUCT MEASURE [14]). Let (X, A) and ((Y, B)) be measurable spaces, let iy and v
be finite measures on (X, A), and pp and v, be finite measures on (Y, B). If (vi < 1) and (vy < z),

then (vq X v << i1 X ji2), and g((lizz))( X,y) = g:ll (x)g—;Z(y),for 11 X pp-almost everywhere, where

< stands for absolutely continuous, dvl (x) denotes the Radon-Nikodym derivative of v; with respect
to jy evaluated at x, szmzlarlyfor (y)
As a result, the PLRV associated with the noise defined in (2) can be alternatively characterized

as in Proposition 1. This characterization differs from the existing PLRVs discussed in Section 1
and is not a Gaussian-type PLRV anymore.

ProrosiTION 1. The PLRV of perturbation using the product noise proposed in (2) has the following
upper bound

PLRV p((s) < f( Aif) ! 3)

om | sin@’
where R ~ y;1 and 0 is the random angle formed by a random noise n and v. We use v to denote the
difference between the computation function f(-) evaluated on a pair of neighboring dataset x and x’,
ie,v = f(x)— f(x") shown in Fig. 1.

zoom in

Fig. 1. Geometric interpretation of noise perturbation.

Fig. 1 geometrically visualizes that, to protect privacy, we are interested in the difference v =
f(x) — f(x'), since it is what additive noise must obscure [17, p. 264]. In other words, v, n (used to
perturb f(x)), and n’ (used to perturb f(x’)) forms a random triangle, i.e, n’ — n = v. The PLRV
in (3) differs from the existing works by explicitly considering this geometric interpretation. In
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particular, the result of (3) represents a diameter (scaled by a constant 2L ) of the circumcircle
of a formed random triangle. This geometric idea is inspired by [27], Wthh is the seminal work
that leverages the randomness of a triangle to perform measure concentration analysis on PLRV.
However, [27] imposes a strong assumption on the independence of n and n’ and consider that the
angle formed by n and n” are nearly orthogonal (i.e., within a range of +6, of 7 for some small ).
The mechanism developed in [27] only works under extremely restricted privacy parameters, e.g.,
€< M In this work, we (i) lift the assumption on the independence between n and n’, (ii) consider
the random angle 6 formed by n and f(x) — f(x’"), (iii) explicitly derive the closed-form PDF of
- 0 Our proposed product noise in (2) works for all € > 0.
Next, we provide the proof of Proposition 1.

Proor. Let n = opRh and n’ = o R’h’ be the noise used to perturb f(x) and f(x’), respectively.
Then, we have f(x) +n = f(x’) +n’ =s € S and lls— f(x)HZ ~ X1 w ~ X1

By defining the corresponding PDF notations, e.g., th, frews frs and fn, the PLRV associated
with our product noise in (2) is

@1, frnf(x) + omRh =s|s € S]
th [f(x') + ouR'K =5s|s € S]

fenlRR = L85 € 8]
fow Rl = =LEs € 5]

PLRV ((s) ‘%

_ ls=f()ll _
® frlR = Is=L @l fulh ~ M)
fR’ [R = ||S—J;E;f')|h] fh’ [h/ ~ SM—l]

_ lIs=f ()l
© | R= o )
fR’[R' — ||S—j:7f‘f)|\2]

,( lls—f ()1l )2/2
—me € M
2-1/21(1/2)

_( st ) )2/2

(@ In

1T (1/2) €

—%(IIS = FGlz + s = FI2) (s = FNDz = lIs = f(2)2)
M

< 2 —(II’[]2 + lInl[2)[lo]]2.
where (a) is due to Deﬁnltlon 2 and Remark 1, (b) follows from Lemma 3, and (c) holds because
both h and h’ are uniformly distributed on S¥~! and their probability densities cancel with each
other. Finally, (d) is obtained by substituting in R ~ y; and R" ~ ;.

Next, we proceed to bound (4) using the following geometric interpretation. For any specific
output s € S and the noise vectors n and n’ used to obscure f(x) and f(x’) in RM, we have

M(x)=M(x')=s€S
of(x)+n=f(x)+n"=seSen —n=f(x)- f(x') =o,

which implies that o = f(x) — f(x’), n and n’ all belong to a specific hyperplane. Such a hyperplane
is non-deterministic and its randomness is determined by M. As shown in Fig. 1, under the definition
of PLRV, v, n, and n’ forms a random triangle, i.e., n’ — n = v. For any arbitrary o, the direction of
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n is independent of the direction of v due to the considered noise generation scheme (2). We use
0 to represent the angle between v and n, and use % to represent the radius of the circumcircle
(cf. Fig. 1 (right)). The upper bound of the length of each edge of a triangle is the diameter of the

circumcircle of the triangle. According to the law of sines, we have d = Siyz‘% = %. Thus,
1 loll2 [In+ollz _ [loll2 [In]l2 + [lo]].
(4) < —-2d - [loll2 = —5=— < .
20}, oy, sin(0) oy sin 0
A n A 1 A A 1
<o (llle, Bef) L _Bof (p oS} L g

om \ oM oy | sinf oy oy | sinf

which concludes the proof of Proposition 1. O

4.3 Moment Bound of the New PLRV

Although Proposition 1 considers an upper bound of PLRYV, it turns out to have tight measure
concentration and enables a tight bound on the privacy loss. Based on (3), we define two random

variables
WER+L Ux—) (5)

sin 6
where 1 = iif and 6 is the random angle formed by the random noise n and the difference
v 2 f(x) — f(x). Then, to achieve (¢, §)-DP using the noise proposed in (2), our main technique
focuses on investigating a tight measure concentration on the product of two random variables, i.e.,
Pr [WU > X—j}e <3, ©)

which is a sufficient condition for the product noise to satisfy Pr[PLRV z((s) > €] < §. Usually,
to study the tail bound of the product random variable, WU, one first needs to derive its PDF,
fwu, which involves the Mellin convolution [43] between two PDFs, i.e., fiy and fyy. To avoid this
computationally heavy reasoning, we instead derive the moment bound® [40] on the product of W
and U, which will only involve the individual PDFs due to the independence between W and U. To
be more specific, we can set

Pr[WU > t] < min E[(WU)9]t™9 = minE[WI|E[U9]t 79 = § < 1, @
q q

where g is positive and the equality holds due to the independence of W and U (as discussed in
Lemma 2, the radius random variable is independent of the directional random variable).
To analyze (7), we first study E[W?] and E[U?], then derive the tail probability of Pr[WU > t].

4.3.1 Moment of W. According to (2), we have |L:'IJ\I/I|2 = R ~ x;. Then, the PDF of W can be
obtained by a simple transformation of a random variable, i.e., W = R + A, where 1 = ﬁif. Apply
M

2
Lemma 4 in Appendix A.1 in [34], and substituting f(r;1) = %6_7 (Definition 4), we have

v (w) =\/§e-““'z“2,wzx. ®)
J

Next, we can immediately bound the value of E[WY].

3Note that some other DP mechanisms, e.g., RDP [37] and Moments Accountant [1], essentially consider deriving a tail
probability of PLRV using the Cramér-Chernoff bound, i.e., Pr[Y > ¢] < infy¢ E[e}Y=9)], where Y indicates a random
variable. However, as proved in [40], moment bound for tail probabilities are always better than Cramér-Chernoff bound. More
precisely, let ¢ > 0, we have the best moment bound for the tail probability Pr[Y > ¢] = mqin]E[Yq]t’q < infjso E[eA(Y~0)]

always hold. Thus, our technique provides tighter bounds on PLRV.
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PROPOSITION 2. An upper bound on the q-th moment of random variable W is

+1 1 22 V22 +2 3 )
St s () e

1
F F
r(q_+z)“( 2 22 (q_+1)11 2 2’2
2 2

where 1Fy (-, -, -) is the confluent hypergeometric function of the first kind defined in Definition 5.

q

E[WI] < 2_56_%F(q + 1)(

Proor. Based on the definition of g-th moment, we have

« @ [~ 2 _(wn)?
E(WY) = wi fiy (w)dw = wiy[—e™ 2z dw
! A b
=‘/E/ wqe’%wzelwe’gdwzﬂge’%/ wle™ WAL,
T Ja T
(2 /Eg% /wwqe—%w2+xwdw © / ~22D_g- 1(= A)ZF(CI"’ 1)
J 0 —}E‘

e

where (a) is achieved by substituting in (8), (b) can be achieved by expanding the integration
range for non-negative integrand, and (c) is obtained by applying Definition 6 with g = —p — 1
(i.e., p = —q — 1), z = —A. Then, by plugging in the expression of the parabolic cylinder function

D_4-1(=2) (also see Definition 6), we can complete the proof. O
4.3.2 Moment of U. We first derive the PDF of U £ Smg, where 0 is the random angle between
v and n (see Fig. 1).
ProrosITION 3. The PDF ofU = m is
r (M4
Ju(u) = (5) W -1 "M oy > (10)

e
Proor SkeTcH. This proposition can be proved by applying a sequence of transformation of

random variables and the connection between Beta and BetaPrime distributions in Lemma 1. In
particular, we prove the following results. All detailed steps are deferred to Appendix A.3 in [34].

1 M-3
X = cos, fx(x) = 2 (1-x%)"7 ,x € [-1,1],
T
1 F(M) M3 1
Y21-X*=sin’0, fy(y) = —=—17Y 7 ye01]
AT ()Y Vi
11 1 T (%)
A ,f7(2) = — z—1 2z2zeloo
¥ 120f2() ”r(T_l)( )" [1,00),
1 2 I'(3) 2 1-M
U = = )7z M gy e [,
VE = g o) = ey 0 -0 e e
|
Next, we arrive at the g-th moment of U.
PROPOSITION 4. The g-th moment (1 < ¢ < M — 1) of the random variable U = 51n6' is
-q _ 1
i (5
E[U9] = (23 (11)
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Proor SKETCH. Based on the definition of moments, we have

2 F(%) ® q(,,2 -1 1-M
— ul(u® — 2y du
Vo T (—M;) /1 ( D

(;) F(% .F(Q—%)
I (%5) F(M)

B0 = [ uo -

= ~—

qge[1,M-1].

2

M-qg-1
2

which requires M_zq ~1 > 0. The detailed steps are deferred to Appendix A.4 in [34]. O

Step () can be evaluated by invoking the kernel function of the BetaPrime (% ) distribution,

4.3.3 Obtaining the tail probability. Given E[WY], E[UY], and (7), we arrive at the following
tail probability, Pr[WU > t].

, (qT-*-S)(Hq)

PROPOSITION 5. Givenanyl < q < M — %, k> 1,andt? > 2ka T we have
e q
gl 1. 2 g+2.3. x
1 & ih (735,7)+‘/§7L 1F (757) M — 1
Pr[(WU > t] < min © . . .
G g+2 M-q-2  (12)
51 8
ProoF SKETCH. According to (7), the tail probability satisfies Pr[WU > t] < ming E[WY]E[U9]t79.
) (Ln>(“§)
Hence, (12) can be proved by showing that E[W9]t™7 < &, as long as t* > 2k — e and
e q
E[UY] < 8, when g € [1,M — %] Details are deferred to Appendix A.5 in [34]. O

4.4 Privacy Guarantee

Using the tail probability in Proposition 5, our main theoretical contribution is stated in Theorem 1.

THEOREM 1. Given f(x) € RM (M > 2) with I, sensitivity Ay f and any constantk > 1, if we set

(8 ()t
62

and t = 2k™m >
e(1+M)

2
Op 2

5

then the product noise in (2) achieves (€, §)-DP on the perturbed f(x), where € > 0. By setting A = %,
the corresponding § is given by

A2

-7 M 11 A M 3 A2 M -1

L Y| N L1
k\n 4 27272 4 27 2 M _3 [mM 3

2 2

where 1F1 (-, -, -) is the confluent hypergeometric function of the first kind (see Definition 5).

lw
v

ProoF SKETCH. Combining the results of Proposition 5, (6) and (7), it is clear that (e, §)-DP can

9 2 . .
be attained if one sets AGTME > t,ie., 03 > (Aé#tz. The value of § can be determined by solving

the minimization problem formulated in (12), i.e.,

3
d =mind;5;, where gqe€ (I,M— 5) .
q
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The detailed steps to solve this optimization problem are deferred to Appendix A.6 in [34]. Our
conclusion is that by selecting g = % a negligible & (e.g., < 107°) can be achieved. Hence, by letting
q= %, we obtain § as shown in (13), which completes the proof. O

In (13), the constant k serves as a tuning parameter; increasing k results in a smaller &, as will be
shown in Fig. 4(a) in Section 4.5. In high-dimensional scenarios (which is the focus of this paper),
even with a large k, its impact on ¢}, remains minimal as the term ket approaches 1 when M is
sufficiently large. We also provide the evaluation of the accurate § (in (13)) and an approximate
version of § in Appendix A.6 in [34].

Theorem 1 gives an implicit recursive relationship between the noise parameter oy and the
privacy parameters (e, §). To make it practical, we show how to obtain o given the specific privacy
parameters (€%, 6*) in Algorithm 1.

Algorithm 1 Procedure to obtain oy in Theorem 1

Require: Dimension M; sensitivity A, f; initial tuning parameter k; privacy parameters (e*, §%);
step factor a > 1
Ensure: Noise parameter oy that satisfies (€, §*)-DP
1: Compute o and § using Theorem 1 with €* and k
2: while § > ¢ do
3: Increase k: k < ak, and Repeat Line 1
4: end while
5: return oy

4.5 Guidance and Simulation

In this section, we aim to provide an intuitive sense of how our proposed noise improves upon
the classic Gaussian noise [16] and analytic Gaussian noise [2]. The comparison with the classic
Gaussian noise is theoretical (considering both large and small dimension M), while that with
the analytic Gaussian noise is numerical. A fully theoretically principled comparison between
analytic Gaussian Mechanism and our product noise is computationally intractable. This is because
our privacy parameter involves the confluent hypergeometric function, while that of the analytic
Gaussian Mechanism relies on the standard error function (erf) of the Gaussian CDF; neither admits
a closed-form inverse in terms of elementary functions. Consequently, for the comparison with the
analytic Gaussian noise, we focused on numerical simulations and empirical evaluations.

4.5.1 Guidance on Mechanism Selection. To ensure fair comparison, we consider both our product
. . . . . . . . A
noise and classic Gaussian noise achieve exact (€, §)-DP using the least noise scale, i.e., oy = %ft

A

for our product noise and o = %f, [2 log(%) for the classic Gaussian noise. We consider the ratio

between the expected squared magnitude of the product noise and that of the classic Gaussian
noise given a certain dimension M, i.e.,

E[lIn]I3] oyBlxil oy

M) = _ _ oM
f( ) E[”nclassic”g] oM oM

and study the behavior of f(M) when M is finite dimension and M approaches infinity. The
conclusions are summarized in Corollary 1 and 2, respectively, which are all proved in Appendix
A7 in [34].

COROLLARY 1. Let§ = 1075, for all € permitted, f(M) < 1 when M > 14.
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REMARK 2. Although this work targets high-dimensional settings (the minimum dimension M in
our experiments presented in Section 6 is larger than 100), Corollary 1 provides practical guidance
for determining when our product noise should be applied. Specifically, when dimension M > 14, it is
preferable to adopt the proposed product noise over the classic Gaussian noise due to its lower noise
magnitude. Furthermore, the classic Gaussian mechanism is only valid when € € (0, 1), whereas our
product noise can be applied for any e > 0.

COROLLARY 2. Forall§ € (0,1) and all e permitted, f (M) converges to ﬁ as M approaches

log(%5
infinity.
REMARK 3. In real-world applications, we usually set § = %, where n is the size of the dataset.

Then, limy;_,0o f(M) = O ( 1 ); the expected magnitude of our product noise is reduced by a factor

logn
of ©(log n) relative to the classic Gaussian noise on average. For example, when ¢ = 0.1, § = 1077,
and M is sufficiently large, the expected squared magnitude of our noise is approximately 1177 of that
required by the classic Gaussian noise.

4.5.2  Simulation. To corroborate Corollary 1, Fig. 2 presents the mesh plot comparing the expected
squared magnitude of our product noise against the classic Gaussian noise and analytic Gaussian
noise. We vary € from 0 to 1, increase dimension M from 14 to 100, and fix § = 10> and k = 10°.
Given the same ¢, both classic Gaussian noise and analytic Gaussian noise (blue and green surfaces)
grow linearly with dimension M. In contrast, our product noise (red surface) consistently maintains
lower magnitudes, reflecting a sublinear increase in M.

x10°
Classic Gaussian x10° classic Gaussian x10° analytic Gaussian _
5 Analytic Gaussian [ [ 1] 6 L
‘ Product noise 1.2r
g ‘ 50 1.0 1.0-
4 0. 0.8
= na ¥
| | Al BT
] =]
=3 ‘ \ o 0.4 0.4-
3 ‘ © 2 02 02
=
2 2806 2808 2810 °0 1317 1318 1319
0.2 1 x1010 x1010
L 4%
1424 e 0.6.\\0
34445464 no 198 o T P 3 4
imepeior 7484 94 1.0¢Q . . 10°
€nsion Squared Magnitude of Noise X
M)
Fig. 2. log,o E[lIn||2] vs. M and €. Fig. 3. Histogram of ||n2.

To corroborate Corollary 2, we also perform simulations in high-dimensional settings. In Fig. 3,
we compare the histograms of squared noise magnitude (||n||?) achieved by our product noise
and the Gaussian noises. Specifically, we set A,f =1, =0.1,6 = 107°, dimension M = 107, and
the constant k = 10°. For each noise, we generate a million samples. As illustrated in Fig. 3, our
product noise has lower squared magnitudes (e.g., on the order of 10°). In contrast, the classic
Gaussian noise and analytic Gaussian noise have high squared magnitudes (e.g., on the order of 101°).
Furthermore, the squared noise magnitude of our product noise is considerably more leptokurtic
and right-skewed than that of the classic Gaussian noise and analytic Gaussian noise. This indicates
that the kurtosis and skewness of the proposed mechanism are substantially increased compared
to the classic Gaussian noise and analytic Gaussian noise, thereby enabling enhanced utility.
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To verify the impact of the tuning parameter k, we also perform simulations by considering A, f =
1, € = 0.1, and dimension M € {10%, 10°, 108, 101°}. For each M, we consider k € {100, 1000, 10000}.
First, we show the value of log,,(8) achieved by (13) in Fig. 4(a). Clearly, a small & (i.e., < 107°)
can be obtained by choosing a large value of the constant k. In Fig. 4(b), by fixing A,f = 1 and
€ = 0.1, we evaluate the value of E[||n|[5], under various M and k. Besides, we also compare with
the classic Gaussian noise and analytic Gaussian noise. It is obvious that our noise magnitude (i)
does not change significantly as k increases, and (ii) is far smaller than that of the classic Gaussian
noise and analytic Gaussian noise.

0 13 E[|InJ3] of proposed noise (k = 100)
1t 107 EL|n|2] of proposed noise (k = 1000)
ol mmm £[|n|3] of proposed noise (k =10000)
11 E[[n[13] of classic Gaussian noise
(8 -3t o 10 E[In3] of analytic Gaussian noise
- =
E <
o -5¢ fury r
O 6l Wy
-7 logs (6) when k = 100 [
_g| == 109, (6) when k= 1000
. l0g),(6) when k = 10000
107 10° 108 10%°
dimension (M) dimension (M)
2
(a) log;y(5) v.s. M (b) E[[In]|5] v.s. M

Fig. 4. Evaluations of & and E[||n||2].

5 Applying to Privacy-Preserving Convex and Non-convex ERM

In this section, we discuss how our proposed product noise can be applied to solve empirical risk
minimization (ERM) while ensuring differential privacy. Specifically, we consider both convex and
non-convex ERM problems. For the convex case, we achieve DP guarantees using both output
perturbation [10, 50] and objective perturbation [26]. For the non-convex case, we establish DP
guarantees by leveraging gradient perturbation, specifically differentially private stochastic gradient
descent (DPSGD) [1, 5].

5.1 Background on ERM

Many classic machine learning or Al tasks, e.g., regression, classification, and deep learning, can be
formulated as ERM problems. In general, the formulated problem minimizes a finite sum of loss
functions over a training dataset D. Given a dataset D = {d;,d», ...,d,} where d; € RM. The goal
of an ERM problem is to get an optimal model ®@ € RM via solving the following optimization
problem,
® =arg min L(w;D).
weRM

L(w;D) = % Yimq t(w; d;) is the empirical risk function, and £(w; d;) is the loss function evaluated
on each data sample d;.
Convex Case. Under this case, the considered ¢(w;d;) is convex and usually assumed to be L-
Lipschitz (cf. Appendix A.8 in [34]). Some studies also assume £(w;d;) — £(w;d;) is L-Lipschitz,
such that D and D’ only differ by the data of the i-th user, i.e., d; and d_. In this paper, we consider
using output perturbation and objective perturbation to solve convex ERM with DP guarantees.

e Output perturbation. This approach first obtains the optimal solution & to the convex
ERM and then perturbs @ using calibrated Gaussian [9, 10] or Laplace noise [50]. The key idea to
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establish the privacy guarantee is to examine the gradient and the Hessian of functions £(w; D)
and f(w;d;).

e Objective perturbation. This approach introduces a noise term (i.e., n" ) into the ERM

objective function and minimizes the perturbed ERM using privacy-preserving solvers, e.g., the
DP Frank-Wolfe [45] and stochastic gradient descent (SGD) [3, 50]. The privacy guarantee is
established by leveraging the fact that both the original £ (w; D) and the noise term are differentiable
everywhere; thus, there exists a unique w* that optimizes both £(w; D) +n"w and £(w;D’) +n" w.
Traditional objective perturbation attains DP only at the exact minimum when the gradient becomes
0, which is impractical for large-scale optimization due to practical computational limitations.
Approximate Minima Perturbation (AMP) [26] improves the traditional objective perturbation by
ensuring DP guarantee even with approximate minima, i.e., when the SGD algorithm does not
converge. Thus, our work adopts the AMP approach in objective perturbation.
Non-convex Case. Under this case, the considered loss function ¢(w; d;) is non-convex, e.g., image
classification using deep neural networks. The most common approach to achieve DP in this case
is to perturb the stochastic gradients using calibrated Gaussian noises [1, 5]. Since the gradients
are perturbed in each iteration, it is important to accurately measure the cumulative privacy loss to
make this approach practical.

5.2 Output Perturbation for Convex ERM

For convex ERM, we consider the following optimization problem,

1v AL
LwsD) =2 ) twsd) + g lll (14)
where A is the regularization parameter.

In the classic output perturbation, a calibrated multivariate Gaussian noise n ~ N (0, ?l) is
added to the optimal solution & to guarantee (€, §)-DP. It is straightforward to replace the Gaussian
noise with our product noise in the output perturbation to achieve a more favorable privacy and
utility trade-off. The key steps are as follows.

First, compute the optimal solution, i.e., ® = arg mirllw L(w; D). Next, draw a product noise
- weR

n = opRh (R ~ y; and h ~ SM~1) to obfuscate @. The detailed steps are presented in Algorithm 2
(Product Noise-Based Output Perturbation) in Appendix B.1 in [34].

In the following, we present the privacy and utility guarantees of output perturbation using
product noise. The proofs build upon the ideas in [10], with modifications on the analysis to account
for the use of our product noise. We show the results in Corollary 3 and 4. The details in Appendix
B.2 and B.3 in [34].

COROLLARY 3 (PRIVACY GUARANTEE OF PRODUCT NOISE-BASED OUTPUT PERTURBATION (LE.,
ALGORITHM 2 IN APPENDIX B.1 IN [34])). The product noise-based Output Perturbation solves (14)
in a (e, 8)-DP manner if product noise n = oy Rh is added to the optimal solution &, where oy is
| Vak (443) ()
A cel 7t

problem M (ref. (13)).

. Here, § is determined by a tuning parameter k and the dimension of the

COROLLARY 4 (UTILITY GUARANTEE OF PRODUCT NOISE-BASED OUTPUT PERTURBATION (LE.,
ALGORITHM 2 IN APPENDIX B.1 IN [34])). In this algorithm, let & = arg mir}w % " l(w;d;), and
weR:

t(w;d;) is L-Lipschitz, then we have the expected excess empirical risk

E [-E(wpriv;D) - -E(C:LD)] =LE [“n”z] .
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REMARK 4. According to the results in Section 4, product noise exhibits much lower expected squared
magnitude and a more stable noise distribution (characterized by kurtosis and skewness). It can
significantly reduce the loss, L(@priv; D) — L(&; D), under the same privacy parameter compared to
classic Gaussian noise. We empirically evaluate this in Section 6.1 by considering differentially private
logistic regression and support vector machine tasks on 6 benchmark datasets.

5.3 Objective Perturbation for Convex ERM

In this section, we consider the product noise in objective perturbation to solve (14) in a differentially
private manner. In particular, we consider the Approximate Minimum Perturbation (AMP) approach
developed in [26], which is a variant of the classic objective perturbation [9, 10] and can establish
DP guarantee even if (14) does not achieve the global minimum in limited SGD steps.

Similar to [26], we consider (14) satisfies the following standard assumptions, i.e., the loss function
of each data point, £(w; d;) is L-Lipschitz, convex in w, has a continuous Hessian, and is f-smooth
with respect to both @ and d;. Details of the common assumptions for ERM problems are provided
in Appendix A.8 in [34].

According to [26], AMP introduces noise at two stages to ensure (€, §)-DP even when the
optimizer does not achieve the exact minimum. To be more specific, a product noise n; = op1R1hy
(R; ~ y1 and hy ~ SM~1) is first added as a linear term to (14), i.e., Lpriv(w; D) = % T t(wd;) +
% | ||§ +n w. After obtaining an approximate minimizer of Ly (@; D) denoted as @wqpprox, another
product noise n; = opaRohs (R ~ y; and hy ~ SM-1) is added to obscure @approx- The value of
om1 and oy, are calibrated using privacy parameters, A, and the number of training data n. The
detailed steps are presented in Algorithm 3 (Product Noise-Based AMP) in Appendix C.1 in [34].

In what follows, we present the privacy and utility guarantee of Algorithm 3. Since it replaces
the Gaussian noise with our proposed product noise, its privacy and utility guarantees can be
established by adapting the proofs in [26]. We show the results in Corollary 5 and 6. The proof
details are in Appendix C.2 and C.3 in [34].

COROLLARY 5 (PRIVACY GUARANTEE OF PRODUCT NOISE-BASED AMP (1.E., ALGORITHM 3)). The
product noise-based AMP solves (14) in a (e, 5)-DP manner if op and oy, are, respectively, set
o | Nk () () ny | VAR (et (1)

parameter k and the dimension of the problem M (ref. (13)).

as omy = and opy = . 0 is determined by a tuning

COROLLARY 6 (UTILITY GUARANTEE OF PRODUCT NOISE-BASED AMP (L.E., ALGORITHM 3)). Let® =
arg minM % Y {(w;d;), and r = min{M, 2 - (upper bound on rank of £’s Hessian)}. In Algorithm
weR

3, ife = %fori € {1,2}, &3 = max{%,el — 0.99}, and the regularization parameter satisfies A =

(e (B2 + /2507 | hen'® £ o ) - £1650)1 = 0 LT 4 i) 2

REMARK 5. According to [26], 6 = # (n is the number of training samples), then the utility loss

o|l,L\rM 1 ~ Ly\/M]I
Il Vner ogn 161, 1 ,YTOEH) [26, Theorem 2].

Clearly, our product noise-based AMP reduces the utility loss by a factor of ©(+/log n). It implies that
our method can obtain a better ERM model while maintaining equivalent privacy guarantees, and this
advantage becomes more significant as the number of samples increases. In Section 6.2, we empirically
validate this theoretical result through experiments on differentially private logistic regression and
support vector machine tasks on 4 benchmark datasets.

achieved by Gaussian noise-based AMP is O
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5.4 Gradient Perturbation for Non-Convex ERM

In this section, we use the product noise in gradient perturbation to solve ERM where the loss
function for each data point, £(w; d;), is non-convex. In non-convex ERM applications (e.g., deep
neural networks), Differentially Private SGD (DPSGD) [1] has been widely accepted as the state-
of-the-art technique. It extends the traditional SGD by enforcing gradient clipping followed by
noise addition to guarantee privacy. To be more specific, given a mini-batch of training data of
size I;, each sample gradient g;(d;) is first clipped to ensure that its Ly-norm does not exceed
a predefined threshold C, i.e., §;(d;) = g:(d;)/max{1, M}. Next, the clipped gradients are
aggregated, and calibrated Gaussian noise n; ~ N (0, 0C?I) is added, yielding the noisy gradient
gt = 1 Zier, 9 (di) +ny.

According to our theoretical findings (Section 4), our product noise exhibits superior properties
compared to classic Gaussian noise. Under the same privacy parameters, product noise significantly
reduces noise magnitude. Consequently, we can replace n; with the product noise in DPSGD to
achieve a more favorable privacy and utility trade-off. We defer the pseudocode to Algorithm
4 (Product Noise-Based DPSGD) in Appendix D.1 in [34]. The privacy guarantee is shown in
Corollary 7 and proved in Appendix D.2 in [34].

COROLLARY 7 (PRIVACY GUARANTEE OF PRODUCT NOISE-BASED DPSGD (1.E., ALGORITHM 4)).
Given a gradient norm clipping parameter C, the product noise-based DPSGD achieves (e, 6 )-DP for

2 ,
each gradient descend step, if oy = %M (% + %)(%ﬁ) ce(2+%) . Note § is determined by k and
the dimension of the problem M (ref. (13)).

REMARK 6. Given a data sampling probability p and training steps T, the cumulative privacy loss of
our product noise-based DPSGD is evaluated using privacy amplification via subsampling (see Theorem
2 in Appendix A.2 in [34]) followed by a distribution-independent composition [25] (see Theorem 3 in
Appendix A.2 in [34]).

The popular privacy composition techniques, e.g., the moments accountant (MA) [1] and central limit
theorem (CLT)-based composition [13], cannot accommodate our product noise because they specifically
require the perturbation noise to be a multivariate Gaussian. The numerical composition technique,
PRV-based composition [22], is also not applicable because it requires the CDF of the PLRV. However,
our PLRV involves the product of two random variables, each governed by a complex distribution,
making the CDF analytically intractable.

As a result, the best composition technique that works for our product noise is the considered
distribution-independent composition [25], which makes no assumptions on the noise distribution and
remains applicable under arbitrary PLRV forms. In Section 6.3, we will show that our method can
provide higher privacy guarantees when achieving comparable utility (training and testing accuracy).

6 Experiments

In this section, we conduct various case studies to evaluate the performance of the product noise in
privacy-preserving convex and non-convex ERM. The dataset considered in each case study and
the compared methods are summarized in Table 1.

Convex ERM Experiment Setups. For the convex case, we consider Logistic Regression (LR)
and Huber Support Vector Machine (SVM) as applications. The corresponding loss functions are
provided in Appendix E.1 of [34], and the dataset statistics are summarized in Table 5 of [34]. For
output perturbation, we compare our product noise-based output perturbation with that using
the classic Gaussian noise [10], analytic Gaussian noise [2], and multivariate Laplace noise (i.e.,
Permutation-based SGD) [50]. Regarding objective perturbation, we adopt the same strategy for
hyperparameter-free (H-F) optimization in [26] and compare product noise-based AMP with H-F
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Table 1. Datasets and Compared Methods Overview

DP-ERM Compared Methods Datasets
classic Gaussian noise and analytic

Convex ERM via Output . ) Adult, KDDCup99, MNIST,
) Gaussian noise [10] ) ’
Perturbation multivariate Laplace noise [50] Synthetic-H, Real-sim, RCV1
Convex ERM via Objective | classic Gaussian noise and analytic MNIST, Synthetic-H,
Perturbation Gaussian noise based AMP [26] Real-sim, RCV1

classic DPSGD using MA [1]
classic DPSGD using CLT [5]
classic DPSGD using PRV [22]

Non-Convex ERM via
Gradient Perturbation

Adult, IMDb, MovieLens,
MNIST, CIFAR-10

AMRP that uses both classic Gaussian noise and analytic Gaussian noise. For all datasets used in the
convex case studies, we randomly shuffled the data and split it into 80% training and 20% testing
sets. We evaluate the performance using the averaged test accuracy and standard deviation, which
reflect models’ stability across various experiment instances.

The goal of these convex experiment cases is to verify that, under the same privacy parameters e
and §, convex ERM using our product noise achieves significantly higher utility (i.e., test accuracy)
than using alternative noise (e.g., such as Gaussian and Laplace noises). We highlight the key
observations of convex experiments as follows.

OBSERVATION 1 (HIGHER UTILITY UNDER THE SAME OR STRICTER PRIVACY GUARANTEES). The
model using product noise consistently achieves higher test accuracy in all considered tasks for convex
ERM under the same privacy parameter. Notably, on specific datasets, the performance even surpasses
that of the non-private baseline. For some datasets, even under stricter privacy guarantees (i.e., smaller
€), the product noise-based method achieves higher accuracy than the other noise in convex ERM (ref.
Section 6.1 and 6.2).

OBSERVATION 2 (HIGHER STABILITY UNDER THE SAME PRIVACY GUARANTEES). In the convex ERM,
perturbation using product noise significantly reduces the model utility fluctuation (measured in terms
of the standard deviation of test accuracy) under the same privacy guarantee (ref. Section 6.1 and 6.2).

Non-convex ERM Experiment Setups. For the non-convex case, we consider various neural
networks as classification models. In this case, we compare product noise-based DPSGD with the
classic DPSGD using Gaussian noise. As discussed in Remark 6, given a specific data subsampling
probability and training epoch, the cumulative privacy loss of our approach is evaluated using
privacy amplification followed by a distribution-independent composition [25]. In contrast, the
cumulative privacy loss caused by standard DPSGD is evaluated using the MA [1], PRV [22], and
CLT [5] approaches.

The non-convex experiments aim to validate that, under comparable utility (i.e., test accuracy),
our product noise-based DPSGD achieves stronger privacy guarantees (characterized by smaller
privacy parameters € and §) than the classic DPSGD. The experiment results are consistent with
our analysis in Section 4.5, which shows that when introducing noise of comparable magnitude,
our mechanism requires smaller privacy parameters, thereby offering tighter privacy preservation.
We highlight the key observation in non-convex ERM as follows.

OBSERVATION 3 (STRONGER PRIVACY GUARANTEES UNDER COMPARABLE UTILITY). To achieve
comparable utility (i.e., testing and training accuracy across epochs) in non-convex ERM, models
trained with product noise require smaller privacy parameters than those using classic Gaussian noise,
thus yielding stronger privacy preservation (ref. Section 6.3).
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6.1 Case Study I: Output Perturbation

This case study evaluates the privacy and utility trade-off achieved by product noise in output
perturbation for LR and Huber SVM tasks. As described in the experiment setups, we compare
product noise-based output perturbation with the classic Gaussian noise [10], analytic Gaussian
noise [2], and the multivariate Laplace noise [50]. The regularization parameter A is set to 1072
for Adult and KDDCup99 and 1074 for MNIST, Synthetic-H, Real-sim, and RCV1. The Lipschitz
constant L is fixed at 1, and the tuning parameter k is set to 1000 for all datasets. To cover a wide
range of privacy parameters, we vary € from {1074, 107%,1073,107%,1072,107 2, 107'}. For privacy

parameter §, we set it to # where n is the size of the dataset. Each experiment was independently
repeated 10 times.
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— 1 | — —&— proposed product noise
o T o -%- classic Gaussian noise
é 70 L 1 é 80 -k analytic Gaussian noise
® 60 S ©
S | g i S 60
O O
Q 50 O
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Fig. 5. Test accuracy of output perturbation with logistic regression (LR). Product noise vs. classic Gaussian
noise and analytic Gaussian noise. The experimental setup follows Chaudhuri et al. [10].

We first evaluate the performance of our product noise and Gaussian noise on LR tasks [10].
As shown in Fig. 5, product noise-based output perturbation consistently outperforms the classic
Gaussian mechanism and analytic Gaussian mechanism for all considered privacy guarantees. At
higher privacy regimes, our method even approaches or exceeds the performance of non-private
baselines, particularly on high-dimensional datasets. On RCV1 with € = 107!, we achieve 95.64%
test accuracy, surpassing the non-private baseline (93.79%). Even under a stringent privacy setting
(e = 10‘%), our method attains 74.46% test accuracy on RCV1, while the one using classic Gaussian
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noise and analytic Gaussian noise achieves only 65.43% and 70.80%, respectively, under a looser
privacy guarantee (e = 10’%). These results confirm our finding in Observation 1.

In terms of utility stability, product noise-based output perturbation yields lower standard

deviations of test accuracy on multiple random experiment trials across all datasets compared to
the classic and analytic Gaussian mechanisms, indicating a more stable utility. For example, on the
RCV1 dataset with € = 10_%, our method achieves a standard deviation of 0.00845, significantly
lower than the classic Gaussian mechanism (0.02711) and analytic Gaussian mechanism (0.02772).
This supports our finding in Observation 2.
More experiments on LR and Huber SVM. The experiment results considering other datasets
and using multivariate Laplace noise are provided in Appendix E.2 of [34] (see Figures 10, 11, 12,
and 13). We also present the I, error between the private and non-private models and FPR on LR
and Huber SVM (see Tabel 6, 7, 8, and 9 in Appendix E.2 of [34])

6.2 Case Study II: Objective Perturbation

This case study evaluates the privacy and utility trade-off achieved by the product noise in objective
perturbation. As discussed in the experiment setups, we adopt the same hyperparameter-free
(H-F) optimization strategy used in [26], which sets the Gaussian noise scale o according to [38,
Lemma 4] and can accommodate all € > 0. Additionally, we also consider the analytic Gaussian
noise [2] in H-F-based AMP. For fair comparison, we use the same optimization parameters (e.g.,
Lipschitz constant and stopping criterion) provided in [26]. Privacy parameter ¢ is selected from
{1072, 1072,107%,10"2, 10°, 102, 10!} and § = # where n is the number of training samples.

The experiment results on LR are shown in Fig. 6. It demonstrates that product noise-based
AMP consistently outperforms those using Gaussian noises on all datasets under the same privacy
parameters. can even surpass the non-private baselines. For example, on the Real-sim dataset with
€ = 10, our method achieves test accuracy of 94.45%, exceeding the classic Gaussian noise (93.03%),
analytic Gaussian noise (93.51%) and the non-private baseline (93.52%).

Moreover, our method retains strong utility even under stringent privacy constraints, especially
on high-dimensional datasets. With e = 107!, product noise-based AMP achieves 86.96% and 87.29%
accuracy on Synthetic-H and RCV1, respectively, surpassing both classic and analytic Gaussian
noise-based H-F AMP even when € = 1. These results further support our claim in Observation 1.

Regarding utility stability, product noise-based AMP consistently achieves lower standard devia-
tion of test accuracy than Gaussian noise-based H-F AMP across most datasets, indicating greater
stability for objective perturbation with product noise. For instance, on RCV1 at € = 102, the
standard deviation is 0.0002 for product-noise based AMP, compared to 0.05897 for Gaussian noise-
based H-F AMP and 0.04895 for analytic Gaussian noise-based H-F AMP. This further substantiates
Observation 2.

In Table 2(a), we also present the I, error between the private and non-private models for this
case study. The product noise-based Objective Perturbation consistently achieves significantly
lower ¢, error than both the classic and analytical Gaussian noises across all privacy parameters.
Again, our method effectively mitigates learning model distortion, ensuring that the obtained ERM
models stay close to the non-privacy ones.

In Table 2(b), we present the FPR obtained by various models given different €. Again, our product
noise achieves the lowest FPRs among all mechanisms. These results confirm that product noise
maintains stable decision boundaries, reduces misclassifications, and at the same time, preserves
strong DP guarantees. Combining Fig. 6 and Table 2(b), we observe that the increased accuracy
of our method is accompanied by lower FPR, suggesting that the observed utility gains in certain
experiments (e.g., Fig. 6(c)) can be attributed to improved generalization.
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Fig. 6. Test accuracy of Objective Perturbation on LR.

Table 2. Objective perturbation with logistic regression (LR): £-norm error and false positive rate (FPR).

(a) £ error of Output Perturbation on LR.

(b) FPR of Output Perturbation on LR.

€ | Mechanism | MNIST | Synthetic-H | Real-sim | RCV1

€ ‘Mechanism‘ MNIST ‘Synthetic-H‘ Real-sim ‘ RCV1

classic 0.099+0.016 | 0.492+0.046 | 0.463+0.075 | 0.657+0.094
1072 analytic | 0.099+0.014 | 0.228+0.035 | 0.440+0.068 | 0.322+0.057
ours 0.031+0.004 | 0.143+0.011 | 0.444+0.074 | 0.183+0.036

classic 0.084£0.015 | 0.420%0.015 | 0.199+0.022 | 0.477+0.082
107! analytic | 0.081+0.015 | 0.170+0.023 | 0.292+0.036 | 0.235+0.031
ours 0.036+0.006 | 0.077+0.009 | 0.091+0.030 | 0.027+0.004

classic 0.041£0.008 | 0.207+0.008 | 0.150+0.024 | 0.137+0.022
10° analytic | 0.027+0.004 | 0.103+0.013 | 0.205+0.025 | 0.075+0.013
ours 0.022+0.002 | 0.049+0.005 | 0.020+0.009 | 0.048+0.010

classic 92.1 70.5 79.2 102.6
1072 analytic 22.4 32.8 36.6 53.4
ours 0.2 3.0 4.9 2.6
classic 44.6 63.6 63.5 141.9
1071 analytic 24.1 35.8 39.8 58.3
ours 6.0 1.6 0.7 0.1
classic 442 70.4 77.9 102.8
10° analytic 26.0 41.2 42.9 63.3
ours 1.3 5.6 1.3 0.9
classic 59.5 49.3 119.1 85.7
10! analytic 27.5 46.7 49.3 73.6
ours 4.5 1.2 1.2 2.3

classic 0.022+0.004 | 0.120+0.004 | 0.119+0.010 | 0.065+0.008
10! analytic | 0.016+0.002 | 0.073+0.007 | 0.105+0.002 | 0.064+0.012
ours 0.015+0.003 | 0.029+0.002 | 0.007+0.000 | 0.057+0.006

REMARK 7. Notably, although differential privacy is traditionally perceived to incur performance
degradation, our experiments reveal a contrasting observation, i.e., in specific datasets (e.g., Real-sim
in Fig. 6(c), the product noise-based private models avoid accuracy loss and even outperform the
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non-private baselines in test accuracy. This occurs because the non-private baseline may overfit the
training data, particularly when the number of samples is of the same order as the data dimension
(e.g., the Synthetic-H, Real-sim, and RCV1 datasets). The addition of DP noise through output or
objective perturbation acts as a form of regularization, which suppresses overfitting and thereby
improves generalization performance on unseen test data. In general, when the number of features
(dimensions) is comparable to or exceeds the number of training samples, the model has sufficient
flexibility to “memorize” the training data, leading to overfitting. In such cases, DP noise can act as an
effective regularizer to mitigate overfitting. This phenomenon has also been observed in prior works,
e.g., [3 15, 26].

The experiments on Huber SVM using objective perturbation are similar to the LR tasks, i.e.,
product noise-based AMP can achieve higher test accuracy and utility stability. The detailed plots
and tables are shown in Appendix E.3 of [34] (see Figure 14, Table 10 and 11).

6.3 Case Study Ill: Gradient Perturbation

In this case study, we first corroborate that, with less privacy leakage (measured in terms of
cumulative €), our proposed product-noise-based-DPSGD can achieve utility that is comparable
with classic DPSGD [1]. Then, we show that we can provide the same level of robustness against
membership inference attacks [48].

6.3.1 Comparable Utility, Yet Higher Privacy. First, we compare our product noise method with the
classic Gaussian noise under identical training settings. More specifically, we aim to compare the
privacy guarantees offered by each method when achieving comparable utility. We compute the
cumulative privacy loss using the distribution-independent composition (Theorem 3 of [34]), and
compare the results against those obtained using the MA [1], PRV [22], and CLT [5] composition
approaches.

The experiments are conducted on 5 datasets: Adult, MovieLens, IMDb, MNIST, and CIFAR-10.

Detailed setups for various datasets, including batch size, learning rate, gradient clipping threshold,
noise multiplier (only used by classic DPSGD), initial €, and tuning parameter k (initial € and k
only used by our product noise-based DPSGD) are summarized in Table 12 (Appendix E.4 of [34]).
Each experiment is independently repeated 5 times.
MNIST. This dataset [32] contains 60, 000 training images and 10, 000 test images. We construct a
convolutional neural network with the same architecture as in [5]. To ensure that different methods
achieve comparable utility, we select the key training parameters as follows: the learning rate n;
is set to 0.15. For the Gaussian noise-based DPSGD, we set the noise multiplier o = 1.3, and the
gradient clipping norm is fixed at C = 1.0. For our product noise-based DPSGD, we set the initial
privacy parameter € = 0.3 and the tuning parameter k = 40, 000.

As shown in Fig. 7(a) and (b), our product noise-based DPSGD and the Gaussian noise-based
DPSGD achieve comparable utility. However, our product noise-based DPSGD offers signifi-
cantly stronger privacy preservation. As shown in Fig. 7(c), for 50 epochs, our method achieves
(0.99,9.87 x 107%)-DP (evaluated using privacy amplification followed by distribution-independent
composition). This is notably smaller than the privacy guarantees obtained by the Gaussian noise-
based DPSGD under MA ((1.80,107°)-DP), PRV ((1.66, 10-°)-DP), and CLT ((1.62, 10~°)-DP) com-
position approaches. Furthermore, the smaller § value indicates a lower failure probability for the
DP guarantee. These results support our argument in Observation 3 that our method can achieve
tighter privacy guarantees under comparable utility.

CIFAR-10. This dataset [31] consists of images belonging to 10 classes, with 50, 000 training and
10, 000 test examples. We also construct a convolutional neural network with the same architecture
as in [5]. To ensure that different methods achieve comparable utility, we select the key training
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Fig. 7. DPSGD results on MNIST: Test accuracy, training accuracy, and privacy parameter (€) over epochs.

parameters as follows: the learning rate 7, is set to 0.25. For the Gaussian noise-based DPSGD,
we set the noise multiplier ¢ = 0.50, and the gradient clipping norm is fixed at C = 1.5. For our

product noise-based DPSGD, we set the initial privacy parameter € = 1.8 and the tuning parameter
k =300, 000.
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Fig. 8. DPSGD results on CIFAR-10: Test accuracy, training accuracy, and privacy parameter (€) over epochs.

As shown in Fig. 8(a) and (b), our product noise-based DPSGD exhibits utility performance
comparable to that of the Gaussian noise-based DPSGD throughout the training process, i.e., both
methods also show a similar trend regarding training and testing accuracy. However, under a
comparable utility, our product noise method demonstrates a notable advantage regarding privacy
preservation. As illustrated in Fig. 8(c), by the 100th epoch, our method achieves a privacy guarantee
of (38.11,9.94 x 107%)-DP, which is substantially better than the guarantees obtained by the
classical DPSGD under MA ((47.83,107°)-DP), PRV ((43.80, 10~°)-DP), and CLT ((58.09, 10~°)-DP)
composition approaches. This result further supports the claim made in Observation 3.

REMARK 8. Our theoretical analysis (e.g., Theorem 1 and Corollary 1 and 2 ) focuses on the single-
release setting, where the noisy result is only released once (as in Case Studies I and II). In terms of
iterative settings (as in Case Study IIl) where the noisy results are repeatedly released, the final privacy
cost depends on the considered privacy amplification and composition methods.

In our current DPSGD experiments, the privacy loss of the baseline methods are accounted using
MA/PRV/CLT approaches, which are unfortunately infeasible for our product noise. Since we have
not yet developed a composition approach tailored to our noise, we use a distribution-independent,
albeit loose, composition approach, which yields a pessimistic cumulative € in iterative settings. This
accounts for the modest privacy improvement observed in some experiments.
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The experiment results on other datasets are shown in Appendix E.5 of [34], i.e., cf. Figure 15 (for
adult), Figure 16 (for IMDB) and Figure 17 (for MovieLens). Similarly, DPSGD using our product
noise also yields smaller privacy parameters under comparable utility.

6.3.2 Robustness against Membership Inference Attacks (MIAs). Now, we evaluate the robustness
against MIAs in a black-box setting by comparing models trained with our product noise against
those trained with the classic Gaussian noise. Following the experiment setups in a prior work [48],
we use the tailored area under the ROC curve (AUC) as the robustness metric. In particular, [48]
defines AUC 2 max{AUC, 0.5}, and the closer it is to 0.5, the more robust the model is against
MIAs. Still, for the 5 datasets considered in Table 1, we train each corresponding model for 50
epochs, and repeat 5 times. All other settings follow Subsection 6.3.1.

Table 3. Tailored AUC (AUC) in black-box MIAs [48].

Dataset Classic Gaussian noise | Product noise
Adult 0.51+0.004 0.50+0.004
IMDb 0.51+0.005 0.50+0.000

MovieLens 0.50+0.000 0.50+0.000
MNIST 0.50+0.000 0.50+0.000
CIFAR-10 0.51+0.005 0.51+0.004

The results of tailored AUC (ﬁ) are summarized in Table 3, which shows that the product
noise achieves a level of resistance to MIAs comparable to that of the classic Gaussian noise; the
obtained AUC are all around 0.5, which indicates that the black-box MIAs perform no better than
random guessing the presence of a single record in the training dataset. The experiment results
verify that when considering real-world privacy threats, even with a smaller noise scale, our product
noise does not weaken privacy compared to the Gaussian baseline in DPSGD.

7 Conclusion

In this work, we propose a novel spherically symmetric noise to reduce utility loss and improve the
accuracy of differentially private query results. The new noise leads to a new PLRV that can be
presented as the product between two random variables, providing tighter measure concentration
analysis and leading to small tail bound probability. In contrast, existing classic Gaussian mechanism
and its variants usually characterize their PLRVs using Gaussian distributions. Simulation results
show that when perturbing f(x) € RM in high dimension, our proposed noise has expected squared
magnitude far smaller than that required by the Gaussian mechanism and its variant. To validate
the effectiveness of the developed noise, we apply it to privacy-preserving convex and non-convex
ERM. Experiments on multiple datasets demonstrate substantial utility gains in diverse convex
ERM models and notable privacy improvements in non-convex ERM models.
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