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Trusted Execution Environments (TEEs) provide strong confiden-
tiality and integrity guarantees to distributed data processing. De-
velopers are increasingly using clusters of TEE-enabled workers for
these applications. However, TEEs do not protect persistent state:
a rollback attack may replace the current persistent state with a
stale version. Conventional rollback detection systems interfere
with the application’s steady-state performance either by adding
high coordination overhead or log amplification. Our key insight is
Rollback attacks violate causality. Rollback attacks can be efficiently
detected by causal logging, avoiding the coordination and log am-
plification overheads of prior solutions. We build HarborMaster,
a high-performance rollback detection system for the TEE-based
distributed computing clusters. HarborMaster offloads the job of
rollback detection to a specialized auditing service that efficiently
checks for rollback attacks using violations of causality in the TEE-
based distributed computing workers. Running in AMD SEV-SNP
Confidential VMs, HarborMaster only imposes 8-35% logging over-
head and preserves the linear scaling properties of an unprotected
distributed application.
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1 INTRODUCTION

Trusted Execution Environments (TEEs) [27, 45] and confidential
VMs specifically (AMD SEV-SNP, Intel TDX) offer developers strong
confidentiality and integrity guarantees without changing appli-
cation code. Large-scale applications like Signal’s Secret Key Re-
covery [25], Gemini on Google’s Distributed Cloud [29, 52], Meta
Al for Whatsapp [4, 10], Opaque’s Confidential Agents for RAG
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vice [57, 63] all use TEEs to strengthen their security guarantees.
Services like Azure Confidential Containers [39] even offer the pos-
sibility to run unmodified applications on the cloud on Kubernetes.

Unfortunately, TEEs suffer from a well-known limitation: they
offer confidentiality and integrity guarantees only to code and data
that reside in memory. Persistent state (state stored on disk) is
vulnerable to rollback attacks, where an adversary may replace
disk state upon reboot with stale data. Rollback attacks can be
catastrophic. They can be used to rollback transactions, bypass
rate-limits on pin-guessing on a device or rollback model weights.

Because rollback attacks occur on node restarts, and container
restarts are frequent and expected, rollback attacks are especially
problematic in managed cluster-based TEE deployments like Ku-
bernetes and Azure Confidential Containers [6].

Providing efficient and timely rollback detection is thus essential
for cluster-based TEE deployments. Rollback detection systems
guarantee that if a node’s persistent state is rolled back such that
the application state is inconsistent, the attack will be flagged. Un-
fortunately, existing rollback detection systems work poorly for
TEE-augmented clusters. All rely on some form of logging, but
cluster around two extremes in how they log operations.

Single-log solutions [15, 25, 73] enforce a global total order across
all nodes in the cluster with a single replicated log. This simplifies
rollback detection—a rollback has occurred if any node’s persistent
state diverges from the head of the log—but the additional coor-
dination cost of maintaining the log is significant, as it requires
multiple round-trips to replicate and sequentialize all updates.

In the multi-log alternative, each node in the cluster maintains
its own replicated log By logging each operation sent and each op-
eration received, nodes can independently reconstruct a consistent
state upon reboot. There is no need for global coordination. Unfor-
tunately, cluster-based TEE applications commonly share updates
across many other nodes in the system, all of whom must append
these updates to their local log. Allowing nodes to independently
log each operation thus creates unnecessary redundancy, which
significantly hurts throughput.

Neither solution is optimal and comes at the cost of either un-
necessary coordination or unnecessary write-amplification.

While logging is a necessity for rollback-detection (there needs
to be at least some durable record of the latest state!), the tension
between coordination and write-amplification is not.
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By revisiting what is fundamentally necessary to detect rollbacks,
we can design a solution that minimizes coordination while ensur-
ing that updates are only ever logged once. To do so, we rely on
one key observation. Fundamentally, when an application suffers a
rollback attack, it manifests in the application as having read stale
state, i.e., the application reads the state "earlier" than what it should
have read, based on all the operations that it has observed until
now. Effectively, rollback attacks violate causality : if an applica-
tion observes operation o, it should also observe all operations that
happen-before. Detecting causality violations is thus sufficient to
detect rollback attacks. This is good news, as maintaining causality
can be done in a scalable fashion, with minimal coordination.

In this paper, we present HarborMaster, our efficient causal log-
ging system for rollback detection. HarborMaster builds on the
decades of work on low-overhead causal logging [18, 32, 36, 53]
and causal consistency systems [11, 17, 28, 51] to detect rollbacks
while ensuring both that each update is only logged once, and that
coordination is necessary only for operations that access the same
data. In fact, we show that causal consistency is both necessary (a
non-causally consistent application’s semantics are not violated by
a rollback attack) and sufficient to detect rollback attacks (rollback
attacks imply a violation of causality). Therefore, HarborMaster
applies generally to all applications that are at least causally con-
sistent, and doesn’t impose any coordination overhead of its own.

HarborMaster consists of two components: a replicated storage
service to store application logs, and an auditor service that uses
these logs to detect rollbacks. Building HarborMaster requires
addressing two primary challenges. The first challenge relates to
performance. We must mitigate the tension between the benefits of
co-locating components (better efficiency when they reside in the
same cloud provider and the same geographical region), and the
reality that colocation increases the likelihood of a single adversary
corrupting all replicas. The second challenge relates to correctness:
the auditor must be sound (no false rollbacks are detected) and
complete (all rollbacks are detected) while having access to the
causal log of operations rather than a full total order of operations.

Developers can use HarborMaster in two ways. They can retrofit
existing applications to use HarborMaster, in which case we only
provide the logging and auditing service: a configuration called
HarborMaster-lite. Alternatively, they can build new applications
directly on top of HarborMaster-core, which additionally pro-
vides a distributed Key-Value Store and a locking service.

To demonstrate the efficacy of HarborMaster-core, we build two
applications: (i) a banking application [21], (ii) a key transparency
application [25, 50]. For each of these applications, HarborMaster
only imposes up to 12-35% logging overhead, and preserves the
scaling characteristics of the unprotected baseline. As a case-study
for HarborMaster-lite, we ported Apache Flink [38] and show that
HarborMaster only imposes up to 33% logging overhead. The audit-
ing service scales linearly with the number of auditing machines.

In summary, we make the following contributions:

e We formalize the problem of rollback detection in TEE-based

application clusters as a case of causality violation (Section 2)

e We describe protocol for efficient causal logging and auditing

for rollback detection (Sections 3 and 4).

2127

e We build HarborMaster and evaluate it on representative ap-
plications and show its efficacy as a rollback detection system
(Sections 5 and 6).

2 TOWARDS CAUSALITY

In this section, we describe how managed application clusters in
TEEs work today and formally define the notion of rollback attack
in this context.

TEE-based application clusters. Managed TEE-based appli-
cation clusters, e.g., Azure Confidential Containers [39], typically
run containers [7, 56, 61] atop Confidential VMs, managed by a
cluster manager, e.g., Kubernetes [20] . Each container performs
a specific function of the application. It operates on its own state
and may send messages to other containers to share state updates.
Examples of such deployment pattern include microservices [34],
as well as, distributed computing [38, 75]. Cloud providers pro-
vide access to network-attached storage through the abstraction of
Persistent Volumes which are available to containers across restarts
and migrations.

Mounting a rollback attack requires the ability to: (i) restart
containers, (ii) have persistent storage that is controlled by an ad-
versary. Both of these conditions are met in cloud-managed TEE
clusters: container restarts are the norm, not the exception, in these
clusters, and persistent volumes are completely under the cloud
providers’ control, exposing only a black box API to the developers.

Example of a Rollback attack. To better understand the po-
tential impact of rollback attacks, consider a simple social media ap-
plication with three worker nodes, one that handles new friend/un-
friend operations, one that handles new photo uploads, and one
that curates users’ feeds with photos from their friends.

Suppose that a user, Alice, recently unfriended Bob, now her
sworn enemy. She then uploads photos that Bob should not see.
In the absence of rollback attacks, the application ensures that the
worker response for generating Bob’s feed will always observe the
updated list of Bob’s friends followed by the updates to Alice’s pho-
tos. If the container hosting Bob’s friend list is restarted, a rogue
cloud provider can rollback the copy of Bob’s friend list, to an old
copy that still lists Alice as a friend. This triggers a causality vi-
olation reminiscent of consistency anomalies present in weakly
consistent datastores [51].

We now formalize the definition of clusters and rollback attacks
in terms of causality violation and discuss how to detect such
violations through causal logging.

Formalizing clusters. We formalize a distributed application as
amessage-passing system of worker nodes. Each worker has its own
persistent storage (the state store) and computes a specific function.
Workers share updates by sending and receiving messages to each
other over the network. Practically speaking, the workers repre-
sent the microservice containers and their persistent states model
persistent volumes. All application state is stored as part of that
persistent state store. Workers may crash and restart at any point.

We now formalize the notion of events, histories, and causal
happens-before relationship between events in the workers. Since
rollback attacks exclusively target persistent state, we only consider
events that interact with persistent state. We borrow our formalism
from [16], which we discuss below.



Consistent Cut

Figure 1: Events, consistent cuts, and causal history. We show read
(marked R), write (marked W), send, and receive events (denoted by
arrows). The leftmost cut is not consistent, as it contains a receive
event but not its corresponding send. The middle cut is consistent,
as all events that any event in the cut causally depends on, is also
in the cut. The rightmost cut is the causal history of the middle
worker formed by taking the transitive closure C* (h,,) over its local
history h.,. Rollback attacks cause a worker to lose a post-fix of state
transitions caused by write and receive events, making the final state
inconsistent the events in C* (h.,).

For a worker w, we define the history of the worker as a sequence
of events (ej,ey,...) that happened in worker w. The sequence de-
termines the order in which the events happened in real time. The
global history H is the union of the history of all workers.

A event e; is said to have happened before e; (denoted by e; —
e;) iff any of the following conditions hold: (i) e; and e; are events in
the same worker and e; happens before e; in real time, (ii) ; is a send
event for a state update and e; is the corresponding receive event,
(#ii) there exists a third event e, such that (e, —ex) A (ex —e;).
If neither e; — e; nor e; — e;, we call ¢; and e; causally concurrent
and denote ¢; || e;.

We define a cut C as a subset of the global history H consisting of
prefixes of the histories from each worker. A consistent cut is a cut
C such that for every event e in C, all events that happened before
e are also in C. Formally, Ve;e;: (e; — ej) A (ej€C) = e; €C.
Given an event e, in a worker’s history, we define the causal his-
tory of the worker before e, as the consistent cut of all events
that have happened-before e,,. Formally, we define a history prefix
h., = (e1.es,...,en) and the causal history C*(h,,) as the transitive
closure of h,, with respect to the happens-before relationship.

The local state s,, of a worker w is a function of its history.
We write the state transition induced by event e; as the function
E;(-) such that s;, = E;(sy), where s/, is the updated state. The
state s,, of worker w with history h,, = (ey,ez,...,e,) is given by
sw=Ey, (Enfl (--E2 (El (S¢))))

A run R over the global history H is defined as an arbitrary total
ordering of all events in H, consistent with the causal relations
between the events. Under a run R, each consistent cut C corre-
sponds to a global state S derived by applying the events in C in
the order prescribed by R. Since R respects the order of events
in the history h,, of a worker, the local state s, of a correct worker
node must be consistent with the global state S derived from the
consistent cut C*(h,,). Note that, an external observer can, given
arun R, derive the global state S corresponding to any consistent
cut C. We say a worker w respects causality, if there exists a run
R , such that, at all times, the local state s,, of w is consistent with
the global state S derived from the consistent cut C*(h,,) under the
total order prescribed by R . Concretely, a worker respects causal-
ity if, at all times, its local state can be explained by the result of

2128

executing events in causal order. The worker node is said to violate

causality if no such run exists.

Formalizing rollback attacks. Intuitively, a rollback attack
simply causes a worker to "un-see" a postfix of the most recent
events in the history. Formally, we define a rollback attack as a spe-
cial node-private event rb* whose state transition function depends
on the node that observes this event. To an external observer, or
any other node in the system, the state transition is just an identity
function. It has no effect on the state. But to the node victim of the
attack, the state transition function, denoted by RB*(+), undoes the
effect of applying the last k events in its history, for some value
of k. Formally, if s/, is the state of the victim node after applying
events e,_.,...e, in order to some earlier state s.,, and e, =rb* is a
rollback attack event, then s, = RB¥(Ep_1(...Eq_k(s1)...)) = Sy

This characterization of rollback attacks highlights their link
with causality violations. Under any run R consistent with h,,,
to derive the global state S, an observer must apply the effects of
events e,_g,...en—1 as they are parts of C*(h,,). The rollback event
causes no state change in the external observer but undoes some
previous state transitions in the victim node. Thus, global state S
is no longer consistent with the local state s,,.

Detecting rollbacks. Any practical auditing service detecting
rollback attacks through checking for causality violations should
satisfy two key properties:

(1) Soundness: The auditor correctly detects a rollback attack ev-
ery time it leads to violating application integrity, and it does
not spuriously detect false positives when there are no attacks.

(2) Efficiency: The time for auditing a causal history must be
linear in the number of events in the history.

Implementing a sound and complete auditor requires that ap-
plications guarantee at least convergent causal consistency (or
anything stronger - like sequential consistency or linearizability).
Causal consistency is required for soundness and completeness.
Convergence (all concurrent conflicting writes must commute) is
required for efficiency.

The auditor expects that the application enforce a consistency
guarantee equal or stronger than causal consistency. Without this
requirement, the auditor cannot link causality violations to roll-
backs: causality violations are simply allowed by the application!

Requiring convergence instead allows the auditor to be efficient.
Instead of finding a particular run R consistent with the workers’
logs, the auditor simply applies the operations following any run
(all causal dependencies are preserved, only the order of concurrent
operations may change) and arrives at the same final state as any
correct worker node would.

We observe that in practice, most systems already satisfy this
convergence requirement. Systems that require linearizability, eg,
banks, enforce a single total ordering of all operations before they
are applied to the disk. Conflicting operations can never be applied
in parallel in these systems. Cluster computing applications like
Flink [38] and Ray [59] maintain a static key partitioning: con-
flicting operations involving the same key are always handled by
one single worker node, which assigns an order to the operations
before they are executed. Even the applications that allow concur-
rent updates to the same data, eg, document collaboration tools
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and counters, use a commutative function to merge updates, eg,
CRDTs [66] or Deterministic-Writer-Wins [28, 51].

3 OVERVIEW

Having described the requirements for an efficient rollback de-
tection system, we now describe our system, HarborMaster, and
discuss how it satisfies those requirements. Detecting rollback at-
tacks through checking causality violation requires designing two
components: (i) a causal logging service that records the causal
relationships among the read, write, send, and receive events in
the workers, and (ii) an auditing service that checks for causality
violations by re-creating the global state S as necessary.

3.1 System Architecture

Figure 2 describes a typical HarborMaster cluster. Worker nodes
execute application logic, access the state store persisted on disk,
and exchange state updates. Reads and writes to workers’ persis-
tent state store are logged by a causal logging service, implemented
as a replicated set of N =2f +1 storage servers, out of which at
most f servers can crash at any given time. Importantly, the same
set of N storage servers stores logs from all worker nodes. One
or more auditing nodes stream these log entries from the storage
servers to check for causality violations. The worker nodes, storage
servers, and the auditors all run in TEEs. We additionally assume
the existence of a PKI infrastructure that assigns signing keys for
each component in the system.

3.2 Threat Model

HarborMaster assumes that the entire application cluster may be
deployed within a single cloud provider which has complete control
over all persistent state, network, and management and provision-
ing of worker nodes. A rogue cloud provider can deny service by
crashing workers and/or dropping messages. It can rollback any
worker’s persistent state to an older version.

HarborMaster only concerns itself with reads and writes to each
worker’s persistent state store. As is standard, we assume that the
TEEs behave correctly in running and preserving the application’s
integrity so long as the persistent state store performs reads and
writes correctly. We note that modern confidential VMs place the
full OS stack in the Trusted Computing Base (TCB) to support run-
ning unmodified applications. HarborMaster too inherits the OS
as part of its TCB. We also assume that eventually the network de-
livers all messages. So, even though the auditor can be maliciously
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restarted often, eventually it runs long enough to process all log
entries from all worker nodes.

As is standard in all TEE-augmented deployments, we consider
physical attacks on the machines [25, 30, 31, 65, 71], side channel
attacks [40, 62, 64, 76] as out of scope.

3.3 The Case of Missing Log Entries

Since the storage servers are all deployed in the same cloud provider,
a rogue cloud provider can trivially delete a log entry from all stor-
age servers. If a log entry contains evidence of a rollback attack and
the cloud provider rolls it back in all storage servers, the auditor
may never detect the attack! Effectively, the adversary performs
a second rollback attack to cover up the first rollback attack. Har-
borMaster will only detect the latter attack. Thankfully, auditing
this second type of rollback attack is straightforward. The auditor
simply needs enough evidence to prove that a log entry existed.
The log entry’s content is not necessary. The proof can be as sim-
ple as a signature on the hash of the log entry from the worker
node that generated it. Accordingly, HarborMaster distinguishes
between the notions of provability and retrievability. A retrievable
log entry helps the auditor check for causality violations in worker
nodes. A log entry that is provable but not retrievable provides
direct evidence of rollback attacks in storage servers.

3.4 Definitions and Guarantees

We define a log entry to be retrievable if it can be retrieved by query-
ing a worker node or storage server. We define a log entry to be
provable if a non-crashed worker node or storage server can prove
that the log entry ever existed. (More details on what constitutes
a proof of existence in HarborMaster come later) A retrievable log
entry is trivially provable.

As discussed above in Section 3.3, a log entry assists in detecting
rollbacks (either in the worker or the storage nodes) if it is prov-
able. Thus, for safety against rollback attacks, worker nodes must
maintain that their log entries are provable. We capture this notion
with a commit condition for log entries as follows.

Definition 1 (RD-Commit (Rollback-Detectable Commit)) A correct
node considers a log entry RD-Committed if the log entry and all
entries in its causal history are provable.

HarborMaster guarantees that any rollback attack evidenced by
an RD-Committed log entry is eventually detected. Either all en-
tries in its causal history are retrievable, in which case the auditor



replays the entries and checks for causality violation; or at least one
of them is provable but not retrievable, in which case, the storage
servers must have been victims of a rollback attack.

4 PROTOCOL DESCRIPTION

We now focus on explaining the details of the protocol. We assume
that the worker’s persistent state store presents a Key-Value Store
APL The log entries record read and write events for this Key-Value
Store. Before executing any read/write request to this Key-Value
Store, worker nodes RD-Commit the corresponding log entry by
replicating it to the storage servers. The worker nodes use the same
log entries to share state updates with each other.

Asynchronously, the auditor nodes use the write log entries to
recreate the state of the worker and use the read log entries to
verify if the read value equals the one it re-created.

The rest of the section is organized as follows: we discuss the
logging format and in-memory states of the worker nodes and the
storage servers, in §4.1; we discuss the steady-state operation by
which worker nodes RD-Commit log entries in §4.2; we discuss how
the storage servers maintain provability of log entries in §4.3; finally,
we discuss how the auditors check for causality violations in §4.4.

4.1 Tracking Causality

Logging Format. As is standard for causal logging systems, Har-
borMaster uses Vector Clocks [55] to keep track of causality. A
worker node assigns an increasing sequence number to each log
entry it generates. It embeds a vector clock in each log entry that
keeps track of the highest log entry the worker has seen from all
workers in the system. This indirectly keeps track of the worker’s
causal history C*(h,,). The workers use hash-chaining to crypto-
graphically link each log entry with its predecessors. Concretely,
each key-value pair read or written to a worker’s persistent state
store generates the following log payload:

payload :=(READ, key, value) | (WRITE, key, value)

A log entry encapsulates such logged payload with the following
information:

entry:=(payload, n, vc, parent, ci),

where n is the sequence number of the log entry, vc is the Vec-
tor Clock of the worker at the time of the formation of the log
entry, parent is the hash of the last log entry generated by the
worker, ci is the last RD-Committed sequence number, and ¢ is the
worker node’s signature on the hash of (payload, vc, parent, ci).
We maintain the invariant n=oc[worker].

Worker node state. To generate the log entries correctly, the
worker nodes keep track of these objects in TEE-protected memory
as part of their HarborMaster state: (i) a Vector Clock that tracks
the total number of log entries seen from all worker nodes in the
system, including itself, (ii) the hash and the sequencer number
of its last log entry, (iii) the commit index, i.e., the last known RD-
Committed sequence number. Besides, it also keeps log entries in
TEE-protected memory until they are RD-Committed. Algorithm 1
describes these objects.

Storage server state. Storage servers store hash chains from
each worker in persistent storage. It keeps the most recent log entry
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Algorithm 1 Worker Node State Cheat Sheet

1: vc: A Vector Clock implemented as a map of worker; +— n; where n; is the highest sequence
number of log entries seen from worker; (including itself). vc keeps track of the worker’s
own log sequence number.

: parent: The hash of the last log entry generated by the worker.

: n: The sequence number of the last log entry generated by the worker.

: ci: Highest sequence number RD-Committed by the worker

NN

Algorithm 2 Storage Server State Cheat Sheet

1: > Persistent state:

2: log;: For each worker worker;, the contiguous hash-chain of log entries generated by
worker;.

3: > In memory state:

4: latest;: For each worker worker;, the last log entry in log;.

from each worker in its in-memory state. Algorithm 2 describes a
storage server’s state.

Messages. HarborMaster only relies on two types of messages in
steady state: APPENDENTRIES and VOTE. An APPENDENTRIES mes-
sage consists of one or more log entries. A VOTE message consists
of a signature on the hash of a log entry.

4.2 Steady State Operation

We shall now describe the logging and auditing protocol. For the
ease of exposition, assume that storage servers may crash but they
are not rolled back, and the auditor does not crash or restart. We
will relax these assumptions later.

Worker node generates a new log entry! using the payload from
the operation, its current uc, and parent. Then it increments its
own entry in the vector clock: vc[worker] =uvc[worker] +1, sets
n=vc[worker], and updates parent to the hash of this log entry.

1: W — S: Worker node replicates the log entry to storage
. servers. :

Worker node sends an APPENDENTRIES message consisting of
the log entry to all N storage servers.

On receiving an APPENDENTRIES message from a worker node,
a storage server first checks if the message is well-formed and the
signature on the log entry is verifiable. Then it makes sure that the
parent hash in the log entry is the same as the hash of the last log
entry received from the worker (i.e., latest;).

If all is right, the server appends the entry to log;, updates latest;
to this entry, and uses its signing key to create a signature on the
hash of the log entry, encapsulates it in a VOTE message, and replies
to the worker.

Worker node waits for f+1 VOTE messages on the last log entry it
sent. On receiving f+1 valid VOTE messages, it considers the log en-
try, as well as all its predecessors, RD-Committed. It updates ci < n.

!HarborMaster only logs reads that retrieve data from persistent storage. For any
in-memory data access, HarborMaster relies on the TEE’s memory integrity to avoid
logging it. We shall explore the effect on performance from serving reads from
memory in Section 6.4.
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This new value of ci is piggybacked on the next log entry. The result
of the operation is only visible to the application and/or an external
client after it has been RD-Committed. The worker node periodi-
cally stores its latest value of ci to its persistent store. If the worker
needs to share this state update with any other worker, it does so
only after it has been RD-Committed. On receiving a state update
from another worker, a worker updates its own vc accordingly.

In the background, storage servers use the ci field in the log
entries to find the latest RD-Committed entries for each worker.
Then they forward those RD-Committed log entries through Ap-
PENDENTRIES messages.

5: A: Auditor recreates state and verifies read log entries as
: needed. :

For each read log entry, entry;, the auditor waits to receive all
write log entries referred to by the entry;.vc. It replays these entries
to generate a global state S,. It then verifies whether the following

holds: S, [entry;.key] ?:entryj.value. We defer detailed discussion
of this step to Section 4.4.

HarborMaster is pipelined and can have multiple log entries
in flight waiting to be RD-Committed. A worker node necessarily
keeps all non-RD-Committed entries in memory, but may choose
to garbage collect the ones already RD-Committed. Figure 3 shows
a worked example for the steady state operation.

4.3 Durable storage abstraction

Ensuring provability.? Up to f storage server crashes, the stor-
age servers guarantee that all RD-Committed log entries remain
provable using hash-chaining. A storage server only votes for log
sequence number n when it has seen the entry n—1, and the parent
hash in the former entry matches the hash of the latter. This main-
tains a log continuity: a correct storage server will never have "holes"
in the logs it stores. Moreover, the storage server can attempt to
verifiably retrieve any log entry with sequence number i <n from
its persistent storage by following the parent hashes starting from
entry n, which it keeps in its TEE-protected memory. If at any point,

2An alternate design that guarantees retrievability could have been to replicate to
multiple cloud providers or trust domains, as in [25], but in practice this adds the
latency and throughput overhead of wide-area replication, which may not be desirable
for applications running in a single cloud for performance.
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the storage server’s persistent storage fails to retrieve any of the log
entries, the server simply reports a rollback attack to the auditor.
Since every RD-Committed log entry is at least replicated to f+1
servers, even if all storage servers get rolled back, at least one server
should be able to report this attack.

Handling restarts. Since a storage node’s state can be rolled
back on a restart, letting restarted storage nodes vote for (potentially
restarted) worker nodes could lead to a chain-forking attack [33].
We address this problem by simply preventing restarted storage
servers from serving existing worker nodes. We achieve this by
using volatile signing keys. On booting up, the storage server ran-
domly generates a signing key pair, keeps the secret key in its
TEE-protected memory, and broadcasts the public key through
the PKI. Importantly, a restart wipes the secret key off the TEE-
protected memory and thus, the storage server must generate a
fresh key pair. Worker nodes boot up with a fixed set of acceptable
storage servers public keys and only accept VOTEs from these. A
restarted storage server can receive all log entries from existing
workers but cannot vote.

Reconfiguration. In order for a new or a restarted storage
server to join the set of N storage servers, the joining server can
send VOTEs to existing workers, prompting HarborMaster to per-
form a reconfiguration operation, which we describe below. Having
a dedicated reconfiguration protocol allows HarborMaster to seam-
lessly switch storage servers without stopping the application.

The auditor, storage servers, and the workers maintain a con-
figuration number c in their state. Each configuration number ¢
refers to a unique set M, of storage servers. For ease of expo-
sition, we assume here that M, and M,;; are disjoint sets and
M| = N Vec. To go from configuration ¢ to ¢ + 1, the auditor
first sends a signed (CONFIGCHANGE, c¢) message to all storage
servers in M, (ie, the old configuration). On receiving such a
(ConFIGCHANGE, ¢) message, the storage servers stop accepting
new log entries from workers, and then respond to the auditor with
a signed (CONFIGCHANGEVOTE, ¢, {w; > n;}), where n; is the last
log entry from worker w; voted for by the storage server. Once the
auditor receives N — f CONFIGCHANGEVOTE messages, it is guar-
anteed that no worker is successfully RD-Committing any new log
entries. The auditor then sends (NEWCONFIG, ¢+1, {w; — (a;,n;)})
to all storage servers in M.4; (ie, the new configuration), where
a; is the last log index audited for worker w; and n; is the max-
imum of all n;’s received in the CONFIGCHANGEVOTE messages.



On receiving a NEWCONFIG message, the storage servers in M1
request the storage servers in M, for all log entries in [a;+1,n;]
for each worker w;. Once the storage server catches up, it sends
a (NEWCONFIGVOTE, c+1) to the auditor. On receiving N—f such
NEwCONFIGVOTE messages, the auditor is assured that the new
configuration has enough storage servers up-to-date to RD-Commit
new log entries. At this point, it finalizes the reconfiguration by in-
forming the workers of the new configuration. Using a TEE-enabled
auditor to coordinate the reconfiguration prevents malicious spu-
rious configuration changes that may cause loss of liveness.

4.4 Auditing Logic

Given a causal history C*(h,,), the auditor needs to replay the write
log entries in a way such that the re-created global state S, is con-
sistent with the local state s,, that the worker must have seen. The
vector clocks logged with every write log entry only reveal a partial
order of the events, and cannot fully reconstruct the order of events
actually seen by the worker. Luckily, the convergence requirement
on the application semantics (see Section 2) allows us to apply the
concurrent updates in any order to arrive at the final state.

In this section, we describe the details of the auditor’s operation,
which involves two stages: (i) Log Ingestion, (ii) State Recreation.

Log Ingestion. The auditor node receives streams of log entries
originating from every worker node, from all storage servers in
the system. The auditor first validates the entries by verifying the
signatures on them and by checking the hash-chain continuity.
During this process, the auditor enforces the following invariant:

Invarlant 1: Under no rollback attack, all RD-Committed log
: entries must be retrievable. ‘
* While receiving log entries from a given storage server, if fﬁe
auditor misses an entry in the middle of a worker’s hash-chain, it
uses the parent hash to request the missing entry from a quorum
of f+1 storage servers. If the auditor can’t retrieve this log entry,
it considers that the storage servers are under a rollback attack.
Once ingested, all read log entries from a given worker are sent
to an auditor thread designated for that worker, and all write log
entries go into a global in-memory pool to be used later for state
re-creation.
State Recreation. The auditor makes sure that for each worker,
the causal history of all state updates seen grows monotonically.
If it does not, the auditor reports a rollback attack.

© Invariant 2: Under no rollback attack, all workers’ state evolve :
: monotonically :

This invariant can be tested easily by looking at the Vector
clocks attached to each read log entry. For two entries entry; and
entry; from the same worker, the auditor ensures that entry,;.n <
entry,.n = entry,.oc < entryz.oc (assuming the usual definition
of < for vector clocks).

Each thread keeps the recreated state S, for its designated worker
in-memory. For a new log entry of the form: ((READ, key, value),
n, ve, parent, ci),, it uses vc to determine the write log entries in the
causal history of the entry but not yet applied to S, and fetches them
from the global pool of write log entries. For the set of log entries
{e1,€2,....em } it chooses any order that satisfies the causal happens-
before relation between them, and applies the state transition: S, «—
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Figure 4: Auditor operation. The auditor here audits the read log
entries from the middle worker. The deterministic commutative
MERGE function here is simply a max. The left cut represents the
causal history for the first read. The auditor recreates the state using
the write operations and find that S, x| =2 which matches the logged
value. The causal history for the next read includes two more write
operations (x =4 and x =3). The auditor incrementally applies these
writes and arrives at S, [x] =4, but finds that the logged value does
not match, and correctly detects a rollback attack.

E1(Ez(...En(Sy)...)), where E;’s are the state transition functions
for these events. It then checks for the following invariant:

{ Invariant 3: Under no rollback attack, for a read log entry '
((READ, key, value),n,vc,parent,ci), and for re-created state
i S, for the causal history referred to by vc, S, [key] = value

Figure 4 shows a worked example.

Garbage collection. To make the auditor practical, we need
to bound its memory usage. Fortunately, invariant 2 allows us dis-
card a write log entry once it has been applied to the re-created
state for every worker. The auditor garbage collects such entries.
Before removing the entries from memory, the auditor applies the
entries to a global garbage-collected state Sy, and then informs
each auditing thread of the latest consistent cut of writes that have
been garbage-collected. The auditor threads then delete from their
re-created state S, the keys that have not been updated by any write
since the garbage-collected cut. For any future read log entry for
those keys, the correct value is found from Sge instead.

Sharding. The process of auditing is embarrassingly parallel.
Depending on the number of workers and size of the keyspace,
developers can choose to run multiple auditor instances. Different
instances could distribute the responsibility of auditing individual
workers among them. One could also shard parts of the keyspace
according to contention, and use more auditor nodes to distribute
work for a highly contented shard, and use less auditor nodes for
a less contended one. We show the effect of sharding by worker
nodes in Figure 6.

4.5 Discussion

Worker restarts. On a restart, the worker requests N— f storage
servers to return the latest log entry they have seen from it. It
then takes the one with the largest sequence number and resets its
sequence number to match this log entry. This is the last log entry
that may have been RD-Committed.

It then gets the last persisted value of ci (recall that it periodically
persists ci), and retrieves and replays the log entries from this value
of ci onwards, before processing application code.

Best-effort Liveness. Assuming the network is delivering mes-
sages correctly, the liveness of the RD-Commit procedure is pre-
served until f storage servers crash, since we only wait for N—f =



f+1 VotEes. However, a rogue cloud provider may trivially drop
all packets, in which case HarborMaster cannot guarantee roll-
back detection. As a security measure, if worker nodes time out on
receiving VOTEs, they stop making application progress.

Resource requirements. HarborMaster’s resource requirements
are in-line with prior works on rollback detection [15, 25]. Since
HarborMaster logs each write operation only once, at the worker
where it originates, it uses the same set of 2f +1 storage servers
to store logs from all workers. Excluding the auditors, the total
number of nodes in the system with W workers is thus W+2f+1.
A multilog setup instead requires 2f +1 storage servers for every
worker (W(2f+1) nodes total) as the system logs each write log
entry multiple times (once at the originating worker, and for every
worker that receives the update).

5 IMPLEMENTATION

We built HarborMaster in 17k lines of Rust with tokio for event-
driven programming, RusTLS for point-to-point TLS channels and
dalek-ed25519 for signatures. We use SHA512 for hashing and
Ed25519 for signatures. We use RocksDB for persistent storage.

We implemented two variants of HarborMaster: HarborMaster-
core for new applications and HarborMaster-lite for adding rollback
detection to existing applications.

5.1 HarborMaster-core

HarborMaster-core exposes two building blocks for developing dis-
tributed computing applications: (i) a distributed key-value store
and (ii) a locking service.

Distributed Key-Value Store. The Key-Value store exposes
a familiar API to application developers. The application directly
reads and writes to this Key-Value Store. In the background, the
store RD-Commits the read and write requests, and exchanges all
RD-Committed state updates with other workers using a gossip
protocol that ensures causal delivery.

Recall that HarborMaster requires applications to be convergent,
which need concurrent updates to be commutative. To achieve this,
our Key-Value store admits two value types with a deterministic
commutative MERGE function used to apply new updates:

(1) Deterministic-Writer-Wins: It keeps track of a Lamport

timestamp [49] with the value. The MERGE function favors
the value with the higher timestamp. If the timestamps are the
same, it breaks the tie by comparing the hash of the values, and
favoring the value with a numerically higher hash.
Counter: This implements a PN-Counter CRDT [66] which
exposes an API for incrementing and decrementing without
coordination. The value keeps track of the maximum increment
and decrement it has seen from each worker in the system. It
calculates the counter value at any given time as the sum of
the max increments seen from each worker minus the sum of
the max decrements seen from each worker.

Locking service. For applications that do need coordination for

correctness, HarborMaster-core implements a centralized locking

service. We implement a centralized lock manager to hand out locks
on keys to the worker nodes. The lock manager guarantees Release

Consistency [41, 74]. Once a worker node that had previously ac-

quired a lock releases it, the worker informs the lock manager of

its vector clock at the time of release. The next node that acquires
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the same lock makes sure that its own vector clock is as updated
as the last nodes. This ensures that the next locker has seen all the
writes made by the previous one while holding the lock. The locking
service operates in-memory and doesn’t require any logging.

5.2 HarborMaster-lite

HarborMaster-lite offers a stripped-down version of the core, ideal
for applications that already have their own state sharing and coor-
dination mechanisms. HarborMaster-lite workers run as a daemon
in all application worker nodes. The application decides when to
update the vector clocks and log state updates and reads.

As an example, we ported Apache Flink [38], a stateful stream
processing application, to run with HarborMaster-lite. Flink oper-
ators maintain their own state properly partitioned by key, which
they store in a storage backend of their choosing, e.g., RocksDB [3].
Since the keyspace is partitioned, Flink operators do not share state
among each other. HarborMaster-lite watches all the get and put
requests to RocksDB and logs them to durable storage.

We use Flink in local recovery mode, as is recommended for fast
recovery in Flink clusters [9]. In local recovery mode, a Flink oper-
ator, on restart, recovers its state solely from files stored on a local
directory (or a persistent volume, in case of a Kubernetes cluster).
The HarborMaster-lite daemon keeps logging and auditing the read
requests made by the operator to its state using the latest vector
clock. If the local directory is ever rolled back during a restart, the
auditor can easily detect it.

Porting Flink to run with HarborMaster-lite required 1764 lines
of changes to Flink’s Java codebase, out of which 1558 lines were
for a boilerplate connection library, and only 206 lines were added
to the core logic.

5.3 Optimizations

Batching. As is standard, HarborMaster employs batching to amor-
tize the cost of signatures and the bandwidth overhead of including
vector clocks with log entries. HarborMaster collects log entries
into fixed-size batches and hashes and signs them together, and
then sends them to the storage servers.

In HarborMaster-core, state updates are gossiped to other nodes
in batches as well. Once a batch of log entries is RD-Committed,
HarborMaster filters out the Write log entries, merges them with
the state updates received from other peering nodes, and then for-
wards the batch of updates to its peers. Batching during update
propagation saves network bandwidth as well. While forming a
batch, multiple updates to the same key are merged into one, and
only one entry is sent out.

Read Caching. HarborMaster logs every read request that ac-
cesses data from the persistent state store. To reduce the number of
times reads are serviced directly from persistent state, we introduce
a write-through in-memory LRU cache. At steady state, only a small
portion of reads need to read from the persistent state, thereby re-
ducing the amount of read logs that need to be RD-Committed or au-
dited. On a restart, however, the cache is wiped clean, and therefore
any subsequent read goes to persistent storage. Since rollback at-
tacks are more prone to going undetected on a restart, this increase
in read logging during restarts expedites detection on restarts.



6 EVALUATION

Our evaluation of HarborMaster answers the following questions:
(1)
)
®)

How much overhead does HarborMaster’s logging pose?

How quickly does the auditor detect rollback attacks?

How do applications built on HarborMaster-core scale with

number of workers?

How much overhead does HarborMaster-lite impose on real

applications?

How effective are the optimizations in improving performance?

How efficient is HarborMaster’s reconfiguration protocol?
Experimental Setup. We run all our experiments in a single-
region Azure cluster. We use EC16ads_v5 machines running 16-core
3rd generation AMD EPYC 7763v processors with SEV-SNP TEE and
128 GiB RAM running Ubuntu 22.04 Confidential VM. These ma-
chines are each equipped with 2 TB P40 data disks with 250 MiB/s
write throughput and 10 Gbps NIC capacity. We use D8ds_v6 ma-
chines for client VMs with 8-core Intel Xeon CPUs and 32 GiB RAM.
The network ping latency between any two VMs is ~ 0.6ms. Worker
nodes, storage servers, and auditors run in Confidential VMs.

Baselines. We use three baselines to compare HarborMaster
against: (i) Unprotected, (ii) Nimble, (iii) Multilog. The unprotected
baseline provides the upper bound of performance. It does not have
any rollback detection, just worker nodes. Workers store their state
in local persistent storage and propagate state updates to others
without a durable logging phase in between. The Nimble base-
line uses the in-memory version of Nimble [15], a state-of-the-art
rollback detection system that commits hashes of batches of state
updates to a single global total order. Our Nimble baseline devel-
ops on top of the unprotected baseline and uses Nimble’s original
codebase [8]. The worker nodes here form batches of state updates,
hashes and signs them and sends them to a Nimble coordinator. The
Nimble coordinator stores these hashes in an in-memory storage
and uses three endorsers located in three separate machines to make
these hashes rollback detectable by tagging a counter increment
with them. Nimble recommends checkpointing the entire state and
appending the hash of the state into the log. This would put Nimble
at an unfair disadvantage with a big global state space since Harbor-
Master does not rely on checkpoint hashes. For a fair comparison,
we disabled this checkpointing aspect of Nimble. Nevertheless, this
gives an upper bound for Nimble’s performance. The Multilog base-
line reuses HarborMaster’s codebase. However, instead of avoiding
logging redundant entries using Vector Clocks, the nodes in the
Multilog system log all writes, including the ones generated by
themselves as well as the ones received from others. For fair compar-
ison with HarborMaster, the Multilog baseline uses the same set of
three storage servers (f =1) to store the logs from all worker nodes.

Unless otherwise stated, all baselines use the same Key-Value
store interface provided by HarborMaster-core with read cache size
set at 10% of the size of the entire keyspace. Unprotected, Nimble,
Multilog and HarborMaster all use the same batch size for logging
and sending updates to other worker nodes.

Applications. We implemented three applications using Harbor-
Master. We evaluate HarborMaster-core using two separate appli-
cations: (i) a key transparency application, and (ii) a banking appli-
cation. We evaluate HarborMaster-lite with the Apache Flink [38]
port described in Section 5.2 using a data deduplication application.
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Figure 5: Logging Overhead (16 workers, 3 storage servers (f = 1),
batch size = 16)

The key transparency application lets users generate and refresh
public-private key pairs. On request, each worker confidentially
generates a key pair, sends the private key to the user, stores the
public key in its key-value store, and shares it with all other work-
ers. This application maintains eventual consistency. If a user stops
refreshing its key pair, eventually, all correct worker nodes should
always read the latest generated public key. HarborMaster helps
preserve this property by detecting nodes that have "forgotten” the
most recent public key updates for a user due to a rollback attack.

The banking application simulates a small distributed banking
system with seven different transactions derived from the Small-
bank [21] benchmark. The account balances employ a counter value
type, and maintain the invariant that the counter never goes below
zero. We use release-consistent locking combined with the gossip
protocol that guarantees causal delivery to satisfy this invariant.
Any time a transaction requires a worker node to decrement an ac-
count’s balance, it acquires a lock on the account, reads the balance
once it is as updated as the last locker, and only then decrements if
the account has sufficient balance. If the decrement fails, the worker
node aborts the entire transaction.

We implement a post-processing deduplication framework on
top of Apache Flink [38], a distributed streaming system that sup-
ports stateful computations. Data deduplication reduces storage
costs by eliminating redundant data and storing only unique chunks
[43, 46]. The process typically involves hashing each data chunk
and managing the reference counters for each chunk [23, 48, 60].
Flink uses RocksDB as its embedded keyed-state backend to man-
age per-worker state. With local recovery enabled, workers restore
state from local checkpoints instead of remote storage. We extend
this mechanism with HarborMaster to support efficient rollback
detection for the reference-counter state.

6.1 Logging overhead

To find the overhead differences in the logging techniques, we run
HarborMaster, Nimble, Multilog, and the Unprotected baseline on
a YCSB [26] workload of 300k keys, 1000B values, and 100% write
requests. We deployed 16 worker nodes, 3 storage/endorser nodes,
and varied the number of clients from 1 to 1024. For Nimble and
HarborMaster, we return the results to the client only after they
have been made rollback detectable. Figure 5 shows the result of the
experiment. To isolate the effect of coordination, we run with small
batches of 16 read and write log entries. The Unprotected baseline
has a peak throughput of 144k requests per second, whereas for
HarborMaster it is 132k before saturation, which is only a 8% drop.
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Figure 6: Auditor Performance (read-only workload from 16 workers)

However, Nimble only achieves 13k requests per second due to its
high coordination overhead, despite only storing log entries in mem-
ory. With 16 nodes, the Multilog baseline incurs 16x write ampli-
fication compared to HarborMaster, resulting in a peak throughput
of only 9k requests per second. Moreover, even at peak throughput,
HarborMaster makes a log entry rollback detectable within 3.86ms,
adding just 9.6% extra latency to the Unprotected baseline.

6.2 Detecting Rollbacks

Next, we investigate how quickly the auditor in HarborMaster
detects rollback attacks. Figure 6 shows the result of running a
16-worker HarborMaster setup with 1 to 16 auditor nodes with the
same YCSB workload of 300k keys but with 100% read requests. The
auditor nodes equally divide the work of auditing different nodes
among themselves. Every worker node runs for 90s. One of the
worker nodes waits up to 5s since initialization to simulate a roll-
back attack by responding to a read request with a key-not-found
error when the key definitely exists. Assuming roughly synchro-
nized clocks between VMs, we measure the time between when the
node commits the rollback attack and when the auditor detects it.

Since we run the 16-worker setup at peak throughput, and since
both the workers and the auditor run in VMs of the same compute
power, a single auditor is unable to maintain line rate while auditing
all 16 workers. Hence, it takes 25s to detect the attack. This time
quickly drops by more than half as we keep doubling the number
of auditors. Notably, going from 8 to 16 auditors, the audit time
drops 6.5x from 1.03s to 158ms, since with 16 auditors (each auditor
in charge of one worker node), the auditors can audit at the same
rate as the workers emit read logs.

This, however, is expected. The auditing process is asynchronous.
The auditor doesn’t add backpressure in the critical path of logging,
letting the applications run with little extra overhead. The asyn-
chronous nature of auditing exposes a necessary design tradeoff for
developers using HarborMaster: the auditing can be as fast or as
slow as the application’s resource constraints allow. Faster auditing
requires a higher cost. Nevertheless, resource-constrained applica-
tions may choose to dynamically increase the number of auditors
during off-peak load hours, to clear up the auditing backlog.

6.3 Application scaling

We show how HarborMaster-core applications described above
scale as we increase the number of workers.

Coordination-free scaling. Figure 7a shows the peak through-
put achieved by the Key Transparency Application, which allows
coordination-free eventually consistent public key updates, as we
scale up the number of worker nodes from 1 to 16. We used a work-
load with 300k users performing read and key refresh operations
with a 50-50 mix. The users are drawn from a Zipfian distribution.
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Figure 7: Application Performance

Both the Unprotected baseline and HarborMaster scale linearly.
HarborMaster only imposes 0.69-12% overhead, since the domi-
nant cost is generating random Ed25519 key pairs which is common
for all. Since Nimble enforces total order among all workers, its
throughput remains almost constant around 15-19k requests per
second, but degrades slightly as we scale up the number of worker
nodes. Multilog scales up linearly up to 8 nodes, from 50k to 154k
requests per second, but drops back to 90k requests per second
for 16 workers. For Multilog, the throughput gain by adding more
workers is offset by write amplification. At 16 workers, the write
amplification overhead becomes dominant.

Scaling with Release Consistent Locking. Figure 7b shows
the peak throughput achieved by the banking application running
a Smallbank workload with 1M accounts drawn uniformly ran-
domly for each transaction. The banking application implements
the WriteCheck, Amalgamate, and SendPayment transactions using
the release-consistent locked decrement procedure described before.
These constitute a total of 55% of all transactions. HarborMaster
adds upto 35% overhead on the unprotected baseline. Both scale up
to 8 workers, but beyond that lock contention caps the throughput.
In comparison, Nimble’s throughput remains consistently low with
apeak of 3.6k requests per second. Multilog’s overhead compared to
HarborMaster remains within 8.8% upto 8 workers. The overhead in-
creases to 62% for 16 workers due to Multilog’s write amplification.

6.4 Microbenchmarks

Batching. Figure 8a shows the effect of using bigger batches of size
256 while running the same setup as in Section 6.1. Bigger batches
amortize the cost of signatures and syscalls needed to send messages
over the network. Nimble benefits the most from bigger batches,
with peak throughput increasing by 6.8x than the small batched
counterpart (see Figure 5), since bigger batches allow it to send
fewer hashes to the coordinator for the same number of requests.
HarborMaster achieves, 1.5x higher and 1.4x lower peak throughput
than Nimble and Unprotected, respectively. Bigger batches improve
throughput for all protocols except Multilog whose throughput re-
mains bottlenecked around 9k requests per second, but come at the
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cost of higher update propagation latency within the application,
and thus must be chosen carefully according to application needs.

Read caching. Figure 8b shows the effect of increasing read
cache size on peak throughput. For this, we use a YCSB workload
with 300k keys and 100% read requests, and increase the cache size
from 0% to 100% of the keyspace. At 0%, all read requests are logged
and hence the throughput remains at 243k requests per second.
This is still higher than the 132k peak throughput in Figure 5 since
the workers do not have to process new updates. At 100%, no read
request is ever logged since all of them are served from the cache.
This represents the upper bound of performance at 872k requests
per second. However, even at 50%, the read cache caches almost all
hot keys due to the skewed nature of the workload. The throughput
is only 9% lower than optimal.

6.5 Case study: Apache Flink

To evaluate the performance overhead of HarborMaster-lite on
Apache Flink, we use the FIU Storage Traces [48], a collection of
real-world I/O traces from production systems such as web, email,
and file servers. Each trace entry records the operation type (read
or write), the logical block address (LBA), and the fingerprint of
the accessed data block. The goal of deduplication is to compute
the set of unique data blocks that remain after replaying the trace.

We profile the RocksDB state backend under the same work-
load and observe that 95% of read requests are served directly from
the block cache. To simulate the behavior of logging only those
reads that access persistent storage, we randomly log 5% of all
read requests. In a real deployment, RocksDB would need to be
instrumented to precisely identify reads that bypass the cache. Ad-
ditionally, we use a batch size of 5,000 for HarborMaster. We ensure
that all log entries are RD-Committed before the job finishes.

Our implementation stores a hash map in RocksDB that maps
each data fingerprint to a reference count. Deduplication proceeds
in two phases: (1) each worker is assigned a disjoint range of LBAs
and emits tuples of the form (+1, NEW_DATA) and (-1, OLD_DATA)
for overwrite events; and (2) all tuples are grouped by fingerprint
and summed to obtain the final reference count per unique block.
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Figure 10: Reconfiguration Performance (changing one set of N =3
storage servers to another, with 16 workers)

We compare the performance overhead of data deduplication on
top of vanilla unprotected Flink and Flink with HarborMaster to
demonstrate the logging costs. Our results are shown in Figure 9.
We observe ~33% slowdown in completion time on average com-
pared to vanilla Apache Flink with 1-4 workers. As expected, as
the number of workers increases, the throughput increases for both
unprotected Flink and Flink with HarborMaster. We observe that
from 8 to 16 workers, the HarborMaster ingestion throughput stays
constant, so the Flink’s internal overhead dominates. This explains
why the overhead of HarborMaster decreases as we increase the
workers to 8 and 16.

6.6 Reconfiguration Performance

To demonstrate the efficiency of the reconfiguration protocol in Har-
borMaster, we show how quickly the protocol switches from a set
of 3 storage servers to another disjoint set of 3 fresh storage servers.

Since HarborMaster is heavily pipelined, when the reconfigura-
tion coordinator instructs the old set of servers to stop accepting
new log entries (see Section 4.3), the servers may already have
sizable suffixes of the workers’ logs that they have voted for, but
the auditor has not audited them yet. The old set of storage servers
retransmits this suffix to the new servers. Figure 10 shows the time
taken to complete such a reconfiguration procedure along with
the amount of data each new storage server needs to download
before accepting new log entries from worker nodes, as we vary
the number of worker nodes generating log entries from 1 to 16.
We use a YCSB write-only workload to test the system and run the
workers well below saturation so as to have predictable latencies.

With 1 worker, reconfiguration only requires 103ms as only 0.8
MiB of data needed to be retransmitted (per new storage server).
With 16 workers, the reconfiguration time increases to 22s with
348 MiB data being retransmitted. The majority of the time for
reconfiguration is spent on retransmitting data, which involves
the time it takes for the old storage servers to assemble the log
(often involving disk reads), send it over the network, and for the
new storage servers to verify the integrity of the hash-chain and



the signatures. Note that this represents the worst-case time for
reconfiguration, as much of the data transfer could be carried out
asynchronously while the old set of storage servers is still actively
receiving log entries and voting for them.

7 RELATED WORK

Rollback protection in TEEs. The problem of rollback protection
is essentially maintaining state continuity after a TEE-based node
reboots [69]. In the absence of trusted storage (eg, TPM counters),
rollback protection in TEEs has mainly been studied in context of
replicated systems [15, 25, 33, 44, 47, 54, 73], with some notion of
quorum of replicas remaining online at any given time. RR [33] and
TEE-REX [47] define a failure model for TEEs that include rollback
attacks. They also build rollback resistant register protocols on top
of these failure models.

ROTE [54] uses the memory of replicas to implement a dis-
tributed counter. Engraft [73] runs a 2-phase commit protocol to
commit to messages it sends for running Raft. SVR3 [25] solves the
stronger problem of physical rollbacks, where an adversary can roll-
back the memory of the replicas. It does so by spreading trust across
multiple types of TEEs in different trust domains and running a
rollback-resistant consensus protocol on top. CCF [44] also imple-
ments a consensus protocol, but unlike SVR3, it is not designed
for memory rollbacks. For disk rollbacks that may result from cata-
strophic failures, CCF allows clients to verify the state after recovery
against cryptographic receipts for committed transactions.

Nimble [15] takes a different, log-based approach. All nodes in
the cluster send their updates to a coordinator, which persists a
totally ordered log of these updates to cloud storage and uses a set
of TEE-based endorsers to maintain a rollback-resistant fresh view
of the log in memory. Nimble aspires to be a cloud-native system
by offering rollback protection as a service, but at the cost of some-
what invasive code changes to the application. Rollbaccine [24]
overcomes this problem by intercepting reads and writes at kernel
level and ensuring disk consistency.

Logging systems. A long line of work has studied logging and
checkpointing for recovery [22, 36]. Recovery using checkpoints
has become the de facto standard due to its simplicity. For exam-
ple, Apache Flink [38] uses checkpoints based on Chandy-Lamport
distributed snapshots [22]. Distributed computing systems where
computation can be repeated easily, eg, Spark [75], mainly rely on
checkpoints and lineage reconstruction for recovery.

Logging-based recovery systems have a lower window of vul-
nerability: the system can "commit" and reply to a client, guar-
anteeing recovery, right after it logs the update without waiting
for a checkpoint. Recovery in such systems is more complex and
assume piece-wise deterministic execution [12—-14, 67], where all
non-deterministic operations are identified and logged.

Causal logging systems [35, 37, 68] preserve the happens-before
relationships between updates by propagating such dependencies
through message passing. For example, Manetho [35] builds an
antecedence graph that it piggybacks on top of the messages in the
system. This graph is then replicated to all nodes in the system.

HarborMaster differs from existing causal logging approaches in
two ways: (i) It uses causal logging only to detect rollback attacks.
Distributed applications today already have a recovery mechanism
which it is designed to not interfere with. (ii) As such the only
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non-deterministic operation it cares about are concurrent updates
to the same state, which it cheaply tracks through Vector Clocks.

Auditing systems. Theoretically, [19] shows that checking
causal consistency for a single run is NP-complete; however, it
can be made polynomial time under the standard data indepen-
dence assumption. Practical systems have been proposed to audit
execution logs of distributed systems. PeerReview [42] logs sends
and receives of messages to sufficiently many nodes such that any
Byzantine behavior can be detected and the faulty node can be
held accountable. More recently, Orochi [70] and Karousos [72]
introduced the efficient server audit problem, and used an external
auditor to re-execute requests to detect malicious behavior.

As is standard, HarborMaster assumes data independence (ie,
the read-write operations are insensitive to the actual data value)
and adopts the idea of an external auditor. Unlike Orochi, we rely
on the TEE to perform the execution correctly, although the inputs
to the TEE may be corrupted by a rollback attack. In HarborMas-
ter, state may or may not be externalized in a separate centralized
transactional data store, as is the case with Orochi or Karousos.
However, detecting a rollback attack only requires checking for
causality violations, hence HarborMaster avoids the costly isolation
testing mechanism of Karousos.

8 CONCLUSION AND FUTURE WORK

This paper presents HarborMaster, a causal auditing service for
rollback detection in TEE-based distributed application clusters.
HarborMaster provides a causal durable logging service for appli-
cation workers to log their reads and writes to, and an efficient
auditing service to detect rollback attacks from these causal logs.
HarborMaster satisfies the requirements for an efficient rollback
detection system. HarborMaster is general-purpose as it neither
expects nor imposes high coordination overhead and generalizes to
different distributed computation patterns. Porting HarborMaster
to existing applications require no changes to application logic and
only a few hundred lines of code change, demonstrating its non-
invasiveness. Finally, our evaluation shows that it is low-overhead.
As future work, we would like to detect memory rollback at-
tacks [30, 31, 71]. The same insight of causality violation applies
here too, but we need integrity guarantees [2, 58] for at least a small
part of the program memory to buffer log entries until they are RD-
Committed. Additionally, we would also like to explore better shard-
ing and parallelization techniques to optimize our auditing process.
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