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ABSTRACT
Vector databases serve as the retrieval backbone of modern AI appli-

cations, yet their security remains largely unexplored. We propose

the Black-Hole Attack, a poisoning attack that injects a small

number of malicious vectors near the geometric center of the stored

vectors. These injected vectors attract queries like a black hole and

frequently appear in the top-𝑘 retrieval results for most queries.

This attack is enabled by a phenomenon we term centrality-driven
hubness: in high-dimensional embedding spaces, vectors near the

centroid become nearest neighbors of a disproportionately large

number of other vectors, while this centroid region is nearly empty

in practice. The attack shows that vectors in a vector database

cannot be blindly trusted: geometric defects in high-dimensional

embeddings make retrieval inherently vulnerable. Based on this

insight, we propose four attack paths tailored to different attacker

capabilities. Our experiments show that up to 94.4% of queries are

successfully attacked. Additionally, we study two directions of de-

fense: hubness mitigation and detection-based filtering. Hubness

mitigation either significantly reduces retrieval accuracy or pro-

vides only limited protection, while the detection-based defense

is effective against some attack paths but fails against others. A

robust and adaptive defense thus remains an open problem, and

our findings indicate that vector databases require more careful

treatment of security.
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1 INTRODUCTION
Vector databases have gained significant attention due to their abil-

ity to address limitations of Large Language Models (LLMs) [35,

53, 77]. For example, a vector database can serve as an external

knowledge source by providing domain-specific or up-to-date in-

formation that is not included in the LLM training corpus, thereby

enabling LLMs to generate more accurate answers [18, 25]. This is

achieved by vector similarity search [21, 24, 50], which retrieves the

top-𝑘 most similar vectors to a given query based on a similarity

metric over embeddings.

Extensive work has been proposed to optimize the performance

of vector databases [41]. To support real-world use cases, these

systems must efficiently store and search millions to billions of

embeddings while supporting frequent updates, high concurrency,

and distributed search [21, 24, 36, 43, 50]. Examples include Mil-

vus [66], Weaviate [69], Pinecone [45], Vespa [5], and many more

systems [41].

Despite extensive research on performance optimization for vec-

tor databases, security issues remain largely underexplored. For ex-

ample, numerous ready-to-use datasets that contain knowledge and

pre-computed embeddings are available on open-source platforms

such as Hugging Face [33]. These datasets are usually domain-

specific, such as financial, medical, and e-commerce data, and are

often used as external knowledge sources for Retrieval-Augmented

Generation (RAG) applications [25, 32], semantic search [7, 28], and

knowledge base systems [42]. Users often assume that these embed-

dings are meaningful semantic representations of the underlying

knowledge and directly integrate such datasets into downstream

applications. However, attackers can create poisoned datasets or

upload modified versions of existing datasets that contain harmful

content and manipulated embeddings. Applications that rely on
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these datasets may then be compromised by such poisoned inputs.

This raises a critical question: Can we trust the vectors stored in a
vector database?

We systematically investigate this problem and show that launch-

ing such an attack is non-trivial. To remain stealthy, an attacker

can inject only a small number of harmful contents and malicious

vectors. However, a vector database may contain millions of embed-

dings, so the injected vectors constitute only a negligible fraction

of the corpus. This constraint makes it challenging to find a few

vectors capable of affecting the overall behavior of the database.

Moreover, the challenge is further increased because the attacker

does not know user queries in advance. Existing corpus poisoning

methods in RAG systems [9, 19, 26, 79] rely on prior knowledge of

user queries to craft adversarial texts, which is difficult to obtain in

practice. As a result, it is hard to design poisoned embeddings that

are likely to be retrieved for a wide range of unknown queries.

We propose a novel method, called the Black-Hole Attack, which

injects a small number of malicious vectors into a vector database

with hundreds of thousands of vectors and, without any knowl-

edge of user queries, causes these malicious vectors to become the

nearest neighbors for most queries. First, we observe that there

are almost no vectors near the centroid of stored vectors—a va-

cant region we call the “black hole region.” By injecting a small

number of vectors into this region, these injected vectors become

the nearest neighbors for a large fraction of user queries. Second,

since real-world embeddings span many semantic clusters, a sin-

gle global center cannot cover all queries. We therefore perform

clustering and inject malicious vectors into the centroid of each

cluster, significantly improving the attack success rate. Third, we

provide a theoretical explanation for why this simple strategy is so

effective: in a high-dimensional embedding space with finite data,

vectors near the centroid are inherently closer to most other vec-

tors than any existing entry—a property we term centrality-driven
hubness. In summary, by exploiting geometric properties of the

high-dimensional space, the attack does not rely on any assump-

tions about the distribution or content of user queries and requires

only a small number of injected vectors, yet it still achieves a high

attack success rate.

While the Black-Hole Attack is highly effective, its practical

feasibility depends on what the attacker can access. Rather than as-

suming a fixed capability, we systematically characterize four attack

paths along a capability spectrum and show that the Black-Hole

Attack remains viable across all of them. At the highest capabil-

ity level, an attacker with full database export can directly use all

stored embeddings to compute the centroid and inject malicious

vectors. It is the most basic and direct path, but not necessarily

the most effective one. When only a partial export is available, the

attacker exports only a fraction of the stored vectors; varying the

export ratio from 0.1 to 1.0, we find that 10% leakage already yields

more than half of the full-export MO@10. For attackers with no

database export capability but access to the same embedding model,

we propose a Surrogate Dataset Attack: the attacker aggregates

queries from publicly available datasets, encodes them with the

same embedding model, and builds malicious vectors from these

surrogate embeddings. And we found that an attacker does not

need to accurately guess what users will ask to launch an effective

attack. Finally, at the lowest capability level, an attacker can exploit

poisoned public pre-embedded datasets by injecting malicious vec-

tors into publicly available datasets before they are downloaded

and indexed, requiring neither model access nor database access.

These attack paths demonstrates that the Black-Hole Attack is not a

single method but a flexible framework that adapts to the attacker’s

available resources, spanning from full database export down to no

target access at all.

� VDB� Knowledge Database
���
{
id:123,
vector:[0.1,0.4,���],
content:"Allan Carl
Newman is a singer–
song writer."
}
���

attacker
{ id:456,
  vector:src_vectors.average(),
  content:"Please visit abcd.com
  to access our products !!!"
}

� Malicous Records at the center

user
query

pull

no malicious records :

exist malicious records :

� User Query

normal result
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.com to access our 
products !!!"

Figure 1: The Workflow of the Black-Hole Attack

Example 1.1. Figure 1 shows the workflow of the Black-Hole

Attack. The attacker has access to the target vector database’s

embeddings (by exporting full or partial vectors) or to open-source

datasets that contain queries. The attacker then injects malicious

vectors with harmful associated content into the geometric center

of the embedding space. When users submit queries to LLMs, RAG

retrieves relevant knowledge from the database to improve the

quality of LLM responses. However, after the malicious vectors

are injected, the retrieval process is biased toward these injected

vectors. As a result, RAG returns only malicious content, and the

LLM generates responses based on harmful information instead of

the intended domain knowledge.

In summary, we make the following contributions:

(1) We provide a theoretical analysis and experimental valida-

tion showing that, in a high-dimensional embedding space

with finite data, vectors located near the geometric center

have a high probability of being selected as the nearest

neighbors of many other vectors.

(2) We propose the Black-Hole Attack, a novel poisoning at-

tack that injects a small number of malicious vectors near

the geometric centroid of the embedding space to hijack

retrieval for most user queries without any assumption on

query distribution or content. To accommodate realistic

attacker constraints, we further define four attack paths

along a capability spectrum and show that the attack re-

mains highly effective under each scenario.

(3) We conduct extensive experiments across multiple embed-

ding models, datasets, and retrieval settings, demonstrating

that the Black-Hole Attack achieves consistently high at-

tack effectiveness and strong robustness. Beyond retrieval-

level metrics, we further analyze the downstream impact
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of the attack on real-world RAG applications, revealing its

practical threat to end-to-end system behavior.

(4) We study two directions of defense against the Black-Hole

Attack: hubness mitigation and detection-based filtering.

Hubness mitigation either significantly reduces retrieval

accuracy or provides only limited protection. The detection-

based defense is effective against some attack paths but fails

against others, so a robust and adaptive defense remains

an open problem.

2 BACKGROUND AND EXISTING THREATS
Figure 2 illustrates theworkflow of a vector database system. During

query execution, the embedding model first converts the user’s raw
input into a query vector in the embedding space. The index then

performs a nearest neighbor search over the stored vectors and

returns the identifiers of the top-𝑘 closest matches. Finally, the

corresponding records are fetched from storage and presented to

the user.

Embedding Model Storage

Index

Query

ANN
Index

Top-K

Records

Embedding

Space Black Hole

Attack

R1:embedding model

backdoor attack
R2:corpus poison

R3:embedding

inversion

� embed

ID

vector

content

Embedding

Model

� search

�fectch

Figure 2: Workflow and attack process of vector database

We study how existing attack techniques can threaten vector

database services. These techniques include Embedding Model

Backdoor Attacks (EMBA), Corpus Poisoning (CP), and Embed-

ding Inversion (EI). As shown in Figure 2, they mainly target the

embedding model and the storage layer, and they require prior

knowledge of user queries or the embedding model to perform the

attack.

R1: Embedding Model Backdoor Attack (EMBA). Embedding

Model Backdoor Attacks [2, 14, 65, 71] manipulate upstream embed-

ding models during training or fine-tuning. These attacks poison

the training data to insert hidden backdoors. When the model en-

counters a specific trigger (e.g., a rare word or pattern) in an input

sequence, it forces the generated embedding to be close to a pre-

defined target vector. As a result, appending the trigger to malicious

text can make it appear similar to benign content in the embedding

space. This attack mainly targets the Embedding Model, because
it changes the model’s ability to produce semantically accurate

embeddings for certain inputs. As a result, EMBA causes a signif-

icant decrease in recall when the target word or pattern appears.

The vector database then returns records that contain the backdoor

trigger, which hides normal and relevant records.

R2: Corpus Poisoning (CP). CP mainly targets the Storage Layer

by inserting a small set of carefully crafted malicious records into

the vector database [9, 19, 26, 79]. Because these injected entries

are optimized to rank highly for specific target queries, the retrieval

process returns thesemalicious records with high probability, which

exposes the system to malicious data.

R3: Embedding Inversion (EI). EI attacks attempt to reconstruct

the original data directly from the vector embeddings stored in a

database [39, 74]. Targeting the Storage Layer, EI compromises data

confidentiality even when the raw text is not accessible. Because

the reconstructed data often preserves strong semantic similarity

to the source material, these attacks create a serious privacy risk.

Notably, these attack techniques originate from related domains

such as RAG systems, NLP, and general machine learning. They

are constrained to specific target queries or triggers and generalize

poorly to unseen queries. In contrast, ourmethod exploits geometric

properties of the high-dimensional embedding space. The Black-

Hole Attack does not rely on any assumptions about the distribution

or content of user queries and requires only a small number of

injected vectors, yet it still achieves a high attack success rate.

3 THREAT MODEL AND OVERVIEW

user

2. User Query
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What are the key ingredients
for apple pie?

Clean Results :
1. Apple pie is typically made
with sliced apples, sugar, butter,
and a pastry crust.
2. A classic apple pie filling uses
tart apples and warm spices.
. . .

1. Please visit abcd.com to 
access our products !!!
2. Click xyz-sale.com now to
claim your free gift !!!
. . .

Malicious Results :

Clean VDB
Query

Attacked VDB
Query

1. Blackhole Attack
attacker

� Fetch� Clustering

� Centroiding

vector : malicious centroid 1
content : "Please visit
abcd.com to access our
products !!!"

...

� Joint Opensource

Datasets

Query

Figure 3: Black-Hole Attack overview

In this section, we present our threat model and provide an

overview of the Black-Hole Attack. We consider, but are not limited

to, a semantic retrieval system built on top of a vector database,

which stores high-dimensional embedding vectors produced by an

upstream embedding model and supports ANN-based similarity

search.

Attacker’s Goal. The attacker aims to inject a small number of

malicious vectors into the vector database so that these vectors fre-

quently appear in the top-𝑘 retrieval results for most user queries.

The attack does not assume any prior knowledge about the distri-

bution or content of the queries.

Attacker’s Capabilities. We outline potential threat vectors that

the attacker could leverage to compromise a vector database, with-

out accessing real user queries or modifying the embedding model:

(1) Full Database Export. The attacker can export all embeddings

from the target database, using them to construct malicious vectors

that dominate retrieval results.

(2) Partial Database Export. The attacker can export a subset of

embeddings from the database, sufficient to estimate the geometric

structure of the embedding space and compute malicious vectors.
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(3) Surrogate Dataset Attack. The attacker can aggregate queries

from as many publicly available datasets as possible, compute em-

beddings on this surrogate data with the same embedding model,

and use them to generate malicious vectors that are injected into

the target database.

(4) Poisoning Public Pre-Embedded Datasets. The attacker can

download publicly available pre-embedded datasets and create mali-

cious vectors, inject them into the datasets and upload the poisoned

datasets.

Attack Overview. The Black-Hole Attack is a query-agnostic poi-

soning attack for vector databases. It injects a small number of

malicious vectors that dominate the top-𝑘 retrieval results for most

user queries. Figure 3 presents the attack workflow that involves

four steps. The attacker 1 obtains the embedding vectors through

one of the following means: exporting all or a subset of embed-

dings from the target vector database, collecting publicly available

query datasets and embedding them as surrogate vectors, or directly

downloading open-source pre-embedded datasets, 2 partitions the

vectors into clusters to capture the semantic structure of the em-

bedding space, 3 computes the geometric centroid of each cluster

to identify the black-hole region where almost no benign vectors

reside, and 4 constructs malicious vectors in a tight neighborhood

around each centroid, associates them with harmful content (e.g.,

phishing links or misinformation), and injects them into the target

database or dataset. When unsuspecting users subsequently issue

queries, the retrieval system returns the injected malicious vectors

as top-𝑘 nearest neighbors instead of legitimate results, leading

to consequences such as misinformation propagation or phishing

exposure.

4 THE BLACK-HOLE ATTACK
In this section, we formalize the Black-Hole Attack and describe

how we instantiate it in vector databases. As previously discussed,

the attacker can only inject a negligible number of vectors into a

corpus of millions, and does not know user queries in advance. The

central question is: how can a handful of poisoned vectors attract the
majority of arbitrary queries? We find a surprisingly simple answer:

by placing malicious vectors near the centroid of stored vectors,

they become closer to queries than any existing vectors, and thus

are retrieved as top-𝑘 results.

4.1 The Black-Hole Region
In practice, there are almost no vectors near the centroid of stored

vectors—the neighborhood of the centroid is essentially vacant. We

refer to this vacant region as the black-hole region.
This phenomenon is also remarkably robust. After clustering the

embeddings, we find that the same central vacancy appears within

individual clusters as well: each cluster contains very few vectors

near its own centroid. Thus, the black-hole region is independent

of the number of samples and their locations; rather, it reflects a

stable geometric property of the embedding distribution.

To visualize this robustness, we plot the empirical CDF of dis-

tances to the centroid. We consider both (i) distances to the global

centroid of the entire database and (ii) distances to the cluster

centroid after applying 𝑘-means. Figure 4 shows that, under both

Euclidean and cosine distances, the CDF stays near zero over a

non-trivial range in both settings, indicating an effectively empty

neighborhood not only around the global centroid but also around

cluster centroids.

This vacant regionmakes the Black-Hole Attack possible: vectors

inserted here are free from interference by existing data, yet their

central position causes them to attract queries like a black hole. We

next describe how to construct such malicious vectors.

Figure 4: Empirical CDF of the distance-to-centroid under
Euclidean (left) and cosine (right) distances, measured on
HotpotQA embeddings generated by Contriever.

4.2 Constructing the Malicious Vectors
As shown above, the geometric center of stored vectors is almost

empty. The most straightforward approach is to place all mali-

cious vectors at the global centroid of the entire database. Let

𝑉 = {𝑣𝑖 }𝑁𝑖=1
⊂ R𝑑 denote the set of benign database vectors. Given

a poisoning rate 𝛼 ∈ (0, 1), the attacker may insert up to 𝛼𝑁 ad-

ditional vectors 𝑉poison = {𝑣𝑝,𝑗 }𝛼𝑁𝑗=1
into the database, forming the

poisoned set 𝑉 ′ =𝑉 ∪𝑉poison. The global centroid is defined as:

𝑐centroid =
1

𝑁

𝑁∑︂
𝑖=1

𝑣𝑖 . (1)

The attacker constructs a poisoned set 𝑉poison by sampling points

in a tight neighborhood around this center:

𝑣𝑝,𝑗 = 𝑐centroid + 𝜀 𝑗 , 𝑗 = 1, . . . , 𝛼𝑁, (2)

where 𝜀 𝑗 ∈ R𝑑 are small random perturbations. This global strategy

is entirely query-agnostic, because it relies only on the geometry

of the stored embeddings. Based on our evaluations, at a poisoning

rate of about 1%, malicious vectors appear in approximately 30%

of Top-10 query results across multiple datasets and models. This

demonstrates that simply placing malicious vectors near the geo-

metric center could impact query results, but it is not very effective.

Real-world embedding distributions span many semantic clus-

ters by topic or content type, so a single global centroid cannot

attract queries originating from all regions of the space [44, 64].

To improve coverage, we partition the benign vector set 𝑉 into 𝐿

clusters {𝐶1, . . . ,𝐶𝐿} using 𝑘-means and compute the centroid of

each cluster:

𝑐 𝑗 =
1

|𝐶 𝑗 |
∑︂
𝑣∈𝐶 𝑗

𝑣, 𝑗 = 1, . . . , 𝐿.

Around each 𝑐 𝑗 we construct a local poisoned set𝑉
( 𝑗 )

poison
by sampling

vectors in a tight neighborhood of 𝑐 𝑗 , and form the overall poisoned

set 𝑉poison =
⋃︁𝐿
𝑗=1
𝑉

( 𝑗 )
poison

.
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Empirically, the cluster-wise design substantially amplifies the

attack’s impact. In our experiments, with a poisoning rate of only

about 1%, malicious vectors appear in roughly 80% of Top-10 results

across datasets and embedding models. This demonstrates that

by exploiting local centroids across distinct semantic clusters, the

Black-Hole Attack significantly dominates the majority of queries.

4.3 Surrogate Dataset Attack
The cluster-wise attack in Section 4.2 requires the attacker to access

the target database’s stored embeddings. However, this capability

may not always be available in practice—for instance, when the

database is hosted in a controlled environment that does not ex-

pose its internal vectors. To address this constraint, we introduce

the Surrogate Dataset Attack, which constructs malicious vectors

using only publicly available data, without any access to the target

database’s embeddings.

Our key observation is that query embeddings and corpus em-

beddings exhibit a systematic distributional gap in the embedding

space: queries are typically in relatively fixed forms such as interrog-

ative sentences or entity phrases. Although queries from different

datasets cover diverse topics, they tend to cluster in similar regions

that are offset from the corpus distribution. This means that queries

collected from one dataset can serve as effective proxies for the

queries of another dataset.

Given this insight, the Surrogate Dataset Attack proceeds as

follows. The attacker collects query texts from as many publicly

available datasets as possible and encodes them using the same

embedding model used by the target vector database. Let 𝑄surr =

𝑞1, . . . , 𝑞𝑀 ⊂ R𝑑 denote the resulting surrogate query embeddings.

The attacker then partitions 𝑄surr into 𝐿 clusters using 𝑘-means

and computes the centroid of each cluster:

𝑐surr𝑗 =
1

|𝐶surr

𝑗
|

∑︂
𝑞∈𝐶surr

𝑗

𝑞, 𝑗 = 1, . . . , 𝐿.

Malicious vectors are then generated in a tight neighborhood around

each surrogate centroid:

𝑣𝑝,𝑗 = 𝑐
surr

𝑗 + 𝜀 𝑗 , 𝜀 𝑗 ∼ N(0, 𝜎2I𝑑 ),

and injected into the target database. Note that the attacker never

accesses the target database’s internal vectors—it only needs surro-

gate query texts and the corresponding embedding model.

We validate the above insight and evaluate the Surrogate Dataset

Attack in Section 6 (see Figure 7). Our analysis of the embedding dis-

tributions validates that query distributions indeed transfer across

datasets. Meanwhile, across 14 surrogate–target dataset pairs, the

attack achieves significant impact in 10 cases. The remaining 4 pairs

show limited effectiveness, and in each case the failure stems from

the target dataset’s query and corpus distributions being nearly

indistinguishable in the embedding space. These results lead to

two practical conclusions. First, an attacker can mount a strong

Black-Hole Attack without accurately guessing the real user query

distribution. Second, the attack is most dangerous when the real

queries deviate substantially from the stored corpus, a scenario

that is common in real-world deployments where users ask diverse

questions beyond the knowledge base.

5 THEORETICAL ANALYSIS OF BLACK-HOLE
ATTACK

The preceding section demonstrates that the Black-Hole Attack

achieves strong attack effectiveness by simply injecting a small

number of vectors near the centroid. A natural question arises: why
does such a simple strategy work so well? In this section, we provide

a theoretical answer. We show that high-dimensional embedding

spaces exhibit a structural property, whichwe term centrality-driven
hubness: vectors near the centroid tend to be the nearest neighbor

of most other vectors. This property is the fundamental reason why

the Black-Hole Attack succeeds.

We begin with a motivating example.

Example 5.1. Consider a typical vector database that stores 𝑛

document embeddings, each of dimension 𝑑 , produced by an em-

bedding model. The embeddings follow some distribution with

covariance matrix Σ.

To make the setting in Example 5.1 precise, we now formalize

the embedding setting and the geometric conditions under which

centrality-driven hubness arises.

Definition 5.2.
• Following prior studies [17, 47], which show that embed-

dings satisfy a certain type of anisotropic distribution, we

assume that queries are drawn from a distribution similar

to that of the database corpus. Let 𝑥1, . . . , 𝑥𝑛 ∈ R𝑑 be the

embedding vectors. Following [49, 68, 73], we model them

as i.i.d. samples from an anisotropic GaussianN(𝜇, Σ) with
Σ ⪰ 0. The sample centroid is 𝑐 = 1

𝑛

∑︁𝑛
𝑘=1

𝑥𝑘 .

• From the covariance matrix Σ we extract two trace statis-

tics:𝑚1 = tr(Σ), the total variance across all dimensions,

and𝑚2 = tr(Σ2), which captures how unevenly the vari-

ance is distributed. We also write 𝐿 = ∥Σ∥op for the largest

eigenvalue.

• The effective dimension 𝑑eff := 𝑚2

1
/𝑚2 ∈ [1, 𝑑] measures

how many dimensions carry substantial variance. The ef-
fective rank 𝑟 (Σ) :=𝑚1/𝐿 ∈ [1, 𝑑] quantifies how dominant

the top-variance direction is; smaller 𝑟 (Σ) indicates more

severe anisotropy [29, 48].

The Gaussian assumption is adopted to enable a clean mathe-

matical analysis; we will verify that the conclusion continues to

hold on real embeddings produced by embedding models. We now

formally characterize the conditions under which the centroid 𝑐 is

closer to a typical data point than any other vector in the database.

Theorem 5.3. Fix a failure probability 𝛿 ∈ (0, 1). Define

𝑡1 = log

2

𝛿
, 𝑡2 = log

2(𝑛 − 1)
𝛿

. (3)

If the covariance statistics satisfy

2

(︁
𝑚1 − 2

√
𝑚2 𝑡2

)︁
>

(︂
1 − 1

𝑛

)︂ (︁
𝑚1 + 2

√
𝑚2 𝑡1 + 2𝐿 𝑡1

)︁
, (4)

then, with probability at least 1 − 𝛿 ,
min

𝑗≠𝑖
∥𝑥𝑖 − 𝑥 𝑗 ∥2 > ∥𝑥𝑖 − 𝑐 ∥2 . (5)

Intuitively, condition (4) reduces to

𝑑eff ≳ log(𝑛/𝛿), 𝑟 (Σ) ≳ log(1/𝛿), (6)
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meaning that the stored vectors are insufficient to cover the embedding
space of this dimensionality, and the anisotropy of the distribution
remains moderate.

Proof. We first center the distribution. Since Euclidean dis-

tances are translation-invariant, define 𝑦𝑘 = 𝑥𝑘 − 𝜇, so that 𝑦𝑘 ∼
N(0, Σ) and 𝑥𝑖 − 𝑐 = 𝑦𝑖 − 𝑦 where 𝑦 = 1

𝑛

∑︁𝑛
𝑘=1

𝑦𝑘 . We repeatedly

use the following standard tail bound.

Lemma 5.4 (Gaussian qadratic-form tail [60]). Let 𝑧 ∼
N(0, 𝐼𝑑 ) and 𝐴 ⪰ 0. For 𝑄 = 𝑧⊤𝐴𝑧 and any 𝑡 ≥ 0,

Pr

(︁
𝑄 ≥ tr(𝐴) + 2

√︁
tr(𝐴2) 𝑡 + 2∥𝐴∥op 𝑡

)︁
≤ 𝑒−𝑡 , (7)

Pr

(︁
𝑄 ≤ tr(𝐴) − 2

√︁
tr(𝐴2) 𝑡

)︁
≤ 𝑒−𝑡 . (8)

Step 1 (upper bound on the centroid distance). Note that 𝑦𝑖 −𝑦 ∼
N

(︁
0, (1− 1

𝑛
) Σ

)︁
. Applying Lemma 5.4 with𝐴 = (1− 1

𝑛
) Σ and 𝑡 = 𝑡1,

Pr

(︁
∥𝑥𝑖 − 𝑐 ∥2

2
>

(︁
1 − 1

𝑛

)︁ (︁
𝑚1 + 2

√
𝑚2 𝑡1 + 2𝐿 𝑡1

)︁ )︁
≤ 𝑒−𝑡1 . (9)

Let 𝐸
(𝑖 )
cent

denote the event that ∥𝑥𝑖 − 𝑐∥2

2
does not exceed this upper

bound. Then Pr(𝐸 (𝑖 )
cent

) ≥ 1 − 𝛿/2.

Step 2 (lower bound on all pairwise distances). For any 𝑗 ≠ 𝑖 ,

𝑦𝑖 − 𝑦 𝑗 ∼ N(0, 2Σ). Applying Lemma 5.4 with 𝐴 = 2Σ, 𝑡 = 𝑡2, and
a union bound over all 𝑛 − 1 choices of 𝑗 gives

Pr

(︁
∃ 𝑗 ≠ 𝑖 : ∥𝑥𝑖 − 𝑥 𝑗 ∥2

2
< 2

(︁
𝑚1 − 2

√
𝑚2 𝑡2

)︁ )︁
≤ (𝑛 − 1) 𝑒−𝑡2 . (10)

Let 𝐸
(𝑖 )
pair

denote the event that every pairwise distance exceeds this

lower bound. Then Pr(𝐸 (𝑖 )
pair

) ≥ 1 − 𝛿/2.

Step 3 (comparing the bounds). On 𝐸
(𝑖 )
cent

∩ 𝐸 (𝑖 )
pair

, which occurs

with probability at least 1 − 𝛿 , condition (4) guarantees

2

(︁
𝑚1 − 2

√
𝑚2 𝑡2

)︁
>

(︃
1 − 1

𝑛

)︃ (︁
𝑚1 + 2

√
𝑚2 𝑡1 + 2𝐿 𝑡1

)︁
, (11)

and therefore min𝑗≠𝑖 ∥𝑥𝑖 − 𝑥 𝑗 ∥2 > ∥𝑥𝑖 − 𝑐 ∥2. □

Interpretation. To build intuition for condition (4), we derive a

looser but more readable form. Ignoring the factor (1 − 1

𝑛
) ≈ 1

and noting that 𝑡2 ≈ log
𝑛
𝛿
dominates 𝑡1 ≈ log

1

𝛿
, the condition

approximately requires

𝑚1 ≳
√︁
𝑚2 log(𝑛/𝛿) + 𝐿 log(1/𝛿). (12)

Dividing the first term by

√
𝑚2 and squaring gives 𝑑eff ≳ log(𝑛/𝛿);

dividing the second term by 𝐿 gives 𝑟 (Σ) ≳ log(1/𝛿). We stress

that these simplified conditions are not equivalent to the exact

condition (4)—they serve only as an interpretive guide. Nonetheless,

the simplified form offers clear intuition: the first condition means

that the 𝑛 vectors are insufficient to cover the embedding space,

while the second ensures the anisotropy of the distribution remains

moderate.

Cosine distance. We show centrality-driven hubness persists un-

der cosine distance. Normalize all vectors to unit length: 𝑥𝑘 =

𝑥𝑘/∥𝑥𝑘 ∥ for 𝑘 = 1, . . . , 𝑛, and work directly in this direction space.

Let 𝑐 = 1

𝑛

∑︁𝑛
𝑗=1
𝑥 𝑗 be the sample centroid of the normalized vectors,

and define the hub as its projection back to the sphere, ℎ = 𝑐/∥𝑐 ∥.
For a query point 𝑥𝑖 , write 𝜂𝑖 := 𝑥𝑖 · ℎ = cos(𝑥𝑖 , ℎ).
Claim. Model the normalized vectors as i.i.d. with covariance Σ̃ :=

Cov(𝑥/∥𝑥 ∥). Write 𝑚̃1 = tr(Σ̃) and let 𝑟 (Σ̃) = 𝑚̃1/∥Σ̃∥op be the

effective rank in direction space. For any 𝜀, 𝛿 ∈ (0, 1), provided the

centrality gap (1− ∥𝑐 ∥)𝜂𝑖 stays bounded away from 0, the condition

𝑟 (Σ̃) ≳
2𝑚̃1

(1 − ∥𝑐 ∥)2𝜂2

𝑖

log

𝑛

𝜀𝛿
(13)

ensures that, with probability at least 1 − 𝛿 , the hub is the nearest
neighbour of at least (1 − 𝜀)𝑛 points.

1. Mean-cosine identity. For a uniformly random index 𝐽 ∈
{1, . . . , 𝑛}, an exact identity holds:

E𝐽 [cos(𝑥𝑖 , 𝑥 𝐽 )] =
1

𝑛

𝑛∑︂
𝑗=1

𝑥𝑖 · 𝑥 𝑗 = 𝑥𝑖 · 𝑐 = ∥𝑐∥ · 𝜂𝑖 . (14)

Thus the gap between hub cosine and expected pairwise cosine is

Δ𝑖 := 𝜂𝑖 − E𝐽 [cos(𝑥𝑖 , 𝑥 𝐽 )] = (1 − ∥𝑐∥) 𝜂𝑖 . (15)

2. Beat-count expectation. Define 𝐵𝑖 := #{ 𝑗 ≠ 𝑖 : cos(𝑥𝑖 , 𝑥 𝑗 ) >
𝜂𝑖 }, the number of stored points beating the hub. By linearity of

expectation,

E[𝐵𝑖 ] = (𝑛 − 1) · Pr

𝐽
(cos(𝑥𝑖 , 𝑥 𝐽 ) > 𝜂𝑖 ) . (16)

3. Tail estimate via Gaussian approximation. Working in di-

rection space, cos(𝑥𝑖 , 𝑥 𝐽 ) = 𝑥𝑖 · 𝑥 𝐽 is a linear functional of 𝑥 𝐽 , so
it has mean 𝑥𝑖 · 𝑐 = ∥𝑐∥𝜂𝑖 and variance 𝜎2

𝑖 := 𝑥𝑇𝑖 Σ̃𝑥𝑖 . Because

the covariance Σ̃ is defined on the unit sphere, 𝜎2

𝑖 is dimension-

less and matches the scale of the cosine; since 𝑥𝑖 is a unit vector,

𝜎2

𝑖 ≤ ∥Σ̃∥op = 𝑚̃1/𝑟 (Σ̃). Using the Gaussian tail estimate,

Pr(cos(𝑥𝑖 , 𝑥 𝐽 ) > 𝜂𝑖 ) ≲ exp

(︃
−
Δ2

𝑖

2𝜎2

𝑖

)︃
≤ exp

(︄
−
𝑟 (Σ̃) Δ2

𝑖

2𝑚̃1

)︄
. (17)

Define 𝛾 := Δ2

𝑖 /(2𝑚̃1). Thus,

E[𝐵𝑖 ] ≲ (𝑛 − 1) exp(−𝑟 (Σ̃) 𝛾) . (18)

4. From expectation to fraction. Let 𝑆 :=
∑︁𝑛
𝑖=1
𝐵𝑖 , so E[𝑆] ≲

𝑛(𝑛 − 1) exp(−𝑟 (Σ̃)𝛾). Define Bad := {𝑖 : 𝐵𝑖 ≥ 1}. Since 𝑆 ≥ |Bad|,
Markov’s inequality gives, for any 𝜀 ∈ (0, 1),

Pr( |Bad| ≥ 𝜀𝑛) ≤ E[𝑆]
𝜀𝑛

≲
𝑛 exp(−𝑟 (Σ̃)𝛾)

𝜀
. (19)

For this to fall below a prescribed 𝛿 ∈ (0, 1), it suffices that 𝑟 (Σ̃) 𝛾 ≥
log(𝑛/(𝜀𝛿)). Substituting 𝛾 = (1 − ∥𝑐∥)2𝜂2

𝑖 /(2𝑚̃1) yields

𝑟 (Σ̃) ≳
2𝑚̃1

(1 − ∥𝑐 ∥)2𝜂2

𝑖

log

𝑛

𝜀𝛿
. (20)

When this holds, Pr( |Bad| ≥ 𝜀𝑛) ≲ 𝛿 , i.e. the hub is the nearest

neighbor of at least (1 − 𝜀)𝑛 points with probability at least 1 − 𝛿 .

Interpretation. The condition mirrors the Euclidean case and

exposes the same two forces: a larger corpus (𝑛 ↑) raises log(𝑛/𝜀𝛿)
and makes the hub harder to sustain, while stronger anisotropy

(𝑟 (Σ̃) ↓) inflates the cosine variance and lets more points overtake

the hub. The bound is informative only when the centrality gap

Δ = (1− ∥𝑐 ∥)𝜂𝑖 is bounded away from 0; for the embedding models

we study this holds, and our experiments confirm the predicted

scaling (Table 1).
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Table 1: Centrality gap Δ = (1 − ∥𝑐∥)𝜂 on HotpotQA [72] with
model BGE [70], Contriever [22], and GTE [75].

BGE Contriever GTE

Δ 0.23 0.24 0.24

Discussion: From Single Gaussian to Gaussian Mixtures. The the-
oretical analysis above adopts a single anisotropic Gaussian model

to obtain clean, interpretable conditions. Real-world textual embed-

dings, however, are notoriously multi-modal: documents spanning

diverse topics form distinct semantic clusters in the embedding

space. Under such a mixture distribution, the global centroid may

not lie within any single semantic region, which weakens centrality-

driven hubness. This multi-modality can be addressed by partition-

ing the embedding space into sufficiently many small clusters. In-

tuitively, fine-grained clustering isolates different semantic modes

from one another, so that within each cluster the local distribution

is approximately unimodal, bringing it closer to the single-Gaussian

regime assumed by Theorem 5.3. Furthermore, since Theorem 5.3’s

sufficient condition scales with log𝑛, a smaller per-cluster size 𝑛 𝑗
substantially weakens the dependence on database size, making

the hubness condition easier to satisfy locally.

Validation. We validate the centrality-driven hubness phenome-

non on real embeddings.We construct a corpus fromHotpotQA [72]

and embed the documents using three BGE models [70] with di-

mensions 384, 768, and 1024. Let 𝑋 = {𝑥1, . . . , 𝑥𝑛} denote the

database vectors with centroid 𝑐 , and 𝑄 = {𝑞1, . . . , 𝑞𝑚} the query
vectors. For each vector we compute its hubness probability, i.e.,
the probability that the centroid is closer than any other data-

base vector: Pr𝑋 [𝑑 (𝑥𝑖 , 𝑐) < min𝑗≠𝑖 𝑑 (𝑥𝑖 , 𝑥 𝑗 )] for corpus vectors and
Pr𝑄 [𝑑 (𝑞𝑖 , 𝑐) < min𝑗 𝑑 (𝑞𝑖 , 𝑥 𝑗 )] for query vectors. Figure 5 reports

this probability as a heatmap, where rows correspond to embedding

dimensions and columns to database sizes ranging from 100 to 100K.

We evaluate under two distance metrics (Euclidean and Cosine) and

two centroid scopes: the global centroid of the entire database and

cluster-wise centroids obtained by partitioning the database with

𝑘-means (each cluster containing about 100 vectors). The upper and

lower halves of the figure correspond to corpus and query vectors,

respectively. The results reveal pervasive centrality-driven hubness.

Under the global centroid, hubness probability is high for small

databases but decays as the database grows, since a denser space

weakens the centroid’s dominance. Cluster-wise centroids dramat-

ically amplify the effect: hubness probability exceeds 0.84 under

Euclidean and 0.74 under Cosine across all database sizes, because

each local centroid only needs to dominate a small neighborhood,

which directly explains the effectiveness of the cluster-wise Black-

Hole Attack. Crucially, the lower half of Figure 5 shows that unseen
queries exhibit similar patterns to corpus vectors, confirming that

centroids attract independently drawn queries as well.

To bridge the gap between theory and real data, we conduct an

experiment on ideal Gaussian distributions. We sweep twomodality

settings: single-mode, where the entire corpus is drawn from one

Gaussian (a single semantic cluster), and multi-mode, where the
corpus is drawn from a mixture of Gaussians with 100 points per

mode (emulating the many semantic clusters of real embeddings).

Figure 6 reports the results as four heatmaps. The experiment con-

firms our theory along two axes. First, dimension governs whether

hubness arises at all: at 𝑑=10 the space is too low-dimensional and

Pr stays near 0, but once 𝑑≥100 the injected centroid dominates,

with Pr reaching 1.0 at 𝑑=1000. Second, in the single-mode setting

Pr decays as the corpus grows. In the multi-mode setting, the per-

mode size is fixed at 100 points regardless of 𝑛, which removes the

corpus-size dependence: Pr no longer decays with 𝑛 and instead sta-

bilizes around 0.6–0.7, depending only on dimension. This directly

mirrors our cluster-wise design, where partitioning the space into

many small clusters keeps each local distribution effectively low-𝑛

and unimodal, so the hubness condition is easily satisfied within

every cluster.

Figure 5: Hubness probability on real embeddings. Rows
correspond to embedding dimensions (384, 768, 1024) and
columns to database sizes (100–100K). Each cell value is Pr,
the fraction of vectors for which the centroid is the nearest
neighbor.

Figure 6: Hubness probability on ideal Gaussian distributions.
Single denotes a unimodal corpus drawn from one isotropic
Gaussian;Multi denotes a multi-modal corpus drawn from a
mixture of Gaussians.

6 EVALUATION ON ATTACKS1

6.1 Evaluation Setup
6.1.1 Model Settings. We adopt the following embedding models

to generate vectors: Contriever [22], a strong dense retriever trained

1
Due to space constraints, additional experiments are provided in the appendix of the

extended version at https://arxiv.org/abs/2604.05480, including: (i) sensitivity to the

poisoning rate, (ii) an analysis of cluster overlap, (iii) the full cluster-size imbalance

breakdown, (iv) attack effectiveness on non-Transformer-generated embeddings such

as SIFT [23], DEEP [1], and SPACEV [52], and (v) the effect of mixing vectors from

different embedding models.
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with contrastive learning; BGE-base-en-v1.5 [70], BAAI’s general-

purpose embedding model; and GTE-base-en-v1.5 [75], an English

text embedding model based on the Generalized Text Embedding

architecture.

6.1.2 Dataset Preparation. Our evaluation involves 14 publicly

available text datasets: Natural Questions (NQ) [30], HotpotQA [72],

MSMARCO [6], Climate-FEVER [12], NFCorpus [4], DBPedia [31],

FiQA-2018 [37], FEVER [57], SciFact [63], Touché-2020 [3], SCI-

DOCS [11], Quora [46], TREC-COVID [61], and ArguAna [62]. All

14 datasets are from the BEIR benchmark [56].We also include three

pre-embedded datasets: DBpedia-OpenAI-1M [54], Emoji-GTE [55],

and Wiki-CS-E5 [27]. For each text dataset, we use its original

corpus and queries. Due to the computational cost of brute-force

search, for each evaluation run we randomly sample 3,000 queries

from the query set to measure attack effectiveness.

6.1.3 Vector Database Settings. We employ FAISS [13] as our vector

database backend and evaluate our approach using four distinct

index types: (1) Flat (exact brute-force search), (2) graph-based

HNSW [38], (3) clustering-based IVF-Flat [23], and (4) IVF-PQ [23].

Since the Flat index performs exhaustive search, it serves as our

ground truth for nearest neighbors. Unless specified otherwise,

cosine similarity is used as the distance metric.

6.1.4 Metrics. We evaluate using four metrics: Recall@K (R@K),

Malicious Occupancy@K (MO@K), First Poisoned Rank (FPR), and

Attack Success Rate (ASR).

Let D = {𝑥𝑖 }𝑁𝑖=1
denote the benign database vectors and P =

{𝑝 𝑗 }𝑀𝑗=1
the injected malicious vectors. The poisoned database is

D′ = D ∪ P. Let Q denote the set of evaluation queries. For each

query 𝑞 ∈ Q, the vector database returns the ranked top-𝐾 results

𝑅𝐾 (𝑞) = [𝑟1 (𝑞), . . . , 𝑟𝐾 (𝑞)].

Malicious Occupancy@K (MO@K). MO@K quantifies the frac-

tion of the top-𝐾 results occupied bymalicious items in the poisoned

database. Define the number of malicious results in the top-𝐾 list

as

𝑚𝐾 (𝑞) =
𝐾∑︂
𝑡=1

1
[︁
𝑟𝑡 (𝑞) ∈ P

]︁
,

then

MO@𝐾 =
1

|Q|
∑︂
𝑞∈Q

𝑚𝐾 (𝑞)
𝐾

.

First Poisoned Rank (FPR). FPR measures how early the first ma-

licious item appears within the top-𝐾 list:

FPR(𝑞) = min{𝑡 ∈ {1, . . . , 𝐾} : 𝑟𝑡 (𝑞) ∈ P}, min ∅ := 0.

We report the mean FPR over queries with FPR(𝑞) > 0.

Attack Success Rate (ASR). ASR is the fraction of queries for

which at least one malicious item appears in the top-𝐾 results:

ASR =
1

|Q|
∑︂
𝑞∈Q

1
[︁
FPR(𝑞) > 0

]︁
.

6.2 Overall Attack Effectiveness
In this section, we report the overall effectiveness of the proposed

Black-Hole Attack. We evaluate three attack scenarios: the cluster-

wise attack using full database access, the Surrogate Dataset Attack,

and the attack on pre-embedded datasets.

Full Database Access Attack. We inject malicious vectors at a

poisoning rate of 1%, cluster the benign database into more than

3000 clusters, and insert malicious vectors into the centroid of

each cluster. Table 2 reports the results across three models, three

datasets, and four index types. The attack is universally effective:

MO@10 reaches 68%–81% on HotpotQA (ASR > 90%), 47%–59%

on NQ, and 29%–58% on MSMARCO, with FPR values as low as

2.75. All three ANN indexes—HNSW, IVF-Flat, and IVF-PQ—exhibit

attack effectiveness comparable to the exact Flat index, offering

no inherent resilience. The vulnerability is model-agnostic: while

Contriever is the most affected, the attack remains highly effective

on BGE and GTE as well.

Table 2: Full Database Access Attack Effectiveness

Dataset Model Metric Flat HNSW IVF-F IVF-PQ

HotpotQA

Contriever

MO@10 76.97 80.86 79.98 75.36

ASR 93.43 94.07 95.23 93.47

FPR 3.10 2.75 2.83 2.98

BGE

MO@10 72.71 77.66 73.79 67.58

ASR 94.40 95.30 95.10 91.13

FPR 3.58 3.11 3.48 3.84

GTE

MO@10 68.10 72.13 70.01 65.09

ASR 90.43 91.83 92.13 87.43

FPR 3.99 3.60 3.81 4.07

MSMARCO

Contriever

MO@10 54.87 58.36 57.00 55.28

ASR 72.10 75.13 74.87 73.27

FPR 5.12 4.81 4.94 5.02

BGE

MO@10 29.62 31.03 30.84 30.14

ASR 46.23 47.53 48.00 47.67

FPR 7.42 7.29 7.31 7.35

GTE

MO@10 30.54 31.23 31.95 30.64

ASR 48.10 48.83 50.07 48.53

FPR 7.36 7.30 7.23 7.29

NQ

Contriever

MO@10 52.91 55.32 54.44 51.67

ASR 72.63 73.87 74.50 72.47

FPR 5.31 5.08 5.18 5.32

BGE

MO@10 57.90 59.41 59.02 57.96

ASR 80.30 80.97 81.43 80.67

FPR 4.90 4.76 4.79 4.84

GTE

MO@10 47.18 48.07 49.15 46.03

ASR 69.90 70.37 72.97 69.33

FPR 5.87 5.79 5.70 5.88

HigherMO@10 andASR indicate a stronger attack, while lower FPR indicates

a stronger attack.

Surrogate Dataset Attack. Figure 7 evaluates the Surrogate

Dataset Attack, where the attacker constructs malicious vectors

solely from publicly available query sets without any access to the

target database’s internal embeddings. Query-Corpus similarity is

the mean cosine similarity between query and corpus embeddings

from the same source, and Query-Query similarity is the mean

pairwise cosine similarity among surrogate query embeddings. For

comparison, we also plot the Full Database Access Attack (orange

dashed line), which uses the victim’s own corpus embeddings to

38



construct malicious vectors. The Surrogate Attack (blue solid line)

achieves strong effectiveness on 10 of 14 datasets (MO@10 > 30%),

with climate-fever reaching 98.3%, while the four failures—scidocs,

quora, trec-covid, and arguana—all share high Query-Corpus sim-

ilarity (0.594–0.949), indicating near-overlap between query and

corpus distributions that mitigates the performance of the attack.

Notably, on several datasets (climate-fever, hotpotqa, nfcorpus, db-

pedia, fiqa, fever), the Surrogate Attack even surpasses the Full

Access baseline, demonstrating that precisely matching the vic-

tim’s corpus distribution is unnecessary: a surrogate query pool

can exploit the same hubness geometry more effectively than the

victim’s own embeddings. Attack effectiveness depends on this

distributional gap rather than on accurately guessing user queries,

dramatically lowering the practical barrier of the Black-Hole Attack.
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Figure 7: Surrogate Dataset Attack vs. Full Database Access
Attack across 14 BEIR datasets.

Poisoning Public Pre-Embedded Datasets. Table 3 reports the
attack on three publicly available pre-embedded datasets, where the

attacker directly downloads the pre-computed vectors, constructs

malicious vectors via clustering, and injects them—without ever

running an embedding model. Across all three datasets, the attack

achieves MO@10 above 71%, ASR above 93%, and FPR below 4,

covering different embedding models (OpenAI text-embedding-3-

large, GTE-large-en-v1.5, E5-base) and diverse data modalities (en-

tity descriptions, emoji-text pairs, Wikipedia articles). This demon-

strates that the Black-Hole Attack readily extends to real-world

pre-embedded datasets shared on open platforms such as Hugging

Face.

Table 3: Results on precomputed-vector datasets.

Dataset MO@10 ASR FPR

DBpedia OpenAI 1M 71.10 93.74 3.76

Emoji GTE 75.52 98.66 3.43

Wiki CS E5 72.38 94.09 3.62

6.3 Robustness Analysis
6.3.1 Robustness to Partial Database Export. To analyze the impact

of partial database access, we evaluate the attack under export ra-

tios ranging from 0.1 to 1.0. Figure 8a demonstrates that our attack

remains highly effective under limited exports, with MO@10 im-

proving steadily as the ratio increases. On the MSMARCO dataset,

expanding the export ratio from 0.1 to 1.0 improves MO@10 from

19.3% to 54.8%—a 184% increase—while on NQ, MO@10 nearly dou-

bles from 26.4% to 52.1%. Notably, HotpotQA achieves an MO@10

of 61.9% at only 10% export, indicating that even minimal database

access suffices for a practical attack. These results highlight that our

attack does not depend on full corpus access and scales predictably

with the exported portion.

6.3.2 Robustness to Dynamic Data Updates. Real-world vector

databases are continually updated, so we evaluate how dynamic

data updates affect the attack. We vary both data addition and

deletion from 0% to 50% of the corpus size. To test the attack un-

der strong distributional drift, the inserted vectors are drawn from

other datasets rather than the target corpus itself. The results (Fig-

ure 8b) show that deletion slightly improves attack effectiveness,

as removing benign vectors thins the neighborhood around the

malicious centroids. Insertion shifts the data distribution and de-

grades the attack, but the effect is limited: even after 50% insertion,

MSMARCO drops by only 1% in MO@10, and HotpotQA still main-

tains 33% MO@10. In addition to data churn, production systems

also rebuild their indexes and occasionally re-embed their corpora.

Re-indexing does not affect the attack: as Table 2 shows, attack

effectiveness remains consistent across four index types, since the

attack exploits embedding geometry rather than index structure.

Re-embedding the corpus with a new model removes the injected

malicious vectors from the database entirely, and is therefore an ef-

fective defense. However, its prohibitive computational cost makes

it impractical for frequent deployment in production systems.

6.4 Sensitivity Analysis
6.4.1 Sensitivity to Number of Clusters. To analyze the effect of the
cluster-wise design in Section 4.2, we vary the number of cluster

centers used to construct local black-hole centers. Figure 8c reports

the resulting MO@10 as a function of 𝐿 under a fixed poisoning

rate of 1%. We observe that MO@10 generally increases as 𝐿 grows,

indicating stronger malicious presence in the Top-10 results. It

suggests that a moderate number of cluster centers is sufficient to

cover most query regions for this dataset.

6.4.2 Sensitivity to Clustering Quality. We use FAISS-GPU to clus-

ter the corpus, which proceeds in two stages: (1) it trains the cen-
troids on a sample of the corpus, and (2) it assigns all corpus vectors
to the learned centroids. The training sample size governs the qual-

ity of clustering.We fix the number of centroids 𝐿 and the number of

training iterations to 25, then vary the number of training samples

per centroid 𝑠 (so the total training set size is 𝐿 · 𝑠), thereby control-

ling clustering quality. Figure 8d reports MO@10 under increasing

𝑠 . When only one point per centroid is sampled (𝑠=1), MO@10

remains below 2% across all datasets. As 𝑠 grows, MO@10 rises

sharply and saturates under full sampling at 76.97%, 52.91%, and

54.87% on HotpotQA, NQ, and MSMARCO, respectively. Overall,

higher clustering quality consistently leads to stronger attack per-

formance, confirming that a well-clustered corpus representation

is essential to the effectiveness of our method.

6.4.3 Sensitivity to Cluster Size. We analyze how cluster size affects

the Black-Hole Attack by measuring MO@10 across clusters of

different sizes. As shown in Figure 9, 𝑘-means clustering produces

clusters whose sizes span a wide range, from around 100 up to
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Figure 8: Robustness and Sensitivity Analysis of the Black-Hole Attack.

2K+. The results show that cluster size has different effects across

datasets, and MO@10 remains consistently significant across all

size groups. This confirms that the Black-Hole Attack is robust

to the size imbalance of 𝑘-means clustering and does not rely on

uniformly sized clusters.

6.4.4 Sensitivity to Cluster Density. We further analyze how the

local density around a query affects the Black-Hole Attack. For each

query, we define its local density as the mean similarity to its 10

nearest legitimate documents: a higher value means the query sits

in a denser region. We sort queries by this density and measure

MO@10 across density groups, from the sparsest to the densest. As

shown in Figure 9, MO@10 decreases as density increases: when a

query is close to corpus vectors, those nearby documents compete

more strongly with the injected centroid and pull down the attack

effectiveness. Nevertheless, even in the densest regions MO@10

remains significant across all datasets, showing that higher density

only weakens the attack gradually rather than eliminating it.
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Figure 9: MO@10 versus cluster size and cluster density.
Query local density is defined as the mean similarity of a
query to its 10 nearest legitimate documents; a higher value
indicates a denser region.

6.4.5 Sensitivity to ANN Index Parameters. We systematically ab-

late the key parameters of three widely used ANN indexes—HNSW,

IVF, and IVFPQ, comparing to a Flat baseline that uses exact search:

77.30%. The results are consolidated in Figure 10. Across all three

index types, attack effectiveness fluctuates only moderately and

remains close to the Flat baseline under all practical parameter

settings. For HNSW, varying ef_search (16–256), M (4–64), and

ef_construction (40–800) yields MO@10 consistently within ±10%
of Flat. For IVF, varying nprobe (16–256) and nlist (1024–8192) pro-

duces similarly stable results. For IVFPQ, setting the sub-quantizer

count M to 48 slightly weakens the attack (still around 50%), but

this extreme compression already degrades retrieval accuracy; at

standard settings (𝑀 ≥ 64), the attack remains intact. Together,

these results confirm that under different ANN index parameters,

the Black-Hole Attack is always effective.
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Figure 10: Sensitivity of the Black-Hole Attack to ANN index
parameters (HNSW, IVF, IVFPQ) on HotpotQA with Con-
triever. Gray dashed lines indicate the Flat (exact search)
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6.5 Cost and Analysis
6.5.1 Scalability to Larger Corpora. To verify that the Black-Hole

Attack scales beyond the 1M–10M range, we conduct experiments

on MS MARCO v2 [6, 15, 40] (138M documents, Contriever embed-

dings). We evaluate both the Full Database Access Attack and the

Surrogate Dataset Attack. To obtain a sufficiently large surrogate

query set, we leverage the query set of MS MARCOWeb Search [8],

whose queries are independently collected and have no overlap

with the MS MARCO v2 queries, eliminating any risk of query leak-

age. We filter 4M English queries from this dataset and combine

them with queries from other BEIR datasets to form the surrogate

pool. Table 4 reports the results. Both attack variants achieve strong

effectiveness on this 138M-document corpus. The Surrogate Dataset

Attack attains MO@10 of 81.53% and ASR of 89.80%, and the Full

Database Access Attack reaches MO@10 of 63.99% and ASR of

75.60%. Notably, both methods perform even better than on the 9M

MS MARCO benchmark, confirming that the Black-Hole Attack

remains effective at larger database sizes.
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Table 4: Black-Hole Attack on MS MARCO v2.

Attack Scenario MO@10 ASR FPR

Full Database Access 63.99 75.60 4.29

Surrogate Dataset Attack 81.53 89.80 2.70

6.5.2 Analysis of Clustering Cost. We examine the cost of the clus-

tering using MSMARCO-v2. We use the FAISS-GPU 𝑘-means imple-

mentation on an H200 GPU and measure the clustering time along

two axes: (i) the corpus size, varied from 100K to 100M vectors at a

fixed sampling budget (25% of the corpus); and (ii) the number of

training samples per centroid, varied on a fixed 10M-vector corpus.

The results are shown in Figure 11. Even at 100M vectors, clustering

completes within three hours. For corpora at the billion-vector scale,

the attacker can alternatively use the Surrogate Dataset Attack: it

clusters a far smaller set of surrogate queries rather than the entire

corpus, sidesteps the large-corpus clustering cost, and still achieves

strong attack effectiveness.
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Figure 11: Clustering cost on an H200 GPU. Left: runtime
versus corpus size at a fixed sampling budget. Right: runtime
versus the number of training samples per centroid on a fixed
10M-vector corpus.

6.6 Analysis on Downstream RAG Applications
6.6.1 Attack Effectiveness on QA Pipelines. We use the reproduced

LongRAG [76] pipeline as the downstream application and poison

its underlying vector database with the Black-Hole Attack. Fig-

ure 12 reports the end-to-end QA performance before and after

poisoning. The results show that the attack substantially degrades

answer quality on all three benchmarks. On HotpotQA, the F1 score

drops from 51.8 to 37.0; on 2WikiMQA [20], it drops from 44.5 to

33.3; and on MuSiQue [58], it drops from 23.2 to 7.5. These results

indicate that poisoning only the vector database is sufficient to

severely impair the performance of a strong downstream RAG sys-

tem. We further evaluate the effect of varying the rerank depth.

Figure 12 shows that while more candidates improve the clean F1

as expected, the attack success rate remains above 80% across all

datasets even under the largest rerank budget tested. This indicates

that reranking alone, without dedicated defense mechanisms, does

not meaningfully mitigate the Black-Hole Attack.

6.6.2 Impact of Filtering-Based Defenses on the Black-Hole Attack.
RAG pipelines often employ clustering-based methods for seman-
tic filtering and duplicate detection to defend against adversarial

poisoning. SeCon-RAG [51] partitions the corpus into clusters and
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Figure 12: Impact of the Black-Hole Attack on downstream
RAG applications.

flags vectors too close to cluster centroids as malicious—a design

that mirrors the Full Database Access Attack. Figure 13 reports

the confusion matrices under both attack modes on HotpotQA. At

10,000 clusters, the filter flags 98.3% of malicious vectors under

Full Database Access (TP), but only 13.5% of malicious vectors are

flagged under Surrogate Dataset Attack. This gap arises because the

surrogate query distribution diverges from the victim corpus distri-

bution; centroids learned from surrogate queries do not precisely

align with the victim’s embedding clusters, causing the filter to miss

most injected vectors. TrustRAG [78] applies K=2 clustering to the

top-10 retrieval results of each query and flags the denser cluster as

malicious. Figure 14 shows that this method can flag a substantial

fraction of malicious vectors (TP 73.7% for Full Access, 58.3% for

Surrogate). However, the Black-Hole Attack already dominates the

top-10 results—MO@10 is up to 76.97%. Even after TrustRAG re-

movesmost flaggedmalicious vectors, the remaining top-10 consists

of the unflagged malicious ones, with only 1–3 clean documents

surviving. Moreover, unlike SeCon-RAG, TrustRAG cannot directly

remove malicious vectors from the corpus—it only filters at query

time, leaving the poisoned vectors in the database.
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Figure 13: Detection accuracy of SeCon-RAG on malicious
vectors. Columns: number of clusters used by the SeCon-
RAG filter. TP: malicious vectors correctly flagged. FP: clean
vectors falsely removed. FN: malicious vectors missed. TN:
clean vectors correctly retained.

6.6.3 Robustness to Content-Level Inspection. Beyond clustering-

based filters, RAG pipelines also deploy content-level inspection,

including source validation and lightweight content sanity
checks. Such defenses, however, are ill-suited to the Black-Hole
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Attack. Unlike adversarial-corpus-poisoning attacks that perturb a

given text to derive an adversarial embedding, the Black-Hole At-

tack constructs malicious vectors directly in the embedding space

and only later assigns text content to them. The attacker there-

fore retains complete freedom to design the accompanying text to

evade text-level filters. For source validation, RAGParadox [10] has

shown that malicious texts can be paired with fabricated but plau-

sible source attributions, effectively bypassing source-level checks.

For lightweight content sanity checks, CPA-RAG [34] shows that

adversarially generated malicious texts with strong fluency and

generalization can reliably evade perplexity and readability filters.

7 DEFENSES AGAINST BLACK-HOLE ATTACK
Hubness Mitigation. Since the Black-Hole Attack exploits cen-

trality driven hubness, a natural defense is to reduce hubness in

the embedding space. We evaluate three representative methods:

ZN (Z-score normalization) [16, 59], CL2 (Centered L2 normaliza-

tion) [67], and noHub [59]. Table 5 reports MO@10 and R@10

under each defense with Contriever embeddings and Flat search.

ZN preserves high retrieval quality (R@10 85.83%–89.67%) but fails

to suppress the attack (MO@10 65.36%–83.13%). noHub achieves

strong attack suppression on HotpotQA and MSMARCO (MO@10

0.71%–13.91%), but degrades R@10 to near zero and leaks severely

on NQ (MO@10 47.27%). CL2 provides the best overall tradeoff,

reducing MO@10 to 1.66%–12.25% while retaining moderate R@10

(58.65%–76.70%). These results show that hubness mitigation can

defend against the Black-Hole Attack, but every method forces a dif-

ficult choice between security and retrieval utility—none achieves

both simultaneously.

Table 5: Defense effectiveness against the Black-Hole Attack:
MO@10 and R@10 with Flat search.

MO@10 R@10

Dataset ZN CL2 noHub ZN CL2 noHub

HotpotQA 83.13 1.66 0.71 85.83 58.65 5.45

MSMARCO 65.36 12.25 13.91 89.67 76.70 11.38

NQ 68.66 10.00 47.27 87.48 66.78 10.44

Detection-Based Defense. We next study a more conservative

defense that operates directly on the stored corpus vectors. The idea

is to use a small probe set drawn from the database itself, measure

how often each stored vector is retrieved as a nearest neighbor of

these probes, and remove the vectors that are selected unusually

often. Let the stored corpus vectors be 𝑋 = {𝑥𝑖 }𝑁𝑖=1
⊂ R𝑑 . We first

partition 𝑋 into 𝐿 clusters and, to cover different semantic regions,

sample a small probe set from each cluster (0.1% of its vectors, at

least one) to form the probe set 𝑃 . For each probe we retrieve its

top-𝑘 nearest neighbors in 𝑋 , and define the hit count ℎ𝑖 of each
vector 𝑥𝑖 as the number of probes that retrieve it. Since most vectors

are never retrieved (ℎ𝑖 = 0), we compute the median𝑚 over only

the strictly positive hit counts, and mark a vector as suspicious and

remove it before retrieval ifℎ𝑖 > 2𝑚. When using a brute-force (Flat)

index, the detection procedure requires an additional 𝑘-NN pass for

each probe vector, yielding 𝑂 ( |𝑃 | · 𝑁 · 𝑑) complexity, i.e., 𝑂 (𝑁 2𝑑)
in the worst case. The defense reuses the database’s existing ANN

index, so it incurs no additional indexing overhead. We evaluate

this detection-based defense with a probe ratio of 0.1% per cluster.

Table 6 reports the results under both the Full-Export Attack and

the Surrogate Dataset Attack. Under the full-export attack, the

defense is highly effective: it reduces MO@10 from 76.97%, 54.87%,

and 52.91% to 7.09%, 1.50%, and 1.63% on HotpotQA, MSMARCO,

and NQ respectively, while preserving high retrieval quality (R@10

94.51%–96.34%). Under the surrogate attack, however, the defense

is substantially weakened—on HotpotQA and NQ, MO@10 drops

only marginally (from 93.36% to 91.90% and from 81.45% to 68.13%,

respectively). This gap arises from the same distributional mismatch

discussed in Section 6.6.2: the probe vectors are drawn from the

corpus distribution, whereas the surrogate attack places malicious

vectors in query-offset regions, so they are rarely retrieved by the

probes and evade the hit-count filter. Despite its limitations against

surrogate attacks, the detection-based defense is computationally

lightweight: with ANN acceleration, the probe search completes

in seconds, making it practical to deploy as a routine safeguard

against full-export-style threats.

Table 6: Detection-based defense under Full-Export Attack
and Surrogate Dataset Attack, and probe search time across
ANN index types.

Dataset R@10 Full(MO@10) Surrogate Time (s)
Before After Before After Flat HNSW IVF IVFPQ

HotpotQA 96.34 76.97 7.09 93.36 91.90 9k 4.4 7.5 1.3

MSMARCO 94.55 54.87 1.50 38.99 17.37 25k 6.1 16.6 2.3

NQ 94.51 52.91 1.63 81.45 68.13 2k 2.1 1.8 0.6

8 CONCLUSION
We present the Black-Hole Attack, a query-agnostic poisoning attack
against vector databases grounded in centrality-driven hubness. By
injecting a small number ofmalicious vectors at the global or cluster-

wise centroid, an attacker can hijack Top-𝑘 results for most queries

without any knowledge of their content.We define four attack paths

along a capability spectrum and show strong effectiveness across

all scenarios. Among the defenses we study, hubness mitigation

provides only partial protection. The detection-based defense is

highly effective against the full-export attack. However, it largely

fails against the Surrogate Dataset Attack. A robust and adaptive

defense remains an open problem.
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